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LO'I NOI PAU

Tai liéu nay dugc bién soan dua theo dé cuong chi tiét cla chuong
trinh dao tao mai1 (150TC) cua truong DH Su pham Ky thuat TP HCM.
Tai liéu dugce bién soan nham cung cip nhirng kién thirc nén tang, giup
sinh vién nam ving va van dung dugc cac ky thuat pho bién trén ha tang
mang. Tir d6, sinh vién ¢6 thé tu hoc cac kién thire chuyén sau hon.

Trong tai liéu nay, tac g Eiﬁ su dung tap Iénh trén thiét bi Cisco lam
cac vi du minh hoa cho cac cong nghé duoc trinh bay. Qua viéc nam bat
cac kién thue va ky nang thuc hanh co ban, sinh vién ¢6 thé van dung
trién khai, cau hinh trén céc thiét bi khac.

Téc gia rat mong nhan duoc nhitng y kién dong gop tir phia nguoi
doc dé tai liéu ngay mot hoan thién hon.
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Chuwong 1
DINH TUYEN

Chwong nay trinh bay mot so van dé co ban vé dinh tuyén, phdn
loai dinh tuyén, dac diéem cua mot so giao thirc dinh tuyén pho bién va
cach cau hinh tren thiet bi cua Cisco. Hoc xong chirong nay, nguoi hoc
co kha nang:

e Phan biét duoc dinh tuyén tinh va dinh tuyén dong

e Phdn biét duoc giao thire dinh tuyén dang distance-vector, link-
state, classful va classless

o Trinh bay dwoc dic diém cua cdce giao thire RIP, OSPF, EIGRP

o Cdu hinh dinh tuyén tinh, dinh tuyén dong bang cdc giao thirc
RIP, OSPF, EIGRP

1. GIOI THIEU

Dinh tuyén 1a chirc ning cua router giap xac dinh duong di cho céac
g0l tin tir nguon to1 dich thong qua hé thong mang.

PC-B

-

PC-A

Hinh 1.1 M6 hinh hé thong mang

Router dwa vao dia chi IP dich (destination IP) trong cac goi tin va
s dung bang dinh tuyén (routing table) dé xac dinh duong di cho chung.



Network Interface or Next hop
172.16.12.0/30 Connected - 50/0/1
10.10.10.0/24 Connected — Fa0/0
192.168.10.0/24 172.16.12.1
192.168.20.0/24 172.16.12.1

1

Bang dinh tuyén
172.16.12.0/30

- 9 G;:Q Fa0/0
—

P. Nhén sy

Bang dinh tuyén
Network Interface or Next hop
P. Kinh doanh 172.16.12.0/30 Connected — 50/0/0
192.168.10.0/24 Connected — Fa0/0
192.168.20.0/24 Connected — Fa0/1
10.10.10.0/24 172.16.12.2

Hinh 1.2 Bang dinh tuyén trén router

Trong bang dinh tuyén, mdi mang ma router co thé chuyen di
(mang dich) thé hién bang mot dong. M&i mang nay ¢6 duogc co thé do
chung dang két nm truc tiép voi router dang xét hay router hoc dugc
thong qua viéc cau hinh dinh tuyén.

2. PHAN LOAI PINH TUYEN
C6 hai loai dinh tuyén: dinh tuyén tinh va dinh tuyén dong.
e Dinh tuyén tinh

Dinh tuyén tinh 1a loai dinh tuyén ma trong dé router sir dung céc
tuyén duong di tinh dé van chuyén dir liéu di. Cac tuyén duong di tinh
nay ¢ dugc do ngudi quan tri cau hinh thu céng vao cac router,

e Dinh tuyén dong

Pinh tuyén dong la loai dinh tuyén ma trong do router sur dyng cac
tuyén duong di dong dé van chuyén dir liéu di. Céc tuyen duong di dong
nay c6 dugc do cac router sir dung cac giao thire dinh tuyén dong trao doi
théng tin dinh tuyén véi nhau tao ra.

Mot s6 giao thire dinh tuyén dong pho bién: RIP, OSPF, BGP, ...

“* Trong dinh tuyén dong, nguoi ta chia ra thanh 2 loai: distance-
vector va link-state
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Hinh 1.3 Trao déi thong tin dinh tuyén dang distance-vector

Cac router dinh tuyén loal “distance vector” thuc hién gui dinh ky
toan by bang dinh tuyen cua minh va chi gui cho céc router lang giéng
két ndi truc tiép vo1 minh.

Cac router dinh tuyén theo dang nay khong biét dugc dudng di dén

dich mot cach cu thé, khong biét vé cac router trung gian trén duong di
va cau tric két ndi gitra chiing.

Bang dinh tuyén la noi luu két qua chon duong tot nhat ctia moi
router. Do do, khi chung trao d6i bang dinh tuyén véi nhau, cac router
chon dudng dya trén két qua da chon cua router lang gleng Moi router
nhin hé thﬂng mang theo su chi phm cuia cac router lang giéng.

Cac router dinh tuyén theo distance vector” thuc hién cap nhat
thong tin dinh tuyén theo dinh ky nén tén nhicu bang thong dudng
truyén. Khi co6 su thay doi xay ra, router nao nhan blEl’ su thay doi dau
tién s€ cap nhat bang dinh tuyén cua minh trudc roi chuyén bang dinh
tuyen cap nhat cho cac router lang g1eng

Giao thuce dinh tuyén thudc loai nay: RIP
v’ Link-state

a Trao d&i LSA
Co s& dir liéu
. Jiamees >
‘-,.} Thuat toan tim

duérng di ngin nhat

Két qua = bang dinh tuyén

Hinh 1.4 Trao doi thong tin dinh tuyén dang link-state



Trong cac giao thic dinh loai link-state, cac router sé trao doi céac
LSA (link state advertisement) voi nhau dé xay dung va duy tri co s¢ dir
liéu vé trang thai cac dudng lién két hay con goi la co so dit liéu vé cau
tric mang (topology database). Céac thong tin trao doi dugc guri dudi
dang multicast.

Nhu vay moi router déu ¢6 mot cai nhin dﬁy dt va cu thé vé cau
triic cua hé thong mang. Tir d6 moi router s€ dung thuat toan tim duong
di ngan nhat (SPF - Shortest Path First) dé tinh toan chon dudng di tot
nhat dén tirmg mang dich.

Khi cac router dinh tuyén theo link state da hoi tu xong, no khong
thuc hién cap nhét dinh tuyen dinh ky ma chi cap nhét khi nao co su thay
d6i xay ra. Do d6, thoi gian héi tu nhanh va it ton bing thong.

Giao thure dinh tuyén theo link-state ¢6 hd tro CIDR, VLSM nén
chiung 1a mot chon lua tot cho cac mang lén va phirc tap. Nhung dong
thoi no doi hoi dung lwong bo nhé 16n va kha nang xu 1y manh cua CPU
trén cac router.

Dé dam bao cho cac co s dit lidu cip nhat thong tin mdi, trong cac
LSA nay duogc danh thém chi s6 tuan tu “sequence”. Chi s “sequence”
duoc bat dau tir gia tri initial dén gia tri max-age. Khi mot router nao dé
tao ra mot LSA, no sé dat gia tr1 sequence b%’mg initial. Moi khi router gui
ra mot phién ban LSA, n6 s€ ting gid tri do lén 1. Nhu vay, gia tri
sequence cang cao thi thong tin LSA cang médi. Néu gia tri sequence nay
dat dén max-age, router sé giri LSA ra cho tat ca cac router con lai, sau
do router do sé dat lai gia tr1 sequence vé initial.

Mot s giao thuc dinh tuyén thudc loai nay: OSPF, IS-IS

<+ Ngoai cach phan loai nhu trén, nguoi ta con chia giao thic dinh
tuyén dong theo 2 dang: “classful routing protocol” va “classless
routing protocol”

v’ Giao thire dinh tuyén dang Classfull

Cac giao thitc dinh tuyén nhom classfull khong quang ba subnet-
mask cung voi dia chi mang quang ba trong cac goi tin cap nhat dinh
tuyén. Do d6, khi router nhan dugc cac cap nhat nay, router phai lay gia
tr1 network-mask mac dinh ¢6 cung vo1 dia chi lcrp mang cua dia chi dich.
Néu dia chi mang do duoc két ndi truc tmp vOl1 router, network-mask
dugc lay cung véi network-mask duge cau hinh trén cong két néi dén
mang d6. Néu dia chi mang dich khong ndi truc tiép, router sé lay dia chi
subnet-mask mac dinh cua dia chi mang dich.

10



Céac giao thirc thudc loai nay khéng hd trg mang VLSM, tom tit
cac tuyén tu dong. Giao thirc dinh tuyén thudc dang nay: RIPvI.

v' Giao thirc dinh tuyén dang Classless

Cac giao thirc dinh tuyén thudc nhéom classless sé quang ba thong tin
“subnet mask” cung voi dia chi mang quang ba trong cac goi tin cap nhat
dinh tuyén, hé trg VLSM, cho phép tom tat cac tuyén mot cach thu cong.

Cac giao thirc dinh tuyéﬂ thudc dang nay: RIPv2, OSPF, EIGRP
«» Hai tham s6 dung trong dinh tuyén: Metric va AD
v’ Metric

La tham s6 duoc su dung dé chon duong tét nhat cho viéc dinh tuyén.
Day la gia tri ma bat ky giao thirc dinh tuyén nao cting phai dung dé tinh
toan duong di dén mang dich.

Trong truong hgp co nhiéu duong di dén mét mang dich thi duong di nao
c6 metric thap nhat s& duoc lua chon dé dua vao bang dinh tuyén. Moi
giao thirc dinh tuyén c¢6 mot kiéu metric khac nhau.

v' AD

AD (Administrative Distance) 1a gia tri quy udc dung dé chi do tin cay
clia cac giao thirc dinh tuyén, giao thirc ndo c6 AD nho hon s& dugc xem
la dang tin cay hon. Trong truong hop router hoc dugc mot mang dich
thong qua nhiéu giao thic dinh tuyen khac nhau, thi tuyén cua giao thirc
dinh tuyen nao ¢4 AD nho nhat thi s& dugc lya chon va dua vao bang
dinh tuyén.

3. PINH TUYEN TINH

Trong cau hinh dinh tuyén tinh, ngudi quan tri phai cau hinh tha
cong chi ra duong di dén tat ca cac mang dich trén cac router trong hé
thong. Pinh tuyén tinh khong c6 hoat dong giri thong tin cap nhat nhu
cac giao thirc dinh tuyén dong.

Luu y mac dinh router sé biét duoc duong di dén cac mang dich
dang két ndi truc tiép véi no.

Dé cau hinh dinh tuyén tinh, chiing ta sir dung cti phdp sau:

Router (config) #ip route <destination-network>
<subnet-mask> {next-hop-address|out-bound-interface>}
[distance]

11




Trong do:

Destination-network: la dia chi mang dich can di tGi
Subnet-mask: Subnet mask cua destination-network

Next-hop-address: dia chi IP cta cong trén router ké tiép co két
no1i truc tiép voi router dang xet.

Qut-bound-interface: cong cua router s€ gui dir licu ra

Distance: thay d6i gi tri AD cho tuyén nay. Mic dinh cac tuyén
tinh co AD=1.

Vi du: Cau hinh dinh tuyén tinh cho mé hinh mang sau:

192.168.12.0/24

172.16.10.0/24 172.16.20.0/24

Nhan xét: Trong m6 hinh mang da cho ¢6 3 mang: 172.16.10.0/24,

192.168.12.0/24 va 172.16.20.0/24. DBé hé thong mang lién thong Vi
nhau thi trong bang dinh tuyén cua cac router R1 va R2 phai c¢6 duong di
dén tat ca cac mang nay. Do mac dinh cac router biét duoc duong di dén
cac mang dang két noi truc tiép véi né nén:

12

Router R1: da biét duoc duong di dén 2 mang dang két noi truc
tiecp la 172.16.10.0/24 va 192.168.12.0/24. D61 v6i mang
172.16.20.0/24, chung ta cau hinh dinh tuyén tinh nhu sau:

Rl (config)#ip route 172.16.20.0 255.255.255.0
fa0/0

Hoac

Rl (config)#ip rzroute 172.16.20.0 255.255.255.0
192 .168.12.2

Router R2: twong tu router R1, mac dinh R2 biét dugc duong di
dén 2 mang dang két noi truc ttep voi no 1a 192.168.12.0/24 va
172.16.20.0/24. Chung ta can chi ra duong di dén mang
172.16.10.0/24 bang dinh tuyén tinh nhu sau:



R2 (config)#ip route 172.16.10.0 255.255.255.0
fa0/0

Hoac

R2 (config)#ip route 172.16.10.0 :255.255.255.0
192.16e8B.12.:1

¢+ Default route
Default route nam & cudi bang dinh tuyén va duogc su dung dé gui
cac goi tin di trong truong hop mang dich khong tim thay trong bang

dinh tuyén. N6 rat hitu dung trong cic mang dang “stub network” nhu
két nd1 tir mang ndi bo ra ngoai Internet.

oo 20111
& — 7 @ Internet )
R1 p— m |

203.113.115.2 e

\\_ g _,.,-""f:

R1(config)#ip route 0.0.0.0 0.0.0.0 S0/0/0

Hinh 1.5 Cau hinh default route

rr i

RIP la mét giao thirc dinh tuyén theo kiéu “distance- vector”. “Hop
count” dugc su dung lam metric cho viéc chon duong. Néu ¢6 nhleu
duong dén cung mot dich thi RIP sé chon duong nao c6 s6 hop-count (s6
router di qua) it nhat. RIP ho trg tinh nang chia tai (load balancing) mic
dinh la 4 duong, ti da 16 dudng.

Néu hop-count 16n hcg’n 15 thi cac goi tin s€ bi loai bo. Méac dinh
thot gian cap nhat dinh tuyén la 30 gidy. Gia tr1 AD mac dinh cua RIP 1a
120. RIP co hai phién ban la RIPv1 va RIPv2.

Bang so sanh gitra RIPv] va RIPv2

Pic diém RIPv1 RIPv2
Loai dinh tuyéﬂ Classful Classless
H6 tro VLSM va mang khong lién tuc Khong Co
Gui kém Subnet-mask trong ban tin cap | Khong Co
nhat dinh tuyén

13



Quang ba thong tin dinh tuyén Broadcast | Multicast

HJ tro tom tit cac tuyén thu cong Khoéng Co

Ho tro ching thuc Khong Co

Pinh nghia trong RFC RFC 1058 | RFC 1721,
1722, 2453

Mang khong lién tuc (discontiguous network): la mang ma trong do
cac mang con (subnet) cua cung méot mang 16n (major network: 1a mang
theo ding 16p) b1 ngan cach bo1 “major-network™ khac.

192.168.12.0/30

- R2
172.16.10.0/24 172.16.20.0/24
Hinh 1.6 Mang khong lién tuc

Hai mang con cua cung mdét “major network™ 1a 172.16.0.0 bi ngan
cach boi mdt “major network™ khac la 192.168.12.0 tao nén mang khdong
lién tuc.

< Ciu hinh
e Khoi tao tién trinh dinh tuyén RIP
Router (config) #router rip
e Bat ché do RIPv2
Router (config-router) #version 2 //su dung cho RIPv2
e Chon cong tham gia vao qué trinh trao d6i thong tin dinh tuyén

Router (config-router) #network <major-classful-
network>

e Tit tinh ning tu dong tom tit cac tuyén

Router (config-router) fno auto-summary /st dung cho
RIPv2

14




192.168.12.0/24 192.168.23.0/24 172.16.20.0/24

router rip router rip

version 2 version 2

network 172.16.0.0 network 172.16.0.0
network 192.168.12.0 Y network 192.168.23.0
no auto-summary router rip no auto-summary

version 2

network 192.168.12.0
network 192.168.23.0|
no auto-summary

%+ Chung thuc trong RIPv2

Chung thyc trong dinh tuyén la cach thuac bao mat trong viéc trao
d6i thong tin dinh tuyén giita cac router. Néu c6 cau hinh chimg thuc thi
cac router phai vuot qua qua trinh nay trudc khi cac thong tin trao doi
dinh ruyén duoc thue hién. RIPV2 hd tro hai kiéu chimg thuc 1a: “Plain
text” va “MD5”

e Chirng thuc dang “Plain Text”: con goi la “Clear text”

Qua trinh ching thye chi don gian la cac router dugc cAu hinh mot
khoa (password) va trao doi ching dé so khop. Cac khoa nay dugc giri
dudc dang khong ma hoa trén duong truyén.

Céc budc cau hinh:

Buoc [. Tao bo khoa

Router (config) #key chain <name>

Buwoc 2. Tao cac khoa

Router (config-keychain) #key <key-id>

Router (config-keychain-key) #key-string <password>
Bude 3. Ap dat vao cong gui chimg thuc

Router (config) #interface <interface>

Router (config-if) #ip rip authentication key-
chain <name>

15



Vi du: Cau hinh chimg thuc trong dinh tuyén RIPv2 dang “Plain Text”

192.168.12.0/30

S 2 Sy
172.16.10.0/24}—* (2R) 1 =7 2 @ 3 172.16.20.0/24
Fa0/0 Sﬂ)"ﬂfﬂ = S 5 53}1]!(] Fa0/0

Rl (config) #key chain newstar

Rl (config-keychain) #key 1

Rl (config-keychain-key) #key-string ccna
Rl (config) #interface S0/0/0

Rl (config-if) #ip rip authentication key-chain
newstar

R2 (config) #key chain newstar2

RZ2 (config-keychain) #key 1

R2 (config-keychain-key) #key-string ccna
R2 (config) #interface S0/0/0

R2 (config-if) #ip rip authentication key-chain
newstar2

e Chirng thue dang MDS5

Dang ching thuc nay sé& giri thong tin vé khoa da duoc ma hoa giup

cac thong tin trao d6i duge an toan hon. Céac bude cau hinh twong tu nhu
dang “Plain Text”, chi co khac ¢ budc 3 phai thém 1 1énh sau:

Router (config-if) #ip rip authentication mode md5

Vi du: Str dung lai m6 hinh mang trong vi du ching thuc dang

“Plain Text”, ching ta s& cau hinh chung thyuc dinh tuyén RIPv2 bang
MDS5 voi tén bo khoa la “spkt” va mat khau 1a “123456” trén R1 va tén
bo khoa la “cntt” va mat khau la “723456" trén R2

16

R1 (config) #key chain spkt

Rl (config-keychain) #key 1

Rl (config-keychain-key) #key-string 123456

Rl (config)#interface S0/0/0

Rl (config-if) #ip rip authentication mode md5

Rl (config-if) #ip rip authentication key-chain

sgkt



R2 (config) #key chain entt

R2 (config-keychain) #key 1

R2 (config-keychain-key) #key-string 123456

R2 (config) #interface S0/0/0

R2 (config-if) #ip rip authentication mode md5

R2 (config-if) #ip rip authentication key-chain
cntt

« Céc Iénh kiém tra cAu hinh
R#fdebug ip rip

R#show ip route

5. OSPF

OSPF (Open Shortest Path First) la mot giao thuc dinh tuyen dang
link-state, st dung thuat toan Dijkstra dé xdy dung bang dinh tuyén.

OSPF mang nhiing dic diém cua giao thic link-state. N6 ¢b wu
diém 1a hoi tu nhanh, hd tro duwgc mang ¢6 kich thude 1on va khong xay
ra “routing loop”. OSPF dong thoi la giao thirc dinh tuyén dang classless
nén hd trg VLSM va mang khong lién tuc. OSPF st dung dia chi
multicast 224.0.0.5 va 224.0.0.6 (DR va BDR router) dé giri cac thong
diép hello va update trong qua trinh cap nhat dinh tuyén.

Bén canh d6 OSPF con duoc thiét ké theo dang phan c%p, sur dung
cac area dé giam yéu cau vé CPU, b0 nh¢ cua router. OSPF ho trg chimg
thuc dang Plain-Text va dang MDS35.

s* Metric cua OSPF

OSPF su dung metric 1a cost. Cost cia toan tuyén duge tinh theo
cach cong don cost doc theo tuyén duong di cua packet. Cach tinh cost
dugc IETF dua ra trong RFC 2328.

Cost dugc tinh dua trén bang thong sao cho toc do két noi cua
duong két noi cang cao thi cost cang thap dua trén r.,ﬂng thire
10°/bandwidth véi gia tri bandwidth duge cau hinh trén mdi cong cua
router va don vi tinh la bps.

Tuy nhién, ching ta c6 thé thay di gia tri cost. Néu router cé nhiéu
duong dén dich ma chi phi bang nhau thi router s& cAn bang tai trén cac
duong d6, mic dinh trén 4 dudng, t6i da 13 16 duong. Nhimng tham sd bit
budc phai giong nhau trong cac router chay OSPF trong mot hé thong
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mang, do la Hello/dead interval, Area — ID, authentication password
(néu ¢o), stub area flag.

% Cac loai moi trwong OSPF

e  Multiple access (ethernet)

e Point-to-Point

e NBMA (Non-Broadcast Multiple Access)

% Qua trinh xiy dung bing dinh tuyén ciia OSPF

e Cac OSPF giri cac goi hello dinh ky dé thiét 1ap quan hé lang
giéng. Goi tin hello mang cac thong tin thuong luong voi cac
router lang giéng trude khi thiét lap quan h¢ adjacency. Trong
mang da truy cap, glan thirc hello s& bau ra DR va BDR. DR va
BDR sé thiét 14p moi quan hé adjacency voi tat ca cac router khac
va nhiing router ndy chi trao d6i thong tin véi DR va BDR. Trong
mang Point-to-Point khong can chon DR va BDR.

e MBJi router nhan mot LSA tir lang giéng véi co so dit lidu vé trang
thai cac duong lién két (link-state database) cua lang giéng d6 va
giri mot ban sao ctia LSA tGi tat ca cac lang giéng khéac cua no.

e Bing cach guri cac LSA cho toan by mot area, tat ca router s€ xay
dyng chinh xac co so dir li€u ve trang thai lién két. Khi co so du
liéu duoc hoan tat, mdi router sir dung thuat toan SPF dé xay
dung nén cay SPF.

e Moi router s¢ xay dung nén bang dinh tuyen tu cay SPF. Két qua
la mdi router s& c6 thong tin vé dudng dén tat ca cac mang dich
trong hé thong mang.

% Qua trinh bau chon DR va BDR

Qua trinh bau chon li€n quan dén 2 tham s6: do wu tién (priority)
va router-ID. Tham s6 priority dugc chon trude tién, gia tri priroity nam
trong khoang tir 0 dén 255. Néu priority dat 1a 0 thi router nay s& khong
tham gia vao qua trinh bau chon DR/BDR. Router nao co c¢6 do wu tién
cao nhat s& duoc chon 1a DR, cao thir hai s& 1a BDR. Mic dinh gié tri
priority OSPF la 1. Khi gia tri priority déu bang nhau thi OSPF sé& bau
chon DR dua vao tham so6 thi hai 1a router-ID.

Trong hé thong mang ding OSPF khong ciu hinh cong loopback
thi gia tri router-ID dugc chon la gia tri dia chi IP 16n nhat cua cac cong
dang hoat dong trén router. Néu co cong loopback thi cong loopback
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dugc chon, truong hop ¢ nhiéu cbng loopback thi chon cong loopback
nao co dia chi IP cao nhat,

«% Cau hinh OSPF
e Khoi tao tién trinh dinh tuyén OSPF
Router (confiqg) #router ospf <process-id>

e Chon cong tham gia vao qua trinh trao doi thong tin dinh
tuyén

Router (config-router) finetwork <address>

<wildcard-mask> area <area-id>

Trong do:

- Process-id: chi s tién trinh cia OSPFE, mang tinh chit cuc bo,
co gia tri 1 dén 65535.

- Address: dia chi cong tham gia dinh tuyén

- Wildcard mask: diéu kién kiém tra gitra dia chi cAu hinh trong
address va dia chi cac cong trén router, tuong ung bit 0 — phai
so khop, bit 1 — khong can kiém tra.

- Area-id: ving ma cong twong tng thudc vé trong kién tric
OSPF.
Vi du:

OSPF Area 0
172.16.10.0/24 192.168.12.0/24 192.168.23.0/24 172.16.20.0/24

|ﬁ-1 — SR

swwu : 5;010 0/0/1 * “ggjon Fa0/0

router ospf 1
network 172.16.10.1 0.0.0.0 area 0
network 192.168.12.1 0.0.0.0 area 0

% Céc ciu lénh kiém tra cAu hinh OSPF
Router#show ip protocol
Routerfshow ip route
Router#show ip ospf interface
Routerffshow ip ospf neighbor

Router#debug ip ospf events
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Router#debug ip ospf packet
% Chung thue trong OSPF
Giao thirc OSPF ho tro hai dang chimg thuc la: “Plain Text” va MD5
e Chimg thuc bing “Plain Text”

Céu hinh giira hai cong cua 2 router ndi truc tiép véi nhau dé chimg
thuc gitra ching trude khi trao doi thong tin dinh tuyén. Mat khau gui
chirng thuc khong dugce ma hoa.

R(config) #interface <interface>

R(config—-if) #ip ospf authentication
R(config-if) #ip ospf authentication-key <password>

e Chimg thuc bing MD5
Trén cong cua router giri thong tin chimg thuc cAu hinh 1énh sau:

R(config) #interface <interface>

R(config-if) #ip ospf authentication message-digest
R(config-if) #ip ospf messages-digest-key 1 mdb
<password>

Vi du 1: Cho m6 hinh mang sau.

Yéu cau: Cau hinh OSPF cho cac router RA, RB va RC (Area 0) trong

mo hinh mang sau dé quang b4 cac thong tin dinh tuyen Céau hinh ching
thuc dang “Plain Text” va MD5 gitra 2 router: RA va RB véi mit khau 1a
“cisco”.

193.1.1.0/24 193.1.2.0/24
S0/0/0
w7 S0/0/1 S0/0/0 7 50/0/1
rRA J'1 e A 2 ol Re
Fao/o | .1 .1 | Fao/0
150.1.1.0/24 150.1.2.0/24

Huéng din ciu hinh:

Budc 1: Cau hinh co ban (ddt hostname, dia chi IP cho cdc ccifng: Serial,
FastEthernet) J_ N
Buoc 2: Cau hinh giao thure dinh tuyén OSPF trén moi router

RA (confiqg) #router ospf 1
RA (config-router) #network 150.
RA (conflig-router) #network 193.

.255 area 0

1.1.0 0.0.0
1.1.0 0.0.0.255 area 0O
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RB (config) #router ospf 1

RB (config-router) #network 193.1.1.0 0.0.0.255 area 0
B(config-router) #network 193.1.2.0 0.0.0.255 area 0
C(config) #router ospf 1
C (config-router) #network 150.1.2.0 0.0.0.255 area 0
C(config-router) #network 193.1.2.0 0.0.0.255 area 0

Buoc 3.1. Cau hinh chimg thuc dang"Plain Text” gitra 2 router: RA va RB

RA (config) #int S0/0/0
RA (config-if) #ip ospf authentication
A(config-if) #ip ospf authentication-key cisco

RB (config) #int S0/0/1
RB(config-if) #ip ospf authentication
RB (config-if) #ip ospf authentication-key cisco

Buce 3.2 Cau hinh chirng thue dang MDS gitia 2 router: RA va RB

A(config)#int S0/0/0
RA (config-if) #ip ospf authentication message-digest
RA (config-if) #ip ospf messages-digest-key 1 md5 cisco
(
(
(

B (config) #int S0/0/1
B(config-if) #ip ospf authentication message-digest
B(config-if) #ip ospf messages-digest-key 1 mdS5 cisco

Buoce 4. Kiem tra cdu hinh
Thuc hién cac cau 1énh sau dé kiém tra cau hinh

show ip route: xem bang dinh tuyén
debug ip ospf event:Xem qua trinh cap nhat dinh tuyén cua OSPF
Vi du 2: Pinh tuyén dong — OSPF

193.1.2.0/24

50/0/1 @

150.1.1.0/24 150.1.2.0/24

Areal Area 2
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“* Mo ta
e RA, RB, RC str dung OSPF dé quang ba thong tin dinh tuyén
e Cac router cau hinh OSPF va quang b4 tat ca cac mang ndi truc

tiép. Tr Router RA, RB va RC ta ping duoc hét cac dia chi trong
mang.

% Cac budc thyce hién
e Dat hostname, dia chi IP cho cac cf:‘mg trén router.

e Ciu hinh giao thire dinh tuyén RIP trén méi router

RA (config) #router ospf 1

RA (config-router) #network 150.1.1.0 0.0.0.255
area 1

RA (config-router) #network 193.1.1.0 0.0.0.255
area 0

RB (config) #router ospf 1

RB (config-router) #network 193.1.1.0 0.0.0.255
area 0

RB (config-router) #network 193.1.2.0 0.0.0.255
area 0

RC (config) #router ospf 1

RC (config-router) #network 150.1.2.0 0.0.0.255
area 2

RC (config-router) #network 193.1.2.0 0.0.0.255
area 0

v" Kiém tra ciu hinh
Thuc hién cac ciu 1énh sau dé kiém tra ciu hinh
Routerfshow ip route: Xem bang dinh tuyén

Router#ping: kiém tra két noi

6. EIGRP

EIGRP la giao thirc dinh tuyén do Cisco tao ra, chi hoat dong trén
cac thiét bi cia Cisco. EIGRP 1a mdt giao thirc dinh tuyén lai, né vira
mang nhitng dac diém cua “distance vector” vira mang mot s6 dac diém
cua “link-state”. EIGRP 1a dang dinh tuyén “classless .
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EIGRP hd trg VLSM va CIDR nén sir dung hi¢u qua khong gian
dia chi, s dyng dia chi multicast (224.0.0.10) dé trao d61 thong tin cap
nhat dinh tuyén.

¢+ Cach tinh metric cua EIGRP

K2*BW K5

metric o =| K1* BW + (236 load) +K3* Defay:| x

(reliability + K4)
Véi K1, K2, K3, K4, K5 14 hing so
Mac dinh: K1=1, K2=0, K3=1, K4=0, K5=0
Do do, ta co:
metric = bandwith + delay
Nhiing xtur Iy co ban cua EIGRP trong viéc hoc cac mang dich:

e Cac router phat hién cic lang giéng cua nd, danh sach cac ling
giéng duogc luu gitr trong “neighbor table”.

® ani router sé trao doi cac thong tin vé cau tric mang vdi cc lang
giéng cua no.

e Router dat nhtig thong tin vé cau trac hé théng mang hoc dugce
vao co so dir liéu vé cau tric mang (topology table).

* Router chay thuat toan DUAL vo1 co so du li¢u da thu thap duoc
o budc trén dé tinh toan tim ra duong di tét nhat dén moi mot
mang trong co so dir liéu.

e Router dit cac duong di tot nhat dén mdi mang dich vao bang
dinh tuyén.

e Trong EIGRP c6 hai tuyén ta can quan tam la “successor route”
va “fessible successor route”.

v' Successor route: 1a tuyén duong di chinh duoc st dung dé

chuyén dir liu dén dich, dugc luu trong bang dinh tuyén.

EIGRP cho phep chia tai toi da trén 16 dudong (mac dinh 1a 4
duong) dén mdi mang dich.

v’ Fessible successor route: 13 duong di du phong cho duong di
chinh va duoc luu trong bang cau truc mang (fopology table).

< EIGRP chong “routing loop”

~ "Routing loop” 1a mot tro' ngai rat 1on trong cac giao thic dinh
tuyén dang “distance vector”. Cac giao thirc dinh tuyén dang “link-state”
23



vuot qua van dé nay bang cach moi router déu nam giir toan bd cau trac
mang. Trong giao thire EIGRP, khi tuyén duong di chinh gap su ¢,
router c6 thé kip thoi dat duong di du phong vao bang dinh tuyén dong
vai tro nhu duong di chinh.

Truong hop khong c6 duong di du phong, EIGRP sur dung thuat
toan DUAL cho phep router gui cac yéu cau va tinh toan lai cac duong di
dén dich.

% Ciu hinh EIGRP
- Buwéc 1. Kich hoat giao thtrc dinh tuyén EIGRP
Router (config) #router eigrp <autonomous-system>

Trong d6: autonomous-system: ¢ gia tri tir 1 dén 65535, gia tri
nay phai giong nhau ¢ tat ca cac router trong hé thong chay EIGRP
- Buwéc 2. Chon cong tham gia vao qua trinh trao doi thong tin dinh
tuyén
Router (config-router) fnetwork <network-number>
Trong do: network-number 13 dia chi cong theo diing 16p mang ctia no.

Dé quang b4 cac mang con va ho tro mang khong lién tuc, ching ta
phai sur dung 1énh sau:

Router (config-router) #no auto-summary

Vi du: Cau hinh dinh tuyén EIGRP cho m6 hinh mang sau

172.16.10.0/24 192.168.12.0/24 192.168.23.0/24 172.16.20.0/24
g
'1 ‘. |1 - i ‘2 '2 = tl
IF““" . su;n;u $0/0/0\_R2 _JS0/0/1 " “sgj0/1
router eigrp 100 router eigrp 100
network 172.16.0.0 network 172.16.0.0
network 192.168.12.0 network 192.168.23.0
no auto-summary no auto-summary
Y

router eigrp 100
network 192.168.12.0
network 192.168.23.0
no auto-summary

** Céc cau lIénh kiém tra cau hinh EIGRP
Router#show ip eigrp neighbors

Router#show ip eigrp topology
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Router#show ip route eigrp
Router#show ip protocols
Routerfshow ip eigrp traffic
¢ Ching thuc trong EIGRP
EIGRP chi ho trg mét dang chimg thuc 1a MDS5.
Trén cong cua router guii thong tin ching thuc cau hinh 1énh sau:
R(config) #key chain <keychain>
R (config-keychain) #key <key-id>
R(config-keychain-key) #key-string <password>
R(config) #interface <interface>
R(config-if) #ip authentication mode eigrp <AS> md5

R(config-if) #ip authentication key-chain eigrp <AS>
<keychain>
Vi du: Cau hinh chimg thuc cho giao thitc dinh tuyén EIGRP giita hai
router R1 va R2.

EIGRP AS 100

| .1® FanlJ Faﬂfﬂ@ i | |
‘ Fa0/1\_R1_J .1 2 (R Jra0/1 |

192.168.12.0/24
172.16.20.0/24 / 192.168.10.0/24

¢

e Huwéng dan cau hinh
- Cau hinh co ban: hostname, dia chi IP cho cac cong trén cac router.

- cau hinh dinh tuyén EIGRP AS 100

onfig) #router eigrp 100
config-if) #network 192.168.12.0
config-if)#network 172.16.0.0

1(c
sk
L
l(config-if)#no auto-summary
2
2
2
2

config) #router eigrp 100
config-if) #network 192.168.12.0
config-if) #network 192.168.10.0
config-if)#no auto-summary

- Cau hinh chimg thuc

Rl (config) #key chain my keychainl
Rl (config-keychain) #key 1
Rl (config-keychain-key) #key-string cisco
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Rl (config) #interface fal/0
Rl (config-if) #ip authentication mode eigrp 100 md5

Rl (config-if) #ip authentication key-chain eigrp 100
my keychainl

2 (config) #key chain my keychain2
2 (config-keychain) #key 1
2 (config-keychain-key) #key-string cisco

R2 (config)#interface £fal0/0

R2 (config-if) #ip authentication mode eigrp 100 md5
R2 (config-if) #ip authentication key-chain eigrp 100
my keychainZ2

e Kiém tra cau hinh: Dung cac Iénh sau

show ip eigrp neighbors
show ip eigrp interfaces details
show key chain

7. PHAN PHOI GIUA CAC GIAO THUC PINH TUYEN

Néu mot he thung mang chay nhiéu hon mét glan thie dinh tuyén,
ngudl quan tri can mot vai phuong thitc dé phan phm cac duong di cua
mot giao thirc ndy vao mét giao thirc khac. Qué trinh dé goi 1a phan phdi
gitta cac giao thtrc dinh tuyén (redistribution).

172. 15 20. D,‘ZII

Fa0/0] -

2 -‘ s0/0/3_
s0/0/0 W

OSPF Area 0

Hinh 1.7 Phén phéi giita cdc giao thirc dinh ruyén

Phan phdi dinh tuyén dinh nghla cach thire trao doi thong tin dinh
tuyen gitra cac glao thire dinh tuyén. Moi giao thic dinh tuyen cO cach
tinh toan memc " khac nhau, do d6 khi thuc hién qua trinh phan phoi thi
dang “metric” s€ dugc chuyén doi sao cho phu hgp véi giao thie dinh
tuyén do dé cac giao thire do co thé quang ba cac duong di cho nhau.
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e Phan phoi dinh tuyén gitra RIP va OSPF
- Quang bé cac tuyén hoc duoc tir OSPF vao RIP
Router (config) #router rip

Router (config-router) #redistribute ospf 1 metric
<number>

Luu v: Do RIP st dung metric c6 gia tri t6i da la 15 nén gia tri
<number> trong I¢nh trén cting phai nho hon 15.

- Quang ba cac tuyén hoc duoc tir RIP vao OSPF
Router (config) #router ospf <process-id>

Router (config-router) #redistribute rip metric
<metric> subnets

Vi du: Cho mo hinh mang sau

192.168.12.0/30 192.168.23.0/30

so/o/o |
- =7 ;_.‘.‘ S0/0/1
RA J- p—— : : ==2al 2\ RC

Fa0/0 | .1 .1 | Fa0/0

172.16.10.0/24

10.10.10.0/24

M0 ta yéu cau:
v" RA, RB sur dung OSPF dé quang cao thong tin dinh tuyén
v RB, RC sur dung RIP dé quang céo thong tin dinh ‘ruyén
v" Tu RA, RB, RC ping duoc hét céc dia chi trong mang
Cac bwoc thire hién:
v" Pit hostname, dia chi IP cho cac cong trén router.
v/ Cau hinh giao thirc dinh tuyén OSPF trén mdi RA va RB
RA (config)f#router ospf 1

RA (config-router) #network 172.16.10.0 0.0.0.255
area 0

RA (config-router) #fnetwork 192.168.12.0 0.0.0.3
area 0
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RB(config) #router ospf 1

RB (config-router) #network 192.168.12.0 0.0.0.3
area 0

RB (config) #router rip

RB (config-router) #version 2
RB(config-router) #network 192.168.23.0
RB (config-router) #no auto-summary

RC (config) #router rip

RC (config-router) #version 2

RC (config-router) #network 192.168.23.0
RC(config-router) #network 10.0.0.0

RC (config-router) #no auto-summary

v' Céu hinh phan phéi dinh tuyén

Dé RC thay dugc RA, ta thuc hién cac 1énh sau:

RB (config) #router rip
RB(config-router) #redistribute ospf 1 metric 3
Tuong tu: dé RA thay RC

RB (config) #router ospf 1

RB (config-router) #redistribute rip metric 100
subnets

v/ Kiém tra cau hinh

Thuc hién cac cau 1énh sau dé kiém tra ciu hinh
Router#show ip route: xem bang dinh tuyén
Router#ping: kiém tra két ndi

Phén phoi dinh tuyén gitra RIP va EIGRP

Quang ba cac tuyén hoc duoc tir EIGRP vao RIP

RB(config) #router rip

RB (config-router) #redistribute eigrp <AS> metric
<number>

Quang ba cac tuyén hoc duoc tir RIP vao EIGRP
RB (config) #router eigrp <AS>

RB (config-router) #redistribute rip metric BW DL
L R MTU



Trong d6: BW, DL, L, R, MTU tuong ung voi cac thong s6 trong
metric cua EIGRP (trt MTU). Tuong tu, ching ta c6 thé suy luan ra
phuong phap dé phan phoi cac tuyén hoc dugc tr mot giao thirc nay sang
mot giao thirc khac la phai tuan theo thong s6 vé metric cua giao thirc ma
ta s& phan phdi vao.

Vi du:

192.168.12.0/30
s0/0/0 - sufufn

192.168.23.0/30
G. “ so/0/1__

Fa0/0 | .1 .1 | Fa0/0

172.16.10.0/24

10.10.10.0/24

EIGRP AS 100

Mo ta
v RA, RB str dung EIGRP dé quang céo thong tin dinh tuyén
v RB, RC str dung RIP dé quang céo thong tin dinh tuyén
v' Tu RA, RB, RC ping dugc hét cac dia chi trong mang
Cac budc thuc hién
v" Dt Hostname, dia chi IP cho cac céng trén router.
v Cau hinh giao thirc dinh tuyén EIGRP trén mdi RA va RB
RA (config) #router eigrp 100
RA (config-router) #network 172.16.0.0
RA (config-router) #network 192.168.12.0
RA (config-router) #no auto-summary
RB (config) #router eigrp 100
RB (config-router) #network 192.168.12.0
RB (config-router) #no auto-summary
RB (config) #router rip
RB (config-router) #version 2
RB (config-router) #network 192.168.23.0
RB (config-router) #passive interface S0/0/0
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RC (config) #router rip

RC (config-router) #version 2

RC (config-router) #network 10.0.0.0

RC (config-router) #network 192.168.23.0
Pé RC théy duoc RA, ta thuc hién cac 1énh phan phrfii dinh tuyén:

RB (confiqg) #router rip

RB (config-router) #redistribute eigrp 100 metric 3
Tuong tu: dé RA thay RC

RB (confiqg) #router eigrp 100

RB(config-router) #redistribute rip metric 100 1
258 255 1501

-K
v' Kiém tra
Thuc hién cac cau 1énh sau dé kiém tra cau hinh
show ip route: xem bang dinh tuyén

ping: kiém tra két noi

8. TONG KET CHUONG

Trong chuong nay dé cap dén mot sb van dé co ban va dinh tuyen
Pinh tuyén 1a qué trinh tim duong di cho cac goi tin tu no1 gui dén noi
nhan. Qua trinh dinh tuyen dugce phan lam 2 loai la dinh tuyen tinh va
dinh tuyén dong.

Pinh tuyén tinh 1a qua trinh dinh tuyén sir dung céc tuyén duge cau
hinh thu cong boi nguot quan tri mang, con dinh tuyen dong 1a qua trinh
dinh tuyén duoc thuc hién bang cac giao thirc dinh tuyén dong.

Trong dinh tuyén dong nguoi ta phan ra lam 2 dang: distance-
vector va link-state. Ngoai ra, dinh tuyén con dugc chia thanh 2 kiéu 1a
classful va classless.

RIPv1 la giao thtrc dinh tuyén dong theo dang distance-vector va la
giao thirc dinh tuyén theo kiéu classful, c6 nghia la khong mang theo
thong tin subnet-mask trong cac thong tin cap nhat dinh tuyén va mai
router nhin hé théng mang theo sur chi phm cua cac router lang gleng
RIPv2 1a mét giao thirc dinh tuyén cai tién tir RIPv1, mang cac dic diém
cua loal giao thuc distance-vector. Tuy nhién, RIPv2 thu¢c nhom giao
thuc classless. Do d0, né con mang mot s6 tinh chat nhu hd tro VLSM va
mang khong lién tuc.
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OSPF la mét giao thirc dinh tuyén loai link-state, thubc nhom giao
thuc classless. OSPF duoc st dung trén cac mang l6n, phuc tap. EIGRP
la mét giao thirc lai gitra distance-vector va link-state. EIGRP thudc
nhom giao thic classless.’

9. CAU HOI VA BAI TAP
9.1 Cac céu nao sau diy néi vé didc diém cua giao thirc dinh tuyén loai
"distance vector" va "link-state"?

A. Céac giao thirc dinh tuyén loai “distance vector” giri toan bo bang
dinh tuyén cho cac router lang gi€ng co két noi truc tiep véi no.

B. Cac giao thirc dinh tuyén loai “distance vector” giri ban cap nhat
thay doi dén cac mang duoc liét ké trong bang dinh tuyén

C. Cac giao thuc dinh tuyén loai “link-state” guri toan b bang dinh
tuyén cho cac router khac trong mang

D. Cac giao thue dinh tuyén loai “link-state” giri cac cdp nhat vé
trang thai két ndéi cho cac router khac

9.2 Giao thirc dinh tuyén nao mac dinh su dung hai tham sO "bandwidth"
va "delay" lam metric?

A. RIP

B. OSPF

C. EIGRP

D. Dinh tuyén tinh
9.3 Cac ciu nao sau day la ding cho cac giao thirc dinh tuyén thudc loai
“classless™?

A. Khong chay dugc trong mang khong lién tuc (discontiguous
network)

B. Ho trg mang VLSM
C. RIPvl1 la giao thirc thudc “classless™

"

D. RIPv2 la giao thirc thudc loai “classless

9.4 "Default route" dung dé lam gi?

A. N6 dugc str dung khi cac giao thire dinh tuyén khong st dung
duoc.
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B.

C.

D.

N6 dugc nha cung cap dich vu (ISP) cau hinh dé guri dir liéu cho
cac doi tac qua mang.

N6 duoc sur dung khi goi tin gui t61 mang dich khong co trong
bang dinh tuyén.

NO duoc cau hinh tha cong dén cac mang khac ma cac giao thuc
dinh tuyén chua cau hinh.

N6 duoc dung dé giri cac goi tin dén cac "stub network".

9.5 Cac cau nao sau diy mé ta ding vé giao thirc dinh tuyén RIP?

A.

RIPv1 khong h{f} tro chirng thuc trong cap nhat thong tin dinh
tuyén. RIPv2 ho trg chimg thuc trong cip nhat thong tin dinh
tuyén.

RIPvIl khong hé trg quang ba cac duong di qua mang WAN.
RIPv2 ho trg quang ba cac duong di qua LAN va WAN.

RIPv1 khong gui kém thong tin “subnet-mask™ trong ban tin cap
nhat dinh tuyén. RIPv2 guri kém thong tin “subnet-mask™ trong
ban tin cdp nhat dinh tuyén.

RIPv1 dinh thoi giri thong tin cap nhat dinh tuyén qua dia chi IP
mul’ticast:224.0.0.10. RIPv2 dinh thot gu thong tin cap nhat dinh
tuyén qua dia chi IP multicast: 224.0.0.9.

RIPv1 su dung "hold-down timer" va "split horizon" dé chong
tinh trang "routing loop". RIPv2 khong yéu cau "hold-down
timer" hay "split horizon" dé chong "routing loop".

9.6 Mot router hoc dugc duong di dén mot mang dich 131.107.4.0/24
bang RIP va OSPF. Ban ciing cau hinh thém bang dinh tuyén tinh trén
router nay dén mang 131.107.4.0/24. Router sé chon duong di nhu thé
nao dé chuyén dir liéu di?

A
B.
.
D.

DPuong di hoc dugce tir RIP
Duong di hoc dugce tir OSPF
DPuong di hoc dugc tir dinh tuyén tinh

Chia tai di trén ca 3 duong nay

9.7 Gia tr1 AD (Administrative Distance) mac dinh cia OSPF la

A.
B.
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C.
D.

110
120

9.8 Cac dac diém nao dudi day la cua cac giao thirc dinh tuyén thude
loai link-state?

A.
B.
C.
D.
E.

Cung cap thong tin toan dién vé hé thong mang
Trao d6i bang dinh tuyén véi cac lang giéng.
Tinh toan duong di ngan nhat

Co tinh nang “trigger update”

C6 tinh nang cap nhat dinh thoi

9.9 Router R1 dang chay giao thirc dinh tuyén RIP, thong tin bang dinh
tuyén dugc hién thi nhu sau:

Gateway of last resort is 10.1.2.2 to network
0.0.0.0

10.0.0.0/24 is subnetted, 2 subnets

R 10,1430 [120/41] wria 1012025 00200200,
Serial0/0

C 10.1.2.0 is directly connected, Serial0/0
C 10.1.5.0 is directly connected, Serial(/1
% 10.1.6.0 is directly connected,
FastEthernet0/0

R* 0.0:0:0/8 [EPE0/1] Fia 10:.3:.5.5, 00:00:200,
SerialO/1

Dua vao thong tin trén, néu ta thuc hién 1énh ping dén dia chi 10.1.8.5 tir
may tinh co6 dia chi 10.1.6.100, thi router R1 xur ly cac géi tin ICMP nay
nhu thé nao?

A.
B.
C.
D.
E.

Cac goi tin sé€ b1 loai bo

Cac goi tin sé dugc chuyén ra cong S0/0
Cac goi tin s& dugc chuyén ra cong SO0/1
Cac goi tin sé duogc chuyén ra cong Fa0/0

Cac g6i tin s& dugc chuyén dén gateway 10.1.2.2

9.10 Giao thuc dinh tuyén OSPF ding khai niém khu vuc (area). Dic
diém cua OSPF area la gi?
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A. M&i OSPF area can céu hinh cdng loopback

B. Céc area c6 thé dugc gan gia tri tir 0 dén 65535

C. Area 0 con goi la area backbone

D. Kién tric phan cidp OSPF khong yéu cau nhiéu area
E. Cac area phai két ndi vé area 0

F. OSPF don ving phai cau hinh la area 1



Chuwong 2
VLAN

Chirong nay de cdp dén mét so ky thudt dwoc trién khai trén Switch
nhu VLAN, VTP, STP. Hoc xong chwong nay, nguoi hoc co kha nang:

e Phén biét gitta mién dung dé va mién quang bd

e Trinh bay duoc khai niem va dac diém ciia VLAN, VTP, STP
e Cdu hinh VLAN, VTP, STP trén switch

e Cau hinh dinh tuyén giita cédc VLAN

1. GIOI THIEU
e Collision domain: mién dung do

Pung d6 xay ra khi ¢ hai hay nhidu may truyén dir liéu dong thoi
trong mot mang chia sé. Khi dung do xay ra, cac gm tin dan;:, duoc
truyén déu bi pha huy, cac may dang truyén sé ngung viée truyén dir liéu
va cho mot khoang thoi gian ngau nhién theo quy luat cua CSMA/CD.
Néu dung d6 xay ra qua nhiéu mang c6 thé khong hoat dong duoc.

Mién dung d6 la khu vuc ma dir liéu dugc phat ra co thé bj dung
do. Tat ca cac méi trudong mang chia sé 1a cac mién dung do.
e Broadcast domain: mién quang ba

Cac thong tin lién lac trong mang dugc thuc hién theo ba cach:
unicast, multicast va broadcast.
- Unicast: giri truc tiép tr mot may dén mot may.
- Multicast: dugc thuc hién khi mét may mudn gui goi tin cho
mot nhom may.
- Broadcast: duoc thuc hién khi mdt may mudn gui cho tat ca cac
may khac trong mang.

Khi mét thiét bi mudn giri mot goi quang ba thi dia chi MAC dich
cua goi tin d6 s€ 1a FF:FF:FF:FF:FF:FF. V6i dia chi nhu viy, moi thi€t bi
déu nhén va xu ly gé1 quang ba.

Mién quang ba 13 mir?tn bao gdm tit ca cac thiét bi ¢6 thé nhan duoc
go1 tin quang ba tor mot thiét b1 nao do trong LAN.
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Switch 1a thiét bi hoat d{mg O tanf:, lién ket du ligu, khi Switch nhan
dugc goi quang ba thi no s€ gui ra tat ca cac C:}ng cua no trir cong nhan
gbi tin vao. Mai thiét bi nhan dugc goi quang ba déu phai xir 1y thong tin
nam trong do.

Router 1a thiét bi hoat dong & tang mang, router khong chuyen cac
goi quang ba. Router dugc su dung dé chia mang thanh nhiéu mién dung
d6 va nhiéu mién quang ba.

2. VLAN

VLAN (Virtual LAN) la k¥ thuat duoc su dung trén Switch, dung
dé chia mot Switch vét 1y thanh nhiéu Switch ludn ly. Mdi mét Switch
luan 1y go1 la mot VLAN hodc ¢o thé hiéu VLAN la mot tap hop cua cac
cong trén Switch nim trong ciing mdt mién quang ba. Cac cong trén
Switch ¢6 thé dugc nhém vao cic VLAN khac nhau trén mot Switch
hodc duge trién khai trén nhiéu Switch.

Hinh 2.1 Chia VLAN trén switch

Khi c6 mét goi tin quang ba dugc guri boi mot thiét bi nam trong
mdt VLAN sé duogc chuyén dén céac thiét b khac nam trong cung VLAN
d6, gbi tin quang ba sé khong dugce chuyén tiép dén cac thiét bi thude
VLAN khac.

VLAN cho phép ngudi quan tri to chirc mang theo luan ly chur
khong theo vat ly. Sir dung VLAN co wu diém la:
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v Tang kha nang bao mat

v’ Thay d6i céu hinh LAN d& dang

v Di chuyén may tram trong LAN dé dang
v Thém mdy tram vao LAN dé dang.

VLAN = broadcast domain = logical network

3. PHAN LOAI
e VLAN tinh (Static VLAN)

Port fa0/8 : VLAN 10

Hinh 2.2 VLAN tinh

Do véi loal nay, cac céng cua Switch dugc cau hinh thuoc ve mot
VLAN nao do6, cac thiét bi gan vao cong do s€ thugc vé VLAN da dinh
truoc. Day la loa1 VLAN dung pho bién.

e VLAN dong (dynamic VLAN)

2222.2222.2222 = VLAN 20

MAC=2222.2222.2222

Hinh 2.3 VLAN dong

Loat VLAN nay su dung mot server luu trtr dia chi MAC cua cac
thiét bi va qui dinh VLAN ma thiét bi d6 thudc vé, khi mot thiét bi gan
vao Switch, Switch sé& lay dia chi MAC cua thiét bi va gui cho server
kiém tra va cho vao VLAN dinh trude.
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4. CAU HINH VLAN
Buée 1. Tao VLAN

Switch (config) #vlan <vlan-id>

Switch (config-vlan) #name <vlan-name>
Vi du:

Switch(config) #vlan 10

Switch (config-if) #name P.KyThuat

Buwée 2. Gan cic cong cho VLAN

38

- Gan 1 cong vao LAN

Switch(config) #interface <interface>

Switch (config-if) #switchport mode access
Switch(config-if) #switchport access vlan <vlan-id>
Vi du:

Switch (config) #interface fal/5

Switch (config-if) #switchport mode access
Switch(config-if) #switchport access vlan 10

- Gan 1 day cac cong lién tiép

Switch (config) #interface range <start>-<end-intf>
Switch (config-if-range) #switchport mode access

Switch(config-if-range) #switchport access vlan
<vlan-id>

Vi du:

Switch (config) #interface fal0/10 - 20
Switch(config-if-range) #switchport mode access
Switch(config-if-range) #switchport access wvlan 10
- Gan nhiéu cong khong lién tiép

Switch (config) #interface range <interfacel,
interface?2,..>

Switch(config-if-range) #switchport mode access

Switch(config-if-range) #switchport access vlan
<vlan-id>



Vi du:
Switch (confiqg) #interface fal/7, fa0/9, fal0/2
Switch(config-if-range) #switchport mode access

Switch (config-if-range) #switchport access vlan 10

** Xo06a VLAN: Xo0a mot VLAN trén switch bé’mg cach st dung 1énh
“no” trudce cau 1énh tao VLAN.

+* Lénh kiém tra cau hinh VLAN
Switch#show vlan

Lénh nay cho phép hién thi cac VLAN-ID (s6 hiéu VLAN), tén
VLAN, trang thai VLAN va cac cong dugc gan cho VLAN trén switch.

Vi du:

Fa0/3

@ XM a0/ @
Fa0/6 |

Mo ta yéu cau:
- CAu hinh VLAN trén Switch
- Tao 3 VLAN: VLAN 10, VLAN 20, VLAN 30

- Fa0/1 —Fa0/6: VLAN 10, Fa0/7 — Fa0/9: VLAN 20, Fa0/10 —
Fa0/12: VLAN 30

Cac budc thue hién:

v Tao vlan:

Switch (config) #vlan 10

Switch (config) #vlan 20

Switch (config) #vlan 30

v' Gan cac cong vao VLAN

Switch(config) #interface range f0/1 - 6
Switch(config-if-range) #switchport mode access

Switch (config-if-range) #switchport access vlan 10
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Switch (config) #interface range £f0/7 - 9

Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access wvlan 20
Switch(config) #interface range £0/10 - 12
Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access vlan 30
v Kiém tra cau hinh:

Thyc hién cc cau Iénh sau dé kiém tra cau hinh

Switch#show run

Switch#show vlan

Gan PC vao cac cnng nhu trén so do, dat IP cho cac PC va dung
lénh “ping” dé kiém tra két noi.

5. PUONG TRUNK

VLAN td chire trén nhiéu switch nhu vay lam sao céac thiét bi thudc
cung mot VLAN nhung nam ¢ nhirng switch khac nhau c6 thé lién lac
v61 nhau? Chung ta ¢6 hai cach dé giai quyét van dé nay:

e Dung mdi két ndi cho tirng VLAN

VLAN 10
VLAN 20
VLAN 30

Hinh 2.4 Sir dung moi két noi cho tieng VLAN
C6 nghia la m&i VLAN ¢ trén céc switch s& dugc két néi lai bang
mot duong ket noi riéng. Theo mo hinh trén ta thay: néu PC A trong
VLAN 10 ¢ Switch 1 mu{m lién lac voi PC X trong VLAN 10 ¢ Switch

2, ta phai c6 mot két noi vat Iy ndi Switch 1 véi Switch 2 va hai cong két
noi nay phai thudéc cung VLAN 10.

Tuong ty ddi v6i VLAN 2 va VLAN3, ta can hai két ndi vat 1y.
Nhu vay, véi n VLAN duoc tao ra tong cong ta phai dung dén n day noi
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dé céc thanh vién trong cting VLAN c6 thé giao tiép duoc véi nhau. Diéu
nay gay ra lang phi.
e Két noi trunk (duong trunk)
Mot k¥ thuat khac dé giai quyét v.f:‘in dé trén 1a dung chi mot két noi
cho phép dir li¢u cua cac VLAN c¢6 thé cung luu thong qua dudng nay.
Nguo1 ta go1 két né1 nay la duong trunk.

Hinh 2.5 Két néi trunk cho cdc VLAN

Theo nhu mé hinh trén ching ta chi dung mét day néi Switch 1 Vol
Switch 2, cac thanh vién trong cung VLAN ¢ cac Switch khac nhau van
c6 thé giao tiép voi nhau. Pudng day nhu thé goi la lién két trunk 16p 2.

Moi thanh vién tmn;:, cung VLAN chi co thé thay thanh vién khac
trong cung VLAN v&i no. E)e PC A co thé giao tiép voi PC B hodc C
(khong thudc cung VLAN), can phai su dung thiét bi & I6p 3 nhu router
hay switch 16p 3 (Multilayer Switch hay Switch layer 3).

Két noi “trunk” 1a lién két Point-to-Point gitra cac cong trén switch
vo1 router hodac voi switch khac. Két ndi “trunk” s& van chuyén dir liéu
cia nhiéu VLAN thong qua mot lién két don va cho phép md rong
VLAN trén hé¢ thong mang.

Vi k§ thuat nay cho phép dung chung mét két ndi vat ly cho dit ligu
cua cac VLAN di qua nén dé phan biét dugc chang 1a dir liéu cua VLAN
nao, ngudi ta gan vao cac goi tin mot dau hiéu goi 1a “ragging . Hay noi
cach khac 1a dung mat kiéu dong goi riéng cho cac goi tin di chuyén qua
duong “trunk” nay. Giao thirc dugce su dung la 802.1Q (dotlq).

¢ Giao thire 802.1Q

Diy la giao thirc chuin cua IEEE dé danh cho viéc nhan dang cac
VLAN ban;:, cach thém vao “frame header” dac diém cua mot VLAN.
Phuong thirc nay con dugc goi la gan thé cho VLAN (frame tagging).
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Dest | Src | Len/Etype Data Erraiﬂ'f'

\

Dest | Src Tag Len/Etype Data FCS

EtherType (0x8100) | PRI | VLAN ID

1 1 1 1

Hinh 2.6 Frame duoc dong goi theo kiéu 802.10
% Cau hinh VLAN trunking:
Pé céu hinh duong “trunk”, chiing ta cau hinh 2 cong “trunk” nhu sau:
switch(config) #interface <interface>
switch (config-if) #switchport mode trunk

switch (config-if) #switchport trunk encapsulation
dotlg

Lénh cudi cung la mic dinh & mot s6 dong switch

6. VLAN TRUNKING PROTOCOL (VTP)

VTP la giao thuc hoat dong o tang lién két dir lidu trong mo6 hinh
OSIL VTP giup cho viée cau hinh VLAN luén dong nhat khi thém, xo6a,
sira thong tin vé VLAN trong hé thong mang.

++ Hoat dong cua VTP

VTP gui thong di€ép quang ba qua “VTP domain™ moi 5 phiit mot
lan, hodc khi c6 su thay doi xay ra trong cau hinh VLAN. Mot thong diép
VTP bao gdm “rivision-number”, ttn VLAN (VLAN name), s6 hiéu
VLAN (VLAN number), va thong tin vé cac switch co cong gan vai moi
VLAN. Bing su cau hinh VTP Server va viéc quang ba thong tin VTP,
tat ca cac switch déu dong bo vé tén VLAN va so hiéu VLAN cua tat ca
cac VLAN.

Mot trong nhimg thanh phan quan trong trong cac thong tin quang
ba VTP 1a tham so “revision number”. Méi lan VTP server diéu chinh
thong tin VLAN, n6 ting “revision-number” 1én 1, r6i sau &6 VTP Server
moi gui thong tin quang ba VTP di. Khi mét switch nhan moét thong diép
VTP voi “revision-number” 16m hon, no s€ cap nhat ciu hinh VLAN.
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1. Thém VLAN
2.Revd = Rev5s

Server

3. Glri thong tin quang ba ‘-"/ ) \Gﬁ‘i théng tin quang ba VTP

4. Rev 4 = Rev5
5. Cap nhat thong tin VLAN

4.Revd < Rev 5
5. Cap nhat thong tin 1F.r'L.I-’aI"mI

VTP VTP

Hinh 2.7 Hoat dong cua VTP
% VTP hoat dong & mét trong ba ché do

o Server
o Client
o Transparent

- Tao VLAN
- Stra VLAN
- X6a VLAN
- Grri thong tin quang ba VTP

- Péng bo co s& dir liéu
@ - Tao VLAN cuc bd

- Stra VLAN cuc bd

- X6a VLAN cuc bd

- Chuyén tiép thong tin quang ba VTP
- Khéng déng bo co sé dir liéu

- Khéng tao, sira, xéa VLAN
- Guri théng tin quang ba VTP
- Déng bd co s& dir lidu

Transparent

Hinh 2.8 Cac mode cua VTP

Switch o ché do VTP server c6 thé tao, chinh stra va x6a VLAN.
VTP server luu cau hinh VLAN trong NVRAM cua né. VTP Server gui
thong diép ra tat ca cac cong “trunk”™.

Switch & ché d6 VTP client khong tao, sua va xoa thong tin
VLAN. VTP Client ¢6 chitc ning dap ung theo moi su thay doi cua
VLAN tir Server va gt thong diép ra tat ca cac cong “frunk” cua né.
VTP Client dong bo cau hinh VLAN trong hé thong.

Switch & ché do transparent sé nhan va chuyén tiép céac thong di¢p
quang ba VTP do cac switch khac gui dén ma khong quan tim dén noi
dung cua cac thong diép nay. Néu “transparent switch” nhan dugc thong
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tin cap nhat VTP no ciing khong cap nhat vao co so dir liéu cua nd; dong
thoi néu céu hinh VLAN cua né c6 gi thay d6i, né ciing khong guri thong
tin cap nhat cho cac switch khac. Trén “fransparent switch” chi c6 mot
viéc duy nhat la chuyén tiép thong diép VTP. Switch hoat dong &
“transparent-mode”’ chi co thé tao ra cac VLAN cuc bd. Cac VLAN nay
sé khong dugce quang ba dén cac switch khac.

< Chu hinh VTP
- C4u hinh VTP domain

Switch (config) #vtp domain <domain name>

- Céu hinh VTP mode

Switch (config) #vtp [client| transparent| server]

- Lénh xem ciu hinh VTP
Switch#show vtp status

Vi du: Cho so d6 mang

VLAN 10
VLAN 10 VTP domain: SPKT .
VTP Server VTP Client
N N
VAN 20 | VLAN 20
Fa0/1 Fa0/1
SWi1 SwW?2
— VLAN 30
Mo ta

v Hai switch két noi vdi nhau qua dudng “trunk”.
v" Tao 3 vlan: VLAN 10, VLAN 20, VLAN 30 trén SW1

v' Cau hinh VTP dé cac thong tin cac VLAN trén SW1 cép nhét cho
SW2

v" Trén SW1: VLAN 10 (Fa0/2 — Fa0/4), VLAN 20 (Fa0/5 — Fa0/7),
VLAN 30 (Fa0/8 — Fa0/10)

v Trén SW2: VLAN 10 (Fa0/4 — Fa0/6), VLAN 20 (Fa0/7 — Fa0/9),
VLAN 30 (Fa0/10 — Fa0/12)
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Cic buéc ciu hinh
Cau hinh Swl lam VTP Server:
v" Thiét lap VTP domain: SPKT, VTP mode Server, va tao cac VLAN

swl#config terminal

swl (config) #vtp mode server
swl (config) #vtp domain SPKT
swl (config) #vlan 10 name CNTT
swl (config) #vlan 20 name TTTH
swl (config) #vlan 30 name TTCLC

v Cau hinh dudng trunk va cho phép tat ca caic VLAN qua duong
trunk

swl (config) #interface £f0/1

swl (config-if) #switchport mode trunk

swl (config-if) #switchport trunk encapsulation
dotlqg

v" (Gan cac port vao cac VLAN

swl (config) #int range £0/2 - 4
swl (config-if-range) #switchport mode access
swl (config-if-range) #switchport access vlan 10

swl (config-if) #int range £0/5 - 7
swl (config-if-range) #switchport mode access
swl (config-if-range) #switchport access vlan 20

swl (config-if) #int range f0/8 - 10
swl (config-if-range) #switchport mode access
swl (config-if-range) #switchport access wvlan 30

v Kiém tra ciu hinh
Su dung cac Iénh: switch#show vlan
switch# show vtp status

Céu hinh Sw2 lam VTP client:

v/ Cau hinh vtp domain: SPKT, vtp mode: client

SW2 (config) #vtp domain SPKT
SW2 (config) #vtp mode client

v Céu hinh trunking trén cﬁng f0/1 cua SW2

SW2 (config) #int £0/1

SW2 (config-if) #switchport mode trunk

SW2 (config-if) #switchport trunk encapsulation
dotlqg
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v Gan cac port vao cac vlan

sw2 (config) #int range f0/4 - 6
sw2 (config-if-range) #fswitchport mode access
sw2 (config-if-range) #switchport access wvlan 10

sw2 (config) #int range £0/7 - 9
sw2 (config-if-range) #switchport mode access
sw2 (config-if-range) #switchport access vlan 20

sw2 (config) #int range £0/10 - 12
sw2 (config-if-range) #fswitchport mode access
sw2 (config-if-range) #switchport access wvlan 30

v Kiém tra

Su dung cac cau Iénh sau

switchi#fshow vlan
switch#show int interface
switch#show vtp status

switch#show vtp counters:]dénlﬁﬂsélﬁjgﬁivﬁnhén
thong tin trunking

7. PINH TUYEN GIUA CAC VLAN

Mbi VLAN la mot mién quang ba. Do d6, mdi thiét bi trong VLAN
chi lién lac duoc véi cac thiét bi khac trong cung mot VLAN. Néu mot
may tinh trong mdt VLAN muén lién lac véi mot may tinh thudéc mot
VLAN khac thi né phai thong qua thiét bi dinh tuyén nhu 1 router.

Router trong cau tric VLAN thuc hién ngin chin quang ba, bao
mat va quan 1y cac luu luong mang. Switch layer 2 khong thé chuyén dix
liu gitta cic VLAN véi nhau. Dir ligu trao d6i gilta cic VLAN phai
dugce dinh tuyén qua thiét bi hoat dong o tﬁng mang nhu router,

Gia sur trén switch tao 3 VLAN, néu ta dung 3 cong cua router dé
dinh tuyén cho 3 VLAN nay thi qua cong kénh va khong tiét kiém. Ta
chi can su dung 1 cong trén router két ndi vai mot cong trén switch va
cau hinh duong nay lam dwong frunk (trunk layer 3) dé dinh tuyén cho
cac VLAN.

Puong két n6i cho phép mang luu lugng cua nhiéu VLAN gotla két
ndi trunk I6p 3. N6 khong phai 1a cua riéeng VLAN nao. Ta ¢6 thé cau hinh
mét duong trunk dé van chuyén luu thong cho tit ca VLAN hodc mot sb
VLAN cy thé ndo d6 duogce chi ra trong cau hinh. Trunking layer 3 doi hoi
cong trén VLAN phai c6 thé hoat dong ¢ toc do FastEthernet tro 1én.
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% Cong vit Iy va cong logic

VLAN 10: 192.168.10.0/24
VLAN 20: 192.168.20.0/24
VLAN 30: 192.168.30.0/24

Cong logic

Hinh 2.9 Dinh tuyén giita cic VLAN

DPuong “trunk” ¢6 vu diém 1a 1am giam s6 luong cong can sir dung
cua router va switch. Piéu nay khong chi tiét kiém chi phi ma con gitp
cho cau hinh bét phure tap. Két noi “frunk” trén router c6 kha nang m¢
rong voi so lrong Ion VLAN. Neu mdi VLAN phai c6 mot két noi vat 1y
thi khong thé dap tng duoc khi s6 lwong VLAN 16n.

Mot cong vat 1y ¢6 thé duge chia thanh nhiéu cong ludn 1y. Mdi
cong luan ly trong tng voi mot VLAN va dugc dat mot dia chi IP cua
vlan d6. M6i VLAN 14 mot mang rieng do d6 cong luan 1y thuéc VLAN
nao thi co dia chi IP thudéc mang cua VLAN do.

% Cau hinh dinh tuyén cho cac VLAN dung Router

St dung cac cong luan 1y duoc chia tir mot cong vat 1y dé cau hinh dinh
tuyén gitra cac VLAN, cac cau 1énh dugc st dung nhu sau:

R(config) #interface <port-number.subintf-number>
R(config-if) #encapsulation dotlg <vian-id>

R(config-if) #ip address <address> <subnet-mask>

Vi du: Céu hinh dinh tuyén giita cic VLAN
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VLAN 10

192.168.10.0/24 VLAN 10: Fa0/1- 10

""""

192.168.20.0/24
VLAN 20

A A
Yéu cau

Tao 2 vlan: VLAN 10 (P.KinhDoanh) va VLAN 20 (P.KeToan)

Cac cong Fa0/1-Fa0/10 thuéc VLAN 10, cac cong Fa0/11-Fa0/20
thudéc VLAN 20

Cau hinh dinh tuyén cho phép hai VLAN nay cé thé lién lac duoc
vO1 nhau.

Cac budc thuce hién

48

e CAhu hinh trén switch

v Tao vlan

switch(config) #vlan 10
switch(config-vlan) #name P.KinhDoanh
switch (vlan) #vlan 20

switch (config-vlan) #name P.KeToan

v" Gan cac port vao vlan

switch (config) #interface range falO/1 - 10
switch (config-if-range) #switchport mode access
switch(config-if-range) #fswitchport access wvlan 10

(

(

(

switch (config) #int £fa0/11 - 20
switch(config-if-range) #switchport mode access
switch (config-if-range) #switchport access vlan 20

v' Ciu hinh duong trunk

switch (config) #int fal0/24

switch(config-if) #switchport mode trunk

switch (config-if) #switchport trunk encapsulation
dotlg



Luru y: Lénh cubi 1a mic dinh trén mot sé dong switch.
e Cau hinh trén router

v Chon cong fa0/0 dé cau hinh trunk

router (config) #interface fal0/0
router (config-if) #no shutdown

v Kich hoat trunk trén subinterface fa0/0.1 va dong géi bang dotlq

router (config) #int £a0/0.1
router (config-if) #encapsulation dotlg 10

v' Céu hinh thong tin 16p 3 cho sub-interface fa0/0.1

router (config-subif) #ip address 192.168.1.1
255,.255.255.0

v' Kich hoat “trunk” trén sub-interface fa0/0.2 va dong géi bang
dotlq

router (confiqg) #int £a0/0.2
router (config-subif) #encapsulation dotlg 20

v Cau hinh thong tin 16p 3 cho sub-interface fa0/0.2

router (config-subif) #ip address 192.168.2.1
255.255.255.0

v Luu céau hinh
router#copy run start
e Kiém tra ciu hinh
Trén switch dung céc Iénh sau:

Switch#show interface interface
Switch#show vlan
Switchf#show vtp status

Trén router dung céac I¢nh sau

Routerf#ishow vlan: thong tin layer 2 va layer 3 cau hinh cho
moi VLAN.
Router#show interfaces <interface>

+ Pinh tuyén cho cic VLAN dung switch layer 3 (MSW)
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Fa0/2

VTP VTP

Client VTP Domain: CNTT Client

SW1 Sw2

VLANI10: 192.168.10.0/24
VLAN20: 192.168.20.0/24
VLAN30: 192.168.30.0/24
VLAN40: 192.168.40.0/24

A A
Yéu cau

Cau hinh duong “trunk”
CAu hinh VTP, VLAN

VTP domain: CNTT; MSW: VTP Server; SWI1, SW2: VTP
Client

Céu hinh MSW dé dinh tuyén cho 4 VLAN

Huwéng din cau hinh
v' Ciu hinh trunk

SW1 (config) #interface fal/1l

SW1 (config-if) #switchport mode trunk

SW1 (config-if) #switchport trunk encapsulation dotlg
SW2 (config) #interface fal/2

SW2 (config-if) #switchport mode trunk

SW2 (config-if) #switchport trunk encapsulation dotlqg
MSW (config) #interface fal/l

MSW (config—-if) #switchport mode trunk

MSW (config-if) #switchport trunk encapsulation dotlg
MSW (config) #interface fal/2

MSW (config-if) #switchport mode trunk

MSW (config-if) #switchport trunk encapsulation dotlg

v’ Céau hinh VTP, VLAN

S0

MSW (config) #vtp domain CNTT
MSW (config) #vtp mode server



SW1 (config) #vtp domain CNTT
SW1 (config) #vtp mode client
SW2 (config) #vtp domain CNTT
SW2 (config) #vtp mode client
MSW (config) #vlan 10
MSW (config) #vlan 20
MSW (config) #vlan 30
MSW (config) #vlan 40

v’ Céu hinh MSW dé routing giiva 4 VLAN

MSW (config) #ip routing

MSW (config) #interface wvlan 10

MSW (config-if) #ip address 192.168.10.1 255.255.255.0
MSW(config) #interface vlan 20

MSW (config-if) #ip address 192.168.20.1 255.255.255.0
MSW (config) #interface wvlan 30

MSW (config-if) #ip address 192.168.30.1 255.255.255.0
MSW(config) #interface wvlan 40

MSW (config-if) #ip address 192.168.40.1 255.255.255.0

v Kiém tra cau hinh

show interface trunk
show vtp status

show vlan brief

show ip route

8. GIAO THU'C STP (SPANNING TREE PROTOCOL)

Trong thiét ké mang, viéc tao ra cac két n6i du thira la cﬁm thiét
nhim tao kha ning du phong cho hé thong. Tuy nhién, khi thiét ké du

phong trén Switch thi ¢6 3 van dé can xem xét la: bdo quang b4, nhiéu goi
tin dugce nhan gidng nhau va bang dia chi MAC trén céc Switch khong 6n

dinh. C6 thé goi chung truong hop nay la “switching loop”.

Giao thirc STP dugc sir dung dé_ giai quyét van dé nay bang cach
khoa tam thoi mot hodc mét s6 cong dé tranh tinh trang nhu trén.
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Khoa (block)

SW3

“* Hoat dong cua STP qua cac budce sau:

o Bau chon 1 switch lam “Root switch” con goi la “Root
bridge”

o Chon “Root port” trén cac switch con lai

o Chon “Designated port” trén moi phan doan (segment)
mang

o Cong con lai goi la “Nondesignated port” sé bi khoa
¢ Qua trinh bau chon “root switch”

Mdi switch c6 mot gia tri “Bridge-ID” gom 2 truong la “Bridge
priority” va “"MAC address” va dugc dat vao trong BPDU va gui quang
b4 cho cac switch khac mdi 2 gidy. Switch duogc chon lam “root switch”
14 switch ¢ gid tri “Bridge-ID” nho nhat. D& so sanh, gia tri “Br idge
priority” dugc dung dé so sanh trudc, néu tat ca cac switch déu co gia tri
nay bang nhau thi tham s6 thir 2 1a “MAC address” sé dugc dung dé so
sanh.

% 11

Cac loai cnng khac “root port”, designated port” sé lan lugt dugc
bau chon dua vao chi phi nho nhat tinh tir nd dén “root switch”. Dua vao
bang sau dé tinh chi phi cho mdi chin.

Toc do két noi Chi phi (Cost)
10 Gb/s 2
1 Gb/s 4
100 Mb/s 19
10 Mb/s 100
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Priority: 32768
MAC: 0100.111.11

Designated

port

Priority: 32768
MAC: 0100.111.2222

11

Swi

Root
bridge

Designated
port

Designated
port

port

Nondesignated .i

Priority: 32768

MAC: 0100.111.3333

Mot s6 dang STP dugc céi tien nhu: PVSTP+ (Per VLAN
Spanning Tree Plus) dung tao cho moé1 VLAN mét STP riéng.

Root ctia VLAN 10

R
“4
switch A [ Naa™

Cong bi khoéa cha VLAN 20

Root cua VLAN 20

K:E"

N

g
...,;h

Switch C

Switch B

Céng bi khéa ciia VLAN 10

~ Trong PVSTP+, Bridge-ID c6 thém truong System-ID (VLAN-ID)
deé phan biét cho tirng VLAN.

4¢— Bridge ID=8Bytes —————

Bridge
Priority MAC Address
—_— =" =
2 bytes 6 bytes
«—— BridgelD=8Bytes —
Bridge Extend
Priority | System 1| MAC Address
- > % 4 >
4 bits 12 bits 48 bits
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Mot s6 cai tién khac nhu RSTP (Rapid Spanning Tree Protocol), MSTP.

Mot s6 1énh cau hinh dé diéu chinh gia tri “Bridge priority” mic
dinh cua switch. Chon switch lam “root switch” bang 1énh sau:

Switch(config) #spanning-tree vlan <vlan-id> root primary
Hoac

Switch (config) #spanning-tree vlan <vlan-id> priority
<priority>

9. TONG KET CHUONG

Trong moéi truong Ethernet LAN, tip hop cac thiét bi cung nhéin

mot géi quing ba boi bat ky mot thiét bi con lai duoc goi 1a mot
“broadcast domain . Trén cac switch khong ho tro VLAN, switch s& gui
tit ca cac goi tin quang ba ra tat ca cac cong, ngoai trur cong ma nod nhan
goi tin vao. Két qua la trén cac cong cua loai switch nay 1a ciing mot
“broadcast domain”. Néu switch nay két ndi dén cac switch va cac hub

i

khac, cac cong trén switch nay sé cung “broadcast domain”.

VLAN cho phép két hop cac cong trén switch thanh cac nhom dé
giam luu lugng broadcast. VLAN la mot LAN theo logic dwa trén chirc
nang, u‘ng dung cia mot to chirc chir khong phu thudc vao vi tri vat ly
hay két ndi vat 1y trong mang. Mot VLAN 1a mot mién quang ba dugc
tao nén bo1 mot hay nhiéu switch.

Giao thitc VTP ¢6 vai tro duy tri cau hinh cuia VLAN va dong nhat
trén toan mang. VTP la giao thirc st dung duong trunk dé quan ly su
thém, xoa, stra cac VLAN trén toan mang tur switch trung tam dugc dat
trong Server mode. VTP hoat dong chu yéu 1a dong nhat cac thong tin
VLAN trong cing mot VTP domain giup giam di su cau hinh giéng nhau
trong cac switch.

Két noi trunk 1a lién két Point-to-Point giira cac cong trén switch
voi router hodc véi switch khac. Két ndi #runk s& van chuyén thong tin
cua nhiéu VLAN thong qua mot lién két don va cho phép mo rong
VLAN trén hé théng mang. Cac VLAN duogc dinh tuyén st dung thiét bi
& tang 3 nhu router hay “Switch layer 3.

Giao thire STP duge dung trong truong hop hé thong mang thiét ké
cac két ndi du phong trén Switch. STP chdng tinh trang “switching loop™
bang cach khoa tam mot s6 cong trong mang. Mot s6 phién ban cai tién

tir STP truyén thnng nhu PVSTP+, RSTP,...
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10. CAU HOI VA BAI TAP

10.1 Mot VLAN la mot tap cac thiét bi nim cing mién

. Autonomous system

. Bandwidth domain

A
B. Broadcast domain
A
D

. Collision domain

10.2 Thiét bi nao sau day duoc dung dé két ndi cac VLAN?

o 0w »

Switch

Bridge
Router
Hub

10.3 Giao thirc nao sau day duoc dung dé phan phoi thong tin vé cau
hinh VLAN dén cac Switch khac trong mang?

m o 0w

STP
VTP
EIGRP
SNMP
CDP

10.4 Giao thire STP (Spanning-Tree Protocol) dung dé lam gi?

o 0w »

E.

Dung dé cip nhat dinh tuyén trong méi truong Switch.
Dung dé chong "routing loop" trong mang
Dung dé tranh "switching loop" trong mang

Dung dé quan 1y viéc thém, xoa, stra thong tin VLAN trong hé
thong co nhiéu Switch.

Dung dé phan hoach mang thanh nhiéu mién dung do

10.5 Pé kiém tra interface fa0/5 c6 dwoc gan cho VLAN Sales khong, thi
ta sir dung 1énh nao sau day?

A.
B.

show vlan
show mac-address-table
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C. show vtp status
D. show spanning-tree root

E. show ip interface brief

10.6 Tai sao Switch khong bao gio hoc mot dia chi “broadcast™?
A. Frame broadcast khong bao gio dugc gui té1 Switch

B. Dia chi broadcast st dung dinh dang khong ding trong bang
chuyén mach trén Switch

C. Dia chi broadcast khong bao gior la dja chi nguon trong mot
frame.

D. Dia chi broadcast chi dung trong layer 3

E. Switch khong bao gid chuyén tiép cic goi tin broadcast

10.7 Cho mo6 hinh mang:

S5W1

MAC:
0000.5e10.1200

MAC:
0000.7e10.1200

MAC:
0000.6e10.1200

SW2 Sw3
Tat ca cac switche duoc cau hinh STP mac dinh va tat ca cac két noi qua
port FastEthernet. Port nao s€ chuyén vao trang thai "blocking"?
A. Switch SW1 - Port Fa0/l
B. Switch SW1 - Port Fa0/2
C. Switch SW2 - Port Fa0/2
D. Switch SW2 - Port Fa0/1
E. Switch SW3 - Port Fa0/1
F. Switch SW3 - Port Fa0/2

10.8 Cho mo hinh mang:

56



Router:

Interface fa0/1.1
encapsulation dotlq 10
ip address 192.168.1.65 255.255.255.192
Interface fa0/1.2

encapsulation dotlq 20

ip address 192.168.1.129 255.255.255.224

Switch:

Port Fa0/1: trunk

Port Fa0/2, Fa0/3: VLAN 10
Port Fa0/4: VLAN 20

Nhitng théng tin cau hinh nao sau day la ding cho cac host trong mé
hinh trén?

Dia chi IP cua HA: 192.1.1.65

Subnet mask cua HA: 255.255.255.224
Dia chi IP cua HB: 192.1.1.125
Default gateway cua HB: 192.1.1.65
Dia chi IP cua HC: 192.1.1.66

Subnet mask cua HC: 255.255.255.224

S 2

10.9 Cho mo6 hinh mang:

VLAN 1
82 host

Router

: VLAN 2
=~ 114 host

172.16.1.129

Switch

Nhirng phat biéu nao sau day la dung trong mé hinh mang trén?
A. Subnet mask duoc sur dung 1a 255.255.255.192
B. Subnet mask duogc sur dung la 255.255.255.128
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C. BiachiIP 172.16.1.25 c6 thé dugc gan cho cac host thuéc VLAN
D. DPiachiIP 172.16.1.205 c6 thé duge gan cho cac host thuéc VLANI
E. Cong LAN trén router duoc cau hinh véi mot dia chi IP

F. Cong LAN trén router duoc cau hinh vé&i nhiéu dia chi IP

10.10 Cho mé hinh mang;:

R(config) #interface fastethernet 0/1.1
R(config-if) #encapsulation dotlg 1
R(config-if) #ip address 192.168.1.1
255.255.255.0

R(config) #interface fastethernet 0/1.2
R(config-if) #encapsulation dotlg 2
R(config-if)#Ip address 192.168.2.1
253. 230,235 .1

R(config)#interface fastethernet 0/1.3
R(config-if) #encapsulation dotlqg 3
R{config-if)# Ip address 192.168.3.1
255.255.,2%5.0

Router trong md hinh mang dwgc ciu hinh nhu trén. Switch két ndi voi
router qua duong trunk. Trén Switch cdu hinh 3 VLAN: VLANI,
VLAN2, and VLAN3. Mot may tinh A két ndi vao VLAN2. Hoi dia chi
default gateway phai dat cho may tinh nay la dia chi nao sau day?

A. 192.168.1.1
B, 192.168.1.2
o 1921682,
D. 192.168.2.2
E. 192.168.3.1
F. 192.168.3.2

10.11 Hai tham s6 duoc STP su dung dé bau chon “root bridge™?
A. Bridge priority

Dia chi IP

Pia chi MAC

Phién ban 10S

Dung lugng RAM

Toc do két noi

mmoaw
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Chwong 3
ACL

Chuong nay trinh bay chuic nang va ddc diém cua viéc sir dung
ACL trong hé thong mang, dé diéu khién cac truy cdp, ddc diém cia cac
loai ACL va cdach thire cau hinh trén thiét bi Cisco. Hoc xong chuwong

nay, nguoi hoc co kha nang:
e Xac dinh dwoc vai tro cua ACL trong hé r!u:’fng mang.
e Phan biét va cau hinh dwoc “Standard ACL” va “Extended ACL”.

1. GIOI THIEU

ACL 12 mét danh sach céac diéu kién duoc ap dat vao cac cong cua
router dé loc cac goi tin di qua nd. Danh sach nay chi ra cho router biét
loai dit liéu nao dugc cho phép (allow) va loai dir liéu nao bi huy bo
(deny). Su cho phép va huy bo nay ¢o6 the dugc kiém tra dua vao dia chi
nguon, dia chi dich, giao thirc hodc chi s6 cong.

Phong Ké Toan

ACL

Servers

Phong Nhan svw

ACL

Internet

Hinh 3.1 ACL trong mo hinh mang

Str dung ACL dé quan 1y cac luu luong mang, hé tro & mirc dé co
ban vé bao mat cho cac truy cap mang, thé hién ¢ tinh nang loc cac goi
tin qua router.
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2. PHAN LOAI VA HOAT PONG CUA ACL
%+ ACL duoc chia thanh 2 loai:
= Standard ACL
= Extended ACL
“* Hoat dong cia ACL

ACL thuc hién viée kiém tra theo trinh tu cta cac diéu kién trong
danh sach cau hinh. Néu c¢6 mét diéu kién duoc so khop trong danh sach
thi n6 s& thuc hién hanh dong twong tmg trong diéu kién do, va cac diéu
kién con lai s& khong duoc kiém tra nita. Truong hop tat ca cac diéu kién
trong danh sach déu khong khép thi mot cau 1énh miac dinh “deny any”
duoc thuc hién, c6 nghia la diéu kién cudi cung ngam dinh trong mot
ACL mic dinh sé& 1a cam tat ca. Vi vay, tmng cau hinh ACL can phai ¢
it nhat mot cau 1énh c6 hanh dong 1a “permit”.

Khi goi tin di vao mot cong, router s€ kiém tra xem c6 ACL nao
duoc dit trén cong dé kiém tra hay khong, néu co thi cac goi tin s& duoc
kiém tra v6i nhirng diéu kién trong danh sach. Néu goi tin do dugc cho
phép boi ACL, no s¢ tlep tuc dugc kiém tra trong bang dinh tuyén dé
quyét dinh chon cong ra dé di dén dich.

Tiép d6, router s& kiém tra xem trén cong dit liéu chuyén ra co dat
ACL hay khong. Néu khong thi goi tin d6 c6 thé s& dugc gui téi mang
dich. Néu c6 ACL thi né sé& kiém tra véi nhitng diéu kién trong danh sach
ACL doé.

3. CAU HINH ACL

Co6 2 phuong phap cau hinh ACL:

- Dua vao s6 (numbered ACL)

- Dua vao tén (named ACL)

Tong quét: dé cai dit mot ACL, ta thuc hién cac budc sau:
Bwoce 1: Tao ACL

v' Xac dinh loai ACL dua vao s6 hiéu ACL (numbered ACL) hoic
tén (named ACL)

v' Lua chon hanh dong cho ting diéu kién “permit” hay “deny”
theo yéu cau cu thé

Buéc 2: Gan ACL vao cong clia router
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v Cac ACL dugc gan vao mot hodc nhiéu céng va ¢6 thé duoc loc
theo chiéu cac goi tin di1 vao hay di ra.

v" Mot router voi mot ACL dugce dit ¢ cong dit ligu vao phai kiém
tra moi goi tin dé tim xem n6 ¢6 khdp céc diéu kién trong danh
sach ACL trudc khi chuyén géi tin d6 dén mot cong ra.

< Mot 50 thuat ngir
e Wildcard mask

“Wildcard mask” c6 32 bit, chia thanh 4 phan, mdi phan c6 8 bit,
la tham s6 dugc dung xac dinh cac bit nao s€ dugc bo qua hay budc phai
so tring trong viéc kiém tra diéu kién. Bit ‘1” trong “wildcard mask” cé
nghia la bo qua vi tri bit do khi so sanh, va bit ‘0’ xac dinh vi tri bit do
phai giéng nhau.

Vé&i Standard ACL, néu khong thém “wildcard-mask™ trong cau
Iénh tao ACL thi méc dinh “wildcard-mask™ s€ la 0.0.0.0

Mic du “Wildcard mask” c6 cau trac 32 bit giong vdi “Subnet
mask” nhung ching hoat dong khac nhau. Cac bit 0 va 1 trong mét
“Subnet mask” xac dinh phan “Network” va phan “Host” trong mot dia
chi IP. Cac bit 0 va | trong mdt “wildcard-mask™ xac dinh bit nao s¢
duoc kiém tra hay bo qua cho muc dich diéu khién truy cap.

e Wildcard “host”

v’ “Wildcard mask” dung cho mot thiét bi hay con goi la
“wildcard-host” co dang: 0.0.0.0 (kiém tra tat ca céc bit)

Vidu: 172.30.16.29 0.0.0.0

v" Y nghia: khi l«’:iém tra ACL, n6 sé kiém tra tat ca cac bit trong
dia chi dung dé so khop.

v “Wildcard mask” cho mét thiét bi co thé dugc dai dién bang tir
khoa “host”

Vi du: host 172.30.26.29

Cau Iénh ACL cho phép mot thiét bi nhu sau:
R(config) #access-1list 1 permit 172.30.16.29 0.0.0.0

hoac:
R(config)#access-1list 1 permit host 172.30.16.29
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e Wildcard “any”

v' Wildcard mask cho tat ca cac thiét b1 duoc g;{;ni la wildcard “any”
co dang: 255.255.255.255 (khong kiém tra tat ca cac bit)

v' Y nghia: chap nhén tat ca cac dia chi

v “Wildcard mask” dung cho tat ca cac thiét bi cé thé dai dién
bang tir khoa “any”

Vidu:
R(config) #access-1list 1 permit 0.0.0.0 255.255.255.255
hoac:
R(config) #access—-1list 1 permit any
e Inbound va outbound

Khi ap dung ACL trén mot cong, phai xac dinh ACL do duoc dung
cho Tudng dir li¢u vao (inbound) hay ra (outbound). Chiéu cua ludng
dir liéu dugc xac dinh trén cong cuia router.

inbound [ %;j [ %juutbuund

Luong dir liéu vao Luodng dir liéu ra

Hinh 3.2 Huong ciia cac luong dir liéu

4. STANDARD ACL

Su dung “Standard ACL” khi ta mudn cam hay cho phép tit ca cac
luong dir liéu tir mot thiét b1 hay mot mang xac dinh trén toan bé giao thue.

“Standard ACL” kiém tra diéu kign dua vao dia chi ngunn trong
cac goi tin va thuc hién hanh dong cam hodc cho phép tat ca cac luu
lugng tir mot thiét bi hay mot mang xac dinh nao do.

Kiém tra goi tin véi “Standard ACL”:
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IP header Data
Source IP
. ACL
deny

Hinh 3.3 Géi tin dwoc kiém tra béi ACL

«» Cau hinh Standard ACL

¢ Router (config)# access-list <ACL-number>

{permit|deny} source [wildcast-mask]

Trong d6: ACL-number: ¢6 gia tri tir 1 dén 99, hodc 1300-1999

Wildcast-mask: néu khong duoc cau hinh sé& l:éiy gia tri mac dinh

12:0.0.0.0

® Router (config-if) #ip

{in|out}

access-group

<ACL—-number>

Cau Iénh nay co tac dung gan ACL vao mot cong va dit ché do
kiém tra cho ludng dit liéu di vao hay di ra khoi cong cua router.

Dung I¢nh no ip access-group <ACL-number> dé khong ap dat

ACL vao cong. Co nghia la huy bo cau Ienh trén.

Vidu 1: Cam cac may tinh thudc mang 172.16.10.0/24 truy cap téi mang

172.16.20.0/24.

Phong Nhan sy
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R2 (config) #taccess-1list 1 deny 172.16.10.0 0.0.0.255
R2 (config) #access-1list 1 permit any
R2 (config) #interface fal0/0

R2 (config-1f)#ip access—group 1 out

Vi du 2: Cam PC-X c¢6 dia chi 172.16.30.33/24 truy cip vao mang
192.168.1.0/24

A1
N
=

111
§

Phong Nhan sur

DNS FTP WEB

Rl (config)# access-list 10 deny host 172.16.30.33
Rl (config)# access-list 10 permit any

Rl (config) #interface fal/1

Rl (config-if) #ip access-group 10 out

Vi du 3. Str dung lai mé hinh trong vi du 2, viét ACL chi cho phép may
Admin co IP 172.16.20.20 telnet vao cac router R1, R2.

Huéng dan cau hinh: trude tién, cau hinh mé telnet trén R1 va R2.

ACL thuc hién yéu cau dau bai: trén R1 va R2 str dung ACL sau
R(config) #access-1list 20 permit host 172.16.20.20
R(config) #line vty 0 4

R(config-line) #access-class 20 in
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« Dung “Standard ACL” dé diéu khién telnet

Trén router ¢6 cac “virtual terminal port” dwoc ding dé cau hinh cho
muc dich cho phép telnet vao router. Telnet cung la mot cach thirc cho
phép ngudi quan tri ciu hinh hay theo doi thiét bi tir xa. Ta c6 thé loc céc
dia chi truy xuat vao cic cong nay bang “Standard ACL”.

Cau hinh: thyc hién hai buéc chinh sau

- Chpn cac thiét bi hoic mang dugce phép telnet vao cac
thiét b1 dung Standard ACL

- Gan ACL da duoc cai dat o trén vao céng telnet.
e Céc cau lénh cau hinh:
Router (config) #line vty {vty-number|vty-range)

Router (config-line) #access-class <access-list-
number> {in|out}

Trong do:

vty-number: c6 gia tr1 0 dén 4 (mac dinh trén Router), ¢ gia tri 0
dén 15 (mdc dinh trén Switch)

vty-range: 1a mot day lién tiép cac port vty duge sir dung. Trong
cau hinh ta s€ cau hinh nhu sau: line vty start-number end-number

access-list-number: ACL gan vao cac cong vty dé di€u khién truy
cap

access-list 12 permit 192.168.1.0
000258

(implicit deny all)

-

line vty 0 4

access-class 12 in

Cac cu 1énh cau hinh trén ¢ nghia la: chi cho phép cac thiét b
thugc mang 192.168.1.0/24 ¢o6 thé két noi vao router thong qua telnet.

5. EXTENDED ACL

“Extended ACL” cung cap su diéu khién linh hoat hon “Standard ACL”.
N6 kiém tra ca dia chi ngunn dia chi dich, giao thurc, chi s0 cong ung
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dung. “Extended ACL” thuc hién hanh dong cam hay cho phép & mot sb
ung dung xac dinh.

Kiém tra cac goi tin v6i “Extended ACL™:

IP header Data

Source IP
Destination IP
Protocol

Port @ .
permit

deny

Hinh 3.4 Géi tin dwoc kiém tra béi “Extended ACL ™
< Cau hinh Extended ACL

e Router (config) faccess-1list <access-list—number>
{permit|deny} <protocol> <source-address>
<source-wildcard> <destination-addresss>
<destination-wildcard> <operation> <operand>

Trong do: access-list-number: co gia tri t 100 — 199 hoac
2000 - 2699

protocol: 1a ip, udp, tcp, icmp,...

operator: thuong dung la eq

operand: la chi 5‘.0 port cua dich vy hay tén cua dich vu. Vi du: ta
c6 thé dung chi s6 port 23 hay ¢6 thé dung tén dich vu la felnet

Cau Iénh trén dugc dung dé tao mot diéu kién (ACL entry) trong
mot ACL access-list-number

e Router (config-if)#ip access-group access—-list-
number {in|out}

Trong d6, access-list-number 13 s6 hiéu (co gia tri 100 — 199 hodc
2000 - 2699) chi danh sach ACL ta da tao. Cau Iénh nay co y nghia
la gan danh sach ACL vao interface va chon huéng (inbound hoac
outbound) cac traffic sé dugc kiém tra

Vi du 1: Cau hinh trén router trong mé hinh mang dudi day dé cam cac
FTP traffic tir cac host thugc subnet 172.16.10.0 dén FTP server co IP
192.168.1.20/24, cho phép tat ca cac traffic con lai hoat dong binh thuong.
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-~ S0/0/0
o= 2

192.168.12.0/24 Fa0/1

Phong Nhan sy

Rl (config) #access-1list 100 deny tcp 172.16.10.0
0.8.0 .258 hosgt 152.163.1.20 8¢ 20

R1 (config) #access-1list 100 deny tcp 172.16.10.0
0.0.0.255 host 192.168.1.20 aq 21

Rl (config) #access-1list 100 permit ip any any
Rl (config) #interface fa0/0
Rl (config-if) #ip access-group 100 in

e Vitri dit ACL

Nén dat extended ACL gan ngudn cua traffic mudn cam va nén dit
Standard ACL gan dich dén cua traffic.

6. NAMED ACL

Named-ACL cho phép Standard va Extended ACL dugc dinh danh
bo1 mot tén thay vi dai dién bo1 mot con s6. Loai ACL nay co thé cho
phép x6a mot s6 dong (diéu kién) trong mot danh sach dé duoc ciu hinh.

Named-ACL khong tuong thich véi cac Cisco 10S phién ban trudc
11.2 va khong thé str dung cing mot tén cho nhiéu ACL. ACL cua cac
loai giao thirc khac nhau khong thé co cting mat tén.

e Céc ciu Iénh ciu hinh Name ACL

Router (config) #ip access-list {standard | extended}
name
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Router (config{std-|ext-}nacl) # [sequence-number]
{permit|deny} {ip access list test conditions}

Router (config-if) #ip access-group name {in | out}
« Mot so 1énh kiém tra cau hinh ACL
Router#show access-list {access-list-number |
name}
Sau day mot vi du vé két qua hién thi cua 1énh show access-lists
Routerf#show access-lists
Standard IP access list 1
permit 10.2.2.1
permit 10.3.3.1
permit 10.4.4.1
permit 10.5.5.1
Extended IP access list 101
permit tcp host 10.22.22.1 any eq telnet
permit £tcp host 10.33.33.1 any &g Lftp
permit tcp host 10.44.44.1 any eq ftp-data

(172.16.30.0/24 ]
Phong Nhan sy

.10 .20 .30
DNS FTP WEB

* Yéu cau:

(1) Cau hinh standard ACL cdm cic may tinh thudc phong Kinh
doanh truy cap to1 phong Ké toan
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(2) C?im cac may tinh thudc phong Ké toan truy cép téi Web server
bang dich vu www

(3) Cam cac may tinh thudc phong Nhan su ping tdi DNS server
«* Huwéng din cau hinh

Bude 1: Cau hinh hostname, dia chi IP cho cac cong trén cac thiét bi, cau
hinh dinh tuyén cho hé thong mang trén véi giao thire dinh tuyén tuy
chon.

Buée 2: Cau hinh ACL theo yéu cau

(1) Co thé dung standard ACL va extended ACL cho yéu cau nay

- Dung “Standard ACL”
Rl (config) #ip access-list standard abc
Rl (config-std-nacl)# deny 172.16.20.0 0.0.0.255
Rl (config-std-nacl)# permit any
Rl (config)#interface £fal0/0
Rl (config-if) #ip access-group abc out

- Dung “Extended ACL” (c6 thé cau hinh trén R1 hodc R2)
RZ (config) #ip access~list extended xyz

R2 (config-ext-nacl) #deny ip 172.16.20.0
0.,0.0.255 172.16,.10.0 9.0,0.255

R2 (config-ext-nacl) #permit ip any any
R2 (config)#interface £fal/0
R2 (config-if) #ip acccess-group xyz in

(2) C‘ﬁm cac may tinh thudc phong Ké toan truy cap tdi Web server
bang dich vu www

Rl (config) #ip access-list extended spkt

Rl (config-ext-nacl) #deny tcp 172.16.10.0
0.0.0.255 host 192.168.1.30 eg 80

Rl (config-ext-nacl) #permit ip any any
Rl (config)#interface fal/1
Rl (config-if) #ip access-group spkt out
(3) Cam cac may tinh thudc phong Nhan su ping t6i DNS server

RZ (config) #ip access-list extended cntt
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R2 (config-ext-nacl) #deny icmp 172.16.30.0
3.0.0.255 HosE 182.168.1.10

R2 (config-ext-nacl) #permit ip any any

R2 (config) #interface fal/1l

R2 (config-if) #ip access-group cntt in
< Kiém tra

Dung 1énh ping, trinh duyét Web dé kiém tra két qua, dung céc cau
1énh show trén router dé kiém tra cau hinh

show run
show ip route

show access-lists

7. TONG KET CHUONG

ACL ¢6 thé xem nhu 12 mot tuong lira nho dinh ra mét tap luat dé
chdn cac truy cap bat hop phap dugc cau hinh trén cac router.

ACL duoc chia lam hai loai: srandarff ACL va Extended ACL.
Trong do, standard ACL thuong dugc dat o gan dich, con Extended ACL
thuong dat ¢ gan ngudn can cam luéng dir licu.

ACL hoat dong theo trinh tu cu hinh duoc thiét l1ap, khi mot diéu
kién dugc so khdp thi cac cau 1énh con lai s€ khong dugc kiém tra nita va
cudi danh sach ludén ¢o6 cau Iénh mac dinh 1a “deny all”.

8. CAU HOI VA BAI TAP

8.1 ACL sau day duoc ap dit vao cong fa0/0 theo chiéu outbound:
access-list 123 deny tcp 192.168.1.8 0.0.0.7 eq 20 any
access-list 123 deny tcp 192.168.1.9 0.0.0.7 egqg 21 any

Cho biét ¥ nghia cia ACL trén?

A. Tt ca céc goi tin s& duge cho phép di qua cong fa0/0 trir cac goi
tin FTP.

B. CAm cac goi tin FTP xudt phat tir 192.168.1.22 dén bat ky dau
Cam cac goi tin FTP xuét phat tir 92.168.1.9 dén bat ky dau

0

D. Tat ca cac goi tin di qua cong fa0/9 déu bi cam.
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E. Cam cic g6i tin FTP tir bat ky dau dén mang 192.168.1.8/29

8.2 Standard ACL loc cac goi tin dua vao thanh phf:in nao trong goi tin?
A. Dua vao dia chi IP nguf‘m va [P dich
B. Dua vao chi so port dich
C. Dua vao dia chi IP nguf"m
D. Tat ca cac ciu trén
8.3 ACL nao sau day dugc su dung dé cAm telnet xuat phat tir mang
210.93.105.0/24 dén mang 223.8.151.0/247.

A. access-1list one deny 210.93.105.0 0.0.0.0 any eq
23

access-1list one permit any

B. access-1list 100 deny tcp 210.93.105.0 0.0.0.255
223.4.151.0 0.0.0.255 eq 23

C. access-1list 100 deny ip 223.8.151.0 0.0.0.255
any 23
access-list 100 permit ip any any

D. access-list 100 deny tcp 210.93.105.0 0.0.0.255
223.8.151.0 0.0.0.255 eg telnet
access-list 100 permit ip any any

8.4 Cau nao sau day la “Standard ACL”?.
A. access-1list 10 permit 192.168.1.0 0.0.0.255
B. access-1ist 100 deny host 192.168.1.100

C. access-list 101 permit ip any 192.168.1.0
0..0.0.255

D. access-1ist 10 permit tcp 192.168.1.0 0.0.0.255
any

8.5 Cong ty XYZ sur dung Subnet mask /29. Wildcard mask dugc sir dung
dé cau hinh ACL dé permit hay deny truy cip cho mang nay?

A. 255.255.255.224

B. 255.255.255.248
C. 0.0.0.224
D

. 0.0.0.8
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8.6 Mot ACL duoc cau hinh nhu sau:

E.

F.

0.0.0.7
0.0.0.3

access-list 10 permit

access-1list 10 permit
access-1list 10 permit

access-list 10 permit

1712.29.16.0
Lids 2951 k)
172.28.,18.0
172.29:19.0

B.0.0.235
Qe 0L R2h5
0002255
0.0.0.255

Lénh nao sau day co thé thay thé cho tat ca cac Iénh trén?

8.7 ACL nao sau day la vi du dung dé cAm cac gobi tin xuat phat tir mot

A.
B.
C.
D.
B,

Access-1ist 10 permit

Access-1list 10 permit

Access-1list 10 permit

Access-list 10 permit

Access-1list 10 permit

host cu thé?

8.8 ACL nao sau diy duoc dung dé cam tat ca cac goi tin telnet dén

A.
B.

router (confiqg) #access

router (config) #access
host

router (config) #access
0.0.0.0

router (config) #access
255.255.255,8

router (config) #access

1124528180
172..239.16.0
172.29.16.0
1id:d9:16:0
172.29.0.0

list 1 deny

list 1 deny
list 1 deny
list 1 deny

list 1 deny

1921684166127 255,255 .258.255

mang 10.10.1.0/24?

A. access-1list 15 deny telnet any 10.10.1.0
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0:0:0:255 ag 23

D00 255
0.0.1.255
0.0.3.255
0:0:15.255
0.0.253.255

LT25).212 .14
10,6.111 .48

172.16.4.13

192.168.14.132

B. access0list 115 deny udp any 10.10.1.0 eg

telnet



C. access-1list 15 deny tcp 10.10.1.0
255,255.255.0 eg telnet

D. access-1ist 115 deny tcp any 10.10.1.0
0.0.0.255 eqg 23

E. access-1list 15 deny udp any 10.10.1.0
295.2853.255.0 &g 23

8.9 ACL duoc cau hinh trong router nhu sau:

router#fshow access-lists

Extended IP access list 110

10 deny tcp 172.16.0.0 0.0.255.255 any eq telnet
20 deny tcp 172.16.0.0 0.0.255.255 any eq smtp
30 deny tcp 172.16.0.0 0.0.255.255 any eq http
40 permit tep 172.16.0.0 ©.0.255.255 any

Hay cho l:ryié't router sé thyc hién hanh dong gi khi cac go1 tin HTTP tu
Internet dén 172.16.12.10 néu cac goéi HTTP nay dugc ACL kiém tra.

A. Céac g6i tin nay s& bi huy bai so khdp véi dicu kién ¢6 s6 thir tu
30

B. Cac goi tin nay s€ cho phép di qua boi so khop voi dicu kién ¢
so thir tu 40

C. Céac g6i tin nay s& bi huy bai vi 1énh ngam dinh cam tic ca ¢ cubi
ACL

D. Céc géi tin nay sé& cho phép di qua boi vi dia chi ngudén khong
thudc trong ACL

8.10 Cho m6 hinh mang sau

Server-A Server-B

192.168.10.18/28 192.168.20.18/28
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Pé diéu khién truy cap trong mang, ngudi quan tri tao ACL nhu sau:

access=-list 101 permit tecp 192.168.10.16 0.0.0.15
192 .168.20.:.16 0.0.0.15 eq 23

Cho biét ¥ nghia cua ACL trén va nén dit ACL nay trén router nao, cong
nao va theo huong nao.

A. Cho phép cac géi tin Telnet tir 192.168.1.16/28 dén
192.168.2.16/28.

B. Cho phép cic goi tin SMTP tir 192.168.1.16/28 dén
192.168.2.16/28.

C. ACL cho phép céc goi tin tir mot host nay dén mot host khac.

D. ACL nén dit vao cong fa0/0 trén Router R1 theo hudng
inbound.

E. ACL nén dat vao cong fa0/0 trén router R1 theo hudng
outbound.
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Chuwong 4
NAT

Chuwong nay trinh bay mét sé ddc diém cua NAT, phan loai va cau
hinh tren thiet bi Cisco. Hoc xong chuong nay, nguwoi hoc co kha nang:

o Trinh bay dwoc mét sé khai niém dimg trong ky thudt NAT
e Phan loai va trinh bay duoc ddc diém ciia moi loai NAT

e Cdu hinh NAT

1. GIOI THIEU

NAT (Network Address Translation) 1la mot ky thuat cho phép
chuyén doi tr mot dia chi IP nay thanh mot dia chi IP khac. Thong
thuong, NAT dugc dung phd bién trong mang st dung dia chi cuc bo,
can truy cap den mang cong cong (Internet). Vi tri thuc hién NAT la
router bién két ndi gitra hai mang.

Inside : Qutside
f/_\/:: = :’.\:\\‘_‘_'\-\._\_\ E ‘J__,--"'F T |
§ 4 ! I
— g “x\l
( L Internet
N o \1 _,!
- . s E ™ P |
Local : Global

Hinh 4.1 Mo hinh thure hien NAT
<+ Dia chi private va dia chi public
e Dia chi private: duoc dinh nghia trong RFC 1918
v 10.0.0.0 — 10.255.255.255
v 172.16.0.0 - 172.31.255.255
v 192.168.0.0 — 192.168.255.255

* Dia chi public: cac dia chi con lai. Cac dia chi public la cac dia
chi duoc cung cip bai cac to chire c6 thim quyén.
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% Mot so thuit ngir

Inside E Outside

Internet

NAT table NAT table
192.168.1.100 - 202.1.1.1 172.16.20.200 - 203.2.2.2

Hinh 4.2 Dia chi inside va outside

e Dia chi inside local: la {ﬁﬂ chi IP gian cho mot thiét bi &rmang
bén trong. Dia chi nay hau nhu khong phai dia chi dugc cap boi
NIC (Network Information Center) hay nha cung cap dich vu.

e Dia chi inside global: 12 dia chi da duoc dang ky voi NIC, dung
dé thay thé mot hay nhiéu dia chi IP inside local.

e Dia chi outside local: la dia chi IP ciia mot thiét bi bén ngoai khi
no xuat hign bén trong mang. Pia chi nay khong nhat thiét la dia
chi dugce dang ky, no dugc lay tir khong gian dia chi bén trong.

e Dia chi outside global: la dia chi IP gan cho mét ‘ghiét b1 & mang
bén ngoai. Dia chi nay duoc lay tir dia chi ¢6 the dung dé dinh
tuyen toan cau hay tu khong gian dia chi mang.

2. STATIC NAT

Static NAT duoc dung dé chuyén d6i mot dia chi IP nay sang mot
dia chi khac mét cach co dinh, thong thuong la tor mot dia chi cuc bd
sang mot dia chi cong cong va qua trinh nay duoc cai dat thu cong, nghia
1a dia chi anh xa va dia chi dugc anh xa dugc chi dinh ro rang tuong ing
duy nhat.

Static NAT _;‘5‘[ htru ich trong truong hop nhtng thiét bi can phai co
dia chi ¢6 dinh dé c6 thé truy cap tur bén ngoai Internet. Nhiing thiét b
nay pho bién la nhiing Server nhu Web, Mail....
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Outside

SA: 202.1.1.10 —) .

y A Internet
so/o/0

SA:192.168.1.100

NAT table
192.168.1.100 - 202.1.1.10

Hinh 4.3 Chuyén dich dia chi dang tinh
« Céu hinh Static -NAT

v" Thiét 1ap moi quan hé chuyén doi gitra dia chi ndi bo bén trong va
dia chi dai dién bén ngoai.

Router (config) #ip nat inside source static
local-ip global-ip

X4c dinh céc cong két ndi vao mang bén trong va thuc hién Iénh
Router (config-if) #ip nat inside

Xac dinh cac cong két ndi ra mang cdng cong bén ngoai va thuc
hién Iénh

Router (config-£fi) #ip nat outside
Vi du:

QOutside

-

SA:202.1.1.100 >

=7 Internet
A —
so/o/o

SA: 192.168.1.100

NAT table
192.168.1.100 - 202.1.1.10
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Router (config) #ip nat inside source static
192.168.1.100 202.1.1.10

Router (config) #interface £fal/0
Router (config-if) #ip nat inside
Router (config) #interface S0/0/0

Router (config-if) #ip nat outside

3. DYNAMIC NAT

Dynamic NAT duoc dung dé anh xa mot dia chi IP nay sang mot
dia chi khac moét cach tu dong, thong thuong la anh xa tor mét dia chi cuc
b6 sang mot dia chi duoc dang ky. Bat ky mét dia chi IP nao nam trong
dai dia chi IP cong cong da dugc dinh trudce déu co thé duoc gan cho mot
thiét bi bén trong mang.

Inside Outside

e
, y A Internet

Pool: 202.1.1.177 - 202.1.1.185

NAT table
192.168.1.10-202.1.1.177
192.168.1.11 - 202.1.1.179
192.168.1.12 -202.1.1.178

Hinh 4.4 Qua trinh chuyén dia chi ctia géi tin trong mang

% C#u hinh Dynamic NAT
v Xac dinh dai dia chi dai dién bén ngoai (public): cac dia chi NAT

Router (config) #ip nat pool name start-ip end-ip
[netmask netmask/prefix-length prefix-length]

v" Thiét 1ap ACL cho phép nhirng dia chi ndi bd bén trong nao duoc
chuyén doi: cac dia chi duge NAT
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Router (config) #access-1list access-list-number
pertmit source [source-wildcard]

v Thiét 1ap mdi quan hé gitra dia chi ngudn da dugc xé4c dinh trong
ACL vdi dai dia chi dai dién ra bén ngoai

Router (config) #ip nat inside source list <acl-number>
pool <name>

v' Xac dinh cac cong két ndi vao mang ndi bo
Router (config-if)# ip nat inside
v' Xéc dinh cac cong két ndi ra bén ngoai
Router (config-if) #ip nat outside
Vi du: Cau hinh cho mé hinh trong hinh trén

Router (config) #ip nat pool abc 202.1.1.177
202.1.1.185 netmask 255.255.255.0

Router (config) #access-list 1 permit 192.168.1.0
0.0.0.255

Router (config) #ip nat inside source list 1 pool abc
Router (config) #interface fal/0

Router (config-if) #ip nat inside

Router (config) #interface S0/0/0

Router (config-if) #ip nat outside

4. NAT OVERLOAD

NAT Overload 1a mét dang ctia Dynamic NAT, n6 thuc hién anh xa
IlhlEll dia chi IP thanh mét dia chi (many — to — one) va su dung cac chi
s0 cong khac nhau dé phan biét cho timg chuyén doi. NAT Overload con
co tén goi la PAT (Port Address Translation).

Chi sb cnng dugc ma hoa 16 bit, do do ¢o td1 65536 dia chi ndi b
c6 thé dugc chuyén doi sang mot dia chi cong cong.
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202.1.1.177/24

Internet )

.\...

NAT table
192.168.1.10-202.1.1.177:1030
192.168.1.11 -202.1.1.177:1031
192.168.1.12 -202.1.1.177:1032

Hinh 4.5 Chuyén dich dia chi cua “NAT Overload”

“ Cau hinh NAT Overload
e Xac dinh day dia chi bén trong can chuyén dich ra ngoai (private
ip addresses range)

Router (config) #access-list <ACL-number> permit
<source> <wlldcard>

e Cau hinh chuyén doéi dia chi IP sang cong ndi ra ngoai

Router (config) #ip nat inside source list <ACL-
number> interface <interface> overload

e Xac dinh cac cong né1 vao mang bén trong va noi ra mang bén
ngoai
Do1 voi cac cong ndi vao mang bén trong:
router (config-if) #ip nat inside
D061 vo1 no1 ra mang bén ngoai:
router (config-if) #ip nat outside

Vi du:

Gia sir hé th{)ng mang cong ty mo ta nhu so do trén, cong ty thué
mot duong két noi Internet qua cong S0/0/0 cua router. Cong ty mudn tat
ca cac thanh vién trong cong ty déu cé thé truy cap duge Internet.

Trong truong hgp ndy, nguoi quan tri mang thuc hi¢n cau hinh PAT
(NAT Opverload) trén router dé cho phép nguoi dung trong cong ty ¢ thé
truy cap ra ngoai bang dia chi duoc dang ky trén cong S0/0/0 cua router.

Cac 1énh cau hinh NAT nhu sau:
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Rconfig) faccess-1list 1 permit 192.168.1.0 0.0.0.255

R(config) #ip nat inside source list 1 interface
s0/0/0 overload

Rconfig) #interface £al/0
R(config-if) #ip nat inside
R(config) #interface S0/0/0
R(config-if) #ip nat outside
« Céc Iénh kiém tra cAu hinh
R#show ip nat translation => hién thi bang NAT dang hoat dong

Rftshow ip nat statistics =2 hién thi trang thai hoat dong cua
NAT

R#clear ip nat translation * =2 x0abang NAT

R#debug ip nat - kiém tra hoat dong cua NAT, hién thi cic
thong tin chuyén doi NAT béi router.

5. TONG KET CHUONG

Cisco IOS NAT cho phép mot t6 chirc v&i nhitng dia chi khong
dang ky (dia chi local) c6 thé két ndi Internet bang cach chuyén nhiing
dia chi nay thanh nhirng dia chi da dugc dang ky (public).

NAT c¢6 vu diém 1a tiét kiém dia chi dang ky (public). Tuy nhién,
su dung NAT cling co khuyét diém 1a lam ting thoi gian tré do phai thuc
hién viéc chuyén doi dia chi trong cac goi dir liédu.

Ba k¥ thuat NAT duoc dung la: Static NAT, Dynamic NAT va NAT
Ove;r ‘load (PA T). Static NAT dugc sir dung dé 4nh xa dia chi theo kiéu

“one-to-one” va duoc chi dinh boi ngu*m quan tri. Dynamic NAT 1a kiéu
chuyen dich dia chi dang “one-to-one” mot cach ‘ru' dong. NAT Overload
13 kiéu chuyen dich dia chi dang “many-to-one” mot cach tu dong, su
dung céc chi so cong (port) dé phan biét cho timg chuyén dich.

6. CAU HOI VA BAI TAP

6.1 Dia chi "Inside Global" trong cAu hinh NAT ¢6 ¥ nghia gi?
A. La dia chi MAC duoc cac may tinh sir dung dé két ndi ra ngoai.
B. La dia chi tom tat dai dién cho tat ca cac mang bén trong.
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C. La dia chi cuc bo gan cho may tinh & mang bén trong.
D. La dia chi duoc dang ky (public) dai dién cho cac may tinh bén
trong khi di ra mang bén ngoai.

6.2 Cho mo hinh mang

205.160.200.211

so/o/0 | )
A Internet .

Web server

Goi tin tir PC-A guri t&i Web server vai:
Source TCP port: 3848 va

Destination port: 80
192.168.10.0/24

NAT Overload da dugc cau hinh trén router, phat biéu nao sau day la
diang khi may tinh PC-A giao tiép voi Web server?
A. Web server su dung dia Chi [P dich la 205.160.200.211 va port
dich 1a 80 khi gui goi tin dén cho PC-A
B. May tinh PC-A sur dung dia chi IP dich 1a 192.168.10.1 va port
nguon la 80 khi guri cac goi tin dén Web server.
C. Web server su dung dia chi IP dich la 205.160.200.211 va port
dich la 3848 khi guri géi tin dén cho PC-A

D. Mdy tinh PC-A su dung dia chi IP dich la 205.160.200.211 va
port dich 1a 3848 khi guri cac goi tin dén Web server.

6.3 Cho mdé hinh mang
Fa0/0 &
r S s0/00 {
(\ Local .I—ﬁ y A Internet
_ _;|
"--q_______\&_--_ - . ."'--.______ ) __-_f.________._.- j

Lénh nao sau day dugc cau hinh trén cong S0/0/0 ctia Router NAT khi
cau hinh NAT trén router nay?

A. ip nat inside

B. ip nat outside
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C. ip pat inside

D. ip pat outside

6.4 Hai phét biéu nao sau day l1a ding cho loai Static NAT

A. Loai nay cho phép tir bén ngoai c6 thé khoi tao két ndi vao bén

trong

B. Loai nay khong yéu cau phai chi ra céng nao gin v6i mang ngoai
va cong nao gan vo1 mang bén trong ¢ router thuc hién NAT

C. Loai nay c6 thé ding ACL dé cho phép nhiéu két ndi khoi tao tir

mang bén ngoai

D. Loai nay luén dugc hién thi trong bang NAT

6.5 Cho mo hinh mang

(20

" Internet

— —,

192.168.10.0/24

N}

PC-A

.15

202.10.10.10/24 .~

Web server
170.20.20.20/24

Trong md hinh trén d3 ciu hinh NAT overload trén router R1. PC-A
dang truy cap té1 Web server. Hay cho biét cac dia chi: inside local,

inside global, outside local, outside globlal.
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6.6 Cho mo hinh mang

$0/0/0 y
/I Internet )

L\.\_\H -

"\.__\_

Router duoc cau hinh nhu sau:

interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0
ip nat outside
duplex auto
speed auto
|
interface FastEthernet(/1
ip address 192.168.20.1 255.255.255.0
ip nat inside
duplex auto
speed auto
|
interface Serial0/0/0
19 addiress 203.113.147..180 255,255,255
ip nat inside
clock rate 64000
|
interface Serial(0/0/1
no ip address
shutdown
|
interface Vlanl
no ip address
|
ip nat inside source list 1 interface Serial0/0/0
overload
1p classless
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ip route 0.0.0.0 0.0.0.0 Serial0/0/0

|

access-list 1 permit 192.168.10.0 0.0.0.255
access-list 1 permit 192.168.20.0 0.0.0.255

Trén Router di cau hinh NAT sai ¢ dau?
A. ACL cau hinh chua dung
B. Cong S0/0/0 va Fa0/0
C. Cong Fa0/1
D. Lénh default route cau hinh sai

6.7 Cho so d6 mang

Inside

Internet

% Mo ta yéu cau

Cnng ty thué mot IP public dé dung cho local Web serber la 202.2.2.254
va dang két ndi ra Internet qua cong S0/0/0 cua Router. Y¢éu cau cau hinh
dé cho cac may bén ngoai Internet co thé truy cap vao Web server va cac
may bén trong c6 thé ra ngoai Internet net.

< Huwoéng din cau hinh
e (Cac may tinh dac dia chi IP va default gateway cho phu hop

e Giita router NAT va ISP khong c4u hinh bat ky giao thirc dinh
tuyén nao

e Router NAT tao duong “default route” 1én ISP
NAT (config) #ip route 0.0.0.0 0.0.0.0 s0/0/0

e Cau hinh public cho Web server

NAT (config) #ip nat inside source static
192.168.1.254 202.1.1.254

e Cau hinh cho phép cac may tinh bén trong ra ngoai Internet

85




86

NAT (config) #access-1list 1 permit 192.168.1.0
0.0.0.255

NAT (config) #ip nat inside source list 1
interface S0/0/0 overload

NAT (config-if) #int Fa0/0

NAT (config-if) #ip nat inside

NAT (config-if) #int S0/0/0

NAT (config-if) #ip nat outside

Kiém tra ciu hinh bang cac lénh da hoc
Thuc hién ping giira cac may tinh, phan tich cic goi truyén nhén
bang 1énh debug ip packet trén router trudc khi thuc hién 1énh ping.

St dung 1énh debug ip nat d¢ xem qué trinh hoat dong cua qua
trinh NAT



Chuwong 5
CAC DICH VU WAN

Chwong nay sé dff: cdp dén mot so giao thirc hoat dong trén moi
tricong WAN va mot so dich vu WAN pho bien. Hoc xong chuong nay,
nguwoi hoc co kha nang:

e Trinh bay duoc khdi niém vé WAN

e Trinh bay duoc mot s6 dic diém co ban ciia giao thuc PPP,

HDLC
e Phan biét va cau hinh hai giao thitc chitng thirc trén PPP (PAP,
CHAP)

e Phan biét va cau hinh mét so kv thuat WAN: Serial Point-to-
Point, Frame Relay

1. GIOI THIEU

Mot WAN la mot mang trao doi dir lidu, né hoat dong vuot ra
ngoal phgtm’ Vi yﬁt ly cua LAN. WAN hoat dong trén mét mién dia ly
rong l6n, két noi h¢ thong may tinh cua cung mot don vi gitra cac tinh,
cac quoc gia hay chau luc...

WAN sur dung céc li{'_%:n két dir liéu nhu 1a Frame Relay, ATM,
MPLS ho trg cac dich vu dé truy cap bang thong vuot qua viung dia ly
rong 1on.

Céc tinh ning k¥ thuat WAN nam ¢ ba tang cudi ciing ctia mé hinh OSL

- Cac kiéu ké:t n6i WAN (layer 1): dudng thué riéng (leased
line), chuyén mach kénh (circuit switched), chuyén mach goi
(packet-switched).

- Cac giao thuc dong go1 WAN (Layer 2): HDLC, PPP, ATM,
Frame Relay, VPN, MPLS

- Mot s6 ky thuat WAN: trude ddy mot s6 k thudt duoce ding
nhu ISDN, X.25, ATM, cac ky thuat dang sur dung nhiéu hién
nay nhu DSL, Leased lined, MPLS,...

Trong chuong nay, chung ta s& tim hiéu vé 2 ky thuat WAN: PPP
va Frame-Relay.
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2. KET NOI SERIAL POINT-TO-POINT

Hai giao thire lién két dir liéu (data link) WAN sir dung trong mang
WAN két ndi Serial Point-to-Point dugc dung pho bién 1a HDLC va PPP.

HDLC
Flag | Address | Control Data FCS Flag I

Hinh 5.1 Frame HDLC

PPP
Flag Address | Control Protocol Data FCS Flag

Hinh 5.2 Dinh dang cua frame PPP
~ PPP la mét giao thirc thuong dugce chon dé trién khai trén mot két
noi WAN noi tiép. PPP ¢6 hé tro qua trinh x4c thuc PAP va CHAP.

“* Qua trinh ching thuc trong PPP
PPP 6 chirc gom 2 giao thirc sau:

» Link Control Protocol (LCP): sur dung cho viéc thiét lap, cau hinh
va kiém tra két noi ¢ tang lién két dir liéu.

e Network Control Protocol (NCP): sur dung cho vigc thiét lap va cAu
hinh cac giao thirc tang mang khac nhau.

< Qua trinh thiét 1ap két noi PPP

Qua trinh thiét lap kct n6i PPP qua 4 budc: ThICt lap két noi va
thuwong lugng cau hinh; quyét dinh chat luong két noi; thuong luong cau
hinh giao thurc tang mang va két thuc két ndi.

o Thiét ldp két noi va cau hinh

MBdi thiét bi PPP guri g6i tin LCP dé cau hinh va thiét lap két ndi &

tang lién ket dr ligu. Go1 tin LCP chia cac truong: “MTU”,

“compression”, va giao thuc ching thuc két ndi. LCP dau tien mo két noi

va thuong luong cac tham s6 cau hinh. Giai doan nay hoan tat khi cac géi
tin thong nhat cau hinh (ACK) dugc gui va nhan.

e Quyét dinh chat liwong két noi

Lién két duoc kiém tra xem cé tot khong dé chuyén cac giao thirc
lén tang mang hay khong. Sau d6 Client co thé duoc chung thye. Vige
chung thuc dién ra trude giai doan cau hinh giao thire tang mang. PPP hd
tro hai giao thuce chimg thuc la: PAP va CHAP.
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o Thuong lwong cdu hinh tang mang

Cac thiét bi PPP gui goi tin NCP dé chon va cau hinh mdt hoac
nhlnu giao thuc tang mang (vi du nhu IP). Khi giao thuc tang mang dugc
cau hinh, cac go1 tin tir glaﬂ thirc tang mang cé thé dugce gui qua lién két.
Néu LCP két thic két ndi, né cung cap cac giao thirc tan}:, mang dé co thé
co nhirng hanh dong phu hofp.

o Két thiic két noi
LCP ¢6 thé két thac két noi bét cir lic ndo. Dicu nay ludn duogc
thuc hién ¢ yéu cau cua nguoi dung. Két thuc két noi cling ¢o6 thé xay ra
do su co vat ly, nhu la dut két néi hay vuot qua thoi gian qui dinh
(timeout).
%+ Giao thirc chirng thue PAP va CHAP
e Chiing thuc PPP bang PAP

PAP sir dung co ché bat tay 2 budc. Dau tién Client s& gui
username va password cho Server dé xac thyc. Server sé tién hanh kiém
tra, néu thanh cong thi sé& thiét 1ap két noi; nguoc lai sé khong thiét lap
két ndi vdi Client.

Password dugc gui duoi dang khong duge ma hoa (clear — text) va
username/password duge giri di kiém tra mot lan khi thiét 1ap két noi.

Username: spkt
Password: 123456

Client glri username=spkt & Password=123456

B
Server ki€m tra = Cho phép két ndi
P
Hinh 5.3 Chung thuc PAP

o Chitng thuc PPP bang CHAP

St dung k¥ thuét 3 budc bit tay (three-way handshake). CHAP
duoc thuc hién ¢ luc bat dau thiét 1ap két ndi va ludn duoce 1dp lai trong
sudt qua trinh két noi duoc duy tri.

Client mudn thiét 1ap két ndi v6i Server, Server giri mot thong diép
“challenge” yéu cau Client gui gié tri dé Server chimg thuc. Thong diép
guri tir Server ¢ chira mot s6 ngau nhién dung lam dau vao cho thuat
toan “hash”.
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Client nhan dugc thong diép yéu cau cia Server. N6 s€ sur dyung
thuat toan “hash” véi dau vao 1a hostname, password va s6 ngau nhién
vua nhan dugce va tinh toan ra mot gia tri nao dé va guri gia tri nay qua
cho Server.

Server sé kiém tra danh sach “username” (néu cau hinh nhiéu
username) dé tim ra “username” nao giong vdi hostname cua Client. Sau
khi tim dugc “username” do, n6 dung thuat toan “hash” dé ma hoa
password tuong Umg va ) ngau nhién trong thong di€p “challenge” ban
dau ma nod gui cho Client dé tinh ra mot gia tri nao do. Va gia tri nay sé
so sanh voi1 gia tr1 do Client gui qua néu giong nhau thi xac thuc thanh
cong; néu khong thi két ndi sé bi xéa ngay.

CHAP
— s0/0/0

A — Serve
Challenge

<&
Response
P
Accept/Reject

Hinh 5.4 Chirng thuc CHAP

Mot cach don gian, ta can nim v tuong sau khi cdu hinh CHAP:
moi dau két ndi phai co khai bao username va password. Username bén
R1 phai 1a hostname ctia R2 va username khai bao bén R2 1a hostname
cta R1, password hai bén phai giong nhau.

< CAu hinh PPP
- CAu hinh PPP
Router (config) finterface <interface>

Router (config-if) #encapsulation ppp
- Cau hinh chitrng thuc PPP PAP

Buwoe 1: Tao username va password trén Server

Router (config) fusername <username> password
<password>

Bwoc 2: Enable PPP

Router (config-if) #encapsulation ppp
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Buwée 3: Cau hinh xac thuc

Router (config-if) #ppp authentication
{pap|chap|pap-chap|chap-pap}

Buéc 4: PAP phai dugc enable trén interface bang 1énh

Router (config-if) #ppp pap sent-username
<username> password <password>

Vi du 1: Cau hinh PPP ching thuc bang PAP

Client 192.168.1.0/24 Server
1 1 E— " 1
Fa0/0\ _Rr1 Jso0/0/0 Lo 50/0/1\_R2 _J Fa0/0
172.16.10.0/24 172.16.20.0/24

e Mo ta
Router R2 s& ching thuc cho router R1 bing giao thirc PAP
e Hudng din cau hinh
- Céu hinh co bén
Rl (config)#int S0/0/0

Rl (config-if) #ip address 192.168.1.1
255.255.,255,0

Rl (config-if) #exit
R2 (config) #int S0/0/1

R2 (config-if) #ip address 192.168.1.2
255 .255.255.0

R2 (config-if) #exit
- Cau hinh chirng thuc PAP
Rl (config)#int S0/0/0
Rl (config-if) #fencapsulation ppp

Rl (config-if) #ppp pap sent-username cisco
password cisco

R2 (config) #fusername cisco password cisco
R2 (config) #int S0/0/1

R2 (config-if) #fencapsulation ppp

R2 (config-if) #ppp authentication pap
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- Céu hinh dinh tuyén: tiy chon giao thirc
e Kiém tra cau hinh
Su dung céc [énh sau:
ping
debug ppp authentication
« Cau hinh ching thuc PPP CHAP

Trwéng hop 1: Cdc router ding hostname dé chirng thuc

Client 192.168.1.0/24 Server
_1®.1 o 2 1
Fa0/0 LMJ s0/0/0  / """50/0/1\_R2 ) Fa0/0
172.16.10.0/24 172.16.20.0/24

e Mota

Router R2 ching thyc cho router RI béng giao thic CHAP.
Truong hop mac dinh, router guri hostname dé chuing thue.

e Cac buée cau hinh
- Chu hinh co ban
Rl (config)#int S0/0/0

Rl (config-if) #ip address 192.168.1.1
209 2D 29551

Rl (config-if) #exit
R2 (config)#int S0/0/1

Rz (config—1f)wip address 1892.1l68.1.2
255 .255.255:0

R2 (config-if) #exit
- Cau hinh chirng thuwe CHAP
Rl (config) #username R2 password cisco
Rl (config) #int S0/0/0
Rl (config-if) #fencapsulation ppp
R2 (config) #fusername R1 password cisco
R2 (config)#interface serial 0/0/1
R2 (config-1if) #iencapsulation ppp
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R2 (config-if) #ppp authentication chap
- Cau hinh dinh tuyén: tuy chon giao thirc
e Kiém tra ciu hinh
Str dung cac Iénh sau:
Routerf#ping
Routerf#debug ppp authentication

Truwong hop 2: Cdc router givi username & password bt ky

>R |

1( )1 2 1

Fa0/0 “ $0/0/0 ' 50/0/1\_R2 _J Fa0/o |
172.16.10.0/24 172.16.20.0/24

e Yéu cau

Router R2 s& chimg thuc cho router R1 bang giao thirc CHAP
trueong hop router gui hostname va password duge chi ra.

e Cac buée ciu hinh
- Chu hinh co ban:
Rl (config)#interface serial 0/0/0

Rl (config-if) #ip address 192.168.1.1
255 .255.255:0

Rl (config-if) #exit

R2 (config) #interface serial 0/0/1

R2 (config-if) #ip address 192.168.1.2
255.255.255.0

R2 (config-if) #exit
- Cau hinh chirng thwe CHAP
R1 (config)#int S0/0/0
Rl (config-if) #encapsulation ppp
Rl (config-if) #ppp chap hostname abc
Rl (config-if) #ppp chap password cisco

R2 (config) #username abc password cisco
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R2 (config) #int S0/0/1

R2 (config-if) #encapsulation ppp

R2 (config-if) #ppp authentication chap
- Céu hinh dinh tuyén: tiy chon giao thic
e Kiém tra cau hinh

Su dung cac 1énh sau:
Router#ping
Routerf#debug ppp authentication

3. FRAME RELAY

Hinh 5.5 Mo hinh mang Frame Relay

Frame Relay la dich vy WAN chuyén mach géi theo hudng két néi,
hoat dong ¢ tang lién ket dir li¢u va su dung cac mach ao (virtual circuit)
dé tao cac két noi.

Su khac nhau giita Frame Relay va point-to-point 1a thiét bi ¢ nha
cung cap dich vu kiém tra cac géi tin guri boi router. Mdi “firame header”
gitt mQt truong dia chi goi 1a DLCI (Data-Link Connection Identifier).
WAN Switch chuyén dir liéu dya vao DLCI, thong qua mang nha cung
cﬁp dich vu dé dén dau bén kia cua mang.
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+
DLCI: 500
CSUIDSU

Inverse ARP or
r|:+ Frame Relay Map

Frame IP
Relay | DLC!(500) (10.1.1.1)

ICND20GR_02

Hinh 5.6 Anh xa DLCI va dia chi IP

Cac két ndi ao trén cung mot duong truyén vat 1y dugc phan biét
vO1 nhau boi chi s6 DLCI. Chi s6 DLCI dugc ghi trong mdi géi dit lidu

truyén di va chi c6 v nghia cuc bo.
¢ Chirc nang cua LMI
- Quyét dinh trang thai hoat dong cua cac PVC khac nhau
- Béo cho router biét PVC nao dang sin sang.

- Baloai LMI ¢c6 thé duoc st dung la: ansi, cisco, va q933a.

LMI
103 = Active

% 102=Inactive

DLCI=103

pLci=102 /. |

Hinh 5.7 Hoat dong cua LMI
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“* Frame Relay map

192.168.12.0/24 PVC

192.168.12.2/24

50/0/
DLCI=102 7'

-
e
-

“Frame Relay map” trén R1

192.168.13.3/24

IP ciia router ké tiép DLCI
192.168.12.2 102
192.168.13.3 103
Trén FRSW thiét 1ap bang chuyén mach
IN PORT IN DLCI OUT PORT OUT DLCI
S0/0/0 102 S0/0/1 201
S0/0/0 103 S0/1/0 301
S0/0/1 201 S0/0/0 102
S0/1/0 301 S0/0/0 103
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Bang dinh tuyén dugc st dung dé cung cap dia chi cua “next-

hop” hodc la DLCI cho cac luu lugng mang.

tinh nang inverse ARP.

Cac thong tin nay duogc thuc hién théng qua mét cau trac dir licu
go1 la Frame Relay map. Cau trac dir liéu nay co thé duoc cau
hinh tinh trén router, hodc cau hinh tu dong bang cach st dung




Dir liéu dugc

D¥ liéu dén chuyéntip 7 17216.1.2
S — )
-....--..,"f Bt
| 0 i
so/ofo T —
90, T 10.0.0.0/8
Bang dinh tuyén Frame Relay map ™.
Network Next hop Interface Next hop DLCI
10.0.0.0 172.16.1.2 S0/0/0 172.16.1.2 100

Hinh 5.8 Frame relay map
** Inverse ARP

Co ché inverse ARP cho phép router xay dung tu dong bang “frame
relay map”

- Router hoc cac DLCI da dugc dung trong sudt qua trinh khoi tao
trao do1 LMI

- Sau do router gui mot “inverse-ARP request” dén moi DLCI
dugc cau hinh trén cong.

- Nhimg thong tin phan hoi tir inversr-ARP duoc st dung dé xay
dung Frame relay map.

-
LW e ™

Frame Relay

Cloud m%
172.168.5.5 172.168.5.7
Status Inquiry Status Inquiry
2 > « 2

I:cal DLCI 100=Active o o Local DLCI 400=Acti;e

DLCI=100

o Hello, 1 am 172.168.5.5. >
Frame Relay Map
172.168.5.5 |DLCI 400 Active o
< Hello, | am 172.168.5.7. o
Frame Relay Map J
o 172.168.5.7 DLCI 100 |Active J
o Hello, | am 172.168.5.5. >

Keepalives , - _Keepalives
O < O

Hinh 5.9 Qua trinh xdy dung bang “frame relay map”
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“+ Bang ghuyé'n mach Frame Relay: bang chuyén mach Frame Relay
bao gom bon thanh phan: 2 cho port va DLCI vao (incoming), 2
cho port va DLCI ra (outgoing)

Frame Relay
switch
P1 DLCI 200
DLCI 100
PO P1 DLCI 275
Frame Relay packet Frame Relay packet
Header Data...{ Header Data... I—D
PO switching table l
DLCI=100 | IN_Port INDLCI | OUT _Port |OUT_DLCI | DLCI=100
PO 100 P1 200
P2 275

Hinh 5.10 Bang chuyén mach Frame Relay
+ Kién triic mang Frame Relay

C6 3 mo hinh phd bién ap dung trong mang Frame Relay

Full mesh

Start (Hub and Spoke)

Partial mesh

Hinh 5.11 Kién triic mang Frame Relay

Maic dinh Frame Relay st dung méi truong NBMA (Non-broadcast
Multiaccess)

98



“* Frame Relay sub-interface la gi ?

Sub-interface 1a su chia ludn 1y tor mot cong vat 1y. Trong cau
hinh Frame Relay, moi PVC ¢ thé duge cau hinh nhu 1a mét két noi
point-to-point sir dung moi sub-interface hoat dong nhu 1a mot duong
két ndi truc tiép.

Dung nhiéu sub-interface giup giam chi phi cho viéc trién khai
mang Frame Relay.

. Subnet
Cong ludn ly CDHMg A

50/0/0.1 y \<b ‘B

: | Subne
oo T\ =)
50/0/0.3 / o I\R XSubnetC

\_L : ; ""--:
- =@

Hinh 5.12 Chia céng vat Iy thanh cdc cong ludn 1y

“* Frame Relay dung sub-interface

Hinh 5.13 Frame Relay dung subinterface

Sub-interface Frame Relay c6 thé cau hinh dung trong cac két ndi da
dlcm (multipoint). Mdi sub-interface két nbi da diém thlct lap nhleu két
nbi PVC dén nhiéu router khéc nhau. Tat ca cac router n6i déu nam tmng
cung mot mang (subnet). Dicu nay gitp tiét kiém duoc dia chi mang va co
y nghla trong truong hop kh-:mg s dung VLSM. Tuy nhié€n, sub-interface
két noi da diém lai khong giai quyét duoc van dé “split-horizon”.
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¢ Frame Relay khong dung sub-interface

Hinh 5.14 Frame relay khong ding cong ludn Iy
+» Cau hinh Frame Relay ciin bian
- Cau hinh Frame Relay DTE
e Chon cong ciu hinh
Router (config) #interface <interface>
e Cau hinh dia chi mang

Router (config-if) # ip address <network-
number> <subnet-mask>

Vi du: Router (config-if)#ip address 192.168.1.1
o o s 1 MR G

e Chon kiéu dong gbi

Router (config-if) #encapsulation frame-
relay {cisco | IETF}

e Chu hinh LMI

Router (config-if) #frame-relay lmi-type
{ansi | ecisco | g933a)

- Mot s6 ciu Iénh kiém tra
Router#show interfaces interface
Router#show frame-relay pvc
Router#show frame-relay map

Router#show frame-relay lmi
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- Chu hinh Frame Relay Switch

e Enable Frame Relay switching

FRSW (config) #frame-relay switching

e Cau hinh trén interface
FRSW (conf-if) #encapsulation frame-relay

FRSW(conf-if) #frame-relay intf-type
dce |dte

FRSW (conf-if) #clock rate clock-rate

FRSW (conf-if) #frame-relay lmi-type
ciscolansi|g933a

e Cau hinh FR route (tao PVC — Switching table)

FRSW (conf-if) #frame-relay route <input-
dlci> interface <output-interface>
<putput=dlei>

Vidu 1: Frame Relay can ban

192.168.1.1/24 === 192.168.1.2/24

172.16.1.1/24 DLCI =200 172.16.2.1/24

e Yéu ciu
Cau hinh mang Frame Relay cho mé hinh mang trén.
e Cac buwdc thuce hién
- Céau hinh Frame Relay Switch
FRSWH#configure terminal

FRSW(confiqg) #frame-relay switching
FRSW (config) #interface s0/0/0

(

(
FRSW(config-if) #no ip address
FRSW(config-if) #encapsulation frame-relay
FRSW (config-if)#clock rate 64000
FRSW (config-if) #frame-relay intf-type dce
FRSW(config-if) #frame-relay route 100 interface
s0/0/1 200
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FRSW (config-if) #exit
FRSW (config) #interface s0/0/1

(

(
FRSW(config-if)#no ip address
FRSW({config-if) #encapsulation frame-relay
FRSW(config-if)#clock rate 64000
FRSW(config-if)#frame-relay intf-type dce

FRSW (config-if) #frame-relay route 200 interface
serial 0/0/0 100

FRSW (config-if) #exit

Céu hinh Router A:

config) #interface S0/0/1

config-if)#ip address 192.168.1.1 255.255.255.0

config-if) #encapsulation frame-relay
config-if)#no shutdown

config-if) fexit

onfig-if)#ip address 172.16.1.1 255.255.255.0
config-if) #no shut

config-if) #exit

config) #router eigrp 100

config-router) #network 172.16.0.0

E@E?E%?@@?E?

(
(
(
(
(
(config) #interface Fal/0
(c
(
(
(
(
(

config-router) #network 192.168.1.0

Cau hinh Router B:

B(config) #interface S0/0/0

Blconfig-if)#ip address 192.168.1.2 255.255.255.0

B(config-if) #encapsulation frame-relay

B(config-if)#no shutdown

Biconfig-if)#ip address 172.16.2.1 255.255.255.0
B(config-if) #no shut
B(config) #router eigrp 100

(

(

(

(
B(config) #interface Fal0/0

(

(

(
RB (config-router) #network 172.16.0.0
(

B (config-router) #network 192.168.1.0
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e Kiém tra: trén Router A va Router B
Router#show frame-relay pvc
Router#show frame-relay lmi
Router#show frame-relay route

Router#show frame-relay map

Vidu 2: Frame-Relay Sub-interface Point-to-Point

Fa0/0 rSe >
172.16.3.1/24 = m

172.16.2.1/24

DLCI=100

192.168.13.3/24

e Yéu cau
CAu hinh mang Frame Relay theo nhu mé hinh trén.
e Cic bwéc cau hinh
- Céu hinh Frame Relay Switch
FRSWH#configure terminal
FRSW(confiqg) #frame-relay switching
FRSW (config)#interface s0/0/0
FRSW(config-if) #no ip address
FRSW{config-if) #encapsulation frame-relay
FRSW (config-if)#clock rate 64000
FRSW(config-if) #frame-relay intf-type dce

FRSW(config-if) #frame-relay route 200 interface
s0/0/1 200

FRSW(config-if) #exit
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FRSW (config) #interface s0/0/1
FRSW(config-if) #no ip address
FRSW{config-if) #encapsulation frame-relay
FRSW (config-if) #clock rate 64000

FRSW (config-if)#frame-relay intf-type dce

FRSW (config-if) #frame-relay route 200 interface
s0/0/0 200

FRSW (config-if)#frame-relay route 100 interface
s0/1/0 100

FRSW (config-if) #exit

FRSW{(config) #interface s0/1/0
FRSW{config-if)#no ip address

FRSW (config-if) #encapsulation frame-relay
FRSW{config-if)#clock rate 64000
FRSW(config-if)#frame-relay intf-type dce

FRSW (config-if) #frame-relay route 100 interface
s0/0/1 100

- CAu hinh RA:

RA (config) #interface s0/0/0

RA (config-if) #no ip address

RA(config-if) #encapsulation frame-relay

RA (config-if)#no shutdown

RA (config-if) #exit

RA (confiqg) #interface serial 0/0/0.1 point-to-point
RA(config—-if) #ip address 192.168.1.2 255.255.255.0
RA (config-if) #frame-relay interface dlci 200

RA (config-if)#no shutdown

RA (config-if) #exit

RA (config) #interface Fal0/0

RA (config-if)#ip address 172.16.1.1 255.255.255.0
RA (config-if) #no shut

RA (config-if) #exit
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RA (config) #router eigrp 100

RA (config-router) #network 172.16.0.0

RA (config-router) #network 192.168.1.0

- Cau hinh RB:

RB (config) #interface s0/0/0

RB (config-if) #no ip address

RB(config-if) #encapsulation frame-relay

RB (config-if) #no shutdown

RB (config-if) #exit

RB (config) #interface serial 0/0/0.1 point-to-point

RB (config-subif) #ip address 192.168.2.2
255.255.255.0

RB (config-subif) #frame-relay interface dlci 100
RB(config-subif) #no shutdown

RB (config-subif) #exit

RB(config) #interface Fa0/0

RB{(config-if) #ip address 172.16.2.1 255.255.255.0
RB(config-if) #no shut

RB (config-if) #exit

RB (config) #router eigrp 100

RB (config-router) #network 172.16.0.0

RB (config-router) #network 192.168.1.0

- Chu hinh RC

RC (config) #interface serial 0/0/0

RC (config-if) #no ip address

RC (config-if) #encapsulation frame-relay

RC (config-if) #no shutdown

RC (config-if) #exit

RC (config) #interface serial 0/0/0.1 point-to-point

RC (config-subif) #ip address 192.168.1.1
2595 .205.255.0

RC (config-subif) #frame-relay interface dlci 100
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RC(config-subif) #no shutdown
RC (config-subif) #exit
RC (config) #interface serial 0/0/0.2 point-to-point

RC (config-subif) #ip address 192.168.2.1
255.255. 255 . 10

RC (config-subif) #frame-relay interface dlci 200
RC (config-subif) #no shutdown
RC (config-subif) #exit
RC (config) #interface Fal/0
RC (config-if)#ip address 172.16.3.1 255.255.255.0
RC (config-if) #no shut
RC (config-if) #exit
RC (config) #router eigrp 100
RC (config-router) #network 172.16.0.0
RC (config-router) #network 192.168.1.0
RC (config-router) #network 192.168.2.0
e Kiém tra: trén RA, RB, RC
Router#show frame-relay pvc
Router#show frame-relay lmi
Router#show frame-relay route

Router#show frame-relay map

4. TONG KET CHUONG

Cac ky thuat WAN hoat dong trong pham vi rong va phirc tap hon
trong cac mang LAN. Cac ky thuat WAN duoc st dung pho bién nhu:
ISDN, leased line, X.25, Frame Relay, ATM, DSL, ...Céc kiéu dong g6i
thuong dung trong mang WAN la: HDLC, PPP, Frame Relayi,...

Hai giao thirc dung dé chtng thuc trén PPP trong moéi truong WAN
la PAP va CHAP. PAP c6 d9 bao mat kém vi no gui username/paseward
dudi dang khong ma hoéa va viée ching thuc chi dién ra mét lan. Péi voi
CHAP, tham s6 chung thuc duge gui di duoi dang ma hoa va viéc ching
thuc duoc lap lai trong sudt qua trinh két néi.
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5. CAU HOI VA BAI TAP
5.1 CHAP st dung thuit toan nao sau diy dé tao gia tri guri dén cho
“remote peer” trong cac budc chung thuc,

A. 3DES

B. DES

C. SHA

D. MDS5
§.2 Nhing kiéu dong goi ¢ tang Data-Link nao sau day str dung trén cac
cong WAN?

A. Ethernet

B. PPP

C. Token Ring

D. HDLC

E. Frame Relay

F. POTS

5.3 Cac loai LMI nao sau day su dung trong Frame Relay?
A.Q.931
B. IEEE
C. Cisco
D. IETF
E. Q933a
F. ANSI

5.4 Trong mang Frame Relay; muc dich cua “Inverse ARP” la gi?
A. N6 duoc dé anh xa gitra mot dia chi IP vai dia chi MAC

N6 duoc dé 4nh xa gitra mot DLCI véi dia chi MAC

N6 duge dé anh xa gitra mot dia chi MAC voi dia chi IP

N6 duoc dé anh xa gitra mot DLCI véi dia chi TP

N6 duoc dé anh xa gitra mot dia chi MAC voi1 DLCI

m o nw
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5.5 Sau khi cac router dugc ciu hinh Frame Relay, quan tri dung 1énh
show frame relay map, két qua nhu sau:

Router#show frame-relay map

Serial0/0/0 (up): ip 192.168.12.1 dlci 100 (0Ox64,
0x1840), dynamic

Broadcast, status defined, active

Hay cho biét y nghia cla tir dynamic trong két qua trén
A. Cong Serial 0/0/0 dang giri cac géi tin
B. DLCI 100 dugc router tu dong sinh ra
C. Cong Serial 0/0/0 duoc DHCP server gan IP 13 192.168.12.1
D

. DLCI 100 sé tu dong thay d6i dé dép tmg yéu cau thay doi trén
mang Frame Relay

E. M6t anh xa gita DLCI 100 va “remote router” c6 IP Ila
192.168.12.1 dugc hoc qua “Inverse ARP”

5.6 Cho mé hinh mang sau:

192.168.12.2/24

$0/0/0

A S — R2

Hai router dd cAu hinh chinh x4c dia chi IP nhu mé ta trén hinh va thong

tin trén cf}«ng Seri1al0/0/0 cua cac router khi thuc hién Iénh show interface
S0/0/0 nhu sau:

Rl#show interface s0/0/0

Serial0/0/0 is up, line protocol is down
Hareward is HD64570

Internet address is 192.168.12.1/24

MTU 1500 bytes, BW 1433 Kbit

Reliable 255/255

Encapsulation HDLC, loopback not set
Keepalive set (1l0sec)

R2#show interface s0/0/0

Serial0/0/0 is up, line protocol is down
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Hareward is HD®64570

Internet address is 192.168.12.2/24
MTU 1500 bytes, BW 1433 Kbit
Reliable 255/255

Encapsulation PPP, loopback not set
Keepalive set (10sec)

Hai router trén khong lién lac véi nhau dugc. Ban hay cho biét nguyén
nhan vi sao?

A. PCP khong ¢ trang thai “open”

B. Subnet mask cau hinh sai

C. Dong goi khong twong thich

D. Bing thong dugc cau hinh qué thap
E. Dia chi IP cau hinh chua ding

5.7 Trong mot hé thung mang cau hinh giao thirc PPP va ching thuc
bang CHAP qua két n6i WAN. Lénh nao sau day dung dé hién thi cac

ching thuc CHAP trong thoi gian thuc?
show pp authentication

debug pap authentication

Q w >

debug ppp authentication

O

show chap authentication

5.8 Cho mo hinh mang sau:

S0/0/0

Saigon

Hai router nay da dugc cau hinh chimg thuc PPP CHAP nhu sau:
Saigon (config) #username Hanol password spkt@123
Saigon(confiqg) #interface Serial0/0/0
Saigon(config-if) #encapsulation ppp

Saigon(config-if) #ppp authentication chap
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Hanoi (config) #username Saigon password spkt@124
Hanoi (config)#interface Serial0/0/0
Hanoi (config-if)ffencapsulation ppp

Hanoi (config-if) #ppp authentication chap
Hai router khong chirng thuc thanh cong. Hoi 1y do tai sao?
A. Cau hinh username khong dung trén hai router
B. Password cau hinh khong giéng nhau trén hai router
C. Chimg thuc CHAP khong thé cau hinh duoc trén cong Serial
D

. Céc router khong thé tao két noi duoc tir cong Serial 0/0/0 dén
Serial 0/0/0

E. Chimg thuc CHAP khong cho phép céc router chirng thuc 1an
nhau
5.9 Mang frame relay sir dung DLCI cho méi PVC. DLCI ¢6 ¥ nghia gi?
A. N6 dugc dung dé chon loai dong goi trong Frame Relay
B. N6 dung dé xac dinh két ndi logic gitra local router va FR switch
C. NOo dai dién cho dia chi vat ly cua router.
D. N6 dai dién cho két ndi cia mdi PVC
5.10 Cac I¢nh nao sau day dung trén cong WAN nhung khong dung duoc
trén cong LAN?
A. IP address
B. Encapsulation PPP

0

No shutdown
PPP authentication CHAP
E. Speed

>

5.11 Trong bai tap nay, yéu cau hoc vién phai hoach dinh va gan dia chi
IP phu hop cac thiét bi, cau hinh dinh tuyén trén cac router, cau hinh
Frame Relay, PPP, NAT va DHCP.
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10.10.20.0124

Lo0: § Frame Relay
166.20.2.0/24 192.168.100.0

J DHCP
DLCI 42

222222030 S3190n1 Salgon2
' Internet & iq
. Web server
CHAP | :
Public address - e ::'E"E- D
address paok: | CHAP anang |

200.20.20.10 - 200.20.20.30 192.168.200.0 i
10.10.30.0/24.

Yéu cau 1: Ciu hinh co ban trén Router va Switch
- Dat dia chi IP cho cac cong trén Router
- Cau hinh hostname cho cac Router
- Cau hinh telnet trén cac Router va Switch
Yéu cau 2: Ciu hinh Frame-Relay
- Su dung DLCI nhu trén mo hinh

- Xéc dinh kiéu déng géi Frame Relay la IETF va kiéu LMI la
ANSI.

- Gia st chtrc ning Inverse-ARP da bi khoa, cau hinh map tinh
cho cac dia chi remote IP va local DLCI.

Yéu cau 3: Céu hinh PPP

- Cau hinh déng géi PPP trén cong Serial gilra cic router nhu
trong mo hinh

- Ciau hinh ching thuc bang CHAP gitta 2 router st dung
password la spkt.

Yéu cau 4: Ciu hinh dinh tuyén

- Cau hinh dnh tuyén cho hé thong mang trén st dung giao thirc
dinh tuyén tay chon.

- Trén Router Saigonl quang ba default network cho cac router
bén trong dé cho phép hé thong mang bén trong co thé truy cép
ra ngoai Internet.

- Khéng ciu hinh dinh tuyén trén router ISP, su dung default
route hodc static route dé gui cac goi tin dén no.
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Yéu ciu 5: Céu hinh NAT

- Cau hinh NAT trén router Saigonl dé chuyén doi cac IP bén
trong ra IP bén ngoai.

Yéu cau 6: Cau hinh DHCP
- Céu hinh DHCP trén router Hanoi dé cz’ip IP cho LAN.
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Chuwong 6
VPN

Trong chuong nay trinh bay tong quan vé mang riéng do VPN (Virtual
Private Network). Hoc xong chwong nay, ngwoi hoc c¢o kha nang:

e Trinh bay duwoc khai niém VPN

e Trinh bay dwoc nhirng loi ich va dac diém ciia VPN
e Phan biét dwoe cac loai VPN

o Trinh bay dwoc cdc thanh phan cia VPN

1. GIOI THIEU

VPN la sy mo rong cua mot mang riéng (private network) thong
qua mang cong cong (internet), duge dung dé két noi cac van phong chi
nhanh, nguoi tir xa két ndi vé vin phong chinh.

Chi nhanh 2

MNhan vién

Hinh 6.1 Mo hinh VPN

VPN c¢6 thé duoc tao ra bang cach su dyng phan cimg, phan mém
hay két hop ca hai dé tao ra mot két ndi a0 bao mat gitra hai mang rieng

thong qua mang cong cong. Lot ich cua cong nghe¢ VPN la dap ing nhu
cau trao doi thong tin, truy cdp tlr xa va tiét kiém chi phi.
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# Cac mode két néi VPN
C6 hai ché d6 két ndi VPN dé chuyén dir liéu giira hai thiét bi la
o Tunnel mode
o Transport mode
'Ca hai mode nay dinh nghia qua trinh dong goi dugc su dung dé di
chuyén dir liéu mot cach an toan gitra hai thuc the.
¢ Transport mode

Mot két ndi & mode transport dugc su dung dia chi IP nbuun va
dich that su cia cac thiét bi trong cic gbi tin dé truyén dir lidu.

¢ Tunnel mode

Han ché cua # ‘ansport mode 1a khﬂng co kha nang mo ron;:, Do do,
néu ching ta c6 nhiéu thiét bi & hai vi tri riéng biét can néi chuyén véi
nhau trong ché d6 bao mat, ta nén sir dung tunnel mode thay vi transport-
mode. Trong tunnel mode, cac thiét bi nguén-dich thuc thong thuong sé
khong bao vé du li¢u, thay vao do cac thiét b1 trung gian dugc su dung dé
bao vé ludng dir liéu. Cac thiét bi nay dugc goi 1a cadc VPN gateway.

Tunnel mode cung cép nhiéu tinh nang uu viét hon transport mode:

- Tinh mé réng: ta c6 thé chon mot thiét bi phut hop dé thuc hién viéc
xu ly bao vé.

- Tinh linh déng: khong can phai thay doi gi trong cau hinh VPN khi
thém vao mat thiét bi mao1 sau VPN Gateway.

- Tinh an cua cac giao tiép: cac luu lugng duoc cac VPN Gateway
dai dién trao d6i v4i nhau, vi vay sé che dau nguon va dich that su
cua két noi.

- Sir dung dia chi cuc bé: cac thiét bi dich va ngudn thuc co6 thé sir
dung dia chi dugc dang ky (public) hay cuc bd bai vi cac goi tin
dugc dong go1 boi cac VPN Gateway.

- Sur dung céac chinh sach bao mat hién co6: cac chinh sach bao mat
duoc thuc hién trén cac thiét b1 tuong Itra va b loc goi tin.

2. CAC THANH PHAN CUA VPN
» Chung thuc
C6 2 loai chimg thue la: Chimg thyc thiét bi va chimg thuc ngudi ding
- Ching thuc thiét bi: cho phép han ché cac truy cdp vao h¢ thong
mang dua vao céc thong tin cung cip boi cac thiét bi VPN dau xa.
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Co6 2 dang chimg thuc kiéu nay 1a: Pre-shared key, Digital
signature hoac certificate.

Pre-shared key dugc su dung trong cac moi truong VPN nho. Mot
hay nhiéu khéa duge cau hinh va dung dé chimg thuc dé nhan dang mot
thiét bi. ng.cta! wgnafwe digital certificate dugc su dung dé ching thuc
thiét trong cac moi trurong trién khai VPN 16n.

- Chung thuc nguoi dung: chi cho phép nguoi dung hop 1€ két ndi va
truy cap hé thong VPN. Nguoi dung phai cung cap username va
password.

* Phuong phap dong géi

Lam thé ndo ma thong tin nguoi dung, dir liéu dugc dong goi va
van chuyén qua mang. Cac cau hoi can dat ra la: Cac truong (field) gi sé
ton tai trong VPN header va VPN trailer, thtr tu xuét hién cac truong,
kich thudc cua cac truong?

¢+ Ma hoéa dir liéu
~Ma hoéa dir liéu giai quyét van dé dit liéu bi dénh cap trén duong
truyén. Ma hoéa dir li€u chi don gian 1a lay dir liéu, mot gid tri khoa va
chay thuat toan ma hoa dé lam cho dit liéu trd thanh dang khac vé1 ndi
dung ban dau Chi ¢6 thiét bi ¢ cung khoa mot ¢o thé giai ma duoc

thong tin veé dang ban dau. Mot sd thuat todn ma hoa nhu DES, 3DES,
RSA, AES, RCH4...

“* Toan ven dir liéu

C6 thé xay ra tinh trang €O cac goi tin gia lam tang sy hoat dong lang
phi cia CPU. VPN cung cap mot co ché dé khac phuc la kiém tra su toan
ven cua dir ligu, hay con goi la “packet authentication”. Vo1 “packet
authentication”, moét chir ky (51g11atu1 e) duoc d{mg vao cac goi tin.
Signature duuc tao ra bang cach lay ndi dung tir goi tin, mot “share-key”
va chay thong tin nay qua mot ham bam va xuat ra mot ‘s:,la tr1 go1 la
digital signature. Signature nay dugc thém vao cac goi tin va gui di dén
dich. O dich dén s& kiém tra “signature”, va néu “signature” dugc kiém
tra la chinh xac, no sé giai ma ndi dung goi tin.

Hai trong s6 cac ham bam duoc str dung cho viéc kiém tra toan ven
dur liéu 1a SHA va MD?35.
% Quin 1y khéa

Chiing ta di dé cap dén 3 thanh phan VPN c6 sir dung khoéa la:
chirng thue, ma hoa va ham bam. Viéc quan ly khoa tro nén quan trong
trong cac két né1 VPN. Vi du nhu: lam thé nao dé phan phoi cac khoa,

115



ching dugc ciu hinh tinh hay phét sinh ngau nhién, cac khoa dugce tao lai
bao nhiéu lan dé ting tinh bao mat?
“* Non-repudiation

Repudmnan la noi ta khong thé chimg thuc cac giao tlep xay ra
(nhu 14 viée thiét 1ap két ndi). Non-repudiation trai ngugc voi diéu nay:
ta c6 thé chimg thuc mét giao tiép xay ra gitta hai bén két noi.

Vi du khi ta vao mét cua hang online nhu Amazone.com va mua
mot quyén sach va thanh toén bﬁng credit card. Amazone s€ phai thu
gom thong tin ¢4 nhan khi ta dién vao don dit hang nhu tén, dia chi, sO
dién thoai, thnng tin vé credit card... Khi d6, Amazone sé kiém tra nhirng
thong tin d6 véi cong ty phan phoi credit card va lwu gilt lai cac thong
tin giao dich nhu ngay, thang, ...

*» HO tro rng dung va giao thirc

Khi lua chon cai dit VPN, dau tién chiing ta can phai xac dinh loai
dit liéu nao can duoc bao vé. Vi du nhu loai dix lidu IP hay IPX hoac ca
hai, hodc 1a chi can bao vé mot so loai dir liéu cho mot s6 chuong trinh
trng dung nao d6 nhu Web hay Email,. ..

“* Quan ly dia chi:

Quan ly dia chi la mot van dé quan trong trong viéc hoach dinh dia
chi cho toan hé thong mang cua cong ty.

3. CAC LOAI VPN
Co 2 loat VPN thong dung:
e Site-to-Site VPN
e Remote Access VPN
Mot s giao thirc duge sir dung trong VPN: PPTP, L2TP, IPSec, ...
+* Remote Access VPN

Remote access VPN thudong duge si dung cho cac két ndi co bing
thong thap gitra mot thiét bi cua ngudi dung nhu 1a PC, Ipad,... va mot
thiét bi Gateway VPN. Remote access VPN thong thuong st dung tunnel
mode cho cac két noi.

Ngud1 dung ¢ xa su dung cac phf’in mém VPN dé truy cap vao
mang cua cong ty thong qua Gateway hoac VPN concentrator (ban chat
la mot server), giai phap nay thuong dugce goi la client/server. Trong giai
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phap nay, ngudi ding thudng st dung cac cong nghé truyén thong dé tao
la1 cac tunnel vé mang cua ho.

Mot phan quan trong cua thiét ké nay 1a viéc thiét ké qua trinh xéc
thuc ban dau nham dam bao 1a yéu cau dugc xuat phat tr mét nguodn tin
cay. Thuong thi giai doan ban dau nay dua trén cung mét chinh sach ve
bao mat cua cong ty.

Trong Remote Access VPN ¢co nhiéu k¥ thuat duoc str dung dé bao
mat trong viéc trao doi dir liéu: IPSec, SSL....

Vi du 1: Cau hinh “remote access VPN (IPSec)
LoO: 100.100.100.1/24

203.1.1.0/30 204.1.1.0/30
S0/0/0
p St (SR sovore 7/ _so/o/1
2 -1 SR QY
Fa0/0 | .1 .1 | Fao/o0
10.10.10.0/24 20.20.20.0/24
2

Hwéng din cau hinh

HQ (config) #aaa new-model

HQ (config) #username cisco privilege 15 password cisco
HQ (config) #aaa authentication login default local
HQ (config) #aaa authentication login my authen local
HQ (config) #aaa authorization network my autho local
- ISAKMP phase 1:

HQ (config) #crypto isakmp policy 1

HQ (config-isakmp) #encryption 3des

HQ (config-isakmp) #hash sha

HQ (config-isakmp) #group 2

HQ (config-isakmp) #fauthentication pre-shared

HQO (config) #crypto isakmp client configuration group
my VPN
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HQ (config-isakmp-group) #key cisco
HQ (config-isakmp-group) #pcol VPN pool

HQ (config) #ip local pool VPN pool 10.10.10.2
10.10.10.50

- Cau hinh phase 2:

HQ (config) #crypto ipsec transform-set my set esp-3des
esp-sha-hmac

HQ (config) #crypto dynamic-map my dyn 1

HQ (config-crypto-map) #set transform-set my set
HQ (config-crypto-map) #reverse route

- Cau hinh phase 1.5

HQO (config) #crypto map my map isakmp athorization list
my autho

HQ (config) #crypto map my map client authentication
list my authen

HQ (config) #crypto map my map client configuration
address respond

HQO (config) #crypto map my map 20 ipsec-isakmp dynamic
my dyn

Vao cong két ndi dén ISP:

HQ (config-if)i#crypto map my map
PC:
Dung phan mém VPN Client dé két néi voi HQ
Khai bao:

Group: my VPN

Password: cisco (key trong my VPN)

Két ndi téi VPN HQ: xuat hién popup window dé nhap
username/password

Username: cisco
Password: cisco

Vi du 2: O vi du 1, ching ta ding phan mem trén P‘C dé két ndéi VPN.
Trong bai nay, chung ta s& dung router két néi VPN vé HQ.
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LoO: 100.100.100.1/24

203.1.1.0/30 204.1.1.0/30
so/o/o =
gy _S0/0/1 SOPB 7 sofosr
' prore = e 2 cPE
Fa0/0 | .1 .1 | Fa0/0
10.10.10.0/24 20.20.20.0/24

e Hudng din cau hinh
Ciu hinh HQ:
Gié\ng nhu bai trudc, co6 thém cac cau 1énh sau:

HQ (config) #crypto isakmp client configuration
group my VPN

HQ (config-isakmp-group) #save-password
Cau hinh cho Remote:

Remote (config) #crypto ipsec client ezvpn
my remote

Remote (config-ipsec) #group my VPN key cisco
Remote (config-ipsec) #connect manual

Remote (config-ipsec) fpeer 203.1.1.1

Remote (config-ipsec) #mode client

Remote (config-ipsec) #username cisco password
cisco

Remote (config-ipsec) #xauth userid mode local
e Ap dat 1én cong:
- Cong nbi ra Internet

Remote (config-if) #crypto ipsec client ezvpn
my remote

- Cbng ndi vao LAN

Remote (config-if) #crypto ipsec client ezvpn
my remote inside
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e Kiém tra ciu hinh

- Thyc hién 1énh sau trén Remote dé connect
Remoteffcrypto ipsec client ezvnp connect
Luu y: Trén Remote ty dong thuc hién NAT
Remoteffshow ip nat translation

- Disconnect VPN bﬁng 2 cach:
Remotefclear crypto sa
Remotefclear crypto session

++ Site-to-Site VPN

Site-to-site VPN (LAN-to-LAN) 1a k¥ thuat két n6i cac hé thong mang
(site) cua cung mot cong ty ¢ cac noi khac nhau tao thanh mot hé thong
mang thﬂng nhat thong qua mo1 truong mang cong cong. Trong truong
hop nay, qua trinh xac thuc ban dau cho nhirg nguoi dung can phai
duoc kiém soat chit ché boi cac thlet b1 ¢ cac site tuong Gng. Cac thiét bi
nay hoat dong nhu Gateway, truyén luu lugng mot cach an toan cho dau
bén kia.

Vi du 1: Cau hinh VPN site-to-site giita R1 va R2 (IPSec).

Lo0: 100.100.100.1/24

203.1.1.0/30 204.1.1.0/30

S0/0/0 — $0/0/1 m $0/0/0_ v s
T S 5 FU e
Fa0/0 | .1 .1 | Fa0/0
10.10.10.0/24 20.20.20.0/24

Cau hinh co ban: cau hinh hostname va dia chi IP cho cac router theo
mo hinh

Rl (config) #ip route 0.0.0.0 0.0.0.0 203.1.1.2

RZ (config)#ip route 0.8.0.0 0.0.0.0 204.1.1.1

Cau hinh VPN site-to-site (R1 va R2)

Phase 1:
Router (config) #crypto isakmp policy 1
Router (config-isakmp) #encryption 3des

Router (config-isakmp) #hash sha
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Router (config-isakmp) #authentication pre-shared
Router (config-isakmp) #group 2

Router (confiqg) #crypto isakmp key cisco address
A.B.C.D > dia chi IP cua Router bén site kia.

Phase 2:

Router (config) #crypto ipsec transform-set myset
esp-3des esp-sha-hmac

Router (config-crypto-transform-set) fexit | mode
transport // (mode tunnel default)

Router (config) #access—-1list 100 permit ip
102101020 0:0:0:258 20:.20:20:0 020:0:.255

Router (config) #crypto map mymap 1 ipsec-isakmp
Router (config-crypto) #match address 100
Router (config-crypto) #set transform-set myset
Router (config-crytpto) #set peer A.B.C.D
Gan vao cong:
Router (config-if) #crypto map mymap
Ki¢m tra cau hinh:
Router#show crypto isakmp policy
Router#show crypto ipsec sa
Vi du 2: VPN két hop v6i NAT

Lo0: 100.100.100.1/24

203.1.1.0/30 204.1.1.0/30
so/o/0
o A, WS 2 R2
Fa0/0 | .1 .1 | Fao/0
10.10.10.0/24 20.20.20.0/24

Yéu cﬁu:ﬁﬁu hinh cho 2 mang riéng lién lac bang VPN. Cac mang con
la1 s di bang NAT overload.

Huéng din ciu hinh

Rl (config) #access-1ist 101 deny ip 10.10.10.0
{0k 0-258% 2020200 0,0.0.:255
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Rl (config) #access-1list 101 permit ip 10.10.10.0
0.0.0.255 any

R2 (config) #access—-1ist 101 deny ip 20.20.20.0
8..0:9.288 10.10.580.0 0.0.0.255

R2 (config) #access—-1list 101 permit ip 20.20.20.0
0.0.0.255 any

4. TONG KET CHUONG

Cong nghé VPN duoc str dung pho bién hién nay. N6 cung cap két ndi an
toan va hiéu qua dé truy cip vao tai nguyén nd1 by tur nhan vién ¢ bén
ngoai thong qua Internet vao hé thnng mang cong ty hay két ndi cac chi
nhanh cua cong ty dé trao doi dir liéu voi nhau.

C6 nhiéu cach phén loai VPN. Trong gido trinh nay trinh bay 2 loai VPN
thong dung: Remote access VPN, Site-to-Site VPN.

5. CAU HOI VA BAI TAP
5.1 Hai mode co ban duoc sur dung trong viéc chuyén d li¢u trong VPN
la gi?

A. Tunnel mode

B. Server mode

C. Transport mode

D.Transparent mode

E. Client mode
5.2 Nhirng tinh ning niao sau diy thé hién nhimg wu diém cia tunnel
mode so vai transport mode?

A. Kha nang m¢ rong

B. Che dau cac giao tiép

C. Chuyén dir liéu nhanh

D. Hb tro VLAN
5.3 Loai VPN nao su dung tunnel mode két noi gitra hai VPN gateway dé
bao vé luong dur liéu gitra 2 site?.
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A. Remote Access VPN

B. Site — to — Site VPN

C. Firewall VPN

D. User —to — User VPN
5.4 Loai VPN nao dugc su dung dé két noi cac nhén vién bén ngoai vao
hé thong mang ndi bd cua cong ty?

A. Remote Access VPN

B. Site — to — Site VPN

C. Firewall VPN

D. User — to — User VPN
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