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BAI THU'C HANH SO 1
Hg) tEN SINN VIEN: tivvvvieiieiie e
TO:uuiiiiiiiiieieinnn, MSSV e,

. Muc tiéu

Hiéu biét vé cac méi trudng truyén thong dung, cac bude thuc hién bam cap TP.
Hiéu biét vé& cAu hinh TCP/IP trén hé diéu hanh Microsoft Windows, hé diéu hanh
Linux.

Hiéu biét mot s6 1énh lién quan vé mang.

Hiéu biét vé phan mém Wireshark.

Il.  Cac budc thuc hién

1. Giéi thiu cac méi trwong truyén théng dung
a. Cap cap xodn

e UTP(Unshielded Twisted-Pz ‘~:\;\=\‘ 0 _

STP(Shielded Twisted-Pair) == @ s «n@@
& —

b. Cdp dong truc

e Cap dong truc manh (Thinnet)

e Cap dong truc day (Thicknet)
c. Céap quang
d. Cdc chudn va phu kién véi TP

e Céc chuan
- Chuan T568-B
- Chuan T568-A

[ ]

Cac phu kién

- Patch Cord

- Modular Jack
- Outlet

- Patch Panel

2. Cac bwéec thye hién bam cap UTP
a. Lwa chon kiéu cap: Straight Cable, Crossover Cable va Rollover Cable




AU CAP: ot

CRUC NANG. ..o
KAGU CAP: crvoveveeveeeeeeeee e tes st ste st en s snse st seenee st
(511 o 121 o VoSS PERRRRPN

K@U CAP: it

CRUC NANG. ..ot

Pin Connector#1 <---cable--->Pin Connector#2
1 White-Orange 1  White-Green
2 Orange 2 Green

3 White-Green 3 White-Orange
6 Green 6 Orange

Hook Undemeath Hook Undemeath
12345678
Rt R- T+ T-

T568A Crossover

el RS PN SO N we)
1
=LY b ) 0

b. Cac bwdc thue hi¢n bim cdp UTP
Xac dinh khoang céch thyc can thiét cho doan cap, sau do cong thém 20-25 cm.
Béc vo mdt dau cap tir 2,5-4 cm tinh tir dau soi cap.
Sép xép cac doi cap theo chuin T568-A hodc T568-B va sira cic soi cap cho thiang.
Dung dung cu cit cac soi cap tai vi tri cach mép vé tur 1,5-2 cm.
Kiém tra lai vi tri cdc d6i cap. Pua cac doi cap vao RJ45 Connector.
Thuc hién bam bang dung cu bam cép.
Kiém tra cap da bam bang thiét bi kiém tra (néu co).
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C. Xdc dinh kiéu cap swr dung cho cdc mé hinh sau

Dual Speed Hub
10/ 100 Mbps

AT

L o

N—I/—1— - ==
Server Workstation

——
=
[
=
=
[ —

Hiéu biét vé cau hinh TCP/IP trén hé diéu hanh Microsoft Windows

a. Xem thong tin TCP/IP

e Sir dung lénh ipconfig dé xem thong tin cau hinh TCP/IP

e Thong thuong c6 hai Adapter (Network Interface Card va giao tiép PPP)

e Cho biét cac thong tin trén Network Interface Card:

IP AdAress:.....ccocovviieiiinieiienien Subnet Mask:........cccoeiviniiiii e

Default Gateway: ..........ccocerverienne DINS SEIVEI: oo
b. Cdp phdt dpng hodc ciu hinh tinh théng tin TCP/IP

e Start -> Settings -> Control Panel -> Network Connections -> Local Area

Connection -> Properties -> Internet Protocol (TCP/IP) -> Properties
e Néu mudn cau hinh tinh thi sir dung cac thong tin & muc 3 dé cu hinh.
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4,

5.

Hiéu biét vé cau hinh TCP/IP trén hé diéu hanh Linux

e Xem xét tap tin cau hinh /etc/sysconfig/networking/devices/ifcfg-eth0. Céac
thong tin trong tap tin /etc/sysconfig/networking/devices/ifcfg-eth0 dé cau hinh
TCP/IP cho NIC thir nhét.

e Néu c6 thay doi vé thong tin TCP/IP thi thay d6i trong tap tin
letc/sysconfig/ifcfg-ethx, sau d6 khéi dong lai dich vu nework:

# service network restart

Tim hiéu mét sé Iénh lién quan vé mang

a. Lénh ipconfig (ifconfig trén Linux/UNIX)

* Ngudi quan tri sir dung 1énh nay dé xem thong tin TCP/IP trén cac giao tlep
mang, va tat nhién ciing c6 thé dung dé cdu hinh TCP/IP cho cic giao tiép
mang.

e Cho biét cti phap cua lénh trén:

b. Lénh netstat

Nguoi quan tri sit dung 1énh nay dé xem xét toan dién thong tin vé hé thong
cuc bg va bo giao thirc TCP/IP.

e Cho biét két qua ctia Iénh netstat —a

c. Lénhtracert (traceroute trén Linux/UNIX)

Nguoi quan tri sir dung 1énh nay dé do tim duong di dén mot hé thong khéc,
muc dich xac dinh dugc 18i xay ra khi khong thuc hién duge két nbi.

e Cho biét két qua cuia 1énh tracert www.google.com

d. Lénh route

Ngudi quan tri st dung 1énh nay dé xem, thém hay loai bo cac duong di trong
bang duong di ciia moi may tinh.
e Cho biét két qua cua 1énh route PRINT

e. Lénh ping

Nguoi quan tri su dung 1énh nay dé hoi mot hé théng khac dé chéic chin rang
két ndi van con hoat dong.

e Cho biét két qua cua 1énh ping www.yahoo.com

f. Cong cu nslookup

Nguoi quan tri st dung cong cu ndy dé kiém tra hoat dong ciia hé thong hoi
dap tén (Domain Name System).

e Cho biét dia chi IP cua www.vnn.vn (thue hién nslookup www.vnn.vn):

e Cho biét dia chi IP ciia Mail eXchange domain hotmail.com (thuc hién
nslookup -type=MX hotmail.com)
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g. SSH (Secure Shell) Client
e Nguodi quan tri sir dung cong cu dé két ndi vao mot hé théng va lam viéc tur xa.
Thay thé cho telnet, ftp, rcp, rsh, ...
Hiéu biét vé Wireshark
a. Packet Sniffer
Cong cu co ban cho viéc quan sat cac théng diép trao d6i giita cac thuc thé hoat
dong. Chiing nim bat cac thong diép vao ra trén may tinh cta ban, luu trir va hién
thi cac thanh phan cta cic truong khac nhau cua giao thic trong cac thong diép
trén.

packet sniffer
packet n application (g.g., www
analyzer EERESiE browser, fip client)
A -
operating
system Transport (TCP/UDP)
packet Network (IP)
capture hﬁ—m Al Link (Ethernet)
(peap) Physical
tolfrom network toffrom network

b. Wireshark
Mot packet analyzer mién phi chay trén nhiéu hé diéu hanh (Windows, Unix, Mac)
két hop thu vién pcap. Cac théng tin lién quan tham khao tai:
http://www.wireshark.org/

C. Sw dung Wireshark
Khi chay chuong trinh Wireshark, giao dién d6 hoa sé& xuat hién, va chua co6 thong
tin gi hién thi trén céc ctra s0.
e Lua chon giao tiép mang va bat dau bt goi: Capture -> Interfaces -> Capture

command o=
menus Edt Ymm Ga Caphaw  brabim  Radsics  Help
I BEd®&8 Qes 9F 2 QQ PhEX B
o | e .| e | o et
display filter==—
ey W - [emirution [prutoce [t
5|,jg_‘clj||_‘ﬂ_1_||,‘_||‘| ~ 53, Z40, 7018 OHZ  Standard query & gala.os, umass.edu
152.166.1.101 DHE Standard query response A 1258.119.245.13
122,110, 245.12 TCF 1874 » heTp [5VH] Sag=3572611506 Ack=0 win=a5535 |
l‘;\; 16E.1. ;I]i Il'\‘é;p * EB?-! [st] Acltliiggallf;ggﬂpifg ﬁ‘i“j%é%iﬂu
Py o 125 11! s 4w MTp [ack] S8 nrih'j a W
listing of LR A i e
. - Ftep > 1874 b»su 52
l.'ﬂ.p'.lll't.‘d 1 152,168, 1101 WTTP  HTTR/L.1 200 OF (taxtshtnl)
o 122.110,.245.13 TR 1874 > hrep [ack] sog=3572612042 q._l.-4‘1=530n':~ W
|_j|.-'jc_-\'|_‘15 192.166.1.253 BECASE Ol a i wir ko Oup ARNOURCERENT WORKGAOUP , NT Wik 51
Eeoadcast ARF whi has 102.166.1,1% Te1] 192.166.1.108
Eroadcast 4RF who has 152,188.1,17 Tell 152.16B.1.102
Eroadcast 4EF  who has 192,168.1,17 Tell 152.168,1.102
. . 2 152,16E, L. 101 TCP http > 1B74 [FIN, ACK] Sage=q2la53oesy Ack=-35730L2
. 15 J.u QBE3IOE 102, 1=3 1. Jud. 122.110.245.12 ToF 1874 » hrTp [ACK] Sag=3572612242 Ack=42185200801 W
([ Frame © (595 bytes on wire. 599 bytes captured)
b Ethernet 11, Sro; O0G0B:74 43023, Deti 000825 dazafi73
b rnTarnet Protocol, Sec Addr: 1921631 10d £102.158.1.101%, oot oaddr! 125.319.245.12 {133.110.245.12)
M o b Tran=mis=ion Control Protocol, Src Port: 1874 (1ET4), Ot Port: bttp €800, Seqs 3573011057, ack: 4710539524, L
details of b= Hypertest Transfer Frotoco]
o | e bl b GET Sethersal-Tabs THTRo-arher@al - el hral Hrre/d.dven
selected Host: gata, o3 umss. eckirn
acke ucer-ggent: Mozi 17350 Calroiwss 3 wirdows o7 5,15 an-ug) reil, 0020 Geckos20021130 wetscape/7. oLy
|-"LL et ACCEPT: appﬂcacion.ra--'lnchna flash,vawt Sl appl fcationsanl, :pn11nt1nn.» whtn 1 4am 1, TanT henl ) g=0. Cp l:n:-'! Bl
I ., d. Accepi-Languige; en-us, eng el S0rhn
neader RCCERT-EnCodling: gEip, deflate, cofpressiged. By
ACCOPT-charsst! TE0-BESG-1, UTT-Bigqe0.68, °3g=0. 6B
keep-alives J00%hn
connection: keap-alivedr
L Rt
I 0|
.“ﬂ"l"" content ] 05 25 da a7z OO 08 -4 4f 3% 0 00 4% 00 ..%..5.. Coed..E. -
.,I —_— .i\-\.' ,,'l 010 0z 4% fc af 40 00 B0 o 54 fe of aB CL 8% B0 77 .]1.0.. TH..E.H
n hexadecima 020 F5 0 OF 52 00 §Q dS &0 fo bl b 53 4% B B0 1B LR,
‘d_ \q(.l] II!E ff 39:.»‘.100’."31? fi? 52 Zo 2f &5 W ﬁ'!: o T2 .._I!.!l.GET,er.h-u'
and f. B SFllcdic N iETE afaded B4fd ey el labs MRS =]
[Fim: TTiraiie] 2973 by 3[F= L5 15PED

hozc Capture -> Start, dirng lai va hién thi thong tin.
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d. Vidu

Khé1 dong mot trinh duyét.

Khéi dong Wireshark.

Catpure - -> Start -> thay d6i cac tiry chon -> OK

Mot cira sO tom tit s6 lugng cac goi cua nhiéu loai. Néu nhan Stop, s& dirng lai
qua trinh bat goi vi vay khong nhan Stop trong qua trinh bat goi.

Nhap URL sau vao trinh duyét: http://www.hutech.edu.vn/, trang web sé dugc
hién thi.

Dirng lai tién trinh bat goi trén Wireshark. Cac thong diép HTTP trao ddi voi
Web Server (hodc Proxy Server) chic chin xuat hién dau dé trong danh sach
cac thong diép bit duoc. Cho biét hinh anh ctua Wireshark sau khi dimg lai tién
trinh bt goi

Go “http” vao noi khai béo filter, nhan Apply dé chi xem céc thong diép lién
quan dén HTTP. Cho biét hinh anh cta Wireshark sau khi filter.

Chon thong diép dau tién dé xem xét. Pay phai 14 thong diép HTTP GET ma
may tinh ban da gai dén Web Server www.hutech.edu.vn (hoic Proxy Server).
Khi chon thong diép nay thi Ethernet frame header, IP datagram header, TCP
segment header, HTTP message heder ciing duoc hién thi trong cira so packet
header.

Cho biét thong tin ctia cac header (Ethernet frame header, IP datagram header,
TCP segment header, HTTP message heder).

Thoat khoi Wireshark.
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BAI THUC HANH SO 2
H9 tEN SINH VIEN: ..o
TO: e, MSSV e

1. Muc tiéu
e Hiéu biét vé& Ethernet.
e Hiéu biét vé ARP.
e Hiéu biét vé ICMP.
IV.  Cac buéc thuc hién

1. Hiéu biét vé Ethernet
4+ Khoi dong trinh duyét IE hodc Firefox, loai bo cac thong tin trong cache:

o |E: Tools = Internet Options = Delete Files ]

[ Internet Cptions @

[ Cannections l Frograms I Ackanced ]
[ enefal l Security I Privacy l Content ]

Home page
% Wou can change which page to use for your home page.
Acledress: alout:lank

[ LIse Current ] ’ Llse Diefault ] I LIse Blank

Temporary Internet files

‘} Fages you view on the Internet are stored in a special folder
&Y o quick viswing later.

I Delete Cookies.. Delete Files.. Settings..
History
The History folder contains links to pages you've visited, for
quick access to recently viewead pacges.
Daysto keep pages in history: 0= ’ Clear History l

Colars.. ] [ Fonts.. ] I Languages.. ] lAccgssiI:uiIity...]

o | [Leme ]|

o Firefox: Nhan Ctrl-Shift-Del, ’ch(_)n Cz}che
4+ Loai bo viéc str dung proxy server néu co thé:
o |E: Tools = Internet Options = Connections - LAN Settings
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p . e _ = -
Internet Options 7 ER
General Security | Frivacy | Content
Connections | Lacal Area Metwark (LAN) Settings -7 |[E3]
W T et upan Internet o Aukbornatic configuration
-I;I:r' Setup. Aukomatic configuration may override manual settings. To ensure the

Current

Chal-up and Virtual Private Mg

Choose Settings if you need to Prowy server

server fora connection.

Local &rea Metwark (LART settings

LAM Settings do not apply to dial-up connections. LAM Settings..

Choose Settings alove for dial-up settings,

use of manual settings, disable automatic configuration.

[ liautomatically detect settings:

|:| Use automatic configuration scripk

Address

F Use a progy server For your LAMN (These settings will not apply to
dial-up or ¥PMN connections),

Address: Port:

Mong

[ 8] 4 ] I Cancel

K ‘ I Cancel

4 Khoi dong lai phan mém Wireshark, bat dau tién trinh bat goi. ,
4+ Nhap URL: http://www.hutech.edu.vn/ vao trinh duyét IE, trang web hién thi.
4 Dung lai tién trinh bat goi trén Wireshark. Chon Frame chtra thong diép HTTP

GET.

4 Xem xét thong tin (tlr chi tiét dén tong quat) trong Frame trén va tra 10i cac cau
hai sau:

(@)

O O O O

O O O O

O

Dia chi default gateway: ...
Kich thudc clia Frame (bytes): .....ooooviiiiiiiiiiiiiccec e
Dia chi Ethernet 48-bit cua may tinh ban dang str dung: .........cccccoeeienens
Dia chi dich 48-bit trong Ethernet frame 12 gi: ...,
Dia chi dich trén 1a dia chi ciia may tinh nao (www.hutech.edu.vn hay
default QAtEWAY): ...eeeieeee e
Céc dia chi trén c6 phai 1a dia chi IP khong? ...
Cho biét gia tri thap luc phan ctia trudng Frame type (2 bytes): ..............
Cho biét y nghia clia trrong Frame type: ........ccoeverrreerereveesssnseeseeennens,
Cho biét c6 bao nhiéu byte ké tir ky tw ASCII “G” trong tir khia “GET”
(hay chiéu dai thong diép & ting ing dung): ......c..ccceevevverererrrenrinrereenens
Hay cho biét sy khac nhau giita dinh dang cua Ethernet Frame trén so v6i
dinh dang Ethernet Frame da hoc & chuong 3 1y thuyét: ........c..ccceeueeneee.
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2.

+ Tuong tu xem xét thong tin (tir chi tiét dén tong quat) trong Frame chtra thong
diép HTTP response va tra 161 cac cau hoi sau:
o Kich thudc ctia Frame (DYtes): ...cccovvviiiiiiiiiiii et
o bia chi dich 48-bit c6 phai la dia chi Ethernet may tinh ctia ban hay khong?
o Dia chi ngudn 48-bit trong Ethernet frame: .........coceveveveveeeiseessesenne
o Dia chi ngudn trén 1a dia chi ctia mdy tinh nao (Wwww.hutech.edu.vn hay
default QAtEWAY): ..o
o Cho biét gia tri thap luc phan cta truong Frame type: .......cccoeoveeveveereenn.
o Cho biét c6 bao nhiéu byte ké tir ky tu ASCII “O” trong “OK”: .............

Hiéu biét ARP (Address Resolution Protocol)
+ Xem lai ly thuyét ARP, va cac URL sau dé nim cac thong tin vé ARP.
o ftp://ftp.rfc-editor.org/innotes/std/std37.txt
o http://www.erg.abdn.ac.uk/users/gorry/course/inet-pages/arp.html
#+ Mo DOS prompt, thuc hién 1énh arp, 1énh nay hién thi cac thanh phén cua ARP
cache trén may tinh cua ban.
o Cho biét cti phap ctia 1énh arp dé xem thong tin ARP cache: .................
o Cho biét y nghia cta tirng ¢t trong ARP CaChe: ........cocoevvvvververereerinens
+ Xo6a ARP cache bang 1énh arp —d *
+ Khoi dong trinh duyét va loai bo cac thong tin trong cache.
+ Khoi dong lai phan mém Wireshark, bat dau tién trinh bat goi.
+ Nhap URL: http://www.hutech.edu.vn/ vao trinh duyét, trang web hién thi.
+ Dung lai tién trinh bat géi trén Etherea, loc cic thong diép véi “arp”.
+ Xem xét thong tin 02 Frame thudc vé protocol ARP request va reply, sau d6 tra 1oi
cac cau héi sau:
o Gia tri thap luc phan cua dia chi nguén va dich trong Ethernet Frame ctua
thong di€p ARP reqQUESt 12 g1: ...ooveiiiieee e
o Tim Ethernet Frame bao gém thong diép ARP reply, cho biét gié tri thip
luc phan cua dia chi ngudn va dich, va cho biét d6 1a dia chi ctia may tinh
1T

Hiéu biét vé ICMP
a. ICMP va ping
+ Khoi dong lai phan mém Wireshark, bat du tién trinh bat goi.
*+ Mo DOS prompt va thuc hién 1énh ping —n 10 www.hutech.edu.vn hodc ping —n
10 www.google.com (néu 1énh ping www.hutech.edu.vn thét bai)
+ Sau khi Iénh ping két thuc, ding lai tién trinh bat géi trén Wireshark. Loc cac
thong di€p voi “icmp”.
+ Xem xét thong tin (tir chi tiét dén tong quat) trong cic gbi ping trén va tra 1oi cac
cau héi sau:
Dia chi [P may tinh cla ban: ...
Dia chi IP cua website www.hutech.edu.vn (www.google.com): ............
Vi sao mdi ICMP packet khong c6 chi s6 port nguén va dich? .............
Xem xét mot ICMP packet request, cho biét dinh dang ctia packet nay: .
Xem xét mot ICMP packet reply, cho biét dinh dang cta packet nay: ...
ICMP va tracert
* KhO’l dong lai phan mém Wireshark, bat dau tién trinh bat goi.
+ MG DOS prompt va thuc hién 1énh tracert www.hutech.edu.vn hodc tracert
www.google.com (néu 1énh tracert www.hutech.edu.vn thét bai).

S 0000 o0
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+ Sau khi Iénh tracert két thuc, dimg lai tién trinh bat goi trén Wireshark. Loc céac
thong di€p voi “icmp”.
4 Xem xét thong tin (tir chi tiét dén téng quat) trong cic goi icmp trén va tra 1oi cac
cau hoi sau:
o Cho biét dia chi IP ctia may tinh c6 tén 13 www.cse.hcmut.edu.vn (hoic
WWW.QOOGIE.COM): .ttt sttt
o Cho biét sy khac nhau gitta géi ICMP ping reply va g6i ICMP ping request:

o Phét thao duong di tir may tinh ctia ban dén www.hutech.edu.vn
(VWVVW. Q000 COM) . eeeeieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeseeeeeeeeeeeereeeeeeeeeeeeeeeeeees
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BAI THUC HANH SO 3

Hg) tEN SINH VIEN: ..o
TO: e, MSSV e

V. Muc tiéu
e Cau hinh ha ting mang cuc bo véi ConfigMaker.
e Gidlap ha tﬁng mang cuc bd voi RouterSim.
e Trién khai ha téng mang cuc bd thuc té.

VI.  Cac buéc thuc hién

1. Hatang mang cuc by
a. Do hinh vat ly

o R R e e e e |
= (= (o= = = o= =1 =1

b. Cdc yéu cau ky thuit
e Loaicap st dung: UTP Cat5e
e Loai connector st dung:

c. Cau hinh TCP/IP
Vung dia chi IP su dung:

o
£
-
=
o
=
0
=
(S
o
S
=
w2
qq
o
=
=
aq

d. Kiém tra két néi mang
Kiém tra két ndi cac may tinh bang Iénh:
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2. CAu hinh ha tAng mang cuc bé vé&i ConfigMaker
a. Hiéu biét vé phan mém ConfigMaker

e Gidi thiéu
Day 1a mot phan mém dung dé cdu hinh mang (LAN, WAN) v6i mot sb thiét bi
mang ciia Cisco. Ngoai ra n6 con hd tro cac tinh ning xem xét cau hinh trén cac
thiét bi Cisco.
e St dung ConfigMaker
Khi chay chuong trinh ConfigMaker, giao dién dd hoa s& xuat hién. Cac cira s6
bén trai l1a cac trang thiét bi mang, cac két ndi mang. bé thiét ké hay cAu hinh mot
mang (LAN, WAN), ta chi can dung chuot “kéo va tha” cac trang thiét bi, dung
chudt danh dau dau va cudi cho cac két ndi mang.

" Untitled - Cisco ConfigMaker v2. 6

File Edit Wiew Configuration Management Tools Help

= = E S &
Mew Open  Save Detect Firewall Deliver  Fing Tutorial
S Network Diagram ~ | x|
Using Cisco ConfigMaker
AutoD etect Device Wizard -
Draw your Network —
5 Cisco 2620 ~ Diagram
5 Cisco 2621 . }
-] (53 Cisco 3600 Series Select a device from the
) Devices window and click in
75 Cisco 3620 the Metwork. Diagram
5 Cisco 3640 winda
= Q:l Cisco 4000 Seties * To connect bwo devices,
5 Cisco 4500 zelect connection from the

N Connections window. Click,
: L C'_SCD 4700 the first device in the Metwark
+-[g7] Vaice Devices Diagram and then click the

v
< 5 zecond device to complate
the connection.
| x
DebrerConiproion. (8
A Bsync -~ = when the device is blue,
/ Ethernet select the device and
download the 105
/Frame Relay configuration to it using the
§ HOLC Deliver Confiquration ‘izard
ISDM
A 150N Leased Line | [ Wi e b El
A PPP (Sync Serial) v | b3 Help
x| Device: . Needs information . Fieady for delivery . Delivered | Connection: /Needs information /Has required information
Ready UM

b. Cdu hinh ha ting mang cuc b véi ConfigMaker

e Hub/Switch chinh st dung:

. Hub/SWItC hnhanhsu dung .........................................................
. Loal k é t n@ 1 . m ang . C uc b@ su dung ..............................................
. Klémtra kétnélmangbéng lénh ....................................

3. Gia lap ha ting mang cuc bo vé&i RouterSim
a. Lam quen véi chwong trinh Router Sim
Céac man chinh trong trong RouterSim:
Network Visualizer Screen
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# RouterSim Network Visualizer - <new network1> @@@
File Edit View Insert Tools Help

TEERRI T T R

La man hinh giao dién dd hoa chinh trong Router Sim. DPay la noi ban sé tao va cdu
hinh céc thiét bi dugc thém vao trong man hinh Network Visualizer. Nhan dtp chudt
1€n thiét bi d€ cau hinh mdt thiét bi do, khi do s€ chuyén sang man hinh Simulation.
Simulation Screen

| # Console for switch

File Edit Wiew Tools Help

ElRsy 15

gyitch Conld iz now awvailable

Presz BETURN to get started!

La man hinh gia 1ap cac thiét bi, ding dé cdu hinh céc thiét bi nhu router, switch, ...

b. Gid ldgp mét mang mdy tinh trong Router Sim
1. Nhép chudt vao nut Net Visualizer, khi d6 man hinh luéi Network Visualizer s€
xuét hién.
2. Chon céc “thiét bi” tir thuc don bén va dua vao man hinh Net Visualizer.
3. Tiép tuc thém céc thiét bi can thiét dé tao thanh mot mang may tinh.
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Mudn bo mét thiét bj ra khoi man hinh Net Visualizer, chung ta chon thiét bj 6 va
chon Edit-> Cut. Néu ching ta muon xo6a toan bo cac thiét bi, click vao nut Clear
Visualizer.

c. Két noi cdc thiét bi trong Router Sim
Sau khi c6 cac thiét bi trong man hinh Network Visualizer, chung ta phai két ndi
chung lai v6&i1 nhau.
1. Nhép chudt phai trén thiét bi.
2. Nhép chuot trén cac céng mudn két ndi, vi du: EO, SO, S1.
3. D6i v6i cac cong SO, S1, s& yéu cau két néi DTE hay DCE. Chu y déi v6i DCE
chung ta phai c4u hinh clock rate cho cong do.
4. Tuong ty chung ta nhan chudt phai 18n thiét bi can két ndi téi va click chudt trai
1én port két ndi.

Néu mubn bo cac két ndi ching ta lam tuong tu nhu viéc két ndi:

1. Click chudt phai 1én thiét bi.

2. Click chudt trai 1én két ndi muén bo.

3. Chuong trinh s& hoi chiing ta mubn bo két ndi d6 hay khong? >0OK

d. Gid lgp ha ting mang cuc bé véi RouterSim
1. Chon céc thiét bi mang va Host.
2. Két ndi cac Host dén céc thiét bi mang va gilta cac thiét bi mang.
3. Cau hinh thong tin IP cho cac Host v&i ving dia chi IP 1 192.168.1.0/24.
4. Kiém tra két n6i mang bang 1énh ping trén man hinh gia 1ap cta cac Host.

4. Trién khai ha ting mang cuc b thuc té 7
Str dung céc trang thiét bi mang (Hub/Switch) va cadc mdy tinh hién c6 trién khai ha
tang mang cuc by c6 d6 hinh nhu trong muc 1.1 hodc c¢6 do hinh tuong tu.
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VII.

VIII.

1.

BAI THUC HANH SO 4
Ho tén sinh Vién:.......ccccoceeeiiiiiiiieeee e,
TO: oevereererine MSSV: oo,
Muc tiéu
Hiéu biét vé DNS.
Hiéu biét vé HTTP.
Cac buéc thuc hién
Hiéu biét vé DNS
M mét DOS prompt va thue hién 1énh ipconfig /flushdns dé loai bo cac thong tin
trong DNS cache trén may tinh cta ban. Thuc hién 1énh ipconfig dé biét dia chi IP
may tinh ban dang st dung.
Khoi dong lai phan mém Ethereal, bat du tién trinh bat goi.
Thuc hién 1énh nslookup www.yahoo.com trén DOS prompt.
Sau khi 1énh nslookup thuc hién xong, dung lai tién trinh bat g61 trén Ethereal, loc
cac thong diép vai “ip.addr==<your IP address>".
Xem xét théng tin (tir chi tiét dén tong quat) trong cac thong diép trén va tra 10i
cac cau héi sau:
o Thong di¢p DNS query duoc tao ra tir may tinh nao va dugc géi thong qua
port nao?
o May tinh nao? DiachiIP: ..o,
O PO
o Thong di€p DNS response dugc tao ra tr may tinh nao va dugc goi thong
qua port nao?
o May tinh nao? Dia chiIP: ..o,
O PO
o Cac thong diép trén dung TCP hay UDP? dwa vao trudng nao dé biét?
o bia chi IP dich trong thong di€p DNS query cé trung voi dia chi DNS
Server cuc bo (dung 1énh ipconfig/all dé xac dinh) hay khong? .............
o Dua vio truong nao dé biét 1 thong diép 1a DNS query hay DNS response?
o Xem xét thong diép DNS query thit 2, hdy cho biét gia tri va y nghia trudng
Type cua DNS query?
o Xem xét thong diép DNS response cudi ciing, hdy cho biét két qua tra 1oi
(truong Answer) gdm nhiing thong tin gi va ¥ nghia ctia mdi thong tin?
Khoi dong lai phan mém Ethereal, bat dau tién trinh bat géi.
Thuyc hién 1énh nslookup -type=MX yahoo.com trén DOS prompt.
Sau khi I¢nh nslookup thyc hién xong, dung lai tién trinh bat g6i trén Ethereal, loc
cac thong diép voi “ip.addr=<your IP address>".
Xem x¢ét thong tin trong cac thong di€p trén va tra 161 cac cau hoi sau:
o Xem xét thong diép DNS query thir 2, hay cho biét gi4 tri va y nghia truong
Type cua DNS query?
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2.
°

o Xem xét thong diép DNS response cudi cung, hiy cho biét bao nhiéu két
qua tra 101 trong trudong “Answers”?

o Xét két qua tra 1oi dau tién trong trudng “Answers”, cho biét y nghia cua
nhirng thong tin trong két qua nay?

Hiéu biét vé HTTP

Khéi dong trinh duyét IE hoac Firefox, loai bé cac thong tin trong cache (IE:
Tools—>Internet Options—>Delete Files, FF: Ctrl-Shift-Del), va loai bo viéc sir
dung proxy server néu c6 thé (IE: Tools=>Internet Options=>Connections=>LAN
Settings, FF: Tools—>Options).
Khoi dong lai phan mém Ethereal, bat dau tién trinh bat goi.
Nhap URL: http://www.cse.hcmut.edu.vn/people.html vao trinh duyét, trang web
hién thi.
Dirng lai tién trinh bt g6i trén Ethereal, loc cac thong diép véi “http”.
Xem xét thdng tin trong cac thong diép trén va tra 161 cac cau hoi sau:

o Web browser cua ban dang chay 1a HTTP 1.0 hay HTTP 1.17 ..............
Cho biét su khac nhau co ban gitra HTTP1.0 va HTTP1.1? ......covuuee....
Version cia HTTP ma server www.hutech.edu.vn dang chay? .............
Thong tin va ¥ nghia clia response code tra vé tlr SEIVer: .........c..oevven....
Tap tin HTML ma Web browser nhan dugc da duogc thay ddi lan cudi cung
khi nao:

000D

o Kich thuéce cia tap tin HTML ma Web browser nhan dugc: .................
o Co bao nhiéu thong diép yéu cau HTTP GET duoc goi tir trinh duyét: .
Khoi dong lai phan mém Ethereal, bt dau tién trinh bat goi.
Lam tuoi (refresh) trinh duyét web bang cach nhan F5 hodc nut Refresh trén
toolbar.
Sau khi trang web hién thi lai, dimg lai tién trinh bat géi trén Ethereal, loc cac
thong di€p voi “http”.
Xem xét thong tin (tir chi tiét dén tong quat) trong cac thong diép trén va tra 1oi
cac cau hoi sau:
o Xem xét yéu cau HTTP GET dau tién cta trinh duyét, cho biét c6 dong “IF-
MODIFIED-SINCE” hay khong? néu c6 thi cho biét ¥ nghia ctia dong nay?
o Thong tin clia response code tra V& tl SEIVETL: ......cvcveveeveereererserscenens,
o Tap tin HTML do server tra vé chira nhimg thong tin co ban nao? .......
o Kich thuéc cua thong diép tra vé tir Web server ma Web browser nhén
dugc:

o Co bao nhiéu thong diép yéu cau HTTP GET duoc goi tir trinh duyét: .
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