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ABSTRACT

Security supervision systems have played more and more important roles in protecting
properties and ensuring security of oganizations and individuals. Using camera for
monitoring and recording images, videos in important areas becomes necessary and
popular. However, to detect unusual actions with normal camera will take a lot of
time and effort, but inefficient. Therefore, developing unusual behavior automatic
detection systems via camera by using deep learning algorithms is a potential
solution, attracting the attention of machine learning community. In this paper, we do
research and develop a climbing behavior automatic detection system via camera by
using YOLOVS algorithm with data sets gathered from the Internet and reality (1000
images and 20 video-clips). Experimental results demonstrate that our surveillance
system can automatically detect climbing behaviors with mAP accuracy of 79%.

TOM TAT:

Hé thong gidm sdt an ninh ngay cang dong vai tro quan trong trong viéc bdao vé tai san
va dam bdo an ninh ciia nhiéu t6 chirc, cd nhéan. Viéc sir dung hé thong camera glam
sdt dé theo déi va ghi lai hinh anh, video & cdc khu viee quan trong da tré nén cdp
thiét va phé bién. Tuy nhién, cdc hé théng nay théng thwong khéng thé tw déng phat
hién dwoc nhitng hanh vi bdt thwong ciia con ngum bang ter hinh anh thu nhan duoc.
Do d6, cdc phwong phdp hoc sau da dwoc dé xudt dé xdy dung hé thong tw déng phat
hién cdc hanh vi bat thiong ciia con nguoi thong qua hinh anh thu dwoc tie camera
gidm sat. Trong nghién ciru nay, ching téi tién hanh nghién civu va dé xudt mé hinh
hé thong tw dong phdt hién hanh vi leo rdo qua camera gidm sdt bang gidi thudt hoc
sau cua YOLOVS vai tap dir liéu dwoc thu thap tir Internet va thyc e (1000 anh va
20 phim ngdn). Két qud thwe nghiém cho thdy hé thong gidm sat ciia chiing t6i ¢é thé
phat hién hanh vi leo rao voi do chinh xac mAP la 79%.

1. Giéi thidu

Viéc str dung camera giam sat de theo doi va ghi

Heé théng gidm sét an ninh ngdy cang déng lai hinh anh, video ¢ cac khu vyc quan trong da
vai trd quan trong trong viéc bdo vé tai san va  tro nén cap thiét va pho bién. Tuy nhién, dé phat
dam bdo an ninh ctuia nhiéu t6 chirc, c4 nhan. hién dugc nhiing hoat dong bat thuong bang
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camera giam st thong thudng s& mat nhiéu thoi
gian, cong sirc va déng thoi hidu qua khong cao.
Do d6, viéc phat trién hé thong tw dong phat hién
céc hanh vi bat thuong théng qua camera giam
sat bang k¥ thuat hoc sau 1a mot giai phap tiém
ning, dang dugc cong dong hoc may quan tim.
Trong luan vin nay, chung toi tién hanh nghién
ctru va xay dung hé thdng ty dong phat hién
hanh vi leo 140 qua camera giam sat bang giai
thudt hoc sau cia YOLOv8 (Solawetz, 2023).
Két qua thuc nghiém cho thay hé thong giam sat
ctia chung toi c6 thé tw dong phat hién hanh vi
leo rao v&i do chinh xac cao.

2. Nghién ciru lién quan
2.1 Thij giac may tinh

Thi giac may tinh (Stockman &
Shapiro,. 2001) la mot trong nhiing linh
vuc quan trong cua khoa hoc may tinh va

tri tu¢ nhan tao. Thi gidc may tinh cho phép may
tinh va hé théng 1ay thong tin hiru ich tir hinh
anh k¥ thuat sb, video va cac dau vao truc quan
khéc. Hinh 1 giéi thich qua trinh con nguo1 ghi
lai hinh anh déi tugng thdng qua vong mac cia
mét, sau d6 bo ndo tiép nhén va nhan dang ra ddi
tugng. Mot ngudi c6 thé dé dang nhéan biét va
phat hién d6i twong trong birc anh mot cac chinh
xdac vi tri cua chiing. Tuy nhién viéc nay lai kho
khin v6i may tinh, hé thdng phai tiép nhan hinh
anh thong qua thiét bi ghi hinh, “doc” va “hiéu”
hinh anh du6i dang ma tran sb cua tap hop céac
diém anh, sau d6 duoc mé hinh huin luyén tir
trude nhan dang cac ddi twong trong anh. Tuy
van chua thé chinh xac dugce nhu thi giac cua
con ngudi nhung di ¢6 rat nhidu tng dung hitu
ich, diém hinh nhu diém danh bang nhan dang
khudn mat, phat hién cac bénh bang chan doan
hinh anh, cong ngh¢ xe tu hanh,...

Hinh 1. Hé thong thi giac clia con nguwdi va may tinh

Mit nguoi
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Nadm 1966, dg an mang tén “Summer
Vision Project” cua Seymour Papert va Marvin
Minsky (S.Papert,1966) di md dau cho viéc
nghién ctru vé thi gidc may tinh sau khi nd luc
trong hai thang d¢ tao ra mot hé thong may tinh
c6 thé nhan dang cac vat thé trong anh. Tu do
dén nay, thi gidc mdy tinh da phat trién vuot bac
dé thuc hién dugc nhiing tac vu phé bién nhu:

* Phén logi anh (Lu & Weng, 2007):
Phan loai hinh anh cho phép may tinh quan sat
va phan loai chinh xac m¢t hinh anh thugc loai
nao. Vi du nhu bai toan phan loai trai cay, phan
loai dong vat, phan loai bénh.

= Phdt hién déi twong (Amit va cong su,
2021): Xac dinh va phan loai cac ddi tuong khéac
nhau trong hinh anh hodc video bang cach tao
khung bao quanh cac ddi twong. Vi du phat hién
cac ddi twong tham gia giao thong.

= Theo déi déi twong (Yilmaz va cong su,
2006): Theo ddi d6i tuong sir dung mo hinh hoc
sau dé xac dinh va theo ddi cac dbi tugng. Vi du
hé giam sat an ninh tai cac dia diém cong cong
dé phat hién va theo ddi cac d6i tugng quan tm.

* Phdn doan dnh (Minaee va cong su,
2021): Xéc dinh d6i tugng bang cach chia nho
d6i twong thanh cac ving khac nhau dua trén cac
diém anh quan sat dugc. Khac véi nhan dang
ddi tuong, phan doan s€ xac dinh hinh dang cu
thé cua ddi tuong.

= Truy xudt hinh dnh (Datta va cong su,
2008): D6 1a kha ning tim kiém nhanh mét hinh
anh cu thé tir kho dit liéu anh 16n nham phuc vu
cho mot cong viéc cu thé nao do.

2.2 Phat hi¢n dbi twong

Phat hién di tuong la mot k¥ thuat quan
trong trong linh vyc Thi gidc may tinh. Khong
chi nhan ra mot ddi tugng, phat hién dbi tugng
s& v& cac khung giéi han xung quanh cac dbi
tugng duoc phat hién, tor d6 cho phép xac dinh
vi tri va nhan cta chang. Phat hién ddi tuong
dugc str dung rong rai trong nhiéu linh vuec,
tiéu biéu nhu trong cong nghé xe ty hanh, tao
16 trinh di chuyén phu hop bang cach xac dinh
cac vi tri ciia phuong tién di chuyén, nguoi di
duong, duong xa va cac vat can trong cac anh

duoc thu vé tir video. Hay cac h¢ thong an ninh
can phat hién cac muc ti€u bat thuong, vi du nhu
cac doi tugng xam nhap bat hop phap.

2.3 Mé hinh phat hién d6i twong bang
YOLO

YOLO - “You only look once” (Redmon,.
2016) 1a md hinh phét hién dbi tugng mot giai
doan duogc gioi thi¢u lan dau vao nam 2015 va
hién ¢ nhiéu phién ban cai tién theo thoi gian,
néi bat nhu YOLO, YOLOv2, YOLOV3,
YOLOV5, YOLOvV7 va gan nhét 1a YOLOVS.
Céc m6 hinh YOLO khong phai 1a thuat toan
t6t nhat vé d6 chinh x4c nhung luén dam bao
vé tdc @6, phu hop dé xir li cac tac vu thoi gian
thuc. Trong pham vi nghién ctru nay, ching t6i
sir dung YOLOVS dé huan luyén mé hinh nhan
dang ddi tugng leo rao béi nhing tinh ning wu
viét cua nd. Cu thé, YOLOVS8 c6 nhiéu cai tién
vé k¥ thuat va kién trtc mang, van dam bao muc
tiéu tdi wu hoa hiéu suét tinh toan va dé st dung.
Dic biét, cira s6 truot (sliding windows) khong
duoc sur dung trong phién ban YOLOvVS. Thay
vao d6, YOLOVS sir dung mot ludi (grid) dé
phat hién cac dbi twong. Mbi 6 trong ludi (grid
cell) s€ duy doan mdt hoac nhiéu hop gidi han
(bounding boxes) cing vi xac suat va xac dinh
16p cia d6i tuong trong 6 d6. Qué trinh phat
hién trong YOLOVS dién ra nhu sau:

Chia hinh anh thanh cac 6 (grid cells): Hinh
anh dau vao dugc chia thanh mot ludi 6 co kich
thude ¢d dinh. Mdi 6 s& dai dién cho mot phﬁn
nho cia hinh anh.

* Dy doan bounding boxes va xdc suat:
Mbdi 6 trong ludi du doan mot hoac nhiéu
bounding boxes cling véi xac suat va xac dinh
16p cua d6i trong. Mdi bounding box duoc biéu
din bang toa d (x, y, w, h) va xac suit cta dbi
tugng trong 6 do.

= Chon bounding boxes: Su dung cac
ngudng (thresholds) d€ loc cac bounding boxes
¢6 xac suat dy doan thap.

= Loai bo bounding boxes overlapping:
Str dung Non-maximum Suppression (NMS)
dé loai bo cac bounding boxes tring lap va chi
chon ra cac bounding box tét nhét.
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* Quy trinh nay giap YOLOvV8 hoat dong
hiéu qua va nhanh chong trong viéc phat hién
d6i twong trén hinh anh ma khong can su dung
sliding window nhu cac phwong phép truyén
thong khac.

Bounding box dugc du doan bdi mo hinh
YOLOVS8 chura cac thong tin sau:

= Toa do cua goc trai trén: Day la toa do (x,
y) cua goc trai trén cua bounding box, thuong
duoc biéu dién dudi dang ty 1€ so voi kich thudc
ctia hinh anh gbc.

= Chiéu rong va chiéu cao cua bounding
box: Pay 1a thong tin vé kich thudc ciia bounding
box, xac dinh boi chiéu rong (width) va chiéu
cao (height).

= Xac suat du doan cua 16p dbi tugng: bay
1a xac sudt cua 10p ddi twong dugc du doan nam
trong bounding box.

= Cac diém mo ta bd sung (néu co): Poi
khi, cac diém mo ta (landmarks) hodc cac thudc
tinh khac cta d6i tuong co thé dugc du doan
cung v6i bounding box.

= Cac bounding boxes nay dugc st dung
dé dinh vi va nhan dién cac dbi tuong trong hinh
anh, gitip mo6 hinh YOLO ¢6 kha nang phat hi¢n
nhanh chéng va chinh x4c cc dbi twong ma
khong can st dung phuong phap trugt cira s6
nhu cac phuong phap truyén thong

Kién trtc mang cua YOLOvVS dugc trinh
bay nhu hinh 2.

Hinh 2. Kién tric ciia YOLOVS (Solawetz, 2023)

YOLOvE

Ea cl-: bone

YOLOVS str dung mot kién trac mang mai,
t61 wu hoa hon vé mit hiéu suét tinh toan va kha
ning hoc siu. Piéu nay gitip md hinh c6 thé hoc
va du doan cac dbi tugng trong hinh anh mot
cach hiéu qua hon. YOLOvVS c6 d6 chinh xac
cao hon trong viéc phat hién va phén loai d6i
tugng, nho vao viéc cai tién cac thuat toan va
k¥ thuat hudn luyén. Diéu nay dan dén ty 18 phat
hién chinh xac va phan loai chinh xac hon so véi
cac phién ban trudc.

3. Phwong phap nghién ciru

Trong pham vi nghién ctru nay, chiung toi
sir dung mé hinh YOLOVS xdy dung hé thong
phat hién dédi tugng co6 hanh vi leo rao thong
qua camera giam sat. Cac budc nghién ctru dugc
tién hanh nhu sau:

» Buoc 1: Thu thap dir li¢u.
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= Buéc 2: Gan nhan dir liéu.

* Buéc 3: Hudn luyén mé hinh voi
YOLOVS.

= Budce 4: Xay dung hé thong phat hién
hanh vi leo rao véi mo hinh ¢ budc 3.

3.1 Thu thap dir liéu

Chang t6i tién hanh thu thap di ligu gdm
1000 hinh anh (1mages) va 20 phim ngan (Vldeo-
clips). Trong tat ca anh va video ngan nay déu
chtra duy nhit 1 khung anh dbi tuong leo rao.
Do dd, chung t6i xem 1 anh hodc video 1a mdt
don vi dit liéu dé danh gia két qua thuc nghiém.
Dir lidu nay duoc thu thap tir 2 ngudn:

= Tur Internet: Chung t6i st dung cong cu
image google dé tim va tai xuéng 800 hinh anh;
sir dung youtube dé tim va tai xudng 10 doan
phim ngn.



= TUr thyc té: Chung t6i dung hién trudng
gia dé tién hanh chup 200 anh va quay 10 phim
thuc té d6i tuong leo rao tai Ky tuc xa sinh vién
cua mdt truong dai hoc.

Dit liéu nay duogc thu thip trong nhiéu ngit
canh khac nhau vé thdi gian trong ngay, didu
kién thoi tiét, tu thé. Tap dir liéu thuc nghiém co
tat ca 1020 mau dit liéu (samples) tuong tng véi
1000 anh (dugc ding dé 1am tap train va valid)
va 20 phim ngin (dugc dung dé lam tap test) va
duogc chia ra thanh 3 tap: tap train (800 anh), tap
valid (200 anh) va tap test (gdm 20 phim ngin)
véi kich thude nhu bang 1.

Bdng 1. Tap div liéu thuc nghiém.

S6 lwong miu (samples)

Tap train 800
Téap valid 200
Téap test 20

3.2 Gan nhan dir liéu

Turtap dit liéu hinh anh thu thap dugc, chung
toi su dung cong cu Roboflow (Alexandrova va
cong su, 2015) dé gan nhan cac doi tuong leo
tréo rao, vi du nhu hinh 3. Mdi hinh anh can
c6 thong tin vé vi tri va loai dbi tuong leo rao.
Roboflow 1a mot cong cu manh mé gitip ban dé
dang thu thap, gan nhan va chuén bj dit liéu cho
viéc huén luyén moé hinh YOLOvS8. Toan bo
dir liéu duoc luu trir trén GoogleDrive dé dam
bao cho hé théng hoat dong nhanh chéng va
thong subt.

Hinh 3. Cong cu gan nhan Roboflow

UNUSED CLASSES
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Két qua ctua budc nay la dir licu da duogc
chuan bi va to chirc luu trir theo cau triic yéu cau
nhu hinh 4.

Hinh 4. Ciu tric thw muc luu trir dir liéu

A dataset
data.yaml
W test
images
labels
A train
images
labels
A valid
labels

videos

Trong do6, tap tin data.yaml chira thong tin
vé tap dit liéu (hinh 5).

Hinh 5. Thong tin vé tap dit liéu

3.3 Huén luyén mé hinh v6i YOLOVS

O budc nay, chung t6i tién hanh huén luyén
mod hinh YOLOVS trén Google Colab (Bisong,
2019) dé tan dung tdi da tai nguyén tinh toan
manh mé va kha nang luu trit ctia Colab. Ngoai
ra, chung t6i con st dung tham sb Checkpoint
(Luo, 2000) d¢ luu trir trang thi cua mo hinh
trong qua trinh huan luyén. Checkpomt bao gom
cac thong tin vé cac trong s6 va tham sb hién tai
ctia md hinh tai mot thoi diém cu thé. Viée st
dung checkpoint gitip chiing ta dé dang quéan ly
qua trinh huan luyén mé hinh va c¢é nhiéu loi
ich, bao gdm kha ning phuc hdi huin luyén tir
diém da luu, theo ddi hiéu sudt va chon ra mo
hinh tot nhat. Dudi day 1a cac budc chi tiét dé
ban c6 thé thuc hién diéu nay:

* Budc 1: Cai dat méi truweong

!pip install ultralytics

= Buwéc 2: Chuin bi di liéu

- Tai dir liéu cua ban 1én Google Drive
hodc st dung dit liéu c6 sin. Pam bao ring
dir liéu duoc t6 chue theo cau truc yéu cau cua
YOLOVS8 va ban c6 tap tin data.yaml chira thong
tin ve tap dir liéu.

- St dung Mount Google Drive dé truy
cap dir liu:

from google.colab import drive

drive.mount(‘/content/drive’)

= Buéc 3: Cau hinh va huén luyén mé
hinh

- Chinh sira duong dan trong tap tin data.
yaml d€ phu hop véi vi tri cua dit li¢u trong
Google Drive.

- Tao va luu trlir Checkpoint.

Duéi day 1a ma dé huan luyén mé hinh va
luu checkpoint (hinh 6):

Hinh 6. M huin luyén checkpoint

1 from ultralytics import YOLO

# Tao md hinh YOLOVE
model = YOLO('yolovBn.yaml')

# Huadn luyén md hinh va luu checkpoint

model.train(data='/content/drive/MyDrive/path/to/data.yaml’,
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Trong do: save period=5: Luu checkpoint sau méi 5

data="/content/drive/MyDrive/path/to/ P och.
data.yaml’: Duong dan toi tdp tin data.yaml. * Budc 4: Luu va quén ly checkpoint
epochs=81: Sé epoch dé hudn luyén. - Cac checkpoint s€ duogc luu trong thu

muc runs/detect/train/weights/ trong moi truong
Colab. Dé luu cac checkpoint ndy vao Google
. Drive, ban c6 thé sao chép ching vao Drive
r0=0.01: Ty l¢ dir liéu hoc moi lan lap. (hinh 7).

batch=6: Kich thuéc 16 hudn luyén méi lan
lap.

imgsz=640: Kich thuéc hinh anh dau vao.

Hinh 7. Puong din thuw muc chira checkpoint

2 # Budng dén gén thu myuc chita checkpoint

3 source_path = '/content/runs/detect/train/weights/"

4 # Dudng dén dén noi lwu trf trén Google Drive

5 |destination path = '/content/drive/MyDrive/path/to/save/checkpoints/’

# Sao chép todn bd thu muc
shutil.copytres (source_path, destination path)

Buérc 5: Tai file mé hinh tét nhét sau khi huin luyén & Google Colab xong (hinh 8).

Hinh 8. Tii file mé hinh tét nhat (best.pt)

fcontent/valid/lab 24_jpg.™ C70a8d. txt
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= Buéc 6: Sir dung ngon ngir python dé thuwe hién doc model va xir Iy

3.4 Xay dung hé thong phat hién hanh vi leo rao

So db hoat dong ctia hé théng phat hién hanh vi leo rao thong qua camera giam sat dugc mod

ta nhu hinh 9.

Hinh 9. So' d6 hoat dong ciia hé thng phat hién hanh vi leo rao

MO HINH
Pi dwoc huén luyén véi

YOLOVS

(1). Thu hinh anh
tir hang rao

(1). Camera giam sat thu hinh anh truc tiép
tai khu vyc hang rao va truyén dit liéu nay dén
may tinh dé xu 1y.

(2). May tinh v6i mé hinh YOLOvS da
duoc hudn luyén san trén may tinh s& kiém tra
xem c6 ddi tuong leo rao xuét hién trong céac
hinh anh do camera giam sat giri ¢én hay khong?

(3). Néu md hinh phét hién c6 ddi tuwong
leo rao xudt hién trong dit liéu thi hé thong s&
phat tin hi¢u bao dong dé nhan vién truc biét
hodc c6 thé giri tin nhan dén dién thoai di dong
ctia nhéan vién, dong thoi luu trit cc thong tin co
lién quan tai thoi diém phat hién do.
4. Két qua thye nghiém

Hé théng duogc thyc nghiém véi mé hinh
YOLOVS va cac tham sd epochs khac nhau:
epochs=[61, 71, 81]; batch=6; I[r0=0.01;
imgsz=640; save period=5 trén tap dur li¢u
Train dé chon lya mé hinh t6t nhat cho budc tiép
theo. Chung t6i st dung cac do do Precision,
Recall v4 mAP d¢ danh gia mo hinh (xem
Bang 2).
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(2). Nhin dang doi tirgng leo rao trong video
dwoc thu thdp tw camera gidm sdt

(3). Bdo dong khi phat
hién doi twong leo rao

Bing 2. Két qud thwe nghi¢gm trén tap
Train.

Precision Recall mAP
epochs =61 0.72 0.68 0.75
epochs =71 0.78 0.70 0.79
epochs = 81 0.87 0.72 0.87

Tur két qua ¢ Bang 1, chung t6i chon
mo hinh véi tham sb: epochs=81; batch=6;
Ir0=0.01; imgsz=640; save_period=5 dé thuc
nghiém trén 2 tap dir liéu Valid va Test. Két qua
tong hop trén 3 tap dit liéu duoc trinh bay nhu
o Bang 3.

Bing 3. Tong hop két qua thwe nghiém.

Precision Recall mAP
Téap Train 0.87 0.72 0.87
Tap Valid 0.82 0.70 0.82
Tap Test 0.79 0.60 0.79

Sau day 1a mot s6 hinh anh ma hé théng da
phat hién dugc hinh 10, 11, 12.



Hinh 10. Két qua chay video 1 véi dd chinh xdc 76%

7 LeVan UtM2522017

.&Van Ut M2522017
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Hinh 12. Két qua chay video 3 véi dd chinh xac 81% va 79%

=
7 LeVan Ut M2522017 - o x

5. Két luan va huéng phat trién

Trong bai viét nay, ching t6i di nghién
clru va phat trién thanh cong hé théng phat hién
hanh vi leo rao théng qua camera giam sat bang
cach thu thap dit liéu c6 lién quan, tién xtr Iy dir
ligu, dwa vao mé hinh hoc sau YOLOvS dé huén
luyén va chon mo hinh tdt nhét dé phat trién hé
thong v6i kha ning phat hién hanh vi leo rao
kha cao. Tuy nhién, do kich thudc dir li€u thu

thdp dugc con han ché nén d6 chinh xé4c chua
that sy tt, can phai duoc tiép tuc nghién ciru
va cai thién trong twong lai. Ngoai ra, yéu t6
moi truong nhu thoi tiét, anh sang, tu thé phirc
tap con chua duoc xir Iy trude khi dwa vao huan
luyén, nén ciing anh huong dén két qua thuc
nghiém. Trong tuong lai, ching toi s& tiép tuc
nghién ctru va dé& xuét giai phap dé khic phuc
van dé nay.
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