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Lab 6: Linux Firewall Exploration

A. CAC BUOC THUC HANH

B. TRA LOI CAC CAU HOI

Tl may A, st dung Iénh sau dé thiét 1ap SSH tunnel:
$ ssh -fN -L 8000:1localhost:23 VM B username@VM B IP

S telnet localhost 8000

2 1. Trinh bay y nghia cdc tham sé st dung trong 2 1énh thiét ldp tunnel va két néi telnet &

trén.

$ ssh -fN -L 8000:localhost:23 ubuntu@l192.168.103.10
Trong do:

ssh: 1a 1énh dé két n6i dén mot may chu tir xa qua giao thirc SSH
-f: khong thwc hién bat ky 1énh cu thé sau khi két noi.
-L 8000:localhost:23: Tao mot kénh chuyén tiép cuc bo (local forward)

tlr cong 8000 clia may cuc bdé dén cong 23 ctia localhost trén may chu tir
Xa.

ubuntu@192.168.103.10: Tén nguwoi dung va dia chi IP ciia may chu tw
Xa.

S telnet localhost 8000

Lénh nay dé két ndi telnet dén may B thong qua tunnel da thiét 1ap.

Tt d6 ta thiy, muén vwot qua sw kiém soat cta firewall da thiét lap
khong cho may VM A két n6i dén VM B thi ta da thiét 1ap tunnel dé may
VM A st dung giao thirc ssh dén mot kénh chuyén tiép cuc bé thong qua
port 8000, tir d6 kénh chuyén tiép nay sé su dung giao thirc telnet qua
port 23 dé tién hanh telnet sang may VM B.

S 2. Khi st dung 1énh telnet, thwce chdt cdc géi tin nay cé di qua mdy Firewall khéng? Néu c6,

nguyén nhdn tai sao Firewall khéng viéc st dung telnet nay? Néu khéng, thi két néi ttr mdy

A dén mdy B nhw thé nao dé khéng di qua mdy Firewall?

e Goai tin thwce chat di qua Firewall.

e Nguyén nhin Firewall ko chin vi chiing ta dd m& port 23 dé telnet va lay
port 8000 d€ alias goi tin vé port 23.

e Do d6 khi may noi b tién hanh telnet dén may WAN, thi sé telnet dén port
8000 ciia may WAN nhw cau Iénh trén va tir port 8000 dé anh xa vé port 23
trong noi b6 may WAN do d6 khong phai chiu anh hwéng tir Firewall.

< 3. Truy cap website www.facebook.com. M6 td qud trinh ban quan sat dworc.
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- ] O 8 https://web.facebook.com/? rdc=1& rdr w =

facebook

Facebook helps you connect and
share with the people in your life.

Truy cdp facebook.com
M6 ta: trang web c6 thé truy cip binh thwong.

4. Thuwc hién ngdt SSH Tunnel, xod cache cua trinh duyét va truy cdp lai trang
www.facebook.com. Liic nay, con truy cdp dwgc trang web Facebook khéng?
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@ Problem loading page X

« c ® https://www.facebook.com w 0 =

The proxy server is refusing connections
An error occurred during a connection to www.facebook.com.

« Check the proxy settings to make sure that they are correct.

« Contact your network administrator to make sure the proxy server is
working.

Try Again

Truy cap facebook.com

Mo ta: Sau khi thwe hién ngat SSH Tunnel, x0a cache cia trinh duyét va truy cip
lai trang www.facebook.com. Luc nay, khong con truy cap dwoc trang web
Facebook.

< 5. Néu trén Firewall, dp dung rule chdn két n6i SSH (port 22), lic nay cé thé thiét Idp tunnel
nay dwoc hay khong? Tai sao?

$ ssh -D 9000 -C vulhq@192.168.103.11

ssh: connect to host 192.168.103.11 port 22: Connection refused
Thiét ldp turnel

Luc nay khong thé thiét 14p tunnel.
Vi trén firewall da ap dung rule chan két néi SSH.

2 6. Dé xudt gidi phdp dé phdt hién va ngdn chdn cdc cdch thirc vieot qua sw kiém sodt ctia
Firewall trong trwong hop trén.

- Han Ché K&t N6i SSH Tunneling: Thiét 1ap twong Itra dé chi cho phép két néi
SSH tlr cAc may chu va dia chi IP dwoc xac thwe. Diéu nay giup han ché nguy co
str dung SSH tunneling tir cAc nguén khdng an toan.
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- Kiém Tra Log SSH: Theo doi log ctia SSH dé theo doi bat ky hoat dong nao lién
quan dén tunneling. Cic sw kién nhw thiét 1ap kénh chuyén tiép co6 thé dwoc
ghi lai va giam sat.

- Gidm Sat K&t Noi Telnet: Theo doi log va gidm sat cac két ndi Telnet dén cac
cong khong an toan. Cac suw kién nay c6 thé 1a dau hiéu ctia hoat dong
tunneling.

2 7. Poan chwong trinh script.pl trén hoat dong nhw thé nao?

#!/usr/bin/perl -w
use strict;

use warnings;

- pragma: thwong dwoc st dung dé thay doi cach mét phan hoac cd mot chwong
trinh Perl dwoc xtr 1i va bién dich. Pragma khéng phai 1a mot thanh phén cta
chwong trinh ma chi la mét ciu tric dic biét ma chwong trinh Perl hiéu dwoec.

- strict: ¢t phap trong code sé dwoc perl kiém tra nghiém ngit hon. Chwong
trinh sé yéu cau nguwoi dung khai bao du tit ca cac bién truwdre khi c6 thé st
dung chiing va yéu cau thém cac nguyén tic nghiém ngit khac. Diéu nay gitup
chwong trinh tranh dwoc nhiéu 16i va gitr cho source code Perl ctia ban clean
hon va dé hiéu hon.

select STDOUT; $| = 1;

- Tiéu chuin diu rala STDOUT.

- $| = 1: cau lénh nay thiét 1ap chirc nang ghi khéng dém, khi $I dwgc dat thanh 1
ché do ghi khong dém sé dwoc bat, khi d6 dir liéu sé dwoc ghi ra lap tirc ma
khéng cin doi buffer diy hoac c6 1énh ‘flush’ dwgc goi.

while (<>)
{
my @parts = split;
my Surl = Sparts([0];
if ($url =~ /example\.com/)
{
# URL Rewriting
print "http://www.uit.edu.vn\n";
}
else
{
# No Rewriting.
print "\n";
}
}

- While (<>) : Khai tao vong ldp doc tirng dong diu vao cho téi khi hét dau vao.
- My @parts = split: chia nhé dit liéu dwa vao mang parts moi khi c6 khoang
trang.
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- My $url = $parts[0] ; : 1dy phan t& dau tién cia mang (thwong la link url).
- Donglénh if-else: xét diéu kién néu url 1a example.com -> chuyén thanh
http://www.uit.edu.vn.

2 8. Thay déi ndi dung doan chwong trinh trén dé khi truy cdp vao website example.com, mét
hinh dnh cdnh bdo dirng lai xudt hién (nhw hinh dwéi).

se warnings;

STDOUT ;

[E*];
=~ fexample\.com/)

Code

2 9. Thay do6i ndi dung chwong trinh dé khi truy cdp website, tdt cd cdc hinh dnh déu dwoc
thay bang hinh dnh ban thich (nhw hinh minh hoa dwdi).

2 10. Firewall pfSense hé tro cdc giao thirc thiét ldp két néi VPN nao? Nhirng giao thirc nay
c6 ddc diém gi khdc nhau?

Firewall pfSense hé tro cac giao thirc thiét 1ap két ndi VPN sau:
- IPsec
- L2TP
- OpenVPN

Sw khac nhau giiia céi giao thirc thiét 1ap nay:
| | IPsec | L2TP | OpenVPN |
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Giao thirc tich hop

Giao thirc Layer 2

Giao thirc rng dung

Loai giao thirc vao l&¢p mang IP Forwarding. Eggz %%rllag qua UDP
Mirc d6 bao mat Cao Trung binh . Cao
Cung cip cac thuat | Can duwgc két hop Sir dung SSL/TLS

Ma hoa dir liéu

toan ma héa manh
meé

v&i IPsec dé ma
hoa

dé€ ma hoa dir liéu

Kha nang twong
thich

Twong thich trén
nhiéu hé diéu hanh
va thiét bi.

Twong thich trén
nhiéu hé diéu hanh
va thiét bi, nhung
cin phan mém bo
sung dé chay trén
Windows

Twong thich rong
rdi, ca trén nén
tang hé diéu hanh
va cac thiét bi di
dong

< 11. Tim hiéu va thwc hién cdu hinh trén pfSense, sao cho ttr mdy VM B c6 thé mé két néi VPN
dén pfSense server dé truy cdp dwoc mdy VM A.




