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LOI GIOI THIEU

Giao trinh “Qudn tri mang 2” dugc bién soan dua vao Chuong trinh khung
Quan tri mang may tinh da dugc B6 Lao dong — Thuong binh va Xa hdi ban hanh.
Giéo trinh dugc bién soan nham tao diéu kién thuén loi cho cac co s& day nghé trong
qua trinh giang day.

Pé thuén loi trong qua trinh tiép thu cac kién thirc va k¥ nang mot cach day du,
nguoi hoc can trang bi kién thirc co ban theo gido trinh “Quan tri mang 1”7 thudc
chuong trinh khung Quan tri mang may tinh.

Gi4o trinh gdm 10 chuong duogc chia 1am 2 phan:

Phién 1 — tir chuong 1 d&én chuong 5 — cung cap kién thie va k¥ ning lién quan
dén cong tac giam sat mang, trién khai va quan tri h¢ théng tor xa; Ngoai ra, kha nang
phat hién va khoi phuc khi server bj hong hoc ciing dugc dé cap dén. Chirc ning cia
Group Policy trén Domain Controller mang tdm quan trong rat 16n ddi véi hé thong;
Do viy, tao va quan Iy cac ddi tuong trong Group Policy Object 1a k¥ nang khong thé
thiéu ddi v6i ngudi quan tri mang.

Phén 2 — tir chuong 6 dén chuong 10 — gitip nguoi hoc ¢o kién thirc va ki ning
bao vé hé théng mang véi cac tinh ning quan trong trén ISA Server; Bén canh dé, viéc
trién khai hé thong mang riéng 4o cho phép truy xuat tai nguyén khi nguoi ding khong
& trong mang ndi bo 13 cong cu téi vu dbi v6i nguoi dung. Khi khong & trong mang,
van dé sir dung tai khoan ctia minh dé gtri nhan mail trong mang cuc bd ciing la cong
viéc cap thiét. Su cb xdy ra d6i voi may ISA 1a diéu khoé tranh khoi; thao tac phat hién
va khic phuc kip thoi gitap hé thong hoat ddng mét cach hoan hao.

Giao trinh nay dugc bdm séat chuong trinh khung chi tiét cia BoO LBTB&XH va
dwa trén nén gi4o trinh Quan tri mang 2 cua Tong cuc day nghé xuat ban nam 2013 dé
bién soan lai, cap nhat cho phd hop vai su huéng phét trién cong nghé, pht hop voi
thuc tién.

Gi4o trinh xuét ban dap ung kip thoi nhu cau cia nguoi hoc; Tuy nhién, kho tranh
khoi nhitng thiéu s6t. Nhom bién soan rat mong nhan dugc gop ¥ tir ngudi doc dé hoan
thién.

Xin chan thanh cam on
Tp. H6 Chi Minh, ngay  thang 10 nam 2024
Tham gia bién soan
1. Chu bién: Pham Ngoc Thao
2. P Virong Anh Viong
3. Nguyén Tran Minh Khué

4. Vwong Thi Ngoc An
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MO PUN: QUAN TRI MANG 2

Ma mo dun: MD 21
Vi tri, tinh chat, y nghia va vai tro ctiia mo dun:

- Vj tri: M6 dun dugc b tri sau khi sinh vién hoc xong mon, mo dun:
Mang may tinh, Quan tri mang 1.

- Tinh chat: LA md dun chuyén nganh.

- Y nghia va vai tro: la m6 dun giup sinh vién Quan tri chuyén siu hé
thong mang; cai dt, trién khai va cdu hinh dam bao an toan cho hé
théng mang.

Muc tiéu ctiia mé dun:

- C6 kha nang tinh chinh va giam sat mang Windows Server;

- Trién khai duoc dich vu Routing and Remote Access (RRAS);

- C6 kha nang phat hién va khoi phuc Server bi hong;

- Co6 kha nang cai dat va quan 1y may tinh tir xa thong qua RAS;

- Xay dung dugc mot mang riéng ao VPN;

- Trinh bay dugc cac tinh nidng va nhiing nét dac trung cua ISA
Server;

- Cai dat va cAu hinh dugc ISA Server trén Windows Server;

- Thyc hi¢n dugce cac Rule theo yéu cau;

- Cai dat va cau hinh dugc cic chinh sach mic dinh cta Firewall,
thuc hién chinh xac thao tac sao luu cdu hinh mic dinh cua

Firewall;

- Trinh bay duogc cac co ché sao luu, phuc hoi toan bd may ISA
Server,

- Thuc hién dugc thao tac xuat, nhap céc chinh sach cua Firewall ra
thanh file;

- Hiéu duoc céc loai ISA Server Client dong thoi cai dat va cau hinh
dung qui trinh cho tirng loai ISA Server Client va nhitng tinh nang
riéng trén moi loai.

- B6 tri lam viéc khoa hoc dam bao an toan cho ngudi va phuong tién
hoc tap.
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Noi dung ctiia moé dun:

Thoi gian
] Thuc
'?'(I)' Tén cac bai trong mé dun Tong Ly hanh; thi Kiém
X £ nghiém,
S0 thuyét Y A Tra
thao luan,
bai tap
1 | Dich vu Windows terminal services 7 2 5
2 | Tinh chinh va gidm sat mang Windows 7 2 5
server
3 | Khoi phuc server khi bi hdng 8 2 5 1
4 | Cai dat va quan ly remote access 7 2 5
services ( RAS) trong Windows server
5 | Group Policy Object 8 2 5 1
6 | Gioi thi¢u vé ISA Server 7 2 5
7 | Cai bat va ciu hinh st dung cac Rule 7 2 5
trong ISA
8 | Dich vu Virtual Private Network 8 2 5 1
9 | Publishing 8 2 5 1
10 | Monitor ISA Server 8 2 6
Cong 75 20 51 4
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BAI 1: DICH VU WINDOWS TERMINAL SERVICES

Ma bai: Mb 21-01

Gidi thiéu:

Bai hoc nay cung cdp cho nguwoi hoc cdach thire cai dat, cau hinh va gé roi
voi dich vu Terminal Service cua Windows Server. Trong do, co thé quan tri
server tir xa véi bang Terminal Service; Cau hinh Terminal Service va qudn Iy
cac phién lam viéc cua Terminal Service.

Muc ti€éu cua bai:

C6 kha nang cai dit va g& bo cac phan mém hd tro;
Co kha nang tao may khach Terminal Services;
Quan 1y duoc cac dich vu cia Terminal Services;
Thuc hién cac thao tac an toan v&i may tinh.

Noi dung chinh:

1. Tai sao phai dung Terminal Services

Muc tiéu: Gidi thiéu cho nguoi hoc vé chire nang cua dich vu Terminal Services
cung voi cac loi ich dat dwoc khi su dung dich vu nay.

Terminal Services la dich vu quan tri tr xa (remote administration). Thong
qua Terminal Services, ngudi quan tri ¢ thé thuc hién cac tac vu quan tri tir bat ky
mot client nao.

Terminal Services doi hoi may tinh dung lam Terminal Services Server du
manh dé giai quyét tt ca cac nguoi ding két ndi toi nd va céc client c6 thé chay cac
phan mém khéch (client software) trén nd. Khi chay Terminal Services can phai mua
va cau hinh tit ca cac dang ky mot cach chinh xéc.

Sau khi cau hinh Terminal Services, ching ta cd thé bat dau trién khai cac
phan mém khach va cha. Terminal Services bao gém mat tién ich cau hinh, mat tién
ich quan tri va mot cong cu tao client dé quan ly cac server va client.

Trong bai hoc nay, nguoi hoc s& biét Terminal Services 1am viéc nhu thé nao,
cach cai dat, cau hinh va quan Iy may chu va may khéch cua Terminal Services.

Terminal Services

Terminal Services c6 thé chay biang mot trong hai ché do sau:

« Trong ché @6 quan tri tir xa (remote administration mode), ngudi quan tri co
thé thuc hién cac tac vy quan tri tir bat ky may khach nao trong mang.

« Trong ché d6 chuong trinh &ng dung caa may cha (application server mode),
nguoi dung phai truy cap tir xa dén cac chuong trinh tng dung c6 trén server. Ding
ché do nay, Terminal Services phan phat mdi truong Windows Desktop cho cac may
tinh ¢ thé khdng chay dugc Windows bai cac han ché vé phan cang hay ly do khéc.

Trong ché do application server mode, c4c giao dién do hoa ctia may chu dugc
truyén cho cac may khach & xa; cac may nay gui cac tin hiéu ban phim va tin hiéu
chudt cho may chu. Cac may khach goi la cac thin client. Nguoi dung dang nhap vao
thdng qua bat c may khéach nao trén mang va chi nhin thiy céc phién lam viéc
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(session) cua riéng ho.

Terminal Services quan ly cac session duy nhat cua client mot cach trong
suét. Rat nhiéu loai thiét bi phan ciing cé thé chay trén céc phan mém cua thin
client, gdm ca cac thiét bi dau cudi va may tinh nén Windows.

Lgi ich cia Terminal Services

Terminal Services cung cdp nhiéu loi ich 1am cho né tro thanh giai phap wu
viét nhat cho mang:

Sw phat trién réng hon ciia Windows Server- Thay vi cai dat mot phién ban
day du cua Windows Server trén cac may, cd thé trién khai Terminal Services. Céc
may tinh c¢6 phan cang khdng ding dugc phién ban day da cia Windows Server hd
trg van co thé st dung nhiéu dic tinh caa Windows Server.

Sw hoat dng dong thai caa ca phan mém thin client va cac hé diéu hanh
doc 1ap - Véi Terminal Services, ngudi dung mang c6 thé tiép tuc st dung hé théng
c6 san trong may cua ho, va cé thé dung céc lgi ich cia méi truong Windows Server.

Sw phat trién cac wng dung dwoc don gian hoa- Thay vi cai dat va cap nhat
cac tng dung trén tat ca cac may trong mang thi nguoi quan tri c6 thé cai dat mot ban
sao trén Terminal Services server. Biéu nay dam bao rang moi nguoi dung déu truy
cap duoc vao phién ban méi nhat cua ang dung.

Viéc quan tri tir xa cia may cha - Terminal Services cho phép quan tri
server tir xa. DPiéu nay rat hitu ich néu nguoi quan tri can phai roi xa may chu trong
mot khoang thoi gian nao do.

2. M6 hinh xir ly ctia Terminal Services

Mouc tiéu: Gi6i thiéu cdc thanh phan cia Terminal CUNg Véi chike ndng ciia moi
thanh phan. Ngoai ra, nguoi hoc sé biét dwoc yéu cau xdc dinh rng dung nao sé
dwoc chia xé va loai phan cung nao sé dwoc s dung.

2.1. Céc thanh phan cia Terminal Services

Terminal Services bao géom 3 thanh phan: Terminal Services server, giao thic
Remote Desktop, va Terminal Services client. Terminal Services server giao tiép voi
Terminal Services client bang cach su dung giao thiic Remote Desktop.

- Terminal Services server

Hau hét cac hoat dong cua Terminal Services xay ra trén Terminal Services
server (hay goi la Terminal server). Khi Terminal Services & trong ché do (ng dung
cua may chu, tit ca cac tng dung déu chay trén server. Terminal server s& giri cac
thong tin vé man hinh téi client va chi nhan cac input tir chudt va ban phim. Server
phai theo doi cac session dang hoat dong.

- Giao thirc Remote Desktop

Khi cai dat Terminal Services, giao thiec Remote Desktop (RDP) dugc tu dong
cai dat. RDP 1a mot két ndi duy nhat can phai ciu hinh dé client c6 thé két ndi toi
Terminal server. Chlng ta c6 thé cdu hinh chi mot két néi RDP trén mdi card mang.

C6 thé str dung cdng cu cau hinh caa Terminal Services dé cau hinh céc thudc
tinh cua két néi RDP; ¢ thé thiét lap mat ma va quyeén, va han ché luong thoi gian
ma cac session cua client c6 thé con hoat dong.

- Terminal Services client

Terminal Services client (hay Terminal client) sir dung cong nghé thin client
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de phan phoi Windows Server Desktop téi nguoi dung. Client chi can thict 1ap mot
két ni toi server va hién thi thdng tin vé giao dién do hoa ma server gui toi. Qué
trinh nay can chay mot phan trén may khach va né cé thé chay trén cac may tinh ci
khong tham chi ca nhitng may khong thé cai Windows Server.

2.2. Lap ké hoach cau hinh Terminal Services

Truéc khi st dung Terminal Services, can phai xac dinh ¢ng dung nao sé
dugc chia xé va loai phan ciing nao s& duoc st dung. Nhiing yéu cau nay dé chay
Terminal Services quan trong hon nhiéu so véi chay Windows server binh thuong,
dic biét 1a néu ngudi dung dang st dung ché d6 ung dung cua server.

Can phai xem xét pham vi va gia thanh cuaa viéc dang ky cau hinh Terminal
Services. Mdi client két ndi toi Terminal server phai c6 mot ching nhan dic biét cua
Terminal Services client.

Xé&c dinh wng dung client

Céac ing dung sir dung cung véi Terminal Services duoc cai dat trén co so moi
may (per-computer) thay vi trén co s& méi nguoi dung (per-user). Ching phai c6 san
v6i moi ngudi dung truy cap Terminal Services truc tiép hay tir mot session & xa.

Terminal Services thuong doi hoi thém tai nguyén hé thong dé quan tri tat ca
cac luu thdng cua client. Can phai biét dugc cac dic tinh cua cac chuong trinh nao
d6 ma co thé yéu cau nhiéu tai nguyén tir server. Cac chwong trinh trén nén Intel
chay trén may Apple, cac chuong trinh ¢6 nhiéu hinh anh video, cac chuong trinh
MS-DOS, va lién tuc chay cac bit ma (nhu 1a cac bo kiém tra 16i chinh ta) cé thé 1am
can tai nguyén hé thong. Can phai han ché céc truy cap téi cac loai chuong trinh nay
chi cho nhitng ngudi ding that sy can ching va tat tat ca cac dac tinh tuy chon cua
chuong trinh ma cé thé dé nang Ién hé théng mot cach khong can thiét.

Windows Server 1a mot méi truong 32 bit. Bé chay mot chuong trinh 16 bit,
Windows Server can phai ding dén hé thong “Windows trén Windows” (WOW), s&
rat ton tai nguyén hé théng. Sir dung cac ung dung 16 bit lam giam sé luong nguoi
ding ma mot bo xir ly don Ié c6 thé giai quyét khoang 40% va c6 thé ting luong bo
nhé cho mdi nguoi dung khoang 50%. R& rang, tot nhat 1a nén sir dung ung dung 32
bit mdi khi co thé.

3. Yéu cau déi véi Server va Client

Muc tiéu: cho phép xdc dinh cac yéu cau vé phan cung doi voi server va client
dé dam bao hiéu suat hoat dong dich vu Terminal Services.

3.1. C4c yéu cau doi véi Terminal Services server

Cac yéu cau phan cting cho mot Terminal server phu thudc vao sb client s& két
néi cung lGc va nhu cau str dung cua client. Sau day 12 mot s6 huéng dan:

» Mot Terminal server can it nhat mot bo xir Iy Pentium va 128MB RAM dé
hoat dong duoc day du. Ngoai ra, can cung cap thém 10 hay 20MB RAM cho mdi
két néi cua client, tuy thuoc vao tng dung ma client sir dung. Terminal server chia xé
c4c tai nguy@n c6 tinh kha thi giita cac nguoi ding, do vay b nhé can cho cac ngudi
ding bd sung chay cing wng dung it hon bo nhé can cho nguoi ding dau tién tai
chuong trinh.
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« Nén sir dung mét kiéen trac bus hoat d¢ong cao nhu la EISA, MCA, hay PCI.
Bus ISA (AT) khéng thé chuyén day du dir liéu cho kiéu lueu théng mang sinh ra do
mot cach cai dat Terminal Services théng thuong.

» Phai can nhéc viéc sir dung 6 dia SCSI, hay loai tot hon 1a FAST SCSI hay
SCSI-2. Bé hoat dong tét nhat thi nén dung loai dia SCSI véi RAID sé tang thoi gian
truy cap dia bang cach dit dit liéu 1én trén nhiéu dia.

« Vi nhiéu nguoi ding cé thé truy cap vao Terminal server cing mét lic; Do
do, can sir dung bo diéu hop mang téc do cao. Giai phap tét nhat 1a cai dat 2 bo diéu
hop trong may va danh mét cai cho luu théng mang RDP.

3.2. CAc yéu cau dbi véi Terminal Services client

Terminal Services client chay tét trén nhiéu may khac nhau ké ca cac may 16i
thoi va cac thiét bi dau cudi da ci khdng thé cai dit hay chay Windows Server. Phan
mém phia client phai chay trén cac may sau:

» C4c thiét bi dau cudi nén Windows (nhing)

« Cac may nén Intel va Alpha chay Windows for Workgroup 3.11, Windows
95, Windows 98, Windows NT 3.51, Windows NT 4.0, Windows 2000

- Cac may Macintosh va Unix (véi cac phan mém cua cac hang thi 3)

3.3. X&c dinh yéu cau dang Ky chinh xac

Terminal Services sir dung phuong phép dang ky riéng cua nd. Mot Terminal
client phai nhan duoc mot dang ky hop 1€ tir Terminal Services licence server truéc
khi logon vao Terminal server. Biéu nay chi &p dung cho application server mode.
Khi str dung ché d6 quan tri tir xa, hai session cua client déng thoi dugc cho phép
mét cach tu dong ma khdng can phai nhan mot dang ky tir mot server cap dang ky
(license server).

C6 thé tao quyén cho Terminal Services Lisensing ngay khi cai dat Windows
Server hay sau dé thong qua biéu twong Add/Remove Program trong Control Panel.
Khi kich hoat Terminal Services Lisensing, c6 thé chon giita hai loai license server:

» Mot enterprise license server c6 thé phuc vu Terminal server trén bat ky
mién nao cua Windows server, nhung khdng thé phuc vy cac nhom lam viéc hay céc
mién caa Windows NT 4.

« Mot Domain license server chi cé thé phuc vu Terminal server trong ciing
mién.

Trong cac mién cia Windows server, cac Domain license server phai duoc cai
dat trén mot may diéu khién mién (domain controller). Trong cac nhém lam viéc hay
trén mién cua Windows NT4, domain license server c6 thé duoc cai dat trén bat ct
server thanh vién nao.

4. Cai dat Terminal Services

Muc tiéu: Trinh bay cac thao tac cai dat Terminal Services Server, thém nguoi
dung vao danh sach nguoi dung dwoc phép sir dung Remote Desktop.

4.1. Cai dat Terminal Services Server

Terminal server co thé duogc cai dit tir Server Manager. Trong Server Manager,
bam vao Roles trong ngin bén trai va nhap vao Add Roles trong man hinh két qua dé
goi Add Roles Wizard. Néu man hinh giéi thiéu xuét hién, bAm vao Next dé liét ké cac
roles ¢6 sin. Trén man hinh Select Server Roles, chon Terminal Services va bAm véo
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Next dé chon céc dich vu dugc yéu cau.

X

ows desktop. Users can

ndows-basedprograms orthe
connect to a terminal server to run

Terminal Server enables a server to
programs, savefiles, and use network
resources on that server.

Description:

host
full

<previous || Next> |

Hinh 1.1 — Lua chon dich vu dé cai dat

Select the role services to install for Terminal Services:
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Sau khi nhap vao Next, man hinh canh bao s& xuét hién dé xuit rang bat ky tng
dung nao nham muc dich dugc truy cap bai ngudi st dung Terminal Services khong
duoc cai dit cho dén khi cac quy tic ctia Terminal Services role duoc cai dat. Sau khi
doc thong tin, bam Next dé tiép tuc dén man hinh lya chon xac thuc. Chon Require
Network Level Authentication s& ngan chin ngudi dung chay trén hé théng cii hon ma
khong can xac thyc mirc mang truy cap vao Terminal Services. Viéc xac thuc duoc
thuc hién trude khi phién lam viée tr xa dugc thanh 1ap. Néu xéc thuc it nghiém ngat
1a chidp nhan duoc, hoic mot s6 ngudi dung dang chay hé thdng cii hon. Chon tly
chon Do not require Network level Authentication roi nhap vao Next dé tién hanh.
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Man hinh Specify Licensing Mode cho phép chi dinh phwong &n cp phép.

- Configure later: cho phép str dung 120 ngay ma khdng can cung cip license

(str dung coéng cu Terminal Services hodc Group Policy dé cau hinh)

- Per Device: cho phép chi dinh sé thiét bi két ndi bat ky luc nao

- Per user: han ché nguoi ding truy nhdp

sUNp NS 9P ASULDI| UOYO BN — Z'T YUlH

[2ouen IZ350T < IX3aN _ SNOIARId > _

*J2AJIS ISURDY| SADINIS
[P | JNOA Woy 3|gejieas 3ie Jew) STyD S1 3 Yoew jsnw Ajpads noA jel apow Buisuadl ay L @

/RAJ3S [BUILLIZ} SILY 0 S}I2ULCD JLLp SN LPe3 Loy 3jgepiene 3q 3snu TyD J3sn J3d SL Y
BsnRd

*J2AJ3S [BUILLISY SILR 0} S}O3ULI0D B SDIASP LPEa J0j 3|qejieA. 3q ISNW TyD 3IA3g 2d SL Y
DIN2Q R o

*sAep OZT 31X3U 3] uLpim
apow buisuoy 3L 3.nByuod 03 AJljod dnous Jo [00] uoheInByuo) SADIAIIS [PUILLIS] 3L} 3SN 0] W puILy

mﬁ_ J=3e| aunbyuo)
"3SN 03 J3AI2S [2UIWIS] SIYFJuesm noA Jey] 3pow Dulsuldl| S2DIAJSS [eulwla] 3y] Aypnads

*J2AJ3S |BUILIIR] SIY3 03 PAULOI JY] SJU1JD 0F3NSSI |[IM JAAIIS 35U IRy (STVD
S1) Sa5U321| 5328 JUIP SIIAIRS [BUIWI) JO 2dAJ3Y] SAUIWIRJRP FPOW DUISUSI1| S3J1AJaG [BUlIaL 3yl

synsay

ssaibo.td

uoQeuLIYUOD
sdnoJo Jasn

3poyjy buisuzon

poLa uogenqualgny
Ayqgeduio) uogesyddy
SRS 20y

SIS [eula |

S3[0Y SIS

uibag noj 310j3g

apop buisuaor] Ajads mﬁ@
|

pieZIM| S2|0Y PPV

Cudi cung, ngudi dung va nhém duge phép truy cép vao terminal server phai

dugc xac dinh, mic du nguoi dung cé thé dugc thém vao va loai bd bat ky luc nao
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‘bng céch thay doi cac thanh vién ciia Remote Desktop Users Group. Nhép vao Add...
dé thém bat ky nguoi dung. Nhap vao Next dé chuyén dén man hinh Confirmation,
chon Install bat dau tién trinh cai dat.
Sau khi cai dat, kho1 dong lai hé théng va dang nhap véi quyén administrator.

4.2. Thém ngwoi dung vao nhém Remote Desktop Users

‘Mic dinh, tat ca cac thanh vién cua nhom Administration déu duoc két ndi tur
xa. B¢ thém hay loai bo ngudi dung duoc phép truy cap tir xa, m¢ Control Panel ->
System and Maintenance -> System -> Remote settings, chon Select Users. Trong hop

thoai Remote Desktop Users, chi dinh nhitng ngudi dung can thém vao hay xda bo
khoi danh sach.

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

nas already has access.

Add... Remove |

To create new user accounts or add users to other groups, go to Control

Panel and open User Accounts.
| 0K I Cancel

Hinh 1.3 — Hop thoai liét ké ngudi dung dugce phép truy cap tir xa

Luu ¥: mic dinh nguoi dung v6i quyén quan tri c6 thé truy cip tir xa vao may tinh nay
nén khong can thém vao danh séach.

5. Cau hinh va truy cip tir client vao Terminal Server

Muc tiéu: Trinh bay cdc budc thuc hién truy cdp vao server thong qua Remote
Desktop, cach thoat khoi phién lam viéc doi voi server tir mady client. Bén canh
do, y nghia cua cac tuy chon cau hinh ciing dwoc giai thich.

5.1. Truy cap tir client vao Terminal Server

Sau khi duoc cai dit va cau hinh trén server, c6 thé truy cap tir client vao
Terminal Server bang mot trong hai cach:
- Start -> All Programs -> Accessories -> Remote Desktop Connection
- Start -> Run, g0 mstsc
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#% Remote Desktop Connection

Remote Desktop

Connection

Computer:  |192.168.2.19 |

Username: WINSERVER-2\BIl
You will be asked for credentials when you connect.

Hinh 1.4 — Hop thoai chi dinh tén hay dia chi mdy server can két nbi

5.2. Ty chon cAu hinh may khach Remote Desktop

Trong hop thoai Remote Desktop Connection, chon Options:

- General: Luu trir thong tin dang nhap va thong tin section.

- Display: sir dung céc thiét 1ap trén server véi may client.

- Local Resources: chi dinh tai nguyén cuc bd duogc str dung trong sudt
phién Remote Desktop.

- Programs: cho phép cac chuong trinh cu thé duoc tu dong kich hoat
mdi khi mot phién tir xa duoc thiét 1ap.

- Experience: diéu khién cac tinh nang duogc kich hoat hodac vo hi¢u hoa
cho phién lam viéc tir xa. Tai day ciing cung cap C4c tuy chon dé c6 thé
tu dong tai 1ap két n6i khi phién lam viéc bi ngt.

- Advanced: kich hoat hoac vo6 hiéu hoa xac thuec tir xa.

5.3. Thoat khéi phién truy cap tir xa

Khi nhan vao biéu tuong “X” trén bang diéu khién tai may client, phién truy
cap tir xa van con tiép tuc chay trén server; nghia 1a néu nguoi dung két ndi tro lai,
phién truy cap tir xa van tiép tuc. Dé két thic phién truy cap tir xa, chon Start -> chon
Log Off dé dong phién truy cap tir xa nay.

6. Thuc hién da két noi truy cip tir xa

Muc tiéu: Trinh bay cdch quan Iy cdc phién két néi dén cdc server dong thoi qua
cong cu Remote Desktop.

Dé thuc hién dong thoi nhiéu két ndi truy cip tir xa trong cting mot ctra sd, st
dung MMC Remote Desktops. Tu Start -> Run, gd tsmmc.msc, chon Remote
desktops ¢ khung trai, chon Add a new connection tir menu.
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—Connection
Computer name or |P address:
[

Connection name:
|

[V Connect with /admin option

Browse...

— Logon information

User name: |

The computer name field is blank. Enter a full remote computer
name.

Settings will take effect on the next connection to this computer

[ ok | cancel |

Hinh 1.5 — Thém két néi truy cap tir xa (dong thot)
Sau khi thém két ndi, phién két ni truy cap tir xa s& xuit hién trén cua sb
chinh.

CRETET
|2 Fle Acton View Favorites Window Help |_|a|_>sj
e | 2= HE

| (3 Console Root

£l #B Remote Desktops
winserver-2
B winserver-3

Recycle Bin

|

I'Start[ | m @ |

ik

|
‘f"'StartI | Z m @ | 3 mital Configurati... | &8 2 Windows Co

[

| = server Manager [[Z1 Remote Deskt.. |« @Iy 11:34AM

Hinh 1.6 — Cira s6 Remote Desktop 7 |
bé chuyén do6i gitta cac phién, chon tén cua phién bén ctra so trai, giao dién
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tuong tng s€ duoc hién thi.

Cau héi
1. Terminal Services la gi ? Trinh bay cac lgi ich cua Terminal Services.
2. Trinh bay cac thanh phan cua Terminal Services va chirc ning caa mdi thanh phan.

Bai tap thuc hanh
1. Cai dat Terminal Services.
Cac budc thuc hién:
- Cai dat Terminal Services Server
- Cai dat Terminal Services Licence Server

- Cho phép account c6 quyén st dung Terminal Services
- Cai dat Terminal Services Client

2. CAu hinh va quan 1y Terminal Services.

Cac budc thuc hién:
- Khoi dong Terminal Services Manager
- Theo ddi va quan 1y cac user dang connect

3. Thyc hién Remote Desktop tir client.
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BAI 2: TINH CHINH VA GIAM SAT MANG WINDOWS SERVER

Ma bai: Mb 21-02

Gidi thiéu:

Trén mot hé thong mang, mdy chi déng vai trd rt quan trong. Trong do
viéc gidm sat hé thong va quan ly dit lieu duoc xem la phan khéng thé thiéu
trong qud trinh quan tri hé thong

Bai hoc nay sé cung cap cdc van dé lién quan den cac cong cu chinh dé
giam séat & System Monitor va cdc phirong dn gidi quyét cdc van dé bang Event
Viewer va Performance.

Muc ti€éu cua bai:

Hiéu duoc vai trd chirc ning cia cac ¢ong cu System Monitor, Performance
Logs and Alerts;

Giai quyét duoc cac sy ¢d mang thong qua Event Viewer;

Kiém tra duoc tan suit hoat dong cua hé théng tai tung thot diém khéac nhau
Task Manager;

Thuc hién cac thao tac an toan v&1 may tinh.

1. Tong quan vé cong cu tinh chinh

Muc tiéu: Gidi thiéu so luoc vé cac cong cu dung dée quan sdt va tinh chinh hé
thong véi hé diéu hanh Windows Server.

La mot nha quan tri mang v&i hé thong mang bao gdm mot may chu chua dir
lidu rat quan trong. May chu c6 thé chay lién tuc, nhung khi nguoi quan tri truy cap
vao may chu thi bao 15i tir chéi dich vu do khong thé két ndi. Khi xem xét tinh hinh thi
thiy mot sb dir liéu da bi mat, lic ndy can xem ai di gy ra van dé trén, viéc ghi lai log
clia hé thong ngoai viéc cho phép nguoi quan tri phét hién ra cac 13i trong qua trinh
hoat dong cua hé thong con cho phép phat hién ra nhiing truy cip bat hop phép.

Toan bd cac van dé lién quan toi log hé théng duogc tich hop trén Windows véi
hai cong cu chinh d6 1a Event Viewer va Reliability and Performance Monitor.

2. Quan sat cac duong biéu dién hiéu ning bing Reliability and Performance
Monitor (perfmon.msc)

Muc tiéu: Trinh bdy chi tiét cdch ding céng cu Performance Monitor dé gidm
sdt cdc counter chi tiét cia nhitng doi twong; céng cu Reliability Monitor dé
giam sat do tin cdy cua mot hé théng.

Khi néi dén giam sat hé thong nguoi ta s& nghi ngay t6i cong cu chu yéu la
Performance Monitor va Reliability Monitor ciia Monitoring Tools trong Reliability
and Performance Monitor.
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bé st dung cong cu Reliability and Performance Monitor, tr menu Start, chon
Run; khi hop thoai Run xuat hién, gb perfmon.msc

2.1. Performance Monitor

Performance Monitor 1a mot cong cu rit manh dé giam sat cac counter chi tiét
ctia nhitng d6i twong khac nhau, véi tinh nang thém bét rat linh hoat cho phép ngudi
dung c6 thé chi can nhin vao dau + dé add thém cac counter khac, hodc c6 thé nhan X
dé khong gidm séat nhirng counter khong can thiét. Mic dinh hé thdng s& giam sat ba
d6i tuong 1a: Memory, PhysicalDisk, va Processor. Cac thudc tinh dic trung ciia mdi
ddi twgng 1a: Memory véi thudc tinh Pages/sec, PhysicalDisk vé6i thudc tinh AVG
Disk Queue Length, véi Processor ¢d thudc tinh % Preccessor Time (hinh 2.1)

Reliability and Performance Monitor - |E |5|

@ File  Acton Wiew Favorites Window Help | _|E|ﬂ
o= |2E = HEE
@ Reliability and Performance ’E = | j . | EESI x o)’ | B Ij D .. | “ 'I |

= - Maonitoring Tools
Performance Monitor
== Reliability Monitor 100
- Data Collector Sets
ﬁ Reports

801

601

40
] K /\
1:33:01 AM 1:31:55 AM 1:32:25 AM 1:33:00 AM
Last 2,842,000 Average | 2,842,000 Minimum | 2,842,000
Maximum | 2,842.000 Duration | 1:40
Show I Calor | Scale I Counter | Instance I Parent | Object I Computer I
v 1.0 %% Processor Time _Total — Processor VWWIN-110Q9UL2BDG
v 1.0 Pages/sec = = Memary VWWIN-1J0Q9UL2BDG
v —— 100.0 A\u‘i. Disk ﬁueue Le... Total = PhisimlDisk iiWIN—JJDi‘JULZEDG
H: 1.0 Processor State Flags PPM_Pr... -— Processor Perf... \WWIN-JJOQOULZBDG

Hinh 2.1 — Giao dién Performance Monitor

Khi muon thém céc counter cia mdt object cu thé, nhan vao nit + s€ suat hién
ctra ctra s0. Hinh 2.2 minh hoa viéc add thém thudc tinh %user time ctia Processor.
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eliability and Performance Monitor ;Iilil'

@ ~ C IR

=  Available counters r Added counters
Reli .
FI Select counters from computer: Counter | Parent | Inst... | Computer |

Blm I <Local computer > j Browse... | Processor =]

:I % User Time - _Total

= % User Time

(@ C1 Transitions/sec
C2 Transitions/sec
C3 Transitions/sec
DPC Rate

DPCs Queued/sec —
Interrupts/sec

Processor Performance ;I

Instances of selected object:

<All instances >
a

E

[
(=]
(=]
(=]

j Seatch |
Add => I REmayE =

[ Show description Help | oK Cancel |

TEERRE )

Hinh 2.2 — Thém céc counter vao theo doi

Sau do loai bé toan bod cac counter khéac cua cac ddi tuong khac va chi giam sat
moi counter % User Time cua processor ma thoi — xem hinh 2.3

% Reliability and Performance Monitor &2 x|
@ File Acton View Favorites Window Help | o =] |
= Hm|E=|
@ Reliability and Performance P - B B ]
=1 L Monitoring Tools ’_' - |EE;*J| ;DD.‘lll 'I|
BE& Performance Manitor
== Reliability Monitor 100
[ Data Collector Sets
_ﬁ Reports
so_
50
40
m-
. : /\\
1:39:29 AM 1:40:00 AM 1:40:30 AM 1:41:07 AM
Last Average | Minimurm |
Maximum | -————  Duration | 1:40
Show | Color | Scale | Counter | Instance | Parent | Object | Computer |
Iv 1.0 % User Time _Total = Processor VWWIN-1J0Q9UL2BDG

Hinh 2.3 — Giam sat counter % User Time ctia di tugng Processor
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Khi can xem lai, nhap chudt phai vao cura so, chon Save Settings As... dé Iuu véi dinh
dang html. Véi dinh dang nay c6 thé view truc tiép hodc c6 thé xem cac qué trinh da
dugc ghi lai trong hé thong (hinh 2.6.)

,.éC:‘llUsers'\Administrator\_Documents\thendn‘l.htm - Windows Internet Explorer - [Working Offl - |ﬁ||5|
@‘_\ = Ia C:\Users\Administrator\Documents\theodo .Oj 4| X @ InternetE... | @ Cr\Users),.. @ CilUse... X @ ‘j.:f t:>
=
me -7 BN PP H
100
80+
60+
40+
20+
0 : .
1:44-29 AM 1:45:00 AM 1:45:30 AM 1:44-28 AM
Last| 0.000 Average| 2.992 Minimum | 0.000
Maximum | 78.125 Duration| 1:40
Show | Color | Scale | Counter Instan... | Parent | Object Computer
4| [ ]

=
Hinh 2.6 — Xem lai c4c thiét l1ap da duoc ghi lai boi dinh dang file html

2.2. Reliability Monitor

Do tin cay cua mdt hé théng la thudc do mirc d§ thuong xuyén hé théng hoat
dong nhu 1 cau hinh va dy kién s& thyc hién. P9 tin cdy c6 thé giam khi tmg dung
ngimg dap Gng, dimg va khai dong lai cac dich vy, khéi tao c4c trinh diéu khién bj 151,
hoic trong truong hop xau nhat, khi hé diéu hanh bi 15i.

Reliability Monitor cung cap thong tin tong quat mot cach nhanh chong. Ngoai
ra, né theo ddi sy kién sé& gitip xac dinh nhiing gi giy ra 16i. Bang cach ghi lai cac 15i
(bao gém ca 16i bd nhd, dia cung, ung dung va hé diéu hanh), nhung ciing c6 cac su
kién quan trong vé cdu hinh cta hé thong (bao gom ca viéc cai dit ung dung mai, cap
nhat h¢ diéu hanh.

Reliability Monitor u6c tinh chi s6 6n dinh hé théng (System Stability Index)
v6i mot biéu dd chi sé 6n dinh dé xac dinh mot cach nhanh chéng cac van dé cé thé
xay ra. CAc bao cao kém theo cung cip mot cach chi tiét giup xac dinh va khic phuc
su c6 cac nguyén nhan xdy ra 16i. Khi xem cac thay d6i trén hé thong tir béo céo (cai
dit / loai bo cac ung dung, cip nhat hé diéu hanh hay 18i phan cimg) nguoi quan tri ¢6
thé c6 chién lugc dé giai quyét cac van dé mot cach nhanh chong.
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{® Reliability and Performance Monitor -2 x|
@ File  Acton Wiew Favorites Window Help | - |E|§|
| *[H
@ Reliability and Performance Reliability Monitor |
= - Maonitoring Tools
B8 Performance Monitor System Stability Chart Last updated: 10/5/2012
== Reliability Monitor 10
- Data Collector Sets
u Reports

Software (Un)Installs
Application Failures
Hardware Failures

Windows Failures

Miscellaneous Failures

&J/&%@

System Stability Report
Software (Un)Installs for 10/5/2012

Application Failures for 10/5/2012
Hardware Failures for 10/5/2012
Windows Failures for 10/5/2012
Miscellaneous Failures for 10/5/2012

Hinh 2.7 — Biéu d6 udc tinh chi s6 6n dinh hé thong

3. Ghi lai sy kién hé thong bing cong cu Event Viewer

Muc tiéu: Qudn Iy hé thong mang khéng thé thiéu phan gidm sat hé thong.
Ngoai viéc ghi lai cdc tién trinh trong hé thong, nguoi qudn tri con phdi biét
diéu chinh thiét ldp chi ghi lai nhitng yéu té can thiét. Chang han mdt mdy chi
File Server chi can gidm qud trinh truy cdp tdi nguyén, mdy chii Active
Directory gidm sdt qud trinh log on vao hé théng. Trong phan ndy sé giGi thiéu
cong cu Event Viewer - mot cong cu ghi lai cac event cua hé thé'ng.

Event Viewer la mdt cong cu tich hop trong Windows cho phép xem lai cac su
kién d3 xdy ra trong hé thong mot cach chi tiét voi nhiéu tham sé cu thé nhu: user,
time, computer, services... Cac su kién ri rac dugc loc lai thanh nhimng su kién gidng
nhau gitp chung ta lay duoc nhiing thong tin can thiét mot cach nhanh nhét.

Trong Event Viewer da phan vung cac sy kién riéng biét cho ting g dung,
mot may chu cai dat mac dinh s€ c¢6 cac phan vung trong Event Viewer: Application,
Security, System

Dé mé Event Viewer, mé cong cu Server Manager bang cach nhip phai chudt
vao biéu trgng Computer chon Manage rdi truy cip vao Event Viewer.
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e R

File Action View Help
&= 2= H
S Server Manager (WIN-120Q9ULSE Actions

iy
o Roles . Event Viewer .
Features Overview and SUMMary |y refreshed: 10/8/2012 3:18:2... :
=] Diagnostics = Open Saved Log...
= % %E'::t VEWGV Create Custom View...
ustom Views
? Administrative Ever ] To view events that have occurred on your computer, Import Custom View. ..
[ server Roles 12 [ select the appropriate source, log or custom view
= -; Windows Logs node in the console tree. The Administrative Events hd| View 4
iz Application s ¢ Adminisirative Event [ Refresh
El Security
El Setup E Help ’
i System Event Type | Event ID | Source | Log ﬂ
 [5] Forwarded Events Critical - -
[ Applications and Servic Error - - -
__2 Subscriptions Warning - - - -
@ Reliability and Performance 4| | »
i Device Manager
Configuration
Storage [Recently ViewsdNodes - |

Name | Description | Modified
Windows Logs\Applicati.. N/A 10/8/2012 2:44:08 PM

[l

< | ©

Hinh 2.8 — Event Viewer chia cac vung log riéng biét cho cac ung dung

3.1. Application log

Application log ghi lai sy kién ciia cac ing dung khéc tir cac nha san xuat khac
nhu symantec hay cac tmg dung mail... Thudng thiét 1ap trong application 13 mic dinh
ctia cac img dung nén chung ta chi c6 thé doc n6é ma khong thiét 1ap duoc.
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< | ©H

General | Details |

-

Performance counters for the WmiApRpl (WmiApRpl) service were load:
Record Data in the data section contains the new index values assigned +—

o

Log Mame:
4

Application

Event 1000, Load... «

D Event Proper...
3] Attach TaskT...
5= Copy

H Save Selecte...

F T P P

E. server Manager _ Ol =|
File —Acton View Help
= 5|
EN L O EE s SENREM Application 287 Events Actions
=
o Roles - -
= Faatures Level Date and Time Source Even... | Task Cat... «| | Application ==
B S Diagnostics (i)Information  10/8/2012 2:4%:02... LoadPerf 1000 Mone [~ OpenSaved...
El {3 Event Viewer (i)Information  10/8/2012 2:49:02... LoadPerf 1001 MNone
- ] ) ¥ Create Custo...
=l [ Custom Views (i)Information  10/8/2012 2:48:01... VS5 8224 MNone '
? Administrative Ever @mformaﬁon 10/8/2012 2:45:45 .., Certificate... 1 Mone Import Custo...
[ server Roles (i)Information  10/8/2012 2:45:45 ... Desktop W... 9003 None Clear Log
B [ Windows Logs (i)Information  10/8/2012 2:45:45 ... Wirlogon &000 Mone
{=] Application (i)Information  10/8/2012 2:45:45 ... Wirlogon 4101 MNone T Filter Current...
{5] Security @Information 10/8/2012 2:45:22 ... Certificate... 1 Mone |:| Properties
i setup (i)Information  10/8/2012 2:45:06 ... VMUpgrad. .. 271 MNone _
= SYStE"‘d ] (i)information  10/8/2012 2:45:06 ... VMUpgrad... 270 None & Find..
- iqa r"r;‘ar = :‘;e“t’_; (i)Information  10/8/2012 2:44:58 ... MSDTC 2 402 ™ [ saveEvents...
+| IC30ons an! EryIC y
£ Applcatio "W (Dinformation  10/8/2012 2:44:58 ... TPAUtoCo... 0 Nene
4 Subscriptions ) Attach a Task...
- (i)Information  10/8/2012 2:44:57 ... WMI 5617 Mone
@ Reliability and Performance @ i Vi .
&Device Manager Information  10/8/2012 2:44:57 ... Complus 781 Mone = iew
= Fft Configurati
Bl 5 Configuration Event 1000, LoadPerf x [ (6 Refresh
Storage
Help 3

[

Hinh 2.9 — cac sy kién dugc luu lai trong application log

Trong vi du trén application log chi dugc phan mém symantec st dung.

3.2. Security log

Day 1a mot trong nhiing log quan trong nhat trong hé thong, né ghi lai toan bo

cac thiét 1ap audit trong group policy. Nhung trong cac thiét 1ap group policy quan

trong nhét 1a thiét 1ap giam sat qua trinh login vao hé thdng, truy cap dir licu.
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—ioix
File Action View Help
L A ol
=23
B Ez;ehires Keywords Date and Time Source Event ID | Task Category | | Security ~ =
=] % Diagnostics %Audit Success  10/8/2012 3:20:24 ...  Microsoft ... 4672 Spedial Logon = Open...
=) @ Event Viewer '?{Audit Success  10/8/2012 3:20:24 ...  Microsoft ... 4624 Logon F Creat
= [ Custom Views @ auditSuccess  10/8/2012 3:20:24 ... Migosoft... 4648 Logon reake
T Administrative Ever *7{ Audit Success  10/8/2012 3:10:20 ...  Microsoft ... 4672 Spedal Logon Impor...
[ server Roles @ pudit Success  10/8/2012 3:10:20 ... Microsoft ... 4624 Logon Clear
B [my Windows Logs @ puditSuccess  10/8/2012 3:10:20 ... Microsoft ... 4645 Logon
5] Application @ auditSuccess  10/8/2012 3:09:52 ... Microsoft ... 4634 Logoff T Fiter ...
= @\, AuditSuccess  10/8/2012 3:09:52 ... Microsoft ... 4672 special Logon [=] prope...
i setup @ AuditSuccess  10/8/2012 3:0%:52 ...  Microsoft ... 4624 Logon
{z] System @ AuditSuccess  10/8/2012 3:09:52 ... Micosoft ... 4648 Logon & Find...
. 8 Forwarded Events @, Audit Success  10/8/2012 3:09:52 ... Microsoft ... 4776 Credential Validatior id save...
3 :55::;:2::“ Sendd i{nudit Success  10/8/2012 2:56:19 ... Microsaft ... 4672 Special Logon R
@ Réliability and Performance .:_)?I.J.ﬁ.ud.it Success 10;'_8,.’.2012 2:56:19 ... Mia’osof:t 4624 Logon _ILI -
- g Device Manager 1] | B View '
%!‘. g;nrziirahon Event 4672, Microsoft Windows security auditing. x |5] Refresh
g Help 3
General | Details |
‘I Event 467.. =~
Special privileges assigned to new logon, J D Event...
Subiect: ) ttac...
Log Mame: Security - s Copy ’
Pl | | LI—I I..-l Save ...
d e .

Hinh 2.10 — Thiét lap audit trong group policy

Trong thiét 1ap nay chi thiét 1ap giam sat qua trinh truy cap login - logoff hé

thong. Néu véi thiét 1ap nhu trén toan bo nguoi dung logon hay logoff vao hé thdng

déu duoc ghi lai sau khi thiét 14p trong group policy, ching ta nén logoff hoic restart

lai may boi cac thong tin chinh trong group policy ban chat 1a tly chinh cac thong sb

trong registry.

Sau khi logoff ra va login vao s& thay ghi lai trong security log (hinh 2.11).
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‘F! Event Properties - Event 4624, Microsoft Windows security auditing. x|

General | Details |

An account was successfully logged on. ﬂ
Subject:

Security I SYSTEM

Account Name; WIN-JOQaUL2BDGS

Account Domain: WORKGROUP

Logon ID: (3] J

+*

Log Mame: Security 3
Source: Microsoft Windows security  Logged: 10/8/2012 3:10:20 PM —
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: MNSA Computer: WIN-NOQAULZBDG
OpCode: Info
Meore Information:  Event Log Online Help

Copy | Close |

Hinh 2.11 — Xem lai event logon vao hé thdng ctia cac user

Sau khi logon vao may tinh mé event viewer ra xem, ching ta ¢ thé phat hién
ra hé théng da luu lai username: vangtrang computer: vnexperts, event: success audit,
time: 8:10:06 PM

3.3. System L.og

System log dugc thiét 1ap mac dinh cua hé théng gitp ching ta xem lai cac su
kién: Bat, tat, pause, disable, enable cac services cua h¢ théng.

Chéng han, mot service bat bi 16i trong thoi diém nao no6 s& ghi lai trong system

log cua event viewer.
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E! Event Properties - Event 2505, Server

| Details |

not start.

Log Mame:
Source:
Event ID:
Level:
Uszer
OpCode:

More Information:

Systemn
Server
2505
Error
MNSA

Event Log Online Help

Legged:
Task Categony:
Keywords:

Computer:

The server could not bind to the transport \Device\MNetBT_Tcpip_{9140E613-272F-4345-BOA5-
BAE1I4FBGBOES} because another computer on the network has the same name. The server could

10/8/2012 2:44:55 PM
Mone

Classic
WIN-JJOQIULZBDG

e =

Copy

Close |

Hinh 2.12 — Xem mot event trong system log (v&i thong tin 1a Server da bi 16i do trong

mang LAN c6 may tinh trung tén hodc trung dia chi IP)

Log Properties

Log properties gitp ching ta cdu hinh dung luong file log, cach xo04 cac event

cii di nhu thé ndo, va nhitng tinh ning loc cac sy kién.
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General |
Full Name: Security
Log path: %SystemRoot %\ System32\ Winevt Logs\ Security. evix
Log size: 1.07 MB(1,118 208 bytes)
Created: Saturday, October 06, 2012 3:58:09 AM
Modified: Monday, October 08, 2012 2:44:09 PM
Accessed: Saturday, October 06, 2012 3:58:09 AM

¥ Enable logging

Maximum log size [ KB J: 20480ﬂ

When maximum event log size is reached:

¥ Owverwrite events as needed (oldest events first)
" Archive the log when full, do not overwrite events

" Do not overwrite events [ Clear logs manually

Clear Log |

OK I Cancel Apply |

Hinh 2.13 — Tab General cta Security Properties

Pay 1a thiét 1ap cho security properties: Véi file log tén 1a gi va o dau:
%SystemRo0t%\System32\Winevt\Logs\Security.evtx

Dung lugng ti da cho file log nay 1a 20480 KB; Tuy nhién, chiing ta co thé cau
hinh lai 16n hon hodc nho hon, néu dung luong file log 16n hon 20480 KB hé théng s&
tur x0a cac su kién cii theo thuat toan First in - First out (vao trudce - ra trudc).

4. Str dung Task Manager

Muc tiéu: Windows Task Manager cho phép nguoi diing kiém tra cdc vmg dung,
qua trinh (process) va dich vu (service) dang chay trén may tinh. Nguoi dung co
thé sir dung Task Manager dé khoi chay, dimg cdc chwong trinh va dimg qud
trinh; Ngodi ra Task Manager con cung cdp cdc thong ké hitu ich vé hiéu sudt
may tinh va mang.

Dé sir dung, mé Task Manager bang mot trong cac cach sau:

« Nhan Ctrl-Shift-Esc.
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* Nhap phai vao ving trong trong taskbar va chon Task Manager.
« Nhin Ctrl-Alt-Delete, sau d6 nhap Task Manager.
Céc tab trong Task Manager sau khi dugc mo:

4.1. Applications
ol

File Options View Windows Help

Applications |F‘rm:esses| Services I Performance I Metworking I Lisers I

iInternet Explorer Enhanced Security Configurati... Ny

__,:!'_:,Server Manager Running

End Task | Switch To I Mew Task...

|F‘rm:esses: 43 |CF‘U Usage: 13% |P'hysiml Memory: 0% 2

Hinh 2.14 — Tab Applications - danh sach cac chuong trinh dang chay

Tab Applications li¢t ké danh sach cac chuong trinh dang chay trén may tinh.

Cac tng dung chay trong System Tray s& khong xuat hién trong danh sach nay. Ching

ta co thé sir dung tab nay dé thoat cic chuong trinh bi treo ma khong thé thoat theo

cach thong thuong.

1. Néu muén thoat mét chuong trinh, chon chuong trinh va chon ndt End Task.
Tinh ning nay rat hiru dung khi c6 mot chuong trinh nao d6 dang duoc mo nhung

khong dap tra cac 1énh dau vao. Task Manager c6 thé gitip thoat cac chuong trinh nhu

vay; Tuy nhién, cach thoat nay c6 thé 1am mét nhiing thong tin chwa duoc luu.

2. Bé mo mot chuong trinh, chon chuong trinh va chon nut Switch To.

3. Dé khoi chay mot chuong trinh mai, nhép New Task... Sau d6 danh vao 1énh
hoic nhip Browse dé duyét dén tmg dung. Chiérc ning nay lam viéc twong tu

nhu Run trong menu Start.
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4.2. Processes

Tab Processes liét ké danh sach cac qua trinh (process) dang chay. Viéc két
thiic mot qua trinh s€ lam cho dir 1i€u chua luu bi méat. Mac du vay, Viéc két thuc qua
trinh cta tng dung khong dap tra 13 cach duy nhat dé thoat khoi chwong trinh d6. Can
phai hiéu muc dich cua qua trinh mudn két thiic; viéc két thic cac qua trinh cia hé
théng co thé gay ra truc tric cho hé thng.

JRI=TE
File Options View Help
-Applimﬁnns Processes |Ser'ui::es I Performance I Metworking I |sers I
User Mame
SYSTEM ent Ser...
CSr55.EXE SYSTEM 0o 1,036 K Client Ser...
dlhost.exe SYSTEM 0o 4.976K COM Surr...
dwm.exe Administ,.., 00 816K Desktop ...
explarer.exe Administ,.., 00 7,852K Windows ... |
iexplore, exe Administ,.., 00 6,664k InternetE...
iexplore. exe Administ... 00 3,232K  IntermetE...
|sass.exe SYSTEM a0 2,488 K Local Secu...
lsm.exe SYSTEM oo 1,124K Local Sess..,
MM, EXE Administ... 00 42,403 K Microsoft...
msdtc.exe METWOQ... ([} 2, 152K M5 DTCco...
SETVICES. eXe SYSTEM 0o 1,640 K Services a...
Slsvc.exe METWO... 0o 3,940 K Microsoft...
SIMSS. eXe SYSTEM 0o 208 K Windows ...
spoolsy.exe SYSTEM i} 4,156 K Spooler 5...
sychost.exe SYSTEM 0o 1.704 K  Host Proc... LI
¥ show processes from all users End Process |
|F‘rm:esses: 44 |CF‘U Usage: 7% |P'hysiml Memory: 41%G o

Hinh 2.15 — Tab Processes - danh sach cac qua trinh (process) dang chay

1. Pé két thuc mot qua trinh cia mot ng dung dang chay, nhap phai vao entry
mg dung trong tab Applications va nhip Go To Process. Qua trinh tmg dung s& duoc
danh dau trong tab Processes.

2. Dé két thiic mot qué trinh di duoc danh dau, nhap End Process. Co thé két
thac mot ung dung theo cach nay khi viéc nhip End Task trong tab Applications
khong co tac dung.

3. Nhap phai vao qué trinh va sau d6 nhap End Process Tree dé két thuc qua
trinh do6 cling nhu céc qua trinh c6 lién quan.

4.3. Services

Services 1a cac chuong trinh hd trg chay & ché do background. Hau hét cac
chuong trinh nay s& khoi chay tu dong & thoi diém khéi dong may tinh.
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-lo/x
File Options View Help
-Applimﬁnns I Processes SEMVICES |Perfcrman::e I Metworking I |sers I

Mame | PID | Description | Status | Group = | -

Samss 032 Security Ac...  Running

RSoPProv Resultant 5., Stopped |

Protectedst... Protected 5...  Stopped

Metogon Metogon Stopped

Keylso CMNG Key Is... Stopped

PlugPlay 300 Plugand Play Running DcomLaunch

DcomLaunch 800 DCOM Serv...  Running DcomLaunch

WinHtpAut. .. WinHTTP W... Stopped LocalService

W 3ZTime 1052  Windows Time Running LocalService

upnphaost PP Devic,,, Stopped LocalService

THREADOCR. .. Thread Ord... Stopped LocalService

TES TPMBase 5... Stopped LocalService

SetpSve 1052  Secure Soc... Running  LocalService

SSDPSRY S50P Disca,..  Stopped  LocalService

SLUIMotify SLUI Motifi... Stopped LocalService

SCardSvr Smart Card Stooped  LocalService LI
Services. .. |

|F‘rm:esses: 44 |CF‘U Usage: 0% |P'hysiml Memory: 41% o

Hinh 2.16 — Services 1a cac chuong trinh hd trg chay & ché d6 background

1. Pé khai chay mot dich vy, nhép phai vao dich vu da bi dung va chon Start
Service.

2. Bé dimng mot dich vu, nhap phai vao dich vu dang chay va chon Stop Service.

3. Pé xem qua trinh c6 lién quan vé6i dich vy, nhip phai vao dich vu dang chay
va chon Go To Process. Thao tac ndy s& cho phép phat hién ra dich vu c6 ngdn nhiéu
tai nguyén hay khéng.
4.4. Performance

Tab nay hién thi thong tin vé hiéu suat hé thong.

1. Trong CPU Usage hién thi tham s hiéu suat CPU va d6 thi str dung CPU.
CPU da 15 s& c6 nhiéu duong db thi hién thj.

2. Memory hién thi tham s hiéu suat CPU va do thi hiéu suét.

3. Phia dudi 1a cac thong ké khac nhau vé s6 handle, thread va process dang
chay cling nhu hi¢u Suét sir dung bo nhd.
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_lojx

File Options View Help

-Applimﬁnns I F‘rm:essesl Services | Metworking I Users I

—CPUUsage — [ CPU Usage History

—Memary —Physical Memory Usage History

—Physical Memory (MB) ——— System
Total 1022 Handles 10009
Cached 275 Threads 435
Free 432 Processes =t
Up Time 0:59:08
~Kernel Memory (MB) —— | | PageFile 351M [ 2303M
Total 62
Paged 36
Monpaged 25 Resource Monitor. ..
|F‘rm:esses: 44 |CF‘U Usage: 7% |P'hysiml Memory: 41% o

Hinh 2.17 — Performance - thong tin vé hiéu suit hé thong
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4.5. Networking

File Options Yiew Help

=10l x|

~Local Area Connection

Adapter ... + | Metwork Utiiza... | Link Sp... | State |
Local Area Conn... 0 %% 1 Gbps Connected
|F‘mcesses: 44 |CF‘U IUsage: 5% |P'hysiml Memory: 41%G ‘_ﬁ

Hinh 2.18 — Networking chira cic dd thi dung hién thi hiéu suat st dung mang

Tab Networking chtra céac dd thi dung hién thi hiéu suit st dung mang. Bén
dudi cac do thi sé c6 nhiing thong ké bd sung.
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4.6. Users

File Options View Help

-Applimﬁnns I F‘rm:essesl Services I Performance I Metworking
ser = | 1D | Status I Client Mame | Session |
Eﬁ.dminist'ator 1 Active Console
“| [ »]

Disconnect | Logoff | | Send/Message. .. I
|F‘rm:esses: 44 |CF‘U sage: 5% |P'hysiml Memory: 41% o

Hinh 2.19 - Users - hién thi danh sach tat ca user co trang thai tich cuc

Trong tab Users hién thi danh sach tit ca user c6 trang thai tich cuc (active)
trong hé thong.

1. Panh diu user va nhip Logoff dé két thuc phién 1am viéc ctia nguoi dung do.

2. Panh dau user va nhap Disconnect dé két thiic phién lam viéc ciia ngudi
dung nhung van du trit trong bd nhd, sau d6 ngudi dung c6 thé dang nhép tro lai va
tiép tuc cong viéc cua ho.
Két luan

Event Viewer 1a mt cong cu quan trong trong viéc giam sat hé théng. Dua vao
cong cu ndy nguoi quan tri s& phat hién ra cac truy cip bat hop phap vao nhiing thoi
diém cu thé, véi tinh niang loc gitp ngudi quan tri gidi han nhimg su kién can thiét
giam sat.

Cau hoi
1. Trinh bay chirc nang cac cong cu: Counter Log, Trace log, Alert log trong System
Monitor.
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2. Cho biét y nghia cua cac phan vung trong event viewer: Application, Security,
System.

Bai tap thuc hanh
Thiét 1ap giam sat mot folder dir lidu: gidm sat toan bd cac qua trinh truy cip
cac action cu thé véi folder. Trong 6 E c6 thu muc quan trong (VNEDATA) viéc can
thiét 1a dua ra cac thiét 1ap gidm sat toan bo truy cap vao folder nay.

Khi can luu lai qua trinh truy nhép trén mét folder dir liéu, can phai thiét lap
auditing trén folder d6. Cac thiét 1ap dugc thuc hién nhu sau:

- Nhip phai chudt 1én folder can thiét 1ap auditing (chiang han folder
VNDATA), chon Property;

- T ctra s6 (VNDATA) Properties, chon tab Security, chon Advanced;
- Trong cira s6 Advanced Security Settings for (VNDATA), chon nat Edit...;
- Khi xuét hién hop thoai méi, chon niit Add...

x

Object |

MName: I Everyone Change... |

Apply onto: IThis folder, subfolders and files j

Access: Successful Failed

Full contral
Traverse folder [ execute file
List folder / read data

Read attributes

Read extended attributes
Create files [ write data
Create folders [ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

IEEEEEREEEREE
| EEEEEEREEEEE

[
Apply these auditing entries to objects |
[ and/or containers within this container sl

only
Managing suditing

QK I Cancel |

- Panh dau chon cac d6i tuong can thiét 1ap, chon OK.

Sau khi thiét lap, restart lai may va thir dung mot user khac dé dang nhap va
truy xuit vao folder VNDATA.
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Sau do, trd lai user quan tri, nhap dap chudt vao su ki¢n. Khi hop thoai Event
Properties xuét hién, s& thdy duoc cac thong tin lién qua dén qua trinh truy nhap.

{Fl Event Properties - Event 4634, Microsoft Windows security auditing.

An account was logged off,
Subject:
Security ID: WIN-JOQSULZEDG  dungtng
Account Mame: dungtng
Account Domain: WIN-1OQaULZBDG
Logon ID: hddchdd
Log Mame: Security
Source: Microsoft Windows security  Logged:
Event ID: 4634 Task Categony:
Level: Information Keywords:
Uzer MSA Computer:
OpCode: Info

Maore Information:  Event Log Online Help

10/8/2012 7:14:56 PM
Logoff
Audit Success

WIN-1OQ3UL2BDG

el |

Copy

Close |

Nhin vao event ta nhan thy vao lic 7:14:56 PM ngay 08/10/2012, user véi tén
la dungtng tir may tinh c6 tén WWIN-JJOQOUL2BDG di diang nhap vao. Ung dung
clia tinh nang audit va xem lai cic event cho ta phat hién nhiing ké truy cap bat hop

phap va quy trach nhiém cy thé cho nhitng ké phé hoai.
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BAI 3: KHOI PHUC SERVER KHI Bl HONG
M3 bai: MP 21-03

Muc tiéu cta bai:

Bai hoc cung cép kién thic vé cac bién phap giit cho server an toan,
phuong phap luu dy phong co ban hay voi cac tuy chon chuyén sau; khi co su
cb nguoi quan tri c6 thé khoi phuc hé thdng bang cac phwong an phu hop.

1. Cac bién phap phong ngira
Muc tiéu: Trinh bay mét sé bién phdp phong ngira doi véi server tranh cdc riii
ro doi voi hé thong.

Pé giir cho server an toan, can thyc hién cic yéu cau sau:

- Duy tri nhiéu ban sao dbi voi dir liéu quan trong, cac server ¢ vai trd quan
trong (chang han Domain Controller).

- Bao vé mang vé mat vat ly.

- Bao vé dit liéu hé thong va dir lidu ngudi dung bang chién lugc luu du phong
hop 1y.

- Chuan bj ké hoach khéi phuc timg thoi diém.

- Tim hiéu cach server hoat dong dé co thé giai quyét truc tric va co thé ngin
ngtra phat sinh vé sau.

- Cai dat cac hotfix, patch, va service pack do nha cung cap phat hanh.

1.1. Co du phong

Trén server, bao vé dit li€u quan trong béng cac volume dia c6 tinh chiju 161,
bang phan mém, hoic bang phan ctng. Dé bao vé dit liéu khoi ton hai do cac hong hoc
ctia server — khong chi hong héc vé dia — c6 thé sao chép ra nhiéu noi trén mang.

Nguyén tic du phong ciing c6 thé ap dung cho mang; cu thé, khi c6 nhiéu
Domain Controller c6 thé s& don gian qua trinh khoi phuc ma ngudi quan tri sé tién
hanh néu mot may bi hong. Thay vi khoi phuc cdu triic mién tir cac ban dy phong hoic
xay dung lai hoan toan, ¢ thé dé quy trinh sao chép dam trach viéc khoi phuc.

1.2. Bao v¢ dién nang cho server

St dung UPS bt ky khi ndo dé bao vé dién ning cho céc server va cac thiét bi
ph'ém cung cua mang. Pay la cadch bao v&€ mang khoi cac ton hai do su thay doi dién ap
mot cach dot ngot. Bao vé dién nang cling 1a cach bao vé dir liéu khoi su mat mat.
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1.3. Quan tam vé moéi truwong

Lam giam cac hong hoc do moi truong sinh ra bang cach tranh xa méi trudng
“co van d&”. Pam béo rang, phong chira server phai duoc didu hoa khong khi, tranh
anh ning truc tiép. Tranh xa moi thtr c6 thé gay 6 nhidm, co thé gay hai cho server.
1.4. Han ché tiép can server

Nhitng nguoi dang st dung mang, hoac khong c6 phén sy thi khong duge phép
tiép can server. Piéu d6 nghia 13, mot nguoi dung thong thudng thi khong duoc thuc
hién cac thao tac sau tai server:

- Reboot hodc tit cac server.

- Liy dia ctng c6 chira dif liéu ra khoi server khi chua dugc phép.

- Cai dit lai hé diéu hanh may.

- Han ché quyén truy cép vao server.

1.5. Sir dung hiéu qua password

- Khong cho mao danh 1an nhau dé sir dung tai khoan va mat khéau trén tai
khoan.

- Str dung mat khau c6 do phirc tap cao - néu phai crack thi can phai c6 nhiéu
thoi gian dé thyc hién.

- Ngin ngtra viéc tiép can tai khoan ciia ngudi khac.

2. Cac phuwong phap sao luu du phong va khéi phuc dir liéu

Muc tiéu: Trinh bay cdc phwong phdp phong chéng sw mdt mat dir liéu mét cdch
co hiéu qua bang cach su dung cong cu Backup va Restore. Ddy la cdch thirc dé
khac phuc cdac hong hoc cua server.

Windows Server Backup cho phép tao ban sao luu dé khoi phuc lai tng dung va
dit liéu nham khoi phuc lai hé théng khi c6 su c¢b ddi véi server.

Pé thyuc hién sao luu, can phai:

- Xéc dinh vj tri dé luu trix ban sao; ban sao phai dugc luu trit trén dia dinh kem
hodc thu muc duge chia sé tir xa. Pam bao rang bat ky dia cing dé luu trit ban sao luu
ctia ban c6 kém theo va truc tuyén. Pia nén c6 dung luong 16n hon it nhat 1 2,5 1an
dung luong can luu trir. Mic dinh, néu luu trit ban sao trong mot thu muc dugc chia sé
tur xa, sao luu s€ dugc ghi deé mdi khi tao ban sao lvu mdi. Néu mudn luu trit nhiéu ban
sao luu, khong nén chon tuy chon nay.

- Cai dit cong cu Backup, bang cach:

+ Mé Server Manager, nhip phai vao Features, chon Add Features;
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+ Trong ctra s0 Add Features Wizard, ddnh dau chon muc Windows

Server Backup Features; chon Next; chon Install.

2.1. Cach lvu du phong

1. M¢& cong cu Backup: Start -> Administrative Tools ->Windows Server
Backup; hodc tir cira s6 Server Manager, chon Storage, chon Windows Server Backup

2. Tai khung Actions, chon Backup Schedule...

3. Khi hdp thoai Backup Schedule Wizard — Getting started xuét hién, chon
Next;

4. Trong trang Select backup configuration, chon kiéu backup, chon Next

ke Backup Schedule Wizard x|

W2 % select backup configuration

What type of configuration do you want to schedule?
Select badkup configur... &+ FEull Server (recommended)

e time I want to back up all my server data, applications, and system state.

Backup size: 8.19 GB
Select destination disk -

i Custom
I want to exdude some volumes from scheduled backups.

Label destination disk

Confirmation
Summary
Backing up only the system state of the server using the command line
< Previous I Mext = | FEinish | Cancel
Hinh 3.1 - Lya chon kiéu backup
Trong do:

+ Full server: sao luu tat ca cac volume trén server. Pay 1a tuy chon
dugc khuyén céo nén chon.

+ Custom: sao luu volume dugc chi dinh. Khi chon tuy chon nay, can chi
dinh: Trén trang Select Items for Backup, chon Add Items. Trong Select Items chon
volume can sao luu; chon OK.

5. Trong hop thoai Specify Backup Time, chon tin suét va thoi diém thuc hién
backup roi chon Next;
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Le Backup Schedule Wizard x|
)
B 2% Specify backup time
I__\_\-.i A |
Getting started How often and when do you want to run backups?
Select badwp configur. .. {* Once a day

Spedfy backup time

Select time of day:

5:30 PM |

Select destination disk " More than once a day
Click an available time and then dick Add to add it to the backup schedule.

Scheduled time:

Label destination disk

Confirmation Available time:

Surnmary

= [

Learn about advanced scheduling options using the command line

< Previous | Mext = I FEimish | Cancel

Hinh 3.2 - Tan suit va thoi diém thuc hién backup

6. Trén trang Specify Destination Type, chi dinh vi tri luru trit ban sao:

- Back up to a hard disk that is dedicated for backups: Chi dinh luu ban
sao trén mot dia cirng danh riéng;

- Back up to a shared network folder: Chi dinh luu ban sao trén mot thu
muc duoc chia xé.

7. Trén trang Confirmation, xem céc thong tin chi tiét r6i chon nat Finish dé
hoan tét.

2.2. Khéi phuc dir liéu
a. Khéi phuc file va Folder

C6 thé sir dung Recovery Wizard trong Windows Server Backupdé khéi phuc
cac file va Folder tir ban sao luu. Trudce khi ban bat dau, can phai:

- Pam bao ton tai it nhat mot sao luu trén mot dia ngoai hodc trong Folder duoc
chia xé tir xa.

- Hay chac chan rang dia ngoai hoac Folder dugc chia x¢é tir xa dang luu trit ban
sao luu 12 truc tuyén va cé san cho may chu.

Xac dinh cac file hodc Folder mudn khéi phuc.
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bé khoi phuc file hoic Folder, sir dung giao dién Windows Server Backup:

1. Tu Start menu, chon Administrative Tools, chon Windows Server
Backup.

2. Trong khung Actions chon Recover dé md Recovery Wizard. Trén trang
Getting Startgd chon mdt trong cac tiy chon This server hodac Another server dé chi
dinh vi tri ngudn, sau d6 chon Next.

3. Trén trang Select Backup Date, chon thoi diém khoi phuc, roi chon Next.
4. Trén trang Select Recovery Type, chon Files and folders, chon Next.

5. Chon thu muc vé6i cac ndi dung can khoi phuc trong trang Select Items to
Recover, chon Next.

6. Trén trang Specify Recovery Options, chon vi tri dé chtra cac dbi tuong
khoi phuc.

7. Chon phuong thue khoi phuc (tao ban sao / Ghide ...) roi chon Next:

8. Lua chon cac thiét 1ap lién quan dén file hay Folder dugc khoi phuc,
chon Next.

9. Chon Recover trén trang Confirmation dé khoi phuc cac dbi tuong dugc chi
dinh.

b. Khoi phuc veng dung va div liéu

Co thé str dung Recovery Wizard trong Windows Server Backup dé khoi phuc
ung dung va dir li¢u lién quan dén tir ban sao luu.

Trudce khi bat dau, can chic chan rang, co it nhat mot ban sao luu cua cac Gng
dung ton tai trén may cuc bo hoac trong mét thu muc dugc chia sé tir xa, va dia chtra
file backup la truc tuyén hodc thu muc dugce chia xé tir xa la c6 san.

Cach thuec hién:

1. Tu Start menu, chon Administrative Tools, chon Windows Server
Backup.

2. Trong khung Actions chon Recover dé mé Recovery Wizard. Trén trang
Getting Startqd chon mét trong cac tuy chon This server hodac Another server dé chi
dinh vi tri ngudn, sau d6 chon Next.

3. Trén trang Select Backup Date, chon thoi diém khoi phuc, r6i chon Next.
4. Trén trang Select Recovery Type, chon Applications, chon Next.
5. Lua chon céc thiét 1ap lién quan dén tmg dung can khoi phuc, chon Next.

6. Trén trang Specify Recovery Options, chon vi tri dé chtra cac dbi tuwong
khoi phuc.

7. Chon phuong thirc khéi phuc (tao ban sao / Ghi d¢ ...) rdi chon Next:

8. Lua chon cac thiét 1ap lién quan dén file hay Folder dugc khoi phuc,
chon Next.
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9. Chon Recover trén trang Confirmation dé khoéi phuc cac doi tugng dugce chi

dinh.
C. Khoi phuc dia

C6 thé sir dung Recovery Wizard trong Windows Server Backup dé khoi phuc
lai dia. Khi ban khoi phuc day du mdt dia, tat ca ndi dung cua dia sé dugc khoi phuc

Cach thuc hién:

1. Tu Start menu, chon Administrative Tools, chon Windows Server
Backup.

2. Trong khung Actions chon Recover dé md Recovery Wizard. Trén trang
Getting Startqd chon mdt trong cac tiy chon This server hodac Another server dé chi
dinh vi tri ngudn, sau d6 chon Next.

3. Trén trang Select Backup Date, chon thoi diém khéi phuc, rdi chon Next.
4. Trén trang Select Recovery Type, chon Volumes, chon Next.
5. Lua chon céc thiét 1ap lién quan dén dia can khéi phuc, chon Next.

6. Chon Recover trén trang Confirmation dé khoi phuc cac dbi tuong dugc chi
dinh.

d. Khoi phuc hé diéu hanh va server

C6 thé khoi phuc Hé théng didu hanh may cha hodc may chu bing cach si
dung Windows Recovery Environment va mdt ban sao luu da tao ra trude do voi
Windows Server Backup.

C6 thé truy cap cong cu phuc hdi va xtr 1y su cb trong Windows Recovery
Environment thong qua hdp thoai System Recovery Options trong Install Windows
Wizard. Trong Windows Server 2008 R2, dé khai dong cong cu nay, sir dung dia cai
dat Windows hodc khoi dong lai may tinh, nhan F8, va sau d6 chon Repair Your
Computer tir danh sach cac tuy chon khdi dong.

Cach thuec hién:

7 1. bat dia cai dat Windows vao khay dia, khéi dong lai may, cho xuat hién cura
so Install Windows Wizard

2. Trong Install Windows, chon ngdn ngit cai dat réi chon Next.
3. Chon Repair your computer.

4. Trén trang System Recovery Options, chon System Image Recovery s€ mo
trang Re-image your computer.

5. Lua chon phuong thirc khoi phuc r6i chon Next.

6. Chon nut Finish dé hoan tat.
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Cau héi

1. Trinh bay so lugc c4c bién phap phong ngira dbi vai Server.

2. Cho biét cac phuong phap sao luu du phong Server.

Bai tap thuc hanh

1. Luu dy phong dir lidu dia C: gébm cac thu muc: Documents and Settings, Program
Files, Windows (tén file du phong: BACKUP, luu vao dia D:\LUUTRU)

Cac budc thuc hién:

- Mé& cong cu Backup, chon Back up files and settings

- Chon ddi twong can luu dy phong (cac thu muc: Documents and Settings,
Program Files, Windows)

- Chi dinh vi tri va tén file luu trir.
2. Khoi phuc dir liéu tir file du phong BACKUP

Cac budc thuc hién:

- M6 cong cu backup, chon Restore files and settings

- Lua chon d6i twong dé khoi phuc dit liéu (Documents and Settings, Program
Files, Windows)

3. Thyc hién Iuu du phong va khdi phuc Active Directory trén server dang quan tri.

Cac budc thuc hién:
- Mo cong cu Backup, chon Back up files and settings
- Trong cura s6 Items to Back Up danh dau vao muc System State

4. Xem thong tin vé hé théng bang cong cu System bao gdm:
- Tom tat thong tin hé thong.
- Tai nguyén vé phan cing hé thong.

- Thong tin cdu hinh danh cho phéan ctng ciia Server dbi vai thiét bi dang dugc
st dung.

- Phan mém dang dugc thuc thi trén hé théng.
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BAI 4: CAI PAT VA QUAN LY REMOTE ACCESS SERVICES (RAS)
TRONG WINDOWS SERVER

Ma bai: Mb 21-04

Muc tiéu ciia bai:

Cung cép cho hoc vién kién thirc vé dich vu truy cap tir xa, cho phép may
tram & xa c6 thé quay sd két ndi vao cong ty thong qua dudng diy dién thoai,
chia x¢ Internet don gian...

1. Céc khai niém va cac giao thirc

Muc tiéu: Cung cdp cach nhin tong quan vé dich vu truy cdp tir xa, phwong thirc
két néi va cdc giao thire sir dung trong truy cdp tir xa.
1.1. Tong quan vé dich vu truy cp tir xa

Dich vu truy nhap tir xa (Remote Access Service) cho phép ngudi dung tir xa c6
thé truy cdp tir mot may tinh qua mot mdi truong mang truyén dan (vi du mang dién
thoai cong cong) dén mot mang dung riéng nhu thé may tinh d6 duoc két ndi tryc tiép
trong mang d6. Ngudi dung tir xa két ndi téi mang d6 tho ng qua mot may cha dich vu
goi 12 may chu truy cap (Access server). Khi d6 ngudi dung tir xa c¢6 thé sir dung tai
nguyén trén trén mang nhu 13 mot may tinh két ndi truc tiép trong mang dé. Dich vu
truy nhap tir xa ciing cung cap kha ning tao 1ap mot két ndi WAN thong qua cic mang
phuong tién truyén din gia thanh thip nhu mang thoai cong cong. Dich vu truy cp tir
xa ciing 13 cdu ndi dé mot may tinh hay mot mang may tinh thong qua né duoc ndi dén
Internet theo cach dugc coi la hop 1y véi chi phi khong cao, phu hop véoi cac doanh
nghiép, t6 chirc qui mo vira va nho. Khi Iya chon va thiét ké giai phap truy cap tir xa,
chung ta can thiét phai quan tim dén cac yéu ciu sau:

— SO lugng két noi to1 da c¢d thé dé phuc vu nguoi dung tir xa.
— Céc nguon tai nguyén ma nguodi dung tir xa muén mudn truy cap.

— Cong nghé, phuong thirc va thong luong két ndi. Vi du, cac két ndi co thé sir
dung modem thong qua mang dién thoai cong cong PSTN, mang sb hoa tich hop cac
dich vu ISDN...

— Cac phuong thirc an toan cho truy cap tr xa, phuong thuc xac thuc nguoi

dung, phuong thirc ma hoa dir liéu

— Céc giao thirc mang sir dung dé két ndi.
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1.2. Két noi truy cap tir xa va cac giao thirc str dung trong truy cap tir xa

a. Két néi truy cdp tir xa

Tién trinh truy cap tir xa duge mo ta nhu sau: ngudi ding tir xa khdi tao mot két
ndi téi may chu truy cap. Két ndi nay duogc tao 14p bang viée sir dung mot giao thic
truy cap tu xa (vi du giao thirc PPP- Point to Point Protocol). May chu truy cép xac
thuc nguoi dung va chip nhan két néi cho toi khi két thiic boi nguoi ding hoic ngudi
quan tri hé thdng. May chu truy cap dong vai trd nhu mot gateway bang viée trao doi
dir liéu giira ngudi dung tir xa va mang ndi bd. Bang viée sir dung két ndi ndy, ngudi
dung tir xa giri va nhan dit liéu tr may cha truy cdp. Dit liéu duogc truyén trong cc
khuon dang dugc dinh nghia boi cac giao thirc mang (vi du giao thirc TCP/IP) va sau
d6 dugc dong goi boi cac giao thirc truy cap tir xa. Tt ca cac dich vu va cac ngudn tai
nguyén trong mang ngudi dung tir xa déu c6 thé sir dung thong qua két ndi truy cp tir
Xa nay.

 Jam=
—(f

Hinh 4.1 — Két ndi truy cap tir xa

b. Cac giao thirc mang su dung trong truy cdp tir xa

Khi trién khai dich vu truy cap tu xa, cac giao thirc mang thuong duoc st dung
la giao thuc TCP/IP, IPX, NETBEUI. TCP/IP 1a mot bo giao thurc g@)m c6 giao thuc
TCP va giao thirc IP cung lam viéc véi nhau dé cung cap phuong tién truyén thong
trén mang. TCP/IP 1a mdt bg giao thirc co ban, lam nén tang cho truyén thong lién
mang 13 bd giao thirc mang dugc st dung phd bién nhat hién nay. Vi kha ning dinh
tuyén va mo rong, TCP/IP hd trg mot cach linh hoat va phu hop cho cac tat ca céac
mang. [PX (Internet Packet Exchange) 14 giao thirc dugc stir dung cho cac mang Novell
NetWare. IPX 1a mot giao thirc ¢6 kha niang dinh tuyén va thudng duoc sit dung véi
cac hé thdng mang trude ddy. NetBEUI 14 giao thirc dung cho mang cuc bd LAN cia
Microsoft. NetBEUI cung cap nhiéu tién ich va hau nhu khong phai lam gi nhiéu voi
NetBEUI. Thong qua NetBEUI, c6 thé truy cdp tit ca cic tai nguyén trén mang.
NETBEUI 1a mot giao thirc khong c6 kha ning dinh tuyén va chi thich hop véi md
hinh mang nho, don gian.
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1.3. Modem va cac phwong thirc két noi vat ly

a. Modem

May tinh 1am viéc véi dir liéu dang s6, khi truyén thong trén moi truong truyén
dan véi cac dang tin hiéu khac (vi du nhu véi mang dién thoai cong cong lam viée véi
c4c tin hiéu tuong tu) can phai c6 mot thiét bj dé chuyén ddi tin hiéu sb thanh tin hiéu
thich nghi v6i moéi truong truyén dan, thiét bi d6 1a goi 1a Modem
(Modulator/demodulator). Nhu vay Modem 1a mét thiét bi chuyén doi tin hi¢u s6 sang
dang tin hiéu pht hop voi méi trudng truyén dan va nguoc lai. Hinh 4.2 m6 ta két ndi
st dung modem qua mang di¢n thoai.

— ——t

Hinh 4.2 — Két ndi str dung modem qua mang dién thoai

Céac modem st dung cac phuong phap nén dit liéu nham muc dich ting toc do
truyén dit liéu. Hiéu suit nén dir liéu phu thudc vao dir li€u, co6 hai giao thirc nén
thuong dugc st dung 1a V.42bis va MNP 5. hi€u suét nén cua V.42bis va MNP 5 ¢6
thé thay ddi tir 0 dén 400 % hay cao hon phy thudc vao dit liéu ty nhién Chuin modem
V.90 cho phép cac modem nhan dit liéu vé6i toe do 56 Kbps qua mang dién thoai cong
cong (PSTN). V.90 xem mang PSTN nhu 1a mot mang sd va chiing s& ma hoa dong dir
liéu xudng theo k¥ thuat sd thay vi diéu ché dé gui di nhu cac chuan diéu ché trude
day.

Trong khi d6 theo hudng nguoc lai tir khach hang dén nha cung cap dich vu
dong dit liéu 1én van duoc diéu ché theo cac nguyén tic thong thuong va toc do toi da
dat dugc 1a 33.6 Kbps, giao thirc hudng 1én nay dya trén chuan V.34. Sy khac nhau
gifra tin hi¢u sb ban dau véi tin hiéu s duoc phuc hoi tai ddu nhan goi la tap am luong
tr hoa (nhiu luong tir), chinh tap 4m nay da han ché toc do truyén dir liéu. Giita cac
modem dau cubi c6 mot cu tric ha tang cho viée két ndi d6 1a mang thoai cong cong.
Céc chuan modem trudc ddy déu gia sir ca hai dau cia két ndi gidng nhau 1a c6 mot
két ndi twong tr vao mang dién thoai cong cong, cong nghé V.90 di loi dung wu diém
ctia to chirc mang ma mot dau két ndi giira hé thdng truy cap tir xa va mang thoai cong
cong la dang s6 hoan toan con dau kia van dugc két ndi vao mang PSTN theo dang
twong tu nho d6 tdn dung duoc cac uu diém cua lién két sb téc do cao, vi chi co qua
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trinh bién d6i A/D mdi gay ra tap am véi cac két ndi so thi khong cé lugng tir hoa do

d6 nhidu luong tr rat it trong cu tric mang nay.
b. Cac phuong thirc két ndi vit Iy co bin

Mot phuong thirc phd bién va s& dugce dung nhiéu d6 13 két ndi qua mang dién
thoai cong cong (PSTN). May tinh dugc nbéi qua mot modem lap dit bén trong
(Internal modem) hodc qua cong truyén s liéu ndi tiép COM port. Tc d6 truyén toi
da hién nay c6 thé c6 dugc bang phuong thirc nay cé thé 1én dén 56 Kbps cho chiéu
lay dit liéu xubng va 33,6Kbps cho chiéu truyén dit liéu huéng 1én véi cac chudn didu
ché tin hiéu phd bién V90, K56Flex, X2. Ta ciing c6 thé st dung modem c6 yéu ciu
vé ha ting co s& thap hon véi chudn diéu ché V.24, V.32Bis, V.32...

Phuong thic thtr hai 1a st dung mang truyén s6 liéu sb da dich vu ISDN.
Phuong thirc ndy doi hoi chi phi cao hon va ngay cang dugc phd bién rong rii. Ta co
duoc kha nhiéu céac 1gi ich tir viéc sir dung mang ISDN ma mot trong s6 d6 1a toc do.
C6 thé sir dung cac Iya chon ISDN 2B+D BRI (2x64Kbps dit liéu + 16Kbps dung cho
diéu khién) hoic 23B+D PRI (23x64Kbps + 64Kbps) thong qua thiét bi TA (Terminal
Adapter) hay cac card ISDN. Mot phuong thic khiac nhung it duge sir dung 1a qua
mang truyén sb liéu X.25, toc do khong cao nhung an toan va bao mat cao hon. Yéu
cau cho ngudi sir dung trong truong hop nay 13 phai co sir dung card truyén sé lidu
X.25 hodc mot thiét bi dugc goi 1a PAD (Packet Asssembled Disassembled). Ciing c6
thé sir dung cac két ndi truc tiép qua cdp modem, phuong thirc nay cho ta cac két ndi
tbc d6 cao nhung phai thong qua cac modem truyén sd liéu ¢ gia thanh cao.

2. An toan trong truy cap tir xa

Muc tiéu: An toan trong truy cdp tir xa phu thuéc vao qua trinh nhdn thuc va
xac thuc khi co yéu cau két noi; Bén canh db, viéc ma héa dir liéu véi cdc
phurong thire sé cung cdp co ché an toan trong truy cdp tir xa.
2.1. Cac phwong thire xac thuwe két noi
a. Quda trinh nhan thuc

Tién trinh nhan thuc véi cac giao thirc xac thue duoc thuc hién khi ngudi dung
tir xa c6 cac yéu cau xac thuc toi may chi truy cap, mot thoa thuan giita ngudi dung tir
xa va may chu truy cap dé xac dinh phuong thirc x4c thuc s& str dung. Néu khong co
phuong thirc nhan thuc nao dugc stir dung, tién trinh PPP s& khoi tao két ndi gitra hai
diém ngay 1ap tirc. Phuong thie xac thuc c6 thé dugc sir dung véi cac hinh thic kiém
tra co so dit liéu dia phuong (luu trit cac thong tin vé username va password ngay trén
may chil truy cap) xem céc thong tin vé& username va password duoc giri dén c6 tring
v6i trong co so dir liéu hay khong. Hodc 1a giri cac yéu cdu xac thuc téi mot server
khac dé xac thyc thuong sir dung 1a cac RADIUS server (sé duoc trinh bay ¢ phan sau)
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Sau khi kiém tra cac thong tin gui tra lai tir co s¢ dir liéu dia phuong hodc tir RADIUS

server. Néu hop 1¢, tién trinh PPP s& khoi tao mot két ndi, néu khong yéu cau két ndi
ctia ngudi dung sé bj tir chdi.
b.Giao thirc xdc thuc PAP

PAP la m¢t phuong thuc xac thuc két nbi khong an toan, néu su dung mot
chuong trinh phan tich goi tin trén dudng két ndi ta c6 thé nhin thay cic thong tin vé
username va password dudi dang doc dugc. Didu nay c6 nghia 1a cac thong tin giri di
tor nguoi dung tir xa téi may chu truy cap khong dugc ma hoéa ma dugc gui di dudi
dang doc duogc do chinh la ly do PAP khong an toan. Hinh dudi moé ta qua trinh xac
thuc PAP, sau khi thda thuan giao thirc x4c thuc PAP trén lién két PPP gifta cac dau
cudi, nguoi dung tir xa giri thong tin (username:nntrong, password:ras123) toi may chu
truy cp tir xa, sau khi kiém tra cac thdng tin nay trong co sé dit liéu cua minh, may
chu truy cp tir ra s& quyét dinh xem liéu yéu cau két ndi c6 duoc thuc hién hay khong.

c.Giao thwce xac thuwc CHAP

Sau khi thoa thuan giao thirc xac thuc CHAP trén lién két PPP giita cac dau
cudi, may chu truy cap giri mot “challenge” t6i nguoi dung tir xa. Nguoi ding tir xa
phuc dép lai mot gia tri dugc tinh toan st dung tién trinh xir Iy mot chiéu (hash). may
chu truy cdp kiém tra va so sanh thong tin phuc dap v6i gia tri hash ma tu né tinh
duoc. Néu cac gia tri nay béng nhau viéc xac thyc 1a thanh cong, nguogc lai két ndi sé
bi huy bo. Nhu vay CHAP cung cdp co ché an toan thong qua viéc sit dung gid tri
challenge thay doi, duy nhat va khong thé doan dugc. Céac thong tin vé username va
password khong dugc giri di dudi dang doc dugc trén mang va do d6 chdng lai cac
truy cdp trai phép bang hinh thirc 1y trom password trén dudng két ndi.

d.Giao thirc xdc thuc mo rong EAP

Ngoai cac giao thirc kiém tra tinh xac thuc co ban PAP, CHAP, trong Microsoft
Windows hd tro thém mét sb giao thirc nham ning cao d6 an toan, bao mat va da truy
nhap, do6 1a giao thirc xac thuc mé rong EAP (Extensible Authentication Protocol).
EAP cho phép c6 dugc mdt co cAu xéc thuc tuy y dé cong nhan mat két ndi £01 Vvao.
Nguoi str dung va may chi truy nhap tir xa s& trao d6i dé tim ra giao thtrc chinh xéac
duoc su dung.

EAP hd trg cac hinh thirc sau:

— Sir dung céc card vat 1y dung dé cung cdp mat khau. Cac card nay dung mot
sd cac phuong thirc xac thuc khac nhau nhu sir dung cac doan ma thay doi theo mdi
luot st dung.

— Hb tro MD5-CHAP, giao thirc ma hod tén nguoi st dung, mat khau st dung
thuat toan ma hoa MD5 (Message Digest 5).



Trang 49

— HJ tro sir dung cho cac thé thong minh. Thé théng minh bao gdm thé va thiét

bi doc thé. Cac thong tin xac thuc vé ca nhan ngudi dung dugc ghi lai trong cac thé
nay.

— Céc nha phét trién phdn mém doc 1ap st dung giao dién chuong trinh tng
dung EAP c6 thé phat trién cac module chuong trinh cho cac cong nghé ap dung cho
thé nhin dang, thé thong minh, cac phan cimg sinh hoc nhu nhin dang vdng mac, cac
hé théng st dung mat khau mot 1an.

2.2. Cac phuong thirc ma héa dir liéu

Dich vu truy cap tir xa cung cip co ché an toan bang viéc ma hoa va giai ma dir
lidu truyén gitta nguoi dung truy cdp tir xa va may chu truy cap. Co hai phuong thic
ma hoa dit liéu thudng dugce st dung d6 13 ma hoéa ddi xing va ma héa phi ddi xing.

Phuong thic ma hoa d6i xung: thong tin & dang doc dugc, duge ma hoa sir
dung khoa bi mat (khod ma chi c6 ngudi ma hod moi biét dugc) tao thanh thong tin da
dugc ma hoa. ¢ phia nhan, thong tin ma hoa duoc giai ma cung vdi khoa bi mat thanh
dang gdc ban dau. Piém chi ¥ ciia phuong phap ma hoa nay 1a viéc st dung khoa bi
mat cho ca qua trinh mi hod va qué trinh giai mi. Do d6, nhuoc diém chinh cua
phuong thirc nay 13 cin c6 qué trinh trao d6i khoa bi mat, din dén tinh trang d& bi 16
khoa bi mat.

Phuong phap ma hod phi ddi xtng, dé khac phyc dié m han ché ctua phuong
phap ma hod dbi xtng 1 qua trinh trao d6i khoa bi mat, ngudi ta di str dung phuong
phap ma hod phi dbi xtmg str dung mot cip khoa twong tng voi nhau goi 1a phuong
thirc ma hoa phi ddi xtmg ding khoa cong khai. Phuong thirc ma héa nay st dung hai
khoa 1a khoa cong khai va khoa bi mat c6 cac quan hé toan hoc véi nhau.

Trong d6 khéa bi mét duoc giit bi mat va khong c6 kha ning bi 16 do khéng can
phai trao ddi trén mang. Khéa cong khai khong phai gitt bi mat va moi ngudi déu co
thé nhan dugc khoa nay. Do phuong thirc ma hoa nay st dung 2 khéa khac nhau, nén
nguoi ta goi nd 1 phuwong thirc ma hoa phi déi xing. Mic du khoa bi mat dugc giir bi
mat, nhung khong giéng voi “secret Key” dugc sir dung trong phurong thirc ma héa doi
xtng su dung khoa bi mat do khoa bi mat khong duogc trao ddi trén mang. Khoa cong
khai va khoa bi mat twong irng ctia né c6 quan hé toan hoc véi nhau va dugce sinh ra
sau khi thuc hién cac ham toan hoc; nhung cac ham toan hoc nay luoén thoa man diéu
kién 1a sao cho khong thé tim duoc khoa bi mat tir khoa cong cong va nguoc lai.

Do ¢6 mbi quan h¢ toan hoc vdi nhau, thong tin dugc ma hoa br:?mg khoa cong
khai chi c6 thé giai mi dugc bang khoa bi mat twong tng. Giao thirc thuong duoc sir
dung dé ma hoa dit liéu hién nay 14 giao thirc IPsec. Hau hét cac may chu truy cap dua
trén phan cimg hay mém hién nay déu hd trg IPSec. IPSec 1a mot giao thirc bao gdm
cic chudn mé bao dam cac van dé bao mat, an toan va toan ven dit liéu cho céc két ndi
qua mang st dung giao thtrc IP bang cac bién phap ma hoa. IPSec bao vé chéng lai cac
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hanh dong phé hoai tir bén ngoai. Céc client khoi tao mdt moi lién quan bao mat hoat

dong twong ty nhu khod cdng khai ¢ ma hoa dit liéu. Ta c6 thé st dung cac chinh
sach ap dung cho IPSec dé cdu hinh né. Cac chinh sach cung cap nhiéu muc d6 va kha
ning dé bao dam an toan cho ting loai dit liéu. Cac chinh sach cho IPSec s& dugc thiét
1ap cho phu hop véi tirng nguoi dung, ting nhom nguoi dung, cho mét ing dung, méot
nhém mién hay toan bo hé thong mang.

3. Trién khai dich vu truy cép tir xa

Muc tiéu: Trinh bay cdc phwong thire két néi, cdc diéu kién va cdc thiét dat cho
phép nguoi quan tri gén cdc quyén truy cdp va mirc d¢ sir dung Cac nguon tdi
nguyén trén mang doi véi ngwoi dimg tir xa.Viéc két néi sir dung dich vu truy
cdp twr xa voi Mang riéng do (VPN) la giai phap cho phép nguoi dung thuc hién
mot két noi tGi tru sé chinh bcing viéc s dung ha tcing mang la mot mang cong
cong nhu Internet.
3.1. Két noi goi vao va két ndi goi ra

Céu hinh may chu truy cap dé tao lap cac két nbi goi vao cho phép ngudi dung
tir xa truy cap vao mang. Céc thong sé co ban thuong duoc cau hinh khi tao 1ap cac két
nbi goi vao bao gdm xac dinh cac phuong thiuc xac thuc nguodi dung, ma héa hay
khong ma hoa dir liéu, cac phuong thirc ma hoa dit liéu néu yéu cau, cac giao thirc
mang s€ dugc st dung cho truy nhap tur xa, cac thiét dat vé chinh sach va céc quyén
truy nhap cua ngudi ding tir xa, mic do duoc phép truy nhap nhu thé ndo, xac dinh
phuong thirc cap phat dia chi IP cho may truy nhap tir xa, cac yéu cau cau hinh dé tao
1ap cac két néi VPN... Két ndi goi ra c6 thé duoc thiét 1ap dé goi ra téi mot mang dung
riéng hodc td1 mot ISP.

Windows server hd trg cac hinh thtrc két ndi sau:

- No6i té1 mang dung riéng, ta s€ phdi cung cap so dién thoai noi s€ noi dén. Co
thé 1a so dién thoai cua ISP, clia mang dung riéng hay cua may tinh phia xa. X4ac dinh
quyén su dung két noi nay.

- N6i toi Internet, hai lya chon c6 thé 1a st dung truy cip qua dudng thoai va sir
dung truy cip qua mang LAN. Sir dung dudng thoai, cic van dé can quan tim la sd
dién thoai truy nhép, t€n va mat khau duogc cung cép boi ISP. Str dung LAN, ta s€ phai
quan tim dén proxy server va mot sb thiét dit khac.

- Tao lap két ndi VPN, VPN la mot mang su dung cac két ndi dung giao thurc
tao duong ham (PPTP, L2TP, IPSEC,...) dé tao duoc cac két ndi an toan, bao dam
thong tin khong bi xAm pham khi truyén tai qua cac mang cong cong. Tuong tu nhu
khi tao 1ap mot két ndi goi ra, Néu can thiét phai thong qua mot ISP trung gian trudc
khi nbi toi mang dung riéng, lya chon mdt két ndi goi ra. Cung cép dia chi may chu,
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dia chi mang noi ma ta dang muon noi tdi. Céc thiét 1ap khac 1a thiét dat cac quyén s

dung két ndi.

- Tao lap két ndi truc tiép vO1 may tinh khéc, lya chon nay dugc st dung dé két
ndi tryc tiép hai may tinh v6i nhau thong qua mét cap duoc thiét ké cho ndi truc tiép
hai may tinh. Mt trong hai may tinh dugc Iya chon la chi va may tinh kia dugc lua
chon 1a t6. Lua chon thiét bi céng noi hai may tinh ndi véi nhau.

3.2. Két ndi sir dung da ludng (Multilink)

Multilink 13 sy két hop nhiéu lién két vat Iy trong mot lién két logic duy nhét
nham gia ting bang thong cho két ndi. Multilink cho phép sir dung hai hodc nhiéu hon
Cac cong truyén thong nhu 13 mot cong duy nhat cé toe do cao. Pidu niy c6 nghia 1a co
thé stir dung hai modem dé két ndi Internet véi téc do cao gip ddi so voi viée sir dung
mot modem. Multilink gia ting bing théng va giam do tré gitta cac hé thdng bang co
ché chia cac goi dir liéu va giri di trén cac mach song song. Multilink st dung giao
thirc MPPP cho viéc quan 1y cac két ndi cua minh. Dé su dung, MPPP can phai duoc
hd trg & ca hai phia cua két ni.
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Hinh 4.3 — Két ndi st dung da lung

Hinh 4.3 mé ta két ndi sir dung Multilink, khi nguoi dung tir xa sit dung hai
modem va hai dudng thoai két ndi voi may chu truy cap, mdi két ndi 1a viéc theo
chuan V.90 c6 tdc d6 56 kbps sir dung ky thuat Multilink cho phép dat toc do 112
Kbps gitra may truy cap tr xa va may chu truy cap.

3.3. Cac chinh sach thiét 1ap cho dich vu truy nhép tir xa

Chinh sach truy nhap tir xa 13 tap hop cac diéu kién va cac thiét dit cho phép
ngudi quan tri mang gan cho mdi ngudi dung tir xa cac quyén truy cap va mic do st
dung cic ngudn tai nguyén trén mang. C6 thé dung cac chinh sach dé c6 dugc nhiéu
céc lwa chon phui hop véi timg muc do ngudi dung, ting tinh mém déo, tinh ning dong
khi cap quyén truy nhap cho nguoi ding.

Mot chinh sach truy nhap tir xa thong thudng bao gdm ba thanh phan nhiam
cung cip Cac truy nhdp an toan c6 kiém soat dén may chu truy cap. Cac diéu kién
(Conditions): 1a mot danh sach cic tham s6 nhu ngay thang, nhom ngudi dung, ma
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nguoi goi, dia chi IP phu hop vo1 may tram dang n61 dén may chu truy cap. B chinh

sach di€u kién dau tién nay tuwong ung vdi cac thong so cua yéu cau két ndi goi dén
dugc xtr 1y do1 véi su cho phép truy cép va cau hinh.

Sy cho phép (Permission): Cac két ndi truy nhap tir xa duoc cho phép va gan
trye tiép t6i mdi ngudi dung boi cac thiét dit trong cac chinh séch truy nhap tir xa. Vi
du mot chinh sach c6 thé gan tit ca nguoi dung trong mot nhém nao diy quyén truy
cap chi trong gio 1am viéc hanh chinh tir 8:00 A.M dén 5:00 P.M, hay ddng thoi gan
cho mot nhém ngudi dung khac quyén truy cap lién tuc 24/24. Profile: Mdi chinh sach
déu bao gém mot thiét dat cua profile ap dung cho két ndi nhu 1a céc thu tuc xac thuc
hay mé héa. Cac thiét dit trong profile dugc thi hanh ngay téi cac két ndi. Vi du: néu
mot profile thiét dat cho mot két ndi ma nguoi dung chi duoc phép st dung trong 30
phit mdi 1an thi ngudi dung sé bi ngat két ndi tdi may chi truy cp trong sau 30 phit.

Cac diéu kién duoc gui téi dé tao mot két ndi, néu cac diéu kién gui téi nay
khong thich hop truy cap bi tir chdi, néu thich hop cac diéu kién nay duoc s dung dé
xéac dinh sy truy cap. Tiép theo may chu truy cdp kiém tra cac cho phép quay sb vao
ngudi ding s& bi tir chdi néu thiét dat nay 1a Deny va dugc phép truy cap néu 1a Allow,
néu thiét dit 1a stir dung cac chinh sach truy cap dé xac dinh quyén truy cap thi sy cho
phép ciia cac chinh sach s& quyét dinh quyén truy cdp cta ngudi dung. Néu cc chinh
sach nay tir chdi truy cép nguoi dung s& bi ngat két ndi, néu 1a cho phép s& chuyén toi
dé kiém tra cac chinh sach trong profile 1a budc cudi cung dé xac dinh quyén truy cap
cta ngudi dung.
3.4. Str dung dich vu gan dia chi dong DHCP cho truy cap tir xa

Khi thiét 1ap mot may chu truy cap dé cho phép nguoi dung tir xa truy cdp vao
mang, c6 thé Iyra chon phuwong thirc ma cac may tir xa c6 thé nhan duoc dia chi IP.

V6i phuong thirc cdu hinh dia chi IP tinh ngay trén cic mdy tram, nguoi ding
phai ciu hinh bang tay dia chi IP trén mdi may truy cap. Sir dung phuong thirc nay
phai dam bao rang cac thong tin cdu hinh dia chi IP 1a hop 1¢ va chua dugc st dung
trén mang. Pong thoi cac thong tin vé default gateway, DNS...cling phai duoc ciu
hinh bang tay mét cach chinh xac.Vi li do nay khuyén nghi khong nén st dung phurong
phap nay cho viéc gan IP cho cac mdy truy cdp tir xa. May chu truy cap co thé gan
dong mot dia chi IP cho cadc may truy cap tir xa.

Dia chi IP nay thudc trong khoang dia chi da ciu hinh trén méy chu truy cap.
St dung phuong phap nay, can phai dam bao rang khoang dia chi IP nay dugc danh
riéng dé cap phat cho cac may truy cap tir xa. Phuong thirc sir dung DHCP server, may
chu truy cép nhén dia chi IP tor DHCP server va gan cho cac may truy cdp tur xa.
Phuong thirc ndy rat linh hoat, khong can phai danh riéng mot khoang dia chi IP dy trit
cho may truy cip tir xa va thudng duoc st dung trong mdt mang co t6 chirc va da dang
trong c4c hinh thirc két ndi. Pia chi IP duoc cap phat cho cac mdy truy cap tir xa mot
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cach tu dong, cac thong tin cau hinh khac (Gateway, DNS server...) cling dugc cung

cAp tap trung, chinh x4c t&i timg may truy cip dong thdi cac may truy cép ciing khong
can thiét phai cau hinh lai khi ¢6 cac thay doi vé ciu triic mang.

Hoat dong cua DHCP dugc mo ta nhu sau: Moi khi DHCP client khoi dong, n6
yéu cAu mot dia chi IP tir DHCP server. Khi DHCP server nhan yéu cAu, n6 chon mot
dia chi IP trong khoang IP da duoc dinh nghia trong co s dir liéu cua n6. DHCP
server cp phat dia chi IP téi DHCP client Néu DHCP client chap nhén dia chi IP nay,
DHCP server cho thué dia chi IP nay trong mot khoang thoi gian cu thé (tuy theo thiét
dat).

Céc thong tin vé dia chi IP dugc gui tir DHCP server t6i DHCP client thuong
bao gdm céc thanh phan sau: dia chi IP, subnet mask, cc gié tri lya chon khac (default
gateway, dia chi DNS server).

3.5. Sir dung Radius server dé xac thuc két ndi cho truy cip tir xa
a. Hoat dong cuia Radius server

Radius 12 mot giao thirc 1am viéc theo mé hinh client/server. Radius cung cip
dich vu x4c thuc va tinh cude cho mang truy nhéap gian tiép. Radius client 1a mot may
chu truy cép tiép nhan cac yéu cau xéac thyc tir nguoi dung tir xa va chuyén cac yéu cau
nay toi Radius server. Radius server nhan cac yéu cau két nbi ctia nguoi dung xéac
thuc; sau do, tra vé cac thong tin cAu hinh can thiét cho Radius client dé chuyén dich
vu té1 nguoi st dung.
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Hinh 4.4 — Qua trinh hoat dong cua Radius server

Qua trinh hoat dong dugc mo ta nhu sau:

1. Nguoi sir dung tir xa khoi tao qué trinh xac thyc PPP téi may chu truy cép;

2. May chu truy cip yéu cau ngudi dung cung cap théng tin vé username va
password bang céc giao thirc PAP hoic CHAP;

3. Nguoi dung tir xa phtic dap va gui thong tin username va password tdi may
chu truy cap;

4. May chu truy cap (Radius client) giri chuyén tiép cac thong tin username va
password da duoc ma hoa td1 Radius server;
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5. Radius server trd 101 v6i cac thong tin chap nhan hay tir choi. Radius client

thuc hién theo cac dich vu va cac thong s6 dich vu di cung v&i cac phuc dap chép nhan
hay tir chdi tir Radius server.
b. Nhin thwc va cdp quyén

Khi Radius server nhan yéu ciu truy cdp tir Radius client, Radius server tim
kiém trong co s dir lidu cac thong tin vé yéu cau ndy. Néu username khong c6 trong
co so dir li€u nay thi hodc mot profile mac dinh duoc chuyén hodc mot thong bao tir
chdi truy cap duoc chuyén téi Radius client.

Trong RADIUS nhan thyc va cap quyén di d6i voi nhau, néu username c6 trong
co s¢ dir liéu va password dugc xac nhan la ding thi Radius server gui tra vé thong
bao truy cap duoc chdp nhan, thong bao ndy bao gdm mot danh sach cac cip dic tinh-
gia tri mé ta cac thong sb duoc sir dung cho phién lam viéc. Cac thong sb dién hinh
bao gém: kiéu dich vu, kiéu giao thirc, dia chi gan cho ngudi dung (dong hoic tinh),
danh sach truy cap dugc ap dung hay mot dinh tuyén tinh dugc cai dit trong bang dinh
tuyén ctia may chil truy cap. Thong tin cau hinh trong Radius server s& xac dinh nhiing
gi s€ duogc cai dat trén may chu truy cap. Hinh 4.5 du6i ddy mo ta qua trinh nhan thuc
va cap quyén cta Radius server.

G

Hinh 4.5 — M6 ta qué trinh nhan thuc va cap quyén ciia Radius server
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c.Tinh cuoc

Céc van dé vé xir 1y cude cua RADIUS hoat dong doc 1ap véi nhan thuc va cép
quyén. Chirc ning tinh cudc cho phép ghi lai dit liéu duoc gui tai thoi diém bat dau va
két thic ctia mot phién lam viéc va dua ra cic con sé vé mat s dung tai nguyén nhu
(thoi gian, sd gbi, sd byte...) dugc sir dung trong phién lam viéc do.
3.6. Mang riéng do va két ndi sir dung dich vu truy cip tir xa

VPN (Virtual Private Network) 1a mot mang riéng duoc xay dung trén nén tang
ha tAng mang cong cong (vi du mang Internet), sit dung mang cong cong cho viée
truyén thong riéng tu.

Giai phdp VPN cho phép ngudi dung lam vi¢e tai nha hodc dang di cong tac &
xa ¢ thé thyc hién mot két ndi tdi tru so chinh bé“mg viéc st dung ha tﬁng mang la mdt
mang cong cong nhu 13 Internet, Nhu vy thay vi phai thuc hién mot két ndi duong dai
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té1 tru so chinh nguoi su dung chi can tao 1ap mot két noi1 ndi hat té1 mot ISP khi do

bang cong nghé VPN mot két ndi VPN s& duoc thiét 14p giita nguoi ding véi mang
trung tam. Két ndi VPN ciing cho phép cac to chirc két nbi lién mang giita cic dia
diém & xa khac nhau thong qua cac két ndi tryc tiép (leased line) tir cac dia diém do t6i
mot ISP.

Nhu vay két néi VPN cho phép mét to chirc giam chi phi goi dudng dai qua
Dialup hay chi phi thué dudng leadline cho khoang cach xa thay vi nhu vay chi can
cac két ndi noi hat va diéu nay 1a tiét kiém duogc chi phi. VPN giri dit liéu giita cac dau
cudi, dir liéu duoc dong goi, v6i cac Header cung cap thong tin dinh tuyén cho phép
chuyén dr li€u qua mot lién két hodc mét lién mang cong cong tdi1 dich. Dir liéu
chuyén di duoc ma hod dé dam bao an toan, cac goi dit liéu truyén thdng trén mang 1a
khong thé doc ma khong c6 khoa giai ma. Lién két ma trong d6 dir liéu duge dong goi
va ma hoa 1a mot két ndi VPN.

Céc hinh thuc két nbi:

C6 hai kiéu két ndi VPN, két néi VPN truy cép tir xa va két ndi Site-to-site. Mot
két ndi VPN truy cap tir xa duoc thiét 1ap boi mot may tinh PC tdi mot mang dung
riéng. VPN gateway cung céap truy cdp tdi cac tai nguyén ciia mang dung riéng. Céc
g61 dir liéu gui qua két ndi VPN dugc khoi tao tir cac client. VPN client thuc hién viée
xéc thyuc t6i VPN gateway. Két ndi site-to-site, dugc thiét 1ap boi cac VPN gateway va
két n6i hai phan cia mot mang diing riéng.

Hinh 4.6 — Giai phap két n6i VPN

Tunnel: 1 mot phan quan trong trong viéc xay dung mot mang VPN. Cac chuan
truyén thong st dung dé quan 1y cac tulnnel va dong goi dit liéu ciia VPN bao gdm céc
giao thuc lam viéc ¢ 16p 2 nhu PPTP (Point-to-Point Tunlling Protocol) dugc phat
trién boi Microsoft hd trg trong moi truong mang Windows, L2TP (Layer 2
Tunnelling Protocol) dugc phat trién boi Cisco. IPsec 1a mot giao thic 1am viée ¢ 16p
3, IPsec duogc phat trién boi IETF va ngay cang duoc sir dung rong rii. L2TP va PPTP
c6 muc dich 13 cung cip cac duong ham dir liéu théng qua mang truyén dit liéu cong
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cong. L2TP khac voi PPTP & chd n6 tao 1ap dudong him nhung khong ma hoa dir liéu.

L2TP cung cip cac duong ham bao mat khi cung hoat dong véi cac cong nghé ma hoa
khac nhu IPSec. IPSec khong yéu cau phai c6 L2TP nhung cac chirc ning ma hoa cia
n6 dwa dén cho L2TP kha ning cung cap cac kénh thong tin bao mat, cung cip cac giai
phap VPN. L2TP va PPTP cung st dung PPP dé dong géi, thém bét thong tin tiép dau
va truyén tai dit liéu qua mang. Cac két ndi VPN cé cac dic trung sau: dong goi
(Encapsulation), xac thyc (Authentication) va ma hoa dir li¢u (Data encryption)

bong gobi dir licu: Cong ngh¢ VPN st dung mot phuong thirc dong goi dir licu
trong d6 cho phép dir lidu truyén dugc qua mang cong cong qua cac giao thirc tao
duong ham.

Xac thuc: Khi mot két ndi VPN dugce thiét 1ap, VPN gateway sé& xac thuc VPN
client dang yéu cau két ndi va néu duoc duoc phép két ndi duoc thuc hién. Néu su xac
thuc két ndi 1a qua lai dugc stir dung, thi VPN client s€ thuc hién viéc xac thuc lai VPN
gateway, dé dam bao rang day chinh 13 server ma minh can goi. Xéc thyc dit liéu va
tinh toan ven cua dit liéu: dé xac nhan réng dir liéu dang dugc gui tor mot dau cua két
nbi khac ma khong bi thay ddi trong qua trinh truyén, di liéu phai bao gdm mot truong
kiém tra bang mat ma du trén mot khoa ma hoa di biét chi gitra nguoi guri va ngudi
nhan

M3 hoa dit lidu: dé dam bao dit liéu truyén trén mang, dit liéu phai duoc ma hoa
tai dau guri va giai ma tai diu nhan. Viéc ma hod va giai ma dir liéu phu thudc va ngudi
guri va nguoi nhan dang st dung phuong thirc ma hod va gidi ma nao.

3.7. St dung Network and Dial-up Connection

Network and Dial-up Connection (NDC) 1a mét cong cu dugc Microsoft phat
trién dé hd tro viée tao lap cac két ndi trong d6 bao gdm cac két ndi cho truy cap tir xa.
Véi viée sit dung NDC, c6 thé truy cp toi cac tai nguyén du dang & trong mang hay &
mot dia diém & xa. Cac két ndi duoc khoi tao, thiét 1ap cau hinh, luu giit va quan 1y boi
NDC. Mdi mét két ndi bao gém mot bd cac dac tinh dugc stir dung dé thiét 1ap lién két
gifta mgt may tinh té1 may tinh hoac mang khac. Cac két nbi goi ra dugc lién lac véi
mot may chu truy cip & xa bang cac hinh thirc truy cép gian tiép thuong 1a qua céc
mang truyén dan mang thoai cong cong, mang ISDN.

NDC ciing hd tro viéc thiét 1ap cac két nbi goi vao co nghia 1a dong vai tro nhu
mot may chu truy cip. Boi vi tat ca cac dich vu va cac phuong thic truyén thong déu
duoc thiét 1ap trong két ndi nén khong can phai sir dung cac cong cu khac dé cau hinh
cho két ndi. Vi du dé thiét 1ap cho mot két ndi dial-up bao gom cac dic tinh duoc sir
dung trude, trong va sau khi két ndi. Cac thong sd nay bao gdm: modem s& quay so,
kiéu ma hoa password duoc st dung va cic giao thirc mang s& st dung sau két nbi.
Trang thai két ndi bao gém thoi gian va toc do ciing duoc chinh két ndi hién thi ma
khong can bét cir mot cong cu nio khéc.
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3.8. Mot so van deé xir ly sw co trong truy cap tir xa

Céc van d¢ lién quan dén su cd trong truy cip tir xa, thudng bao gdm:

- Giam sat truy cdp tir xa: gidm sat may chu truy cap la phuwong phap tot nhit
thuong st dung dé tim ra ngudn gdc cua cic van dé xay ra su cd. Moi mét chuwong
trinh phan mém hay thiét bi phan ctng may chu truy cap bao gio ciing cd cac cong cu
sir dung dé giam sat va ghi lai cac su kién xay ra (trong céc file log) ddi véi mdi phién
truy cap tu xa.

- Theo ddi cac két ndi truy cép tir xa: kha ning theo ddi cac két ndi truy cép tir
Xa ctia mot May chu truy cép cho ta xir 1y cac van dé phuc tap vé su cd mang. Cac
thong tin theo ddi mot két ndi tir xa thuong rat phuc tap va kha chi tiét do d6 dé phan
tich va xir Iy can thiét ngudi quan tri mang phai c6 kinh nghiém va trinh do vé hé
théng mang.

- Xir 1y céc su cb vé phan cimg: bao gdm céac thiét bi truyén thong tai nguoi
dung va tai may chu truy cap. DPdi véi cac thiét bi tai nguoi dung (thudng 1a cac
modem, cac mang...), hdy xem tai liéu vé san pham d6 hay héi nha cung cép thiét bi
vé san pham cua ho vé c4c cach kiém tra va xac dinh 16i ctia san pham nay. Néu két
nbi str dung modem, hiy kiém tra ring modem da duoc cai dat ding chua.

Trong Windows server, cac budc kiém tra nhu sau:

0 Trong Control Panel, chon Phone and Modem Options; Trong trang modem,
nhap tén modem, sau d6 chon Properties

0 Chon Diagnostics, sau d6 chon Query Modem. Néu modem d3 duoc cai dat
dung, bo cac thong sd vé modem s& dugc hién thi, nguoc lai hiy kiém tra va cai dat lai
modem, trong trudng hop cudi ciing hdy hoi nha san xuat thiét bi nay. Pé nhan thém
cac thong tin vé modem trong khi dang cb ging tao 1ap mot két ndi, hidy xem thong tin
trong log file dé tim ra nguyén nhan gap su cb.

Dé ghi cac thong tin vao log file thuc hién theo cic budc sau:
0 Trong Control Panel, chon Phone and Modem Options
0 Trong trang modem, chon tén modem, sau d6 chon Properties

0 Chon Diagnostics, lya chon Record a log, sau dé nhép OK. Dbi véi thiét bi
truyén thong tai may chu truy cap: Kiém tra cac thiét bi phan cting twong ty nhu trong
truong hop thiét bi tai nguoi ding, ddng thoi kiém tra log file vé cac su kién xay ra véi
hé théng dé tim ra nguyén nhéan su cd. Mot cach khac dé kiém tra modem tai may chu
truy cap la st dung mét duong dién thoai va goi té61 modem dé sau d6 nghe xem
modem d6 co tra 10i va cd gang tao mot két ndi hay khong. Néu khong co tin hiéu tao
két n6i tir modem d6 thi co thé két luan rang dang c6 mot van dé 16i vé modem tai may
chu truy cap.
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Xir ly cac su co vé duong truyén thong: Thuong 1a do cap duoc dau sai hay vi

nguyén nhan tir nha cung cip dich vu dién thoai. Hiy kiém tra dudng dién thoai tir
ngudi dung téi may chi truy cdp bang cach goi dién thoai thong thuong, théng qua
chét luong cudc goi ta cling co thé phan ndo du doan duoc chit luong cua dudng
truyén.

Xtr 1y cac thiét dit vé& cdu hinh: Sau khi x4c dinh ring cac van dé vé phan cimg
cling nhu dudng truyén thong déu tot; bude tiép theo, kiém tra cac thiét dit vé cau
hinh, bao gém: Céac thiét dat vé mang: 161 cAu hinh vé mang xay ra khi da tao két nbi
thanh cong nhung van khong thé truy cip duoc cac ngudn tai nguyén trén mang, cac
16i thudng xay ra nhu viéc phan giai tén chua hoat dong, cac 16i vé dinh tuyén... khi
16i vé& cdu hinh mang xay ra, trudc tién can kiém tra cic may két ndi truc tiép (khong
thong qua dich vu truy cp tir xa) c6 thé truy cap duoc vao cac ngudn tai nguyén trén
mang. Sau d6 kiém tra cac cau hinh vé TCP/IP bang viéc sitr dung 1énh ipconfig /all
trén may client. Kiém tra rang cic thong s6 nhu DNS, dia chi IP, cac thong sé vé dinh
tuyén da duoc thiét dat dung chua. Sir dung 1énh ping dé kiém tra két ndi mang da lam
viéc.

Céc thiét dat may chu truy cap: Cac thiét dat trén may chi truy cip véi cac
thong so sai khi tao 1ap két ndi c6 thé 1a nguyén nhan ngudi dung khong thé truy cap
vao cac ngudn tai nguy@n trén mang. Dé hd tro cho viée xac dinh nguyén nhan gay 151,
kiém tra cac sy kién dd ghi log trén may chu truy cp va client, trong mot sb trudng
hop can thiét phai theo ddi (tracing) cac két nbi trén may chu truy cap. Cac thiét dat
trén may nguoi dung tir xa: kiém tra cac giao thirc mang 1am viéc trén client, cac giao
thirc mang lam viéc trén client phai dugc hd tro boi may chu truy cadp. Vi duy, néu
nguoi ding tir xa thiét dat trén client cac giao thirc NWLink, IPX/SPX va may chu
truy cap chi hd tro sir dung TCP/IP, thi két n6i s& khong thanh cong.

Cau hoi
1. Trinh bay y nghia ctia dich vu truy nhép tir xa.
2. Cho biét cac phuong thuc xac thuc két ndi.
3. M0 ta cac phuong thirc ma hoa dir liéu.

Bai tap thuc hanh
1. Xay dyng mot Remote Access Server.

Céc budc thuc hién:
- Cau hinh RAS server
- CAu hinh RAS client

2. Cai dit va cau hinh dich vy truy cap tir xa cho phép ngudi dung tir xa truy cap vao
mang trén hé dieu hanh Windows Server.
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Cac buac thuc hién:

- Cai dat may chu dich vu truy cap tir xa

- Thiét dat tai khoan cho nguoi ding tir xa. Thiét 1ap mot tai khoan c6 tén
RemoteUser

- Kiém tra cdu hinh d thiét 1ap

- Céu hinh cho phép tai khoan RemoteUser truy cap vao mang duoc diéu khién
truy cap bai cac chinh sach truy cap tir xa (Remote access policy)

- Kiém tra cdu hinh da thiét 1ap & budc trén bang viéc thuc hién mot két ndi
quay s t6i may chu truy cap tir xa vei tai khoan co tén la RemoteUser. Thong bao 15i
xuat hién, két nbi khong duoc thiét 1ap.

- Str dung RRAS dé thiét 1ap mot chinh sach méi ddi véi nguoi ding tir xa, tén
chinh sich nay la Allow RemoteGroup Access cho phép nguoi dung trong nhom
RemoteGroup truy cap.

- Kiém tra cau hinh da thiét 1ap ¢ budc trén bang viéc thuc hién mot ket ndi
quay s téi may cha truy cap tir xa véi tai khoan cé tén 1a RemoteUser, két ndi duoc
thiét lap sau d6 dong két ndi lai.

- Cau hinh dé default policy dugc thi hanh truéc

- Kiém tra cdu hinh da thiét 1ap & budc trén bang viéc thuc hién mot két ndi
quay sb toi may chu truy cap tir xa véi tai khoan cé tén 1a RemoteUser. Thong bao 15i
xuat hién, két nbi khong duoc thiét 1ap.

- Céu hinh cho phép truy cap su dung Properties cua RemoteUser

- Kiém tra cau hinh da thiét 1ap ¢ budc trén bang viéc thuc hién mot ket ndi
quay sb téi may chu truy cap tir xa véi tai khoan c6 tén 1a RemoteUser, két néi duoc
thiét lap sau d6 dong két noi lai.
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BAI 5: GROUP POLICY OBJECT
Ma bai: MD 21-05

Muc tiéu cua bai:

- Hiéu duoc chiic nang cua Group policy;

- Tao va quan 1y cac ddi tuong trong GPO;

- Thuc hién céc thao tac an toan véi may tinh.

1. Gioi thiéu Group Policy

Muc tiéu: Trinh bay cdc chirc nang chinh cua Group Policy, phdn biét duoc su
khdc nhau co ban giita System Policy va Group Policy.
1.1. So sanh giira System Policy va Group Policy

Trong md dun Quan tri mang 1, chiung ta di tim hiéu vé chinh sach hé théng
(System Policy), tiép theo chiing ta s& tim hiéu vé chinh sach nhém (Group Policy).
Viy hai chinh sach nay khac nhau nhu thé nao.

- Chinh sach nhém chi xuat hién trén mién Active Directory, né khong ton tai
trén mién NT4.

- Chinh sach nhém lam dwoc nhiéu diéu hon chinh sach hé théng. Tat nhién
chinh sach nhom chua tat ca cac chirc ning cta chinh sach hé théng, hon thé nira, co
thé dung chinh sach nhém dé trién khai mot phﬁn mém cho mot hodc nhiéu may mot
cach tu dong.

- Chinh sach nhom ty dong hity bo tac dung khi dugc g& bo, khong gibng nhu
céc chinh sach hé thong.

- Chinh sach nhom duoc ap dung thudng xuyén hon chinh sach hé théng. Céc
chinh sach hé thong chi duoc 4p dung khi may tinh dang nhap vao mang. Cac chinh
sach nhom dugc ap dung khi bat may 1én, khi dang nhap vao moét cach tu dong vao
nhirng thoi diém ngiu nhién trong sudt ngay lam viéc.

- C6 nhiéu muc do dé gan chinh sach nhom nay cho nguoi timg nhém ngudi
hozc tirmg nhom ddi tugng.

- Chinh sach nhém tuy c6 nhiéu wu diém nhung chi 4p dung duogc trén may
Win2K, WinXP va Windows Server 2003.

1.2. Chirc nang cia Group Policy

- Trién khai phin mém ung dung: c6 thé gom tat ca cac tip tin can thiét dé cai
dat mot phan mém nio d6 vao trong mot goi (package), dat nd 1én Server, roi ding
chinh sach nhdm huéng mét hodc nhiéu may tram dén goi phan mém d6. Hé thong s&
tu dong cai dit phan mém nay dén tat ca cac may tram ma khong can su can thiép nao
cua nguoi dung.
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- Gan cac quyén h¢ thong cho nguodi dung: chirc ndng nay twong tu véi chuc

ning ctia chinh sach hé théng. N6 c6 thé cAp cho mot hodc mot nhém ngudi nao dé co
quyén tat server, d6i gio hé thong hay backup dir liéu. ..

- Gi6i han nhiing ing dung ma ngudi ding duge phép thi hanh: ching ta c6 thé
kiém soat may tram ctia mot ngudi ding ndao d6 va cho phép ngudi ding nay chi chay
dugc mot vai ung dung nao d6 thoi nhu: Outlook Express, Word hay Internet
Explorer.

- Kiém soét cac thiét 1ap hé thong: Ngudi quan tri co thé dung chinh sach nhoém
dé qui dinh han ngach dia cho mét ngudi ding nao d6. Nguoi dung nay chi dugc phép
Iuru trir tdi da bao nhiéu MB trén dia cing theo qui dinh.

- Thiét 1ap céc kich ban dang nhdp, ding xuat, khoi dong va tit may: trong hé
théng NT4 thi chi hd tro kich ban dang nhap (logon script), nhung Windows Server hd
trg ca bon su kién nay duoc kich hoat (trigger) mot kich ban (script). Ngudi quan tri 6
thé dung cac GPO dé kiém soat nhiing kich ban nao dang chay.

- Pon gian hoa va han ché cac chuong trinh: c6 thé dung GPO dé g& bo nhiéu
tinh nang khoi Internet Explorer, Windows Explorer va nhitng chuong trinh khéc.

- Han ché tong quat man hinh Desktop cua ngudi dung: c6 thé gd& bo hau hét
cac dé myc trén menu Start cia mdt nguoi dung nao do, ngan chan khdng cho ngudi
dung cai thém may in, stra doi thong s6 cau hinh ciia may tram...

2. Tao va to chic cac ddi twong trong Group policy

Muc tiéu: Trinh bay cach thirc dé xem chinh sdach cuc bé ciia mét may tinh o xa,
tao va dp dung cdc chinh sdch trén mién.

Chung ta cdu hinh va trién khai Group Policy bang cach xay dung cac ddi
tugng chinh sach (GPO). Cac GPO 1a mot vat chira (container) c6 thé chia nhiéu
chinh sach ap dung cho nhiéu nguoi, nhidu may tinh hay toan bd hé thong mang.
Ngudi quan tri ¢ thé diung Group Policy Object Editor dé tao ra cac dbi tuong chinh
sach. Trong ctra s6 chinh ctia Group Policy Object Editor (hinh 5.1) ¢6 hai muc chinh:
cdu hinh may tinh (computer configuration) va cédu hinh nguoi ding (user
configuration).
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Hinh 5.1 — Ctra s6 chinh ciia Group Policy Object Editor

Diéu ké tiép can chu y khi trién khai Group Policy 1a cac cau hinh chinh sach
ctia Group Policy duoc tich lily va ké thira tir cac vat chtra (container) bén trén cia
Active Directory. Vi du cac ngudi dung va may tinh vira & trong mién vira ¢ trong OU
nén s& nhan duoc cac cdu hinh tir ca hai chinh sach cip mién 14n chinh sach cap OU.
Céc chinh sach nhom sau 90 phit s& dugc “lam twoi” va ap dung mot lan, nhung céc
chinh nhom trén cadc Domain Controller dugc “lam tuoi” 5 phat mot lan. Cac GPO
hoat dong dugc khong chi nho chinh stra cac thong tin trong Registry ma con nho cac
thu vién lién két dong (DLL) 1am phan mé rong dit tai cic may tram. Chd y néu ding
chinh sach nhom thi chinh sach nhém tai chd trén may cuc bd sé xtr 1y trudc cac chinh
sach danh cho site, mién hodc OU.

2.1. Xem chinh sach cuc bd ciia mft may tinh & xa

DPé xem mot chinh sach cuc bo trén cac may tinh khac trong mién, ngudi xem
phai c¢6 quyén quan tri trén mdy d6 hodc quan tri mién. Luc d6, c6 thé dung lénh
GPEDIT.MSC /gpcomputer:machinename; vi du khi mudén xem chinh sach trén may
PCO1, g 1énh GPEDIT.MSC /gpcomputer: PCO1. Chl y: khong thé dung cach nay dé
thiét 1ap cac chinh sach nhém & may tinh ¢ xa (do tinh chat bao mat Microsoft khong
cho phép ngudi dung ¢ xa thiét 1ap cac chinh sach nhém).

2.2. Tao cac chinh sach trén mién

Chang ta dung snap-in Group Policy trong Active Directory User and
Computer hoic goi truc tiép tién ich Group Policy Object Editor tir dong 1énh trén may
Domain Controller dé tao ra cic chinh sich nhém cho mién. Néu mé Group Policy tir
Active Directory User and Computer, trong khung cira s6 chinh cia chwong trinh,
nhap chudt phai vao biéu tugng tén mién (vi du: danavtc.edu), chon Properties. Trong
hop thoai xuat hién, chon Tab Group Policy.
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Group Policy Objects higher in the lizt have the highest priority.
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Hinh 5.2 — Cira s6 thudc tinh v6i chinh sach mic dinh

Néu chua tao ra mot chinh sach nao thi cira s6 chi hién thi mot chinh sach tén
Default Domain Policy (xem hinh 5.2). Cudi hop thoai c6 mot checkbox tén Block
Policy inheritance, chtrc ning ctia muc ndy 1a ngan chin cac thiét dinh ciia moi chinh
sach bat ky ¢ cip cao hon lan truyén xudng dén cap dang xét. Cha y rang chinh sach
dugc 4p dung dau tién & cap site, sau d6 dén cAp mién va cubi cing 1a cap OU. Chon
chinh sach Default Domain Policy va nhap chudt vao nut Option dé cu hinh cac lua
chon viéc ap dung chinh sach. Trong hop thoai Options (hinh 5.3), néu danh déu vao
muc No Override thi cac chinh sach khac dugc ap dung ¢ dong dudi s€ khong phu
quyét dugc nhitng thiét dinh cta chinh sach nay, cho du chinh sach d6 khong danh dau
vao muc Block Policy inheritance. Tiép theo, néu danh diu vao muc Disabled thi
chinh sach nay s& khong hoat dong & cp nay; viéc disabled chinh sach & mét cip
khong Iam disabled ban than d6i twong chinh sach.

Default Domain Policy Options 2=

Link Options:

- Mo Ovemde: prevents other Group Policy Objects fram
ioverrding palicy =et in thiz one

- Dizabled: the Group Policy Object iz nat applied to this
container

Ok I Cancel |

Hinh 5.3 — Hop thoai c4u hinh céac lwa chon viéc ap dung chinh s&ch

Pé tao ra mot chinh sach méi, nhap chudt vao niut New, sau d6 nhap tén cia
chinh séch méi. Pé khai bao thém thong tin cho chinh sach nay, nhdp chudt vao nut
Properties, hop thoai xudt hién c6 nhiéu Tab, vao Tab Links dé chi ra céc site, domain
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hodc OU nao lién két vai chinh sach. Tab Security nhu hinh 5.4 cho phép cap quyén
cho nguoi dung hoac nhom nguoi dung trén chinh sach nay.
24 x|
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Apply Group Policy vl
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click Advanced. —
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Hinh 5.4 — Cap quyén cho ngudi dung hodc nhom ngudi dung

Trong hop thoai chinh cia Group Policy thi cac chinh sach dugc ap dung tu
dudi 1én trén, cho nén chinh sach nam trén cung sé& dugc ap dung cudi cing. Do do,
cac GPO cang nam trén cao trong danh sach thi cang c6 d6 uu tién cao hon, néu chung
c¢6 nhitng thiét dinh mau thuin nhau thi chinh sach nao nam trén s& thing. NGt Up va
Down gilp thay doi thir tr cac chinh séch.

2| x|

Generall Managed By Group Palicy |

)
g Current Group Policy Object Links for netclass
L—

Group Policy Object Links Mo Owvermide | Disabled

k=% ChiirihS achH anChePharkd emn
Default Domain Policy

Group Policy Objects higher in the list have the highest pricrity.
Thiz list obtained from: tvthanh.netclass. edu vn

Mew | Add. | Ede | |

Optionz... | Delete... | Eroperties | D own |

I Block Policy inheritance

Cloze | Cancel I Apply |

Hinh 5.5 — Thir tu cac chinh sach

NUt Edit cho phép thiét 1ap cac thiét dinh cho chinh sach nay; Duya trén cac kha
ning ctia Group Policy, c6 thé thiét 1ap cac thiét dinh theo yéu cau.
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3. Thiet 1ap cac chinh sach trén Domain Controller

Muc tiéu: Trinh bay cdch thiét Idp cdc chinh sach nhém chdn nguroi ding cai
dat phdn mém ung dung, hay chan nguoi dung s dung cac chwong trinh dwoc
chi dinh.

3.1. Thiét lap chinh siach nhém “chiin nguoi dung cai dit phin mém ng
dl;lng”

Cong cu nay cho phép han ché ngudi dung cai dit cac phadn mém Gng dung.
Thuc hién:

- Tao mot Group Policy Object (GPO) doc lap:
+ Start - Administrative Tools - Group Policy Management

+ Tai cira s6 Group Policy Management, nhap chudt phai 1én muc Group Policy
Objects va chon New

E Group Policy Management 1O =l
L File  Action View Window Help |_|5|5|

o A ol =R 2 N
_E£ Group Policy Management

= _ﬁ Forest: danavtc.edu :
= (£ Domains Contents | Delegation |

Group Policy Objects in danavic_edu

B B danavtceds Name = [Gro __ [w_ [ Modfied | Dwner |
w;/ Defait Domain Policy '/ Defautt Domain Controllers Policy Enabled None 10/13/2012... Domain Admin..
B Damain Controers =] Defautt Domain Policy Enabled MNone 10/12/2012.. Domain Admin...
2| Vidu
_..lJ’ Group Policy Objeci= -
= WMI Filters
] Starter GPOs Back Up All...
F"" Sites Manage Backups...
5 Group Policy Modeling Open Migration Table Editor
% Group Policy Results View N
MNew Window from Here
Refresh |1¥]
Help

Create an unlinked GPO |

Hinh 5.6 - Giao dién ctra s6 quan 1y chinh sach nhém

+ Tai hop thoai Name GPO nhép tén GPO (Chédn Sinh vién cai dat ing dung),
chon OK
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mewero x|

Name:

IChan 5Sinh vien cai dat ung dung

Source Starter GPO:

I {none) j
ok | cancel |

Hinh 5.7 - Tao nhom méi

+ Trd lai ctra s6 Group Policy Management, nhip phai chudt 1én GPO vira tao,
chon Edit. Khi xuit hién ctra s6 Group Policy Management Editor, chi dinh Polices
can céu hinh ctia Computer hodc user (chon Computer Configuration / Policies /
Administrative Templates / Windows Components / Windows Installer).

+ Str dung thiét 1ap Prohibit User Installs: Nhap phai chudt vao Prohibit User
Installs (¢ khung phai), chon Properties r0i thuc hién cac thiét 1ap: Chon Enabled va
lwa chon hanh vi twong tmg 1a Hide User Installs. Chon Apply, OK dé déng ctra s6
Prohibit User Installs Properties.

- Lién két GPO vao cac loai d6i tugng trén Active Directory (Luu y: mdi GPO ¢6 thé
lién két dén nhiéu ddi tugng trén Active Directory):
+ Tao cac dbi tuong trén Active Directory: Server Manager > Roles = Active

Directory Domain Services = Active Directory Users and Computers. Nhap chuot
phai vao tén domain va chon New > Organization Unit.
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E,,: Server Manager

File  Action View Help

&= 2585k =’

Bl D Roles —
= ﬁ Active Directory Domain Se h{;me. - T?P"_E - Description |
= : Active Directary Users . :|ELJIH:II'| builtinDomain
fj | Comnuters antainer Default container for upagr...
B Active Delegate Contral... Drganizational ... Default container for dom...
51 DMS Serve Find... Container Default container for secu...
= Features Change Domain... Container Default container for upar...
% Diagnostics Change Domain Controller... Organizational ...
% Configuration Raize domain functional level...
Storage Operations Masters. ..
compute
All Tasks 3 Contact
View 3 Group
InetOrgPerson
Refresh MSMQ Queus Alias
Export List. .. Organizational Unit
. Printer
Properties User
Help Shared Folder
|

Hinh 5.8 - Tao cac dbi twong trén Active Directory
+ Khi xuét hién cira s6 New Object, gd tén d6i twong vao (Sinh vien)

Mew Object - Organizational Unit x|

-7 Createin:  danavic.edu/

MName:
ISinh vien

V¥ Protect container from accidental deletion

oK I Cancel Help

Hinh 5.9 - Tao m&i ddi tuwong

+ Tao user va computer trong OU nay (user SV1, V2)

+ Lién két GPO vao OU: Vao Start > Adminitrative Tools = Group Policy
Management; Nhip chudt phai vao OU va chon Link an Existing GPO
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-Ioix]
ZL File Action View Window Help |;|i|5|
€= 7m0 XE |3 5
_=;é£ Group Policy Management Sinh vien
= _ﬂ._ Forest: danavic.edu . ; . ) ; .
=l [ Domains Linked Group Policy Objects |Gro|.|p Policy Inhentance I Delegation I
= 53 danavic.edu Lirk Order = | GPO | Enforced | Link Enabled |

sz Default Domain Policy

2| Domain Controllers

il

3| Vidu Create a GPQ in this domain, and Link it here...

_J‘ e lgdl  Link an Existing GPO...

- WMIFiltel  Block Inheritance

]l Starter G

-E'H Sites Group Policy Modeling Wizard. ..
jii-i': Group Policy Mod Mew Organizational Unit
% Group Policy Res View 5

Mew Window from Here
Delete | _’l
Rename

Select an existing GPO and link pefresh |

Hinh 5.10 - Lién két GPO vao OU

+ Trong hdp thoai Select GPO chon tén domain & muc Look in this domain;
Pong thdi chon GPO tuong tmg (Chan Sinh vien cai dat ung dung) & muc Group
Policy objects.

x

Look in this domain:

Idana'u'b: .edu j

Group Policy objects:

Mame = |
Chan Sinh vien cai dat ung dung

Default Domain Controllers Policy

Default Domain Policy

Hinh 5.11 - Chon nhém céan chan cai dit ing dung
+ Chon OK d hoan tat.
3.2. Thiét 1ap chinh sach nhém “chin nguoi dung st dung Internet

Explorer”

Cong cu nay cho phép han ché nguoi dung sir dung cac chuong trinh dwogc chi
dinh.
Thuc hién:

- Tao mot Group Policy Object (GPO) ddc lap:
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+ Start - Administrative Tools - Group Policy Management

+ Tai cira sd6 Group Policy Management, nhip chudt phai 1én muc Group Policy
Objects va chon New

il
=L File  Action View Window Help |_|5|1|

&= [ F=lalcdE
_.5-5 Group Policy Management
= _ﬁ Forest: danavtc.edu

Group Policy Objects in danavic_edu

= (£ Domains sies | Delsgation I
B §§ danavtcedu Name ~ [Gro . [w.. [ Modified | Dwner |
s Default Domain Policy [ Default Domain Cortrollers Policy Enabled Mome 10/13/2012 .. Domain Admin..
3 S_dea'” Controllers =] Defaut Domain Policy Enabled MNome 10/12/2012  Domain Admin__
3| Vidu
ieg Group Policy ObjecE———
& WMI Filters
[ Starter GPOs Back Up All..
F"" Sites Manage Backups...
5E¥ Group Policy Modeling Open Migration Table Editor
% Group Policy Results View N

MNew Window from Here

Refresh |¥]

Hel
Create an unlinked GPO ¢ | |

Hinh 5.12 - Giao dién cira so quan 1y chinh sach nhom

+ Tai hop thoai Name GPO nhdp tén GPO (Chan nguodi dung st dung
Interrnet), chon OK

newcro x|

Name:

IChan nguoi dung su dung Intemet

Source Starter GPO:

I {none) j
ok |  Cancel |

Hinh 5.13 - Tao nhém méi

+ Trd lai cira s6 Group Policy Management, nhép phai chudt 1én GPO vura tao,
chon Edit. Khi xuét hién cira s6 Group Policy Management Editor, chi dinh Polices
cin cdu hinh cua Computer hodc user (chon User Configuration / Policies /
Administrative Templates / System).

+ Sir dung thiét 1ap Don’t run specified Windows applications: Nhap phai chudt
vao Don’t run specified Windows applications (& khung phai), chon Properties rdi
thuc hién cac thiét lap:
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Don't run specified Windows applications Prope

Setting | Explain I Comment I

E Don't un specified Windows applications

" Not Configured
* Enabled
" Disabled

List of disallowed applications ||

Supported on: At least Microsoft Windows 2000
Previous Setting | Mext Setting |

Apply

Hinh 5.14 - Kich hoat chinh sach

Panh diu chon Enabled; Chon nut Show...

Khi man hinh xuét hién hop thoai Show Contents, chon nat Add... dé chi dinh tap tin

chuong trinh tng dung khong dugc phép thi hanh.

Show Contents

List of disallowed applications
[EXFLORER.EXE

Cancel

X
OHl
[ e |

Eemoyve |

Hinh 5.15 - Chi dinh trng dung khong dugc phép thi hanh (tép tin chuong trinh)

- Lién két GPO vao cac loai dbi tuong trén Active Directory (Luu ¥: mdi GPO c6 thé

lién két dén nhiéu ddi tugng trén Active Directory):

+ Tao cac ddi tugng trén Active Directory: Server Manager = Roles = Active
Directory Domain Services = Active Directory Users and Computers. Nhip chuot

phai vao tén domain va chon New —> Organization Unit.
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E,,: Server Manager

File  Action View Help

&= 2585k =’

Bl D Roles —
= ﬁ Active Directory Domain Se h{;me. - T?P"_E - Description |
= : Active Directary Users . :|ELJIH:II'| builtinDomain
fj | Comnuters antainer Default container for upagr...
B Active Delegate Contral... Drganizational ... Default container for dom...
51 DMS Serve Find... Container Default container for secu...
= Features Change Domain... Container Default container for upar...
% Diagnostics Change Domain Controller... Organizational ...
% Configuration Raize domain functional level...
Storage Operations Masters. ..
compute
All Tasks 3 Contact
View 3 Group
InetOrgPerson
Refresh MSMQ Queus Alias
Export List. .. Organizational Unit
. Printer
Properties User
Help Shared Folder
|

Hinh 5.16 - Tao cac d6i tugng trén Active Directory
+ Khi xuét hién cira s6 New Object, gd tén d6i twong vao (Sinh vien)

Mew Object - Organizational Unit x|

-7 Createin:  danavic.edu/

MName:
ISinh vien

V¥ Protect container from accidental deletion

oK I Cancel Help

Hinh 5.17 - Tao m&i ddi tuong

+ Tao user va computer trong OU nay (user SV1, V2)

+ Lién két GPO vao OU: Vao Start > Adminitrative Tools = Group Policy
Management; Nhip chudt phai vao OU va chon Link an Existing GPO
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-ioix]
ZL File Action View Window Help |;|i|5|
€9 #m0IXEH
_===-£ Group Policy Management Sinh vien
= _ﬂ._ Forest: danavic.edu . ; . ) ; .
=l [ Domains Linked Group Policy Objects |Gro|.|p Palicy Inhertance I Delegation I
=l 5 danavtc.edu Lirk Order = | GPO | Enforced | Link Enabled |

=/ Default Domain Policy

2| Domain Controllers

il

3| Vidu Create a GPQ in this domain, and Link it here...

jj‘ e lgdl  Link an Existing GPO...

= WMIFilte  Block Inheritance

]l Starter G

-E'g Sites Group Policy Modeling Wizard. ..
jﬂ': Group Policy Mod Mew Organizational Unit
%] Group Policy Res) View 5

Mew Window from Here
Delete | _’l
Rename

Select an existing GPO and link pefresh |

Hinh 5.18 - Lién két GPO vao OU

+ Trong hdp thoai Select GPO chon tén domain ¢ muc Look in this domain;
Pong thoi chon GPO tuong tmg (Chan nguoi dung su dung Internet) & muc Group
Policy objects.

x

Look in this domain:

I danavtc.edu j

Group Paolicy objects:

Mame = |
Chan nguoi dung su dung Internet

Default Domain Controllers Policy

Default Domain Policy

Hinh 5.19 - Chi dinh Domain va déi twong can thiét lap
+ Chon OK dé hoan tat.
Cau héi
1. So sanh System Policy va Group Policy.

2. Trinh bay céac chtrc nang chinh ctia Group Policy.
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Bai tap thwe hanh
1. Xem chinh sach cuc b ctia mot may tinh ¢ xa (PCO1)

bé xem mot chinh sach cuc bd trén cac may tinh khac trong mién, ngudi xem
phai c6 quyén quan tri trén may d6 hoac quan tri mién.

- Xem chinh sach trén may PC01, g6 1énh GPEDIT.MSC /gpcomputer: PCO1.
2. Khai bao logon script dung chinh sdch nhém
Tao mdt logon script
Cac budc thuc hién:

- M& Group Policy Object Editor, vao User Configuration\ Windows Setttings\
Scripts.

'fi Group Policy Object Editor 10l =|

File  Action Yiew Help
& = | @] |2

_=::j ChinhSachHanChePhantMem [bvthar B Scripts (Logon/Logoffy
EQ Computer Configuration
D Software Settings

EID Windows Settings

|| Seripts (StartupfShutda Display Properties

-5 Security Settings

- M- Admiristrative Templates | Description:

E@ User Canfiguration Conkains user logon scripts,

D Software Settings
EID Windows Settings

Remote Installation Ser
|| Seripts (LogoniLogoff)
i Security Settings
Faolder Redirection
B-4] Inkernet Explorer Maint
[-[Z7] Administrative Templates

Logon

4 {2

| 21 Extended A Standard 7
| | |

- Nhép dip chudt vao muc Logon bén ctia s6 bén phai. Trong hdp thoai xuét
hién, nhap chudt vao nut Add dé khai bao tén tap tin kich ban can thi hanh khi ding
nhdp. Chu y tap tin kich ban nay phai duoc chira trong thu muc c:\windows\ system32\
grouppolicy\ user\ script\ logon. Thu muc ndy c6 thé thay doi, tbt nhat nén nhap chuot
vao nut Show Files phia duéi hop thoai dé xem thu muc cu thé chira céc tap tin kich
ban nay (Noi dung tap tin kich ban c6 thé thay ddi tiry theo yéu cau)
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Logon Propertie 2|
Sciipts |
kel Add a Script 2| x|
—r Script Name:

I\Ugin.bal Browsze..

Script Parameters:

|f’|oggind

Cancel |
Hemove

To view the script files stored in this Group Policy Dbject, press
the: buttan below.

Show Files...

ak. | Cancel | Lppli |

- Pé kiém soét qua trinh thi hanh cia tap tin kich ban, can hi¢u chinh chinh sach
Run logon scripts visible ¢ trang thai Enable. Trang thai nay giup phat hién ra céc 10i
phét sinh khi tap tin kich ban thi hanh tir d6 ching ta c6 thé stra chita. Dé thay doi
chinh sach nay, nhip chudt vao muc User Configuration \ Administrative Templates \
System \ Scripts, sau d6 nhip dup chudt vao muc Run logon scripts visible dé thay dbi
trang thai.
=

File  Action Wiew Help

-+ |Ban EE| 2

_::j' Lacal Camputer Policy Sething ‘ State |
Eh @ Computer Configuration £ Run lagan scripts synchronausly Mot configured
© B Software Settings £ Run legarcy logon scripts hidden Nat configured
(0 Windows Settings Fun lagon scripts visible Enabled

& -arng:;lnr:::'ra:gf;'remplates ﬁ Run logoff scripks visible Mot configured
*-[1] Software Settings
-1 Windows Settings
=] (21 Administrative Templates
-] Windows Companents
- (1 Start Menu and Taskbar
-] Desktop
(£ Contral Panel
i1 shared Folders
(221 Metwork
=] System
(22 User Profiles
= & Scripts
(23 ctri+Ak+Del Options
-1 Logan
(22 sroup Palicy
= Cl Power Management

Extended ), Standard
I \

3. Han ché chire ning cia Internet Explorer

Dé nguoi dung may tram khong duoc phép thay d6i bat ki thong sé nao trong
Tab Security, Connection va Advanced trong hop thoai Internet Options ctia cong cu
Internet Explorer.

- Trong cong cu Group Policy Object Editor, vao User Configuration\
Administrative Templates\ Windows Components\ Internet Explorer\ Internet Control
Panel ; chuong trinh s€ hién ra cac muc chirc nang cua IE c6 thé gidi han, chon khoa
cac chirc nang can thiét.
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File Acton Wew Help
& o B =
=7 Default Domain Policy [tvthanh.netclass.edu.vn] Policy = | [ Setting | State |
=-{f Computer Canfiguration 4 Disable the General page Hok: configured
(2 software settings S Disabls the Security pags Ersbled
I3 winddows Settings 5 Disable the Conten: page Mot configured
0 administrative Templetas 4 Disable the Connections page Enabled
il e S T & Disable the Programs page Hot configured
=[] Software Settings =
T T Software installation W Dizate the Pri
(20 Windows Settings he
1 (L Administrative Templates
£ (2 Windows Comporents
(21 NetMeeting
=21 Internet Explorer
425 Inkernet Control Panel
[ offline Pages
(L2 Browser menus
(1 Taokbars
-] Persistence Bshavior
-2 Administrator Approved Contrals
~{_2 Application Compatibility
-] Help and Support Center
-] Windows Explorer
-] Microsaft Management Cansole
-] Task Schedulsr
-] Terminal Services
(22 Windows Inskaller
(L] Windows Messenger

(2 windows Update i
4 |L|J \ Extended 1, Standard

Hot: configured
Enabled

4. Chi cho phép mdt s6 tng dung duoc thi hanh

Trong cong cu Group Policy Object Editor, vao User Configuration\
Administrative Templates. Sau d6 nhap dip chudt vao muc Run only allowed
windows applications dé chi dinh cac phan mém duoc phép thi hanh.

'Hii Group Policy Object Editor =1

File  Action Yiew Help
o |AE EB| @

2§ Default Domain Policy [tvthanh.netclass. edu,vn] Policy
EI @ Zomputer Configuration
[ software Settings
[ Windows Settings
-2 Administrative Templates
EI@ User Configuration
EID Software Settings
- e Software installation
- Windows Settings

Setting | State |
[(Auser Profiles

[:lScripts

[CACtrl+Ale+Del Options

[:ILogon

[(AGroup Policy

[:lF‘-:-wer Management

@ Don't display the Getting Started welcome screen at lagon

Mok confiqured

E|[:| Administrative Templates
[ Windows Components

-[27] Start Menu and Taskbar

-] Deskkop

-] Contral Panel

- shared Folders

[ Metwork

429 System

1&3} Century interpretation For Year 2000
1&3} Configure driver search locations
@ Code signing for device drivers

@ Custamn user interface

E‘ﬁ' Prevent access ko registry editing tools

1&3} Turn of f Autoplay

@ Download nissing COM compaonents
= Windows Automatic Updates

1&3} Prevent access bo the command prompk

1&3} Don't run specified Windows applications

@ Restrict these programs from being launched From Help

Mok configured
Mok configured
Mok confiqured
Mok confiqured
Mok configured
Mok configured

Mok configured
Mok configured
Mok confiqured
Mok confiqured
Mok configured

Extended >\ Skandard
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BAI 6: GIOI THIEU VE ISA SERVER
M3 bai: MP 21-06

Muc ti€éu cua bai:

- Trinh bay duoc tim quan trong ctia ISA Server trong viéc bao vé hé thong
mang;

- Hiéu duoc cac tinh nang trén ISA Server;

- Hiéu duoc khai quat cac kha ning va nét dic trung ctia ISA Server;

- Thuc hién cac thao tac an toan véi may tinh.

1. Dinh nghia Firewall

Muc tiéu: Trinh bay khdi niém vé Firewall va chirc ndng ciia Firewall.

Firewall - Tuong lira dung dé ngin chin va bao vé nhiing thong tin va chong
viéc truy cap bat hop phép cua cac hacker. Firewall 1a mot giai phap dua trén phan
clg va phan mém dung dé kiém tra dir lidu di tir bén ngoai vao may tinh hodc tir may
tinh ra ngoai mang Internet. Co thé néi Firewall 1a nguoi bao v¢ cd nhiém vy kiém tra
“gidy thong hanh” ciia bat ki goi dit lidu di vao hodc di ra. N6 chi cho phép nhiing goi
dir liéu hop 1¢ di qua va loai bo tat ca cac géi dir liéu khong hop 18. Vi véy, Firewall rat
can thiét cho hé théng mang.

2. Phéan loai Firewall

Muc tiéu: Trinh bay cdc logi firewall va mét sé firewall théng dung.

2.1. Firewall phan mém

Firewall phan mém duogc st dung cho cac hé diéu hanh Windows. Firewall
phan mém thuong khong dat bang phan cing. So voi Firewall phan cing, Firewall
phan mém linh dong hon, n6 co6 thé chay tot trén nhiéu hé diéu hanh khac nhau. Mot
trong nhiing Firewall phan mém pho bién 1a Zonealarm, ISA.
2.2. Firewall phan cig

Firewall phan cimg c6 miic d6 bao vé cao hon so véi Firewall phan mém, dé
bao tri hon va khong chiém dung tai nguyén hé thong nhu Firewall phan mém. Mot
trong nhitng hang chuyén cung cap Firewall phan cting la Linksys va NetGar.
2.3. B dinh tuyén khong day

Bo dinh tuyén khong day dugc st dung cho mang khong day. N6 duoc xem
nhu mot Firewall va cling dugc tich hgp mot so6 chirc ndng tuong tu nhu Firewall.

3. Chirc nang cua Firewall

Muc tiéu: Gi6i thiéu dén nguoi hoc cdc chirc ndng chinh cia firewall.
- Kiém soat nguon thong tin giita mang Internet va may tinh;
- Cho phép hoic khong cho phép céc dich vu truy cap tir hé thdng ra bén ngoai;
- Cho phép hoidc cAm cho phép céc dich vu truy cap tir ngoai vao hé thong;
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- Chtrc nang theo doi ludng dir li¢u mang gitra Internet va may tinh noi mang;
- Kiém soat dia chi truy cép ctia ngudi ding va ndi dung nhan duoc tir Internet;
- Chéng lai nhimg dot truy cap bat hop phéap cua cac hacker.

4. Cac kién truc Firewall co ban

Muc tiéu: Trinh bdy co sé xdy dung cdc lai firewall, kién triic, cach hoat dong
ciia cdc firewall co ban cing véi cdc wu, nhwoc diém ciia cdc firewall co ban.

Khi néi dén viéc luu thong dit liéu giita cac mang véi nhau thong qua firewall
thi diéu d6 c6 nghia rang firewall hoat dong két hop chit ch& véi giao thire TCP/IP. Vi
giao thurc nay lam viéc theo thuat todn chia nhod cac dir liéu nhan duogc tir cac ing dung
trén mang, hay chinh xac hon la cac dich vu chay trén cac giao thuc (Telnet, SMTP,
DSN, SMNP, NFS,...) thanh céc géi dir liéu (data packets) rdi gan cho cac packet nay
nhitng dia chi dé c6 thé nhan dang tai 1ap lai ¢ dich can gui dén; Do d6, cac loai
firewall ciing lién quan rit nhiéu dén cac packet va dia chi cia ching. Ngay nay,
Firewall dugc xay dung dua trén co s& bd loc goi (packet filter) va Firewall xdy dung
trén cong ung dung (Application gateway) va mot sd firewall khac Bastion Host
Firewall (phao dai phong ngu)

4.1. Twong Itra b 19c géi tin (Packet filtering firewall)

Loai firewall nay thuc hién viéc kiém tra s6 nhan dang dia chi ctua cac packet dé
cho phép chung c6 thé luu thong qua lai hay khong. Cac thong sb co thé loc dugc cia
mot packet nhu sau:

« Dia chi IP noi xuét phat (source IP address);

* Dia chi IP noi nhan (destination IP address);

« Cong TCP noi xuat phat (TCP source port) ;

« Céng TCP noi nhan (TCP destination port).

Nho vay ma firewall c6 thé ngin can dugc cac két ndi vao nhitng may cha hoic
mang nao dé dugc xac dinh, hoac khoéa viéc truy cap vao hé théng ndi bd tur nhitng dia
chi khong cho phép.

Hon nira viéc kiém soat cac cong lam cho firewall c6 kha niang chi cho phép
mdt s6 loai két ndi nhét dinh vao may chu nao do, hodc chi cé nhirng dich vu nao do
(Telnet, SMTP, FTP,...) duoc phép mai chay duoc trén hé théng mang noi bo.
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Application
Level

Packeis Kernel Level Pass

et | [ { }—( Filter Router J—t—pml [ 11 1rjap 3

L

Drop

Net 2

Hinh 6.1 — Tuong lira b loc goi

4.2. Cong ting trng dung (Application gateway)

Cong tang ung dung la mot thiét bi binh phong bao mat dung dé phan tich cac
goi dir lidu duoc chuyén vao. Khi cac goi dir liéu tir bén ngoai dén cong, chung duoc
kiém tra va luong gia dé xac dinh xem chinh sach bao mat c6 cho phép chung vao
mang hay khong. May phuc vu khong chi dinh gia tri cac dia chi IP ma con xem xét dir
liéu trong cac goi dé tim 15i va sira sai.

Mot cong tang tng dung dién hinh cé thé cung cap cac dich vu ay quyén cho
cac irng dung va giao thirc nhu Telnet, FTP (File Transfer Protool), HTTP (HyperText
Transfer Protocol), va SMTP (Simple Mail Transfer Protocol). Cong tng dung nay
khong cho phép bat ky mot g01 tin nao di thang truc tlep gilra hai mang, ma loai
Firewall nay dugc thiét két dé tang cuong kha ning kiém soat théng qua dich vu
Proxy. Khi mét tram bén ngoai mudn két ndi voi cac tram bén trong tuong lira thong
qua mét dich vu nao do thi tram bén ngoai phai thong qua dich vu Proxy. Néu dich vu
bén ngoai khong thudc dién cdm thong qua dbi véi Proxy thi dich vu Proxy s& di tim
tram dich bén trong tudng Itra dé tao két ndi voi tram bén ngoai; nguoc lai cac tram
bén trong mudn két ndi ra ngoai ciing vay. Véi cach thirc ndy s& ngin chin duge mot
s6 loai tan cong co ban nhu giy tran bo dém cua tuong lira.

Tuy nhién cling ¢c6 mdt s6 han ché d6i véi dang tudong Itra loai nay l1a: Pay 1a
loai tuong Itra dugc cai dat cho tirng loai dich vu riéng r€ trén mang vi du nhu Telnet,
Mail, FPT... Néu ching ta muén hd trg mot dich vu nao d6 cho mang cia minh thong
qua tudng lira thi ching ta nhat thiét phai thém vao proxy cho loai dich vu dé. Vi vay
néu trén mang bén ngoai c6 thém mot dich vu méi nao do thi nguoi quan tri tuong lra
phai xdy dung chinh sach dai dién thich hop véi dich vu d6. C6 hai nguyén tic dé tao
ra chinh sach dai dién mic dinh & ddy d6 13 hodc tir chdi tit ca nhitng th khong duoc
dai dién, hodc 1a chap nhan tit ca nhiing dich vu khong c6 dich vu dai dién trén tuong
lira. Nhung ca hai cach nay déu gy ra nhiing nguy co an ninh va bat tién méi cho hé
thong mang bén trong tuong lira.

4.3. Bastion Host Firewall (Phao dai phong ngu)
Bastion Host Firewall 13 mot tram duoc cdu hinh dé chin ding moi cudc tin
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cong tur phia bén ngoai vao. Pay la diém giao ti€p truc ti€p voi mang khong tin cdy
bén ngoai, do d6 dé bi tan cong nhat. Co hai dang cuia may phong thu:

Bastion Host
Inside "Choke™ Outside
Router . : Router
e — = = [
Internal ———-- — Fxternal
Network - Network

Perimeter Network
“Screened Subnet"

Hinh 6.2 — Bastion Host Firewall

May phong tha ¢6 hai card mang, mot ndi voi hé thong bén trong (mang ndi bo)
va card con lai nbi v6i bén ngoai mang Internet. Pay 1a dang tuong lira ¢ tir rat som,
nd yéu cau nguoi sir dung bén trong phai két ndi voi tudng lira trude khi 1am viée voi
mang bén ngoai. Véi gidi phdp nay tuong ltra da c6 1ap dugc mang bén trong voi mang
bén ngoai bang nhitng may phong thu (host) nhung né ciing tao ra mot sy thiéu tu
nhién trong viéc két ndi giita ngudi sir dung bén trong véi mang bén ngoai.

Dang thl'I hai cua co ciu phong thil ndy 1a may phong thi c6 mot card mang
duogc nodi tryc tlep dén mot hé riéng biét trén mang — gateway muc ung dung. Gateway
nay cung cip diéu khién vao ra. Bo dinh tuyén (rounter) c¢6 nhiéu chtrc nang trong ciu
hinh nay. N6 khong chi dinh huéng cac goi dén hé noi bo, ma con cho phép cac hé
thdng noi mo két ndi véi Internet hozc khong cho phép két ndi. Kién trac screening
subnet con bd sung thém tang an toan dé tach mang ndi bo véi Internet. Ly do dé lam
viéc nay 13 tranh cho mang ndi bd khoi bi tin cong néu nhu bastion host bi dénh sap.

5. Gi6i thiéu vé ISA server

Muc tiéu: Trinh bay cdc hoat ddng chinh ciia twong hira: diéu khién truy nhdp
(Access control), quan ly xac thuc (Authentication) va ghi nhdt ky truy nhap
(activity logging)

5.1. Piéu khién truy nhap (Access Control)

Nhu trén da gidi thidu c6 hai loai twong ltra v&i 2 cach diéu khién truy nhap
khac nhau 13 quy ché bo loc g6i (packet filter) va chinh sach nguoi dai dién ung dung.
biéu khién truy nhap phu thudc vao sy nhan dang ding dén cua cac yéu cAu doi khi
con phu thude vao dinh nghia quyén xac thuc ctia ngudi sit dung.

5.2. Vi tri xdy ra qua trinh xir ly géi

Dé hiéu duoc firewall hoat dong nhu thé nao, trudc hét hiy quan tim dén
duong di cia cac goi tin dan dén firewall d6. Co 3 duong dan phd bién ma mot goi tin
o thé di qua tuy thudc vao dang tuong ltra dugc cai dat. Mot goéi tin cod thé vuot qua
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mot tuong lra & mirc tang ng dung, ¢ mirc nhan hé di€éu hanh hoac 1a muc card giao
tiép mang. Hau hét cac tuong lra déu kiém soat va cho phép cac goi di qua 3 muc nay.

Packet Processing Location
within a typical Firewall

/\' Possible Firewall Processing
Location

Application Lewel
Kernel Lewel i 1

Network Card Lewel

Hinh 6.3 — 3 dudng di pho bién ma mot géi tin ¢ thé di qua

Pé ¢6 duogc tde do xir 1y cao hon & cac router, b loc go1 duoc thiét lap trén
phan mé rong cta thiét bi trén card giao tiép mang véi mot bo xir 1y dic biét ti wu qua
trinh xir 1y cac goi. Pé luu chira ¢ day véi tée dd cao bd xur 1y trén card giao tiép mang
chi hd tro nhimng lut xtr Iy don gian nhu cac phép so sanh nhi phan. Nhiing dich vu
khéc khong duoc hd trg & day.

Nhitng router va nhitng tram luan chuyén goi khac thi qua trinh loc cac goi tin
thuong dién ra ¢ mic nhan hé diéu hanh hon 12 mic card giao tiép mang. Thong
thuong qua trinh loc dugc thyc thi trén cac bo xtr Iy chuyén dung cho phép tuong ltra
c6 thé thuc hién qué trinh loc va kiém dinh mot cach chuan xac, tinh xao hon 1a trén
cac card giao tiép mang tich hop tinh loc. Hon nita qué trinh xtr 1y cac goi tai mirc
nhan hé diéu hanh nhanh hon ¢ mirc ting tmg dung béi vi qué trinh 1ap lich va tran bo
nhé duoc tranh. Tuy nhién qua trinh xtr Iy nhan thudng doi hoi tit ca cc thong tin can
thiét cho viéc loc goi phai duoc chira trong bd nhé thay vi trén dia. Mot goi phai duoc
xtr 1y va duogc cho qua ma khong can phai doi trén dia diéu nay s& 1am han ché cac
dang goi va s6 luong cac goi duoc xur Iy & mic nay.

Qua trinh xtr 1y & muc ting tng dung c6 thé cung cip mot chinh sach an ninh
t6t nhat. Mirc ng dung c6 thé truy cap dén tat ca cac tai nguyén hé thong bao gém dia,
card mang, bo nhé, thu vién cac chuong trinh va ca nhiing tién trinh khac. Tang ung
dung 13 tng trén cling trong cau tric phan ting cua giao thitc mang, do d6 nd khong bi
gidi han boi cac ting thap hon né.

Hoat dong loc goi (Packet Filtering)

Hoat dong loc cac goi co thé dién ra & mét trong 3 muc xtr Iy goi nhu trén da
trinh bay nhung né thudng duoc hd tro & mirc card giao tiép mang hodc mirc nhan hé
diéu hanh. Mot bo loc goi s& cin cir vao phan dia chi IP chua trong géi tin dé quyét
dinh xem géi d6 c6 dugc cho phép vuot qua hay bi chan lai. Goi dugc cho qua s€ dugc
chuyén dén tram dich hodc router tiép theo. Goi bi chan lai s€ bi loai bo.

5.3. Luat loc (Filtering Rules)
B loc s& kiém tra 5 mang thong tin trong khéi IP & phan dau cta goi tin. CAc
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thong tin d6 dugc mo ta nhu trong bang 6.1:
BANG 6.1: Théng tin trong khoi IP ¢ phan dau caa goi tin

Field Purpose
Source IP address Dja chi IP ctia tram ngudn guri goi tin
Destination IP address Dia chi IP cua tram dich goi tin s€ di tdi

Upper level Protocol (d6 1a TCP hoac | Cho giao thirc khac va dich vu khac
UDP)

TCP or UDP source port number Sb hiéu cong clia tram ngudn giri goi ra

TCP or UDP destination port number | S6 hiéu cong ctia tram dich s& nhan goi tin

Khi c6 dugc cac thong tin trén cua cac goi, bd loc s€ so sanh chiing voi mot tap
hop cac luat dé dua ra quyét dinh. Mot luat loc 13 sy két hop mét gia tri hodc mién gia
tri cia mdi truong thong tin trén va quyét dinh s& duoc dua ra néu tat ca cac thong tin
cua goi dugce so khdp véi cac thong tin cua cac luat. Mot bo loc goi s€ thyc hién viée
kiém tra sy hop 18 cta cac goi rat don gian va rat nhanh chi bang cac phép so sanh nhj
phan. Quyét dinh (cho phép hodc cim) s& dugc dua ra ngay sau khi bo loc tim thay
mot luat nao d6 hoan toan so khdp véi thong tin ma nd cd dugce vé g6i tin do do trat tu
sap xép cac luat ciing rat quan trong né gop phan lam cho qua trinh loc duoc nhanh
hon.

C6 mot didu dang quan tam & day dé 1a danh sach luét 1a hiru han va ta khong
thé luong hét duge cac tlnh huéng dé dua ra tat ca cac luat duogc; vi vay phai co mot
luat mac dinh & day dé néu nhu khi xem xét hét tit ca cac luat trong danh sach luat roi
ma bd loc van khong thé dua ra duoc quyét dinh thi luat mac dinh nay s€ gitp bo loc
duara quyét dinh. C6 2 y tuong chu dao trong vi¢c tao ra luat mac dinh nay doé la hoac
1a tir chdi tat ca hodc chdp nhén tat ca, co nghia 1a tit ca cac goi c6 thong tin khong
thoa man tap luat thi bi tr chdi cho qua hoac chép nhan cho qua hét.

5.4. Hoat dong cua twong Itra ngwoi dai dién wng dung (Proxy Application)

- | Autorization
Application level 2 .
e Database

A
Proxy

3

‘ — - Kernel lewel \
| = B /
> . — Destination

‘ -
* e Host | I
Ve

Users

Hinh 6.4 — Hoat dong ctia tuong lira ngudi dai dién g dung (Proxy Application)

Nhu mo ta trén hinh 6.4, nguoi str dung trude hét phai thiét 1ap mot két ndi dén
nguoi dai dién ung dung trén tuong lUra (1) Dai dién tng dung nay s€ tap hop céc
thong tin lién quan dén mdi lién két va yéu cau cua nguoi st dung (2). Tuong Itra s€ st
dung thong tin nay dé quyét dinh liéu yéu cau c6 duoc cho phép thuc thi hay khong.
Néu yeu cau tur phia nguoi dung la thda dang thi nguoi dai dién trén tudng ltra s€ tao
mot két ndi khac tir tuong lu:a dén dich du kién (3). Sau do nguoi dai dién s€ dong vai
trd nhu mot con thoi dé truyén tai dir liéu giita 2 moi két ndi (4).
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Co6 2 diém can luu y ¢ day la:

« Thr nhit, két nbi dau tién phai duoc thiét 14p dén ngudi dai dién trén tudng
Itra thay vi ndi truc tiép dén tram mong muén két ndi.

 Thir hai, nguo1 dai dién trén tuong lira phai c6 dugce dia chi IP cua tram dich.

Trudce khi nguoi st dung hodc mot tmg dung nao do muén két ndi dén nguoi
dai dién ng dung thi phai thlet 1ap két nbi dén tuong lura, két ndi nay phai su dung
phuong phap chuin dé cung cap tén hodc dia chi IP cua tram dich mong muon bay
khong phai 1a mot céng viéc dé dang vi giao thic ting Gmng dung ludn cb dinh va
thuong khong hd trg sy vuot qua cta nhirg thong tin duge thém vao. Dé khic phuc
dic diém nay co rat nhiéu giai phap bat budc ngudi sir dung va cac tmg dung phai tuan
theo.
Két ndi true tiép

Day 1a giai phap dau tién cho phép ngudi st dung thiét 1ap két ndi truc tiép dén
tuong lira thong qua dia chi va s hiéu céng nguoi dai dién sau d6 nguoi dai dién s&
hoi nguoi st dung dé biét duoc dia chi ctia tram mong mudn két ndi. bay 1a mdt
phuong phép thé dugc sir dung bdi nhung tudng Itra so khai vi thé khong duoc wa
dung.
Sir dung chuwong trinh hd trg may khach

Giai phép tiép theo sir dung trong viéc cai dat nguoi dai dién 13 phai c6 mot
chuong trinh hd tro dat trén may cua nguoi st dung. Nguoi s dung s€ chay ung dung
dic biét dé tao két ndi dén tuong ltra. Nguoi sir dung chi viée cung cap dia chi hoic tén
cua tram dich cho ing dung b6 trg. Pia chi tuong lira s¢ dugc ing dung bd trg nay lay
ra tir file cdu hinh cuc bd sau d6 no sé& thiét lap két ndi dén nguoi dai dién trén tudng
lra. Giai phap nay to ra hitu hiéu va trong sudt dbi vdi nguoi sir dung; tuy nhién, han
ché ctia n6 1a mdi chuong trinh hd trg may khéach chi thyc hién twong tmg véi mot dich
vu nao dé cua mang ma thoi.
Str dung nguoi dai dién tang hinh

Mot phuong phap nita dugc stir dung hién nay cho viéc két ndi dén dai dién tmg
dung trén tuong lura la sir dung dai dién tang hinh (an). Voi giai phap nay thi nguoi s
dung khong can dén chuong trinh hd trg may khach hodc két ni truc t1ep den tuong
Iira. O day nguoi ta st dung phuong phap do dudong cin ban, moi két nbi dén céc
mang bén ngoai déu phai dinh hudng thong qua tuong lira. Cac goi khi vao trong
tuong lua ty dong s& ddi hudng dén mot dai dién ung dung mong mudn. Ung dung dai
dién c6 duogc dia chi tram dich mdt cach chinh xac bé“mg cach léy dia chi tram dich cua
phién. Trong truong hop nay tuong lra gid mao thanh mot tram dich va chén cac phién
lai. Khi mot két ndi dugc thiét lap dén dai dién trén tuong Itra thi trinh tng dung may
khach s& nghi rang n6 dang két n6i dén mot tram dich that su. Néu duoc phan quyén
thi dai dién ung dung trén tudng lira s& dung mot ham dai dién dé tao ra lién két thir
hai dén tram dich that.

5.5. Quan ly xac thue (User Authentication)

Pay 1a chirc ning ngin can viéc truy cap trai phép vao hé thong mang ndi bo.
Céc hé diéu hanh quan 1y mang chi kiém soat mot cach khong chit ché tén nguoi st
dung va password dugc dang ky, va doi luc chinh nguoi st dung dugc ty nhiém lai vO
y dé 16 password ctia minh. Hau qua ctia viéc nay co khi 1a rat nghiém trong. N6 cang
tré nén quan trong hon dbi v6i nhitng hé théng mang 16n c6 nhiéu ngudi st dung. C6
hai giao thirc chuén théng dung nhat hién nay dé két hop lam viéc voi LAN.
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* RADIUS (Remote Authen-tication Dial-In User Service)

« TACAS+ (Terminal Access Controller Access Control System Extended)

Thong thuong chirc ndng authentication dugc thyc hién voi su phéi hop cua
mot thiét bi phan ctimg hodc phian mém dugc tich hop sin bén trong cic phan mém
(giai ma theo thuat toan va tiéu chuin khoa mi dinh trude). Khi mot thao tac truy cip
vao mang duoc thuc hién (kiém tra dung User Name va Password), hé quan 1y xé4c
thue s& giri dén may tinh ctia ngudi dung dang xin truy cap vao mang mot chudi cac ky
tr goi 1a Challenge (cAu thach dd), ngudi dung nay sé nhdp vao Token chudi
Challenge va s& nhan duoc mot chudi ky tu méi goi 1a PIN (Personal Identification
Number - sé nhan dang c4 nhan). Nhd PIN ma ngudi dung cé thé truy cdp vao hé
théng mang. Diéu dic biét 1a Challenge va PIN thay doi timg phit mét, cac Token co
thé duoc dinh va thay d6i Cryptor Key (khda mi) tiy ngudi str dung nén viéc bao mat
gan nhu 13 tuyét dbi.

5.6. Kiém tra va Canh bao (Activity Logging and Alarms)

a. Activity logging
Dé cung cép thong tin vé nhitng hoat dong cta mang t6i ngudi quan tri hau hét cac
tuong lra ghi chép cac thong tin vao files (log ﬁles) va luu glu trén dia. Mot tuong ltra
hoan chinh phai ghi chép day du cac thong tin vé cac két ndi thanh cong va ca khong
thanh cbng. C&c thdng tin nay Fat hitu ich cho viéc phat hién kip thdi nhiing 16 hong
trén tuong ltra. Mot log file chuan phai c6 cac thong tin sau:

« Thoi gian bat dau va két thuc ciia mot phién;

* Dia chi tram nguén;

* Dia chi tram dich;

* Giao thtrc st dung (TCP hay UDP);

« Cong duoc mo trén tram dich;

« Két qua cua viéc két ndi (thanh cong hay bi tir chdi);

* Tén nguoi sir dung néu xac thuc duoc st dung.

Ngoai ra con co thé c6 thém céc thong tin vé sb goi duoc chuyén qua, s6 1an lap
lai cua két noi do...
b. Alarm

~Hoat dong bao dong ciling rat quan trong dbi v6i nguoi quan fri. Khi c6 mot két

noi dén mang thi tuong ltra sé phaNit tin hi€u dé nguoi quan tri biét. Pong thoi hoat dong
canh bio cling dua ra tinh trang 101 cua cac goi.

Khi mot goi bi chan lai khong qua dugc tuong Itra thi hoat dong canh bédo cua
tuong lira cling giri mot canh bao dén tram ngudn thong bao vé nguyén nhan loai bo
g61 do.

6. Cac mo hinh Firewall co ban va phirc tap

Muc tiéu: Trinh bay cdc mo hinh firewall co ban va phuc tap thuong duoc sw
dung trong cac doanh nghiép.
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6.1. M6 hinh Firewall co' ban thwong dwoc sit dung dén:

&

IP1000.5
. DNS 10002
\Wed Server @——
P 10004 Q’J'
DNS 10002 IP1000.7
‘E‘ ONS 10002
PSTN e Q
Mail Server TCH
P 10003
DNS 10002

<8 &

P 10002

i

Firewall

S
<

IP1000S8
ONS 10002

)

SWITCH

s

IP 10,00.10
DNS 10002

Moda DNS 10.0.0.2 IP000.9
mADSL 1 eross 10.0.0.100 RADIUS DNS 10.002
IP 192,168,1.100 DNSserver 10.00.2 Server: DNS
DHCP @_
IP Lan 192.168.1.113
DF 192.168.1,100 1P 10.0.0.10
DNS 10002

Hinh 6.5 - M6 hinh Firewall co ban thuong dugc stir dung

| P?'l 1

ONS 10002

6.2. M6 hinh Firewall phirc tap thwong sir dung trong cac doanh nghiép lon

N6 ¢6 thé chong dé cac dot tin cong va xam nhéap bic hop phéap ca bén

trong 1an bén ngoai Internet

® 10.0.0.5 <
E I' DNS 10.0.0.2
P 10.0.0.4 %$ %$
DNS 10.0.0.2 P 10.0.0.7 W 10.0.0.8
1 DNS 10.0.0.2 | DNS 10.00.2
PSTN @_Q == =
Mall Server W SWITCH
P 10,0.0.3
DNS 10.0.0.2
. ety 1P Y0.0.0.9 P 10.0,0.10
nmJ-n DNS 10.0.0.2 ,0.0. 0.0.
Modem ADSL o, oss 10.0.0.100 RADIUS ONS 10.0.0.2 | DNS 10.0,0.2
P 192.168.1.100 ONS sorver 10.0.0.2 Sorver : DNS
DHCP G }__G |
IP Lan 192.168,1.113 P
DF 192.168.1,100 1P 70.0.0.10
DNS 10.0.0.2

Hinh 6.6 - M6 hinh Firewall phtrc tap thuong st dung trong cac doanh nghiép

16n

Firewall Cross IP 10.0.0.100 Server IP 10.0.0.2 Clien IP 10.0.0.3
SM 255.0.0.0 SM 255.0.0.0 SM 255.0.0.0

DF khéng DF 10.0.0.100 DF 10.0.0.100

DNS 10.0.0.2 DNS 10.0.0.2 DNS 10.0.0.2

Lan IP 192.168.1.113

SM 255.255.255.0

DF 192.168.1.100
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DNS khong

Cau hoi

1. Firewall la gi? Hay phan loai Firewall.

2. Trinh bay cac kién truc Firewall co ban.

3. Trinh bay qua trinh hoat dong cua firewall.

4. Theo so dd cho dudi ddy, cho biét qua trinh hoat dong cua tuong lira ung dung
(Proxy Application).

- | Autorization

Application level . 2
P Database

Proxy

[-_‘ e ‘ Kernel level \> l
!FJ _,_,/ Destination S
< Host /l I

ol

Users
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BAI 7: CAI PAT VA CAU HINH SU DUNG CAC RULE TRONG ISA
M4 bai: MP 21-07

Muc ti€éu cua bai:

- Cai dat dugc ISA Server trén Windows Server theo dung qui trinh;
- Thiét lap duoc cac rule dé bao mat cho hé théng;

- Thuc hién céc thao tac an toan véi may tinh.

1. Cai dat ISA
Muc tiéu: Trinh bay yéu cau doi véi may cai dat ISA, trinh ty cac budc thuc
hién cai dat va cau hinh ISA. Ngoai ra, trinh ty thuc hién cac ludt cting duoc
neu ro.
May cai ISA phai c6 2 card; khi d6, can c4u hinh IP nhu trong mé hinh co ban

- Card trong ndi b dat tén la Cross

- Card d1 ra ngoai internet tén 1a Lan
Cac budc thuc hién:

+ B6 dia ISA 2006 vao rdi nhip dap vao file setup;

+ Chon Install ISA Server 2006;

+ Chon céc diéu khoan ban quyén roi chon Next;

+ Pién céac thong tin va s6 san pham, chon Next;

+ Chon kiéu cai dat, chon Next;

+ Chon Add dé dinh nghia ving Internal Network

i Microsoft ISA Server 2006 - Installation Wizard X

Internal Network

Specify the address ranges you want inchided in the 154 Server Internal
nietwark,

Click Add ko specify the network address ranges.

Internal Metwork Address Ranges (From-Tao):

.
\1} For details, see the Installation Guide.

< Back | MExh | Zancel |

Hinh 7.1 - Dinh nghia ving Internal Network

+ Chon Add Adapter dé khai bao ving dia chi card IP Internal
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These are the IP address ranges included in this netwaorl,

|2

Skart Address | End address |

Bemove

Add Private

Add Range. ..

o] 4 | Cancel

Hinh 7.2 - Khai bao vung dia chi card IP Internal

+ Chon card lan 1a card bén trong mang ndi bd

Select Network Adapters ' x|

Select the network adapters associated with the network you are configuring,

Metwork adapters:

Mame |

O Eexternal

SR

Metwork adapter details:

Mame; AMD PCHET Family PCI Ethernet Adapter ;I
IP Addresses: 10,10,10,100
Fouke Information:

10,10,10,0-10,10,10,255 , 10,255.255.255 - 10,255,255,255

=
(] 4 I Cancel |

Hinh 7.3 - Chon card bén trong mang ndi b

+ Chon Remove dé x6a ving IP khong dung dén
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These are the IP address ranges included in this network.

Start Address I End Address | Add Adapter...
10,10.10.0 10,10.10,255
10,255, 255,255 10,255,255, 255 Edit... ]
B{emove
S
Add Private
Add Range...
QK Cancel

Hinh 7.4 - X6a ving IP khong dung dén

+ Luc nay, xuat hién ving dia chi c6 thé dugc dung dé cap phat, chon Next

i Microsoft ISA Server 2006 - Installation Wizard x|

Internal Metwork

Specify the address ranges you want included in the 154 Server Internal
niebwork,

Click Change ko edit or add the address ranges. R,

Internal Network Address Ranges (From-To):

10,10,10.0-10,10, 10,255

™
X} For details, see the Installation Guide.

< Back

Cancel |

Hinh 7.5 - Ving dia chi c6 thé duoc ding dé cap phat

+ ISA khong ma hoa khi trao doi luu luong truy cdp véi cac may khach chay

c4c phién ban trudc; danh dau chon "Allow non-encripted Firewall client connections”

16i chon Next;

+ LGc ndy, man hinh xuét hién mot sd canh bao ddi véi cac dich vu dang hoat
dong, chon Next;

+ Chon Install dé thuc hién cai dat.

Sau khi qua trinh cai dat hoan tat, chon Finish dé két thuc qua trinh cai dat.

Khi ISA duoc cai vao, viéc dau tién ISA s& cam moi ngudi ping téi nd va

khong cho ra Internet; vdy mudn ping hay ra Internet, phai tao ra rule va Allow cho
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Mo ISA, chon Firewall Policy, trong ctra s6 ¢ gitra s€ liét ké 1 rule trong
Policy. Rule nay c6 tén la Last Default rule; Pay 1a rule mic dinh nén khong thé xo0é
dugc. Rule nay dang thyc thi hanh dong cam doan “Deny”. N6 cam doéan tat ca moi
hanh dong “All Traffic”. Va cidm tit ca moi ngudi & ving Network nao “All Network
(and Local Host)”. Bi dau ciing cam “All Network (and Local Host)”. Dbi voi
ngudi nao cling cim “All Users”

ISA hé théng duoc sip xép theo thi tu rule tir trén xudng thoa rule nao thi duoc
ung xu theo hanh dong rule do.

(B - cor0fl et ernet Socuriy and Acceleration Server 2004 ~l0f ]
- OmR IO S
) MCrosclt It aerat Soosty aed Acceles
B o)
Mordt vy
2 Pwowat Podcy
Vrtusl Private Metworkas (VR0 /,_.],".:ﬁ:;,‘(,_\
WS Condipu stion
LS [ Aion | Protocels | Prees [Lntorme | Y0 1 Congiion
* | Lot Ol ot b O 0wy 111 A8 et LA Natesorks . p AR Netwerh, . ™ AT Users
e | 2 !
Dorw !

Hinh 7.6 — Rule mac dinh trong Firewall Policy

2. Tao Rule cho Admin di ra ngoai Internet str dung tat ca cac giao thirc

Muc tiéu: Sau khi cai dat, ISA server ldp tirc ngan cach gitta Internal Network
va External Network boi chinh no, khi do cac may trong Internal Network khong
thé truy cdp dwoc ra ngodi (mang Internet) va ngiege lai. NOi cach khac ISA
Server da khéa tat cd moi Port ra vao hé théng.

Trong phdn nay sé trinh bay cach thirc mé cac Port dé cé thé truy cdp Internet.
Luu y: Khdng nén mé cdc cong mét cach tiy tién ma chi mé khi thie sw can
thiét.

Nhiap chudt phai vao Firewall Policy, chon New roi chon tiép Access rule
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Hinh 7.7 — Tao rule méi

Hop thoai Access rule name: dién Admin ra Internet roi chon Next
- Rule Action (Hanh dong)
- Action to take when rule condition are met:
+ Allow: cho phép
+ Deny: cAm
Rule ¢ ddy la ra Internet, chon Allow rdi bdm Next
=

=

Select how chont requests for cortent lrom the specdiad destnation are dealt with
i the condiions specilied in the e are met

Action to take when rule conditions are met:

¢ Dory

<Back [ Hew> | Cancel |

Hinh 7.8 — Cho phép Admin ra Internet
Protocols (gom nhiing hanh dong nao di ra ngoai)
This rule applies to:

Chon hanh dong All outbound trafic: hanh dong nay di ra ngoai st dung duoc
tat ca cac Protocol. Chon Next;

Selected protocols: Mudn Protocol nao di ra ngoai thi chon muc nay;
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All outbound traffic except selected: Cho phép sur dung tat ca Protocol nhung
mudn khéng dung Protocol nao thi chon muc nay;

[Few Access Rule wizard x|
Protocols
Select the protocols thes wile apphes to

Jhis nude apphes to
ISo‘eclod protocols ;]
ISolocIod potocols |
Al outbound tralhc except selected

Pd sl |

Pogts . I
< Back Next » Cancel I

Hinh 7.9 — Chon giao thirc ap dung

Acces Rule Sources (ngudn xuat phat tir dau)
Chon Add xuit hién bang Add Network Entities
Chon muc Network:
Internal 1a bén trong
External 1a bén ngoai
Local Host 1a may ISA

Ta mudn ra ngoai Internet nén chon noi xuat phat tir Internal réi Close
[Add Network Entities 2|

Neaetwork entitios:
Echiv. ..

Noew -

=] L Networks

WP Cxtornal

- [
e Local Host

e Quarantined VPN Clents
VPN Clhents

Notwaork Sets

Computers

Address IRangens

Subnets

Computer Sets

e

LULLL

£ 3}

| Add | Close |

Hinh 7.10 — Chi dinh vi tri xuét phat

Lac nay Access Rule Sources c6 Internal, bAm Next;

Access Rule Destinations (Pich dén)
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Tiep tuc bam Add. Muon di dau, ra ngoai Internet ta chon External roi Close
[ Add Network Entities >

Network entitios:
New <« Cdic, .. Delote

=] L Network=s
>
e Internal
wles LOocal Host
e Quarantined VPN Cllents

VPN Clients
Network Sets
Computers
Address Ranges
Subnets
Computer Sets

E3)

£S5}

VELLL

At ] Tlose l

Hinh 7.11 — Chon dich dén (ra Interrnet)

Ldc nay, ngoai Access rule Destinations c6 External, bam Next
User Sets (Ai di ra)

Néu mudn Admin di ra thi bo All Users bang cach bam vao All Users bam nit
Remove

X
Usor Sets
You con apply the rue 10 1equests bom ol users. Du, you can et access o
pecic uer soly
This nule apphes to requests hom the following user sets
—js,hl Users | Add. '
< Back Nest > Cancel I

Hinh 7.12 — Gi6i han nguoi dung

Ri bam Add: Man hinh Add Users xuét hién, chon New
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O S— <1

User sets:

DNew [Edit...

-
?‘, All Authenticated Usors
?‘J All Useors

| Add ] Close |

Hinh 7.13 — Thém nguoi dung chiu tac dong

Man hinh New User Set Wizard xuét hién: dién Admin, rdi chon Next

Khi d6 chon Add s& xuat 3 lira chon, chon Windows users and groups

J
Useors
Select users to michude in the user set
Namespace | Group | Domain |

[<Back | new | Cancel |

Hinh 7.14 — Bdi tuong tac dong bao gdm nguoi ding va nhom ngudi ding

Chon nut Location chon Entire Directory rdi chon “tén mién” r6i OK; sau dé
bam vao Advanced, chon nat Find Now s& thdy muc Search results c6
Administrator, chon Administrator rdi OK rdi Next sau d6 Finish.

2134
Select this object type:
lUws, Groups. or Built-in secunty principals Object Types...
From this location:
[HOANGPHUONG Locations...

Enter the object names to select (examples):

Advanced... 0t Cancel |

Hinh 7.15 — Chi dinh nguoi dung va nhom nguoi dung
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Bay gio ta thay c6 Admin (do da chi dinh Admin) r6i Close
[Addusers B =<l

Lizer sebes;

ey Echt. .. el ke

W |
R, AN Authenticated Users
B, Al Users
?‘-, Swsbenn arnd ebvsork Serwvices

| Add | Close |

Hinh 7.16 — Di tuong dugc thém vao 13 Admin

Bay gid User Sets khong phai 1a All Users ma 1a Admin, bdm Next tiép roi
Finish roi Apply
T T T s e e NT-TET]

Che  Acton Yew o
- M P D a2 F X (0o &
b

-
Pt et Gt ot e By el A e

D Vi Frevate Pt s (VW)
3 Contigu ation
e tootvncrts
-, Cothe
3 Adsew
L) Gererst

ol 1 Ik J 2
O i

Hinh 7.17 — Déi tuong chiu tic dong 13 Admin

Ké tir bay gid admin c6 thé truy cap dugc Internet
Bay gio Client bo DF 10.0.0.100 di thi khong vo Internet duoc

May Client mo IE 1én chon Tab Menu Tool chon Internet Options

TR The page canoot be displayed - M 10 )

‘ Che Lt Yow Favorkes | Took  Heks | & |

D Ouck » & = (=) () &G bl end News P | &5 Meda 2o beh W] = o 4 |

| Address [ i) tatp: v yahoo.s Gl v Sob =] BEJ o s =]

; Show Belated Links =
The pagee cannot Raosh Sk

Emplanation: There s & problem with the page you are Yrying to
reach and it cannot be displayed

Try the fallaowing:

e Refresh page: Search for the peage again by chicking the
Fafresh DUTGN. The tLmeow t ey have occurred due to
Intornet congestion
e Check spelling) Chedck that you typed the Web page
address correctly. The address may have bean mistyped
= Accoss from o link: If there s a Link 1o the page you are
looking for, try accessing the oaage from that fank . =~

Enables you to change settings.

Hinh 7.18 — Thiét 1ap d6i véi IE

Chon Tab Connection rdi chon Lan Setting
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Hinh 7.19 — Thiét 1ap két néi Internet

Muc Proxy server

- Panh dau chon Use a proxy server for your LAN (These setting will not
apply to dial-up or VPN connections)

- Address: danh dia chi IP cia may ISA 10.0.0.100 Port 8080 roi OK
LUc nay ta lai vo dugc Internet

Local Area Network (LAN) Settings = 21|

Automatic configur ation

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configur ation.

I Automatically detect settings
I Use automatic configuration script

Proxy server

v Use a proxy server for your LAN (These sattings will not apply to
dial-up or YPN connections).

Addegss: [10.0.0.100 Port: [8080 Advan;edl

I~ Bypass proxy server for local addresses

[ ox | cancel |

Hinh 7.20 — Dia chi IP ciia may ISA

Khong can c6 DF van ra Internet, 2 kiéu di ra Internet khac nhau la:
- May Client, & DF dén ISA luc d6 may ISA dang dong vai tro NAT

- Con ltc Client trong trinh duyét 1E ma cau hinh Proxy lac d6 may ISA déng
vai tro Proxy Server

M¢ 1E, vao Proxy bo hét cac thong sb ta s& khong di bang kiéu NAT hodc Proxy nira
ma di bang kiéu 3

May Client m¢d hop thoai RUN 1én danh dia chi IP cua may ISA file://\\10.0.0.100 ta
s& thdy bén may ISA c6 1 thu muc dit tén 1a mspclnt; nhip ddp vao dé rdi chay file

Setup, chon Next rdi Next thém cai nita. Man hinh ISA server Computer Selection
xuét hién.
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Chon Connect to this ISA Server computer, danh IP cta ISA 10.0.0.100 roi Next

¥ Microsoft Firewall Client - Install Wizard 4

ISA Server Computer Selection
Specky the 15A Server computer to which Firewsal Chent will connect.

You can specty the 15A Server computer that Frewall Chert will connect to, or Frewal
Clent can detect the appropriste 154 Server compater

%) Connwct to this ISA Server comgeier
Type the 1SA Server host name or IP address:
[10.0.0.100 o
Example: isa.microsoft.com or 157.54.0.1

Actomatically detect the appropriste I5A Server computer

Note: These settings may be changed later using the Frewall Clert management
PP ALION.

l < Back Neoxt > | Cancel J

Hinh 7.21 — Chi dinh IP cua ISA
Bam Install r6i bam Finish va khi cai xong may client s& c6 biéu tuong va liic nay
khong c6 DF va Proxy nhung van truy cap duoc Internet
Két luan: May Client khi ma dé DF thi goi 1a Secure NAT
May Client khong dé DF nhung st dung Proxy goi 1a Proxy Client

Khi Client khong dung DF va Proxy ma di cai Tool ISA Client goi l1a Firewall
Client

MOoi cach sé c6 wu va nhugce diém riéng:

- Néu dung Secure NAT thi Client co thé ra Internet va dung bat ki Protocol
nao ma ISA allow cho cai rule cua no;

- Néu dung Proxy chi di ra dugc Internet bang HTTP va FTP bt chip may
ISA c6 allow moi Protocol nhung bu lai phuwong phap di bang Proxy tin dung duoc
CACHING bai vi lic d6 may ISA di ding. Néu c6 may Client khac hoi lai 1 trang
web ndo ma ISA nhd n6 ¢6 nam trong cache luc d6 may ISA tra 10i lai lién.
Firewall Client 1a dang tong hop cta 2 dang trén va no sé& tu biét 1 khi nao nén dung

Secure NAT va khi nao dung Proxy.

3. Cau hinh cho cac client ra Internet nhung chi sir dung giao thirc HTTP,
HTTPS

Muc tiéu: Trinh bay cdch tao cdc rule dé cdc client ra internet nhung chi sir
dung giao thirc HTTP, HTTPS

Nhiap chudt phai vao Firewall Policy, chon New rdi chon Access rule
- Acces rule name: dién Users ra Internet (HTTP va HTTPS)

- Rule Action: chon Allow
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- Protocols: chon Sellected protocols, chon Add

New Access Rule Wizard = x|

Protocols v »

Select the protocols thes ule apphes to

This rule applies to:

Pogts . I

< Back Next > Cancel |

Hinh 7.22 — CAu hinh cho client bsi rule méi
[Add Protocots <l

Protocols:
New «~ Edit... leate

il Common Protocols
—d Infrastructure
=4 Mall
—d INnstant Messaging
—d Remote Terminal
el Streaming Media
+) 4 VPN and IPSec

g4o¥fi

+

D

[ aaa 1 s

Hinh 7.23 — Chi dinh giao thic HTTP, HTTPS

Chon muc Web rdi chon 2 giao thitc HTTP va HTTPS - Close - Next

Access Rule Sources: bAm Add roi bAm vao Network chon Internal roi Close
roi Next

Access Rule Destinations: chon External roi bAm Next tiép
User Sets: miac dinh 1a All Users; tiép tuc bam Next roi Finish va Apply

Luc nay User chi sir dung duoc c6 2 giao thirc HTTP va HTTPS.
4. Cau hinh DNS phan giai tén

Muc tiéu: Trinh bay cach cdu hinh thiét lip dé phan gidi tén mién trén ISA
Server.
Nhiép chudt phai vao Firewall Policy, chon New rdi Access Rule

Access rule name: DNS
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Rule Action: Allow

Protocols

This rule appiles to: chon Selectes protocols, bAm Add, chon Common

Protocols rdi chon DNS rdi Close roi Next
Access Rule Sources: Internal
Access Rule Destinations: External

User Sets: chon All Users, Next, Finish, Apply

Trong cira s Run, g8 CMD / OK. Trong cira s6 DOS, g& nslookup rdi danh

www.google.com.vn ta thdy phan gii tén duoc 13 64.233.189.104

1L WINDOWS system3 2 erned.eice - nslookup . =10 =§

inistrator. DEWNANWTE 'ns lookup
aytplng . dSmavic. edau

lne . dSMavic. edu

L1B9.184
ogle .com.un.

> vt goog la

Hinh 7.24 — Phan giai tén mién
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BAI 8: DICH VU VIRTUAL PRIVATE NETWORK (VPN)
M3 bai: MP 21-08

Muc ti€éu cua bai:

Trinh by dugc ban chat va loi ich cia VPN;
Mo ta duoc mo hinh VPN to site;

Moé phong duge mo hinh site to site;

Thuc hién cac thao tac an toan voi may tinh.

1. Gi6i thiéu vé VPN

Muc tiéu: Trinh bay chuc nang cua VPN va cdc dang VPN cung voi cach hoat
dong va cac ich loi dat dwoc doi véi VPN.

- VPN nhu 1a m§t mang LAN 4o trong mdi truong Internet.

- Cong dung cua VPN la nham truy xuat dugc tai nguyén ctia mang ndi bo khi
ngudi mudn truy cap khong ¢ trong mang nodi bo. Ta truy xuat duge thong qua duong
internet. Cho phép nguoi ding ngoai Internet dung mot account ¢6 san trong ndi bo dé
truy cap vao mang ndi bd (client to Site);

- VPN c6 hai dang Client to Site va Site to Site.

+ Client to Site: Mot ngudi & nha c6 két ndi internet mudn truy xudt
duogc tai nguyén ¢ cong ty nhu 1a dang ngdi ¢ cong ty. Mot nhan vién khi di cong tac
c6 lic can lay dir liéu, hay can trao doi dit liéu trong co quan,... Dé dap tmg duoc
nhimng yéu cau thyc té ndy trong co quan, cong ty,... phai xdy dung mé hinh VPN theo
kiéu Client to Site: cho phép mot két ndi tir xa qua dudng truyén internet dé truy xuét,
trao doi duoc tai nguyén ciia mang noi bg.

+ Site to Site: Mot cong ty c¢6 nhiéu chi nhanh & xa c¢6 két ndi 1én dudng
internet. Yéu cau thuc té 1 cac chi nhanh ctia cong ty tuy ¢ xa nhung can phai 13y dit
lidu cua nhau, cAn phai c6 nhu cau trao d6i dir liéu qua lai giita cac chi nhanh,... dé
dap (mg yéu cau nay, mo hinh VPN theo kiéu Site to Site can dugc xay dung & cac chi
nhanh ctia cong ty.

Khi VPN duoc xdy dung bat ki thanh phin nao bén mang LAN nay ciing truy
xuat duoc bat ki thanh phén nao & mang LAN bén kia va nguoc lai. moi chuyé¢n déu
dugc xdy ra mdt cach tuy dong, dién ra mot cach trong subt ma khong can nguoi Admin
dung ra lam diéu gi ca.

1.1. Béan chat hoat dong ciia VPN

Gia str c6 goi tin duoc truyén theo VPN dén ngudi can truy xuét, co ché goi tin

duogc xtr 1y nhu sau:
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+ Pau tién goi tin (xét 3 truong chinh trong mdt header ctia goi tin 1a Source

Address, Destination Address va trudng Data) dugc truyén c6 Source Address 1a dia
chi ctia may ngudn, Destination Address 13 dia chi ctia may can goi, va trudng chira dir
liéu can goi.

+ Khi gai tin di qua mot router, goi tin nay dugc router hién thoi bao lai boi mot
g61 tin khac c6 Source Address 1a dia chi card ngoai cua router hién thoi, géi tin méi
c6 Destination Address van 1a Destination Address cua goi tin duoc boc lai, con
truong Data ctia g6i tin moi chira toan b géi tin cii, ctr nhu thé trong dudng truyén khi
g6i tin di qua mdi router déu dugc ap dung tinh chit twong ty.

+ Khi goi tin di dén dich, & day géi tin méi duge thao ra timg 16p nhu khi d3 bi
boc lai khi trong dudng di qua mdi router, lac nay dit lidu di dugc truyén dén dich nhu
mong mudn. Giao thirc dirg bao boc va nguogc lai thyc hién 16t tung 16p cho goi tin
nay la giao thtc PPTP (Point to PointTunneling Protocol) hoac giao thuc L2TP
(Layer Two Tunneling Protocol).

« PPTP (Point to Point Tunneling Protocol) cung cip mat do bao mat
tdt dwa trén muc do phtc tap cua Password dugc dung dé tao PPTP connection.
Nhitng thuan loi khi 4p dung PPTP cho VPN la khong yéu cau certificate cho qua
trinh ching thyc va client ¢ thé dat phia sau NAT Router.

« L2TP (Layer Two Tunneling Protocol) 1 su két hop cia PPTP va
Layer 2 Forwading; Pong thoi cung cap muc d6 biao mat cao hon boi vi str dung giao
thizc IP SEC dé bao mat két ndi. Ciing c6 thé ding computer va user certificate dé
cung cap mirc do bao mat cao hon nira khi thyc hién két ndi dung L2TP/IPSEC. Trén
hé thdng Microsoft, L2TP duoc két hop véi IPSec Encapsulating Security Payload
(ESP) cho quéa trinh ma hoa dir liéu, goi 1a L2TP/IPSec. Su két hop nay khong chi cho
phép ching thuc ddi voi ngudi ding PPTP ma con cho phép chimg thuc dbi véi cac
may tinh thong qua cac ching chi, nang cao hon d6 an toan cua dit liéu khi truyén.

« ESP (Encapsulating Security Payload): Noi dung thong tin dugc ma
hoa, ngin chin cac truong hop hacker dit chuwong trinh nghe 1én va chin bét dir liéu
trong qu4 trinh truyén
1.2. Loi ich caa VPN

- M6 rong vung dia 1y ¢6 thé két ndi duoc

- Tang cudng bao mat cho hé théng mang

- Giam chi phi van hanh so v&i mang WAN truyén thong

- Giam thoi gian va chi phi truyén dir liéu dén nguoi dung o xa
- Tang cuong nang suét

- Giam don gian hod cau truc mang
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- Cung cap thém mot phuong thirc mang toan cau

- Cung cép kha ning hd tro théng tin tir xa

- Cung cép kha nang tuong thich cho mang bang thong rong

- Cung cép kha ning sinh lgi nhuan cao hon mang WAN truyén thong
Mot mang VPN duoc thiét ké tot s& dap ung duoc cac yéu ciu sau:

- Bao mat (Security)

- Tin cdy (Reliability)

- D& mé rong, nang cip (Scalability)

- Quan tri mang thuan tién (Network management)

- Quan tri chinh sach mang t6t (Policy management)

2. M0 hinh VPN client to site dung giao thirc PPTP

Muc tiéu: Trinh bay cach cdu hinh VPN trong méi truong c6 ISA Server.

IP 13218312 IF 132 6515
OF 19218212

IP 0002 IPA000A00 1P 152188.1.100
OF 10040 DNS 10002 OF 1826812
ONS 0002

Hinh 8.1 — M6 hinh VPN client to site dung giao thirc PPTP

M6 hinh Client to site can 3 may tinh: 1 may lam Domain, 1 may cai ISA va
join vao Domain va 1 “may tinh ngoai mang”.

& Tai Domain, tao 1 Group tén la Admin (hinh 8.2) va bat Allow access cho

Administrator va cho Administrator tham gia vao Group Admin; Administrator
c6 Password la 123456

Cich tao group: Nhip chudt phai, chon New, chon Group
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Hinh 8.2 — Tao Group

Man hinh New Object — Group xuét hién

Group name: dién Admin roi OK.
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ﬂ?‘- it Wy danavte . adu iseors

TG TV @A |
| A

L e e L e e L ER ]
— f= =
rﬂ:lrrl-1

TRrCAsE acope 1 Er o By
T Dy boec sl TR e

= ekl T Dietribastiors
Ll [ LV ST

I e 1 = areel 1

Hinh 8.3 — Hop thoai chi dinh tén group cung vdi cac tuy chon
Bat Allow access cho Administrator
Chon Administrator r6i bdm chudt phai chon Properties
Man hinh Administrator Properties xuat hién (hinh 8.4), chon tab Dial — in.

Trong Remote Access Permission (Dial —in or VPN), chon Allow access / OK
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T T — 21>
Remote control 1 Terminal Services Profile | COM»
General | Addiess | Accourt | Protile | Telephones | Organization |
Momber OFf Dialin | E nwvironment | Sessions

Romote Access Pormission [Dialin or VPN

= |Aioy acceid

€ Deny access

€ Conuaol ncoe throuagh FHemote 2o o Palicy

™= Vearly (oaller-iD I

Callback Options

= No Caliback

7 Set by Caller (Flouting and Rm%ccass Service only)

€ Always Callback to: l
I~ Assian & Static 17 Addre [
I Apply Gtotic FHoute
Deofine routes to enable for this Dial-in tatic FRote l
connection.
I oK 1 Coancel | Apohy |

Hinh 8.4 — Giao dién Administrator Properties — Tab Dial-in

Cho Administrator vao trong Group Admin

Chon Group Admin rdi nhip chudt phai chon Properties. Chon Tab Members
bam Add.

Man hinh Select Users Contacts or Computers xuat hién (hinh 8.5); trong
khung “Enter the object name to select”, gd administrator r6i bAm Check Names rdi
bam OK

Select Users, Contacts, or Computers - i’ﬁl
Select this abject ype:
|I.Isﬂ: of Other objects Dbject Types... |
From this location:

|dana'.rtn:.edu Locations... |

Erdes the objgct names to select [examples)

Aucdminiztr ator] [ Check Names [

Advanced... ok | cancel |

2

Hinh 8.5 — Man hinh Select Users Contacts or Computers

Luc nay quay lai s& thdy man hinh Admin Properties c6 Administrator xuat
hién, bdm OK.

N Tai ISA, chon Vitual Private Networks: trong VPN Clients Tasks, chon Enable
VPN Client Access, chon Apply.



Trang 104

(:T_m ~101 x]

b MO0t It rat So0s ity ad Acceler [V
= g MO w " s (Yo
Merkorvng Acc 00 Vit Privat o Setworks ( )
2 Feowal Pokcy
Vet Fravate hmoworta (W) (T —rt— | iy
A Corfpreton /vv- Chenty YFemee soes ;/,-_“h \ (——\,w .
el -t )
M Cacha > Contigure VN Client Accoss
“d At v - Thus punae bl yous define and Cond e hoss VN Cliewits Tosks
J Comdwms o chards access the corpor sta nebwors uarsg & vl 4
privale netvwork (VIR corvmation, \) Envalde V) e A
U Conguwn e
Vortly that YN Chent Acoews » Agras
M nabied
AR amote chords Lo Connact 10 tha netvorh Gonerol VN
w et
s Subodnl oy H Conliguration
D S by Wandaws Lisers o select & ' P Sotech Arvess Natvacsl
RADNE Sevver o Dol e
Sy the Wndowss U & (G Orongs ) - AN
Mowwod W accow or, # uuing BADILS A Select At e
bk abuory, setect the BADDIS stfard ik stson Mot o
v v
W Specdy Ao
Covdvpn sns —d
Verily VI o T aesd Meroaote
= Access Comtpration
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Hinh 8.6 — Kich hoat VPN Client

Lac nay trong VPN Client Tasks khong phai 1a Enable VPN Client Access
nita ma la Disable VPN Client Access

Ttiép tuc chon Configure VPN Client Access. Khi man hinh VPN Client
Properties xuat hién, chon tab General

Danh diu vao Enable VPN client access va Maximum number of VPN client
allowed: 10
[Virm Chients Broporties w4 =<t
Ganeial | Goowps | Protacots | UDeer Mappa |

I+ Lrwsbile VIR chont accses

B asminnviares varnkses of NP Ol s albosvendd

[vo

I orx__ 1 Cancel | |

Hinh 8.7 — S6 két nbi truy nhap ti da cing lac

Chon tab Group rdi nhip vao nat Add. Trong khung Select group, chon nat
Locations rdi chi dinh tén mién; chon Users rdi OK
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axl

Select the location you want to seaich.
Location:
=7 danavtc.edu -]
[#-[&] Builtin
[#- & Computers
#-1&d] Domain Confrollers
#-) ForeignSecurityPrincipals
(2] LostandFound
[+-1g3] Program Data
(28] System

IR Users | =
[ ok | Coxe

4

Hinh 8.8 — Chi dinh vi trfi tim kiém

Quay lai Select Groups, Iic nay khung From this location dugc chi dinh la
Users

Chon nut Advanced. Khi hop thoai xuét hién, chon nut Find Now. Lic nay
khung Search rerults xuat hién Group Admin, chon Admin rdi bAm OK

e =)

Gelact ihis obdeoh iges

| EETe Bhimct Typss, ., I

From thas koot

[‘_rl-ll [ ML T I

Corrares Quisnes |

M e [Sraste v =1 | _ Cotmns,_ |
Bescrption:  [Starts vt =] | [ biow |
r_ 13 il iyl —II ;
| B CE R Pt T =Tt
15 I Tovwd b I - I E@

dam wrses o L
O S chorts waiho danats. sduld, |
Cioasgriabed e dan st sdull,
e L R S TR T danavtc.e-dul.
Sl cloarmiry ok dmnmrts wdufl.
Sl clcamimiri o el danavtc.sduild, |
Fas O cammin Llsere Al choarimiey unoes dEnmrts . sdurl.
Fad Cevlmepeine Sl Dosegriabed acrm dan stz edull,
Fad Chnoaags Froskoy HMamboss i s diEn et s,
fad Schorma Scimene  Dessgnated acdime danavtc.sduild, |

Hinh 8.9 — Chon tén nhom

Ldc nay VPN Client Properties s& xuét hién Group Admin, chon niit OK

Tab Protocols: danh diu vao Enable PPTP va Enable L2TP/ IPSec dé chi
dinh giao thirc két ndi (hinh 8.10). Chon Apply dé chap nhan thiét lap.
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Genersl | Groups Prowwcols | User Mapping |

Enable the tunnehng protocols available for remote accees

COnMmeoiions.

¥ Epable PPTFP

PRPTE provides a secured connechion method Tor rtemote

accons.

foemole acooss.

shle L2TEAPS e
L2T P APSec provides a highly secured conmection method for

_ox 1

Cancel

ape |

Hinh 8.10 — Tab Protocols chi dinh giao thirc két ndi

Quay lai cira s6 Configure VPN Client Access, chon Select Access Network
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Hinh 8.11 — Ctra s6 Configure VPN Client Access véi tity chon Select Access

Network

Man hinh Virtual Private Network (VPN) Properties xuit hién

- Tab Access Network: d¢anh diu vao External

Virtual Private Networks (VPN Properties

Access Networks | Address Assignment | Authentication | rRADIUS |

For VPN client

OO
Initiate connections to the VPN sarver.

For site-to-site connect

. select the local networkc

oS
the VPN gateway used For connecting to the remote site.

Theose sottings are
connections.

adaptor is

Y EO all VPN clionts and site-to-site

tions, seloct the networks From which clents can

=12

[ - sinternal
3 - 5. Al Networks (and Local ...
[ 5. Al Protectod Networks

<1 |

BuUilt - Ne v or bk ob je

y repre
Network reprosenting the internal ¢
This predelined network set include
This proedefined neotwork set include

L |

Cancel

APy I

Hinh 8.12 — Tab Access Network véi tuy chon External

- Tab Address Assignment: Panh dau vao Static address pool rdi chon Add
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Virtual Private Notworks (VPN) Propoartias 1 >=

Accoss Networks Address Assignment | authentication | racIuS |
Seoloct the IFP addross assigrmeant mathod:
= Zratic addross pool

IF address rangoes:

[ Start Address | Gnd address ] Add. .. |

7 Dynamic Most Configuration Protocol (OMMcP)

Use thoe Following network to obtain DHCP, DNS and WINSG sorvicos:

Ilntc'nnl - l

Advanced sottings are only applicable For Adyanced. .. l
remote VPN cloants .

[ o1 cancet | avety |

Hinh 8.13 — Tab Address Assignment vai tuy chon Static address pool
Ta cung cap khi mot ai két ndi bang VPN dé truy cap mang ndi bd s& phét sinh
ra 1 dia chi IP (Luu ¥: dia chi IP cdp phat nay khong duoc tring vé6i Internal)

Internal da 13y dia chi IP 10.0.0.2 dén 10.0.0.200 thi & ddy phai cdp phat dia
chi IP 12 10.0.0.201 dén 10.0.0.250

1P Address Range Properties ) 21x|

Specify the range of IP addresses:
Starting address: Ending address:
| 0.0 .0 .21 | 10 .0 . 0 .250

[ ox ] cancel |

Hinh 8.14 — Vg dia chi IP dugc cap phat cho cac két ndi bang VPN

Quay lai ctra s6 Virtual Private Network (VPN) Properties (hinh 8.15), trong
IP address ranges sé& hién thi IP vira dugc cip phat, chon OK rdi chon Apply
(Vi nl i e Nt ok (VPR Properties 4 <

Accoss Networks Address Assionment | avthentication | macius |

Select the I addiess assigrement method:
= Sratic address pool
IF aclkdress ranQes)

= Agd. .. |

119,0,0,.501 10,.0,0,°50

- -

7 Dynarmic HMost Cont igur ation Protocol (O )

Use the FOllowing network to obtain DMCP, DNS and WINS sorvices:

[1ntornat ~1

Addvanced settings are only applicable For Acdyyanced, .. l
roemote VPN conts .

[ e ] Cancel | Aoty |

Hinh 8.15 — Hién thi IP vira duoc cip phat

Khi c4u hinh Virtual Private Network (VPN) xong, tién hanh tao ra 1 rule dé
cho moi nguoi khi két néi VPN c6 thé xam nhap vao mang ndi bd duoc.
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Luu y: néu khong tao rule cho cac VPN Client thi cho du két noi VPN thanh

cdng ciing khong thé nao truy xuét dir liéu trong mang ndi bo duoc.

Cich tao rule cho VPN Client truy xuét dir liéu dwoc

Chon Frewall Policy nhip chudt phai chon New rdi Access Rule

B o s vt Lot er et Socum ity aed Accolor ation Sarves 2004

Ol Action  Yew e
e = M0 P O () B

T3 Mool Bk aeret Saoe by ared Accoter
L@ HONE IICRG

9 Masiewe)
¢
Vatul Fre VAL AN G e

ar

“ - ped |
1 ot by -
1;':":' - = 2 ‘..::,.. Firewall Policy
2 cecer DS Slocare]| Tasks
> m“m«xm-.a. L B A Nt ) Crmatm Panes Accons ke
Lt 4 S e P RA ) e 3 Publial & Wals ey
e Prthireng ol .. | | 2 Publioh o Saiio s Wel
- Mt S v

System Policy Tasks
> o £ T

B Showy St Bk e
4 Empront -
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Hinh 8.16 — Tao rule méi

Man hinh Wellcome to the New Access Rule Wizard xuét hién

Trong Access rule name: dién VPN Client rdi Next

New Access Rule Wizard
Welcome to the New Access
Rule Wizard

?M('oto'r &
n
RS ASA K oo

Thiz vazard helps you create a new access rule. Access

ndos define the action that iz taken, and the protocols that
may be used, when specified chents from one Nnetwork
attempt 1o access specilic destnations of content on

another netwaork

Access mule name

F/—PN Chory

To continue, chck Nexa

Noxt > Cancel |

Bach

Hinh 8.17 — Tén rule can tao

Rule Action xuat hién; Trong Action to take when rule condtions are met:

chon Allow rdi Next
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Rule Action
Seloct how chert toquosts for corntent from the specfiod deostination are dealt with
# the conditions specifind in the nde aro met

Action to take when rule conditions are met:
= [Biovd
" Rerw

< Back I Mext > l Cancel I

Hinh 8.18 — Cho phép VPN Client két n6i va truy xuét dit liéu trong mang ndi bd

Trong ctra s6 Protocols, chon All outbound traffic trong This rule applies to,
roi chon Next.

Khi cira s6 Access Rule Sources xuét hién (hinh 8.19), chon nit Add rdi bam
vao Network chon VPN client r6i Close ltc nay This rule applies Clients xuat hién
VPN Client rdi bAm Next

[New Access Rule Wizard S

Acceosz Rule Souwces
T his nde wil apply to tralfic onginating from the souwsces specilied in this page

This rude apphes to taffic from these sources:

VPN Cherits L’

< Back I Meoxt > ] Cancel I

Hinh 8.19 — Ctra s6 Access Rule Sources — thém rule méi

Access Rule Destinations: bAm Add rdi badm vao Network chon Internal roi
Close; luc nay ta ciing sé thay This rule applies to traffic sent to these destinations
xuét hién Internal ro6i bAm Next.

Users Sets: Luc nay da c6 sdn All Users, chon Next rdi Finish, Apply.
U CAu hinh may client dé sir dung VPN

Mo ctra s6 Netwwork Connection: Nhip phai chudt vao My Network Places,
chon Properties; sau do, nhap phai chudt vao New Connection Wizrad, chon New
Connection (Xem hinh 8.20).
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=101 x|
Efe EM  Yow Favorkes Jools Advaoced el | &
D0k < €3 - F | S0 Search | Folders | b 2 DX %) | (B :
| Address & Network Connections e |
LAN or High-Speed Internet
e cross % Lan
Vrrabled
W el |

“d Start the New Connection Wizard, which helps you Create a connection to the Internet, to another computer, o to -~

Hinh 8.20 — Tao mot két ndi mai
Man hinh Wellcome to the New Connection Wizard roi bAm Next

Khi man hinh Network Connection Type xuét hién, chon Connect to the
network at my workplace (hinh 8.21), chon Next

New Connection Wizard N

Notwork Connection Typo >
What do you want to do? 2

" Connect to the Internet
Connect to the Inteinet 50 you can browse the Web and read emad

= Cgnnect to the network at my workplace

Connoeuoobumnnetwo:k(ulmchl-mo-VPN)noyoucmwovkhmhomo
& field office. or anothes location

" Sgt up an advanced connection

Connect drectly to another computer using your senal. puc.ol. of infrared port, or
ot up thes compatter o that other compauters can connect to

<Back [ News | Cancel |

Hinh 8.21 — Chon kiéu két ndi

Network Connection: chon Virtual Private Network connection roi Next

New Connection Wizard

Network Connection o
Howe do you want 1o connect to the netwaork at your workplace? v

Create the lollowing connection:
" pial-up connection

Connect mcmodemandamgduphonehotanlmoadodSmaDmd
Network (ISDN) phone ine.

& Nutual Private N k _connection
Fonnocl to the network using a virtual private network (VPN] connection over the
nternet.

< Back Mext > Cancel ]

Hinh 8.22 — Thuc hién két néi VPN
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Trong man hinh Connection Name, dién PPTP trong Compary Name (hinh
8.23), r6i chon Next

Khi man hinh VPN Server Selection xuit hién (hinh 8.23), dién dia chi cua
server (192.168.1.100) trong Host name or IP address, chon Next

VPN Server Selection w
What is the name or addiess of the VPN server? @

Type the host name of Intermet Protocol (1P} addiess of the computes to which you are
connecting.
Host name or IP addiess (for example. microsoft com or 157.54.01 )

|1921681 100

< Back | Next > I Cancel ]

Hinh 8.23 — Dia chi server ISA

Man hinh Connection Availability xuat hién, chon My use only, rdi chon Next

Man hinh Completing the New Connection xuét hién, danh ddu vao muc Add
a shortcut to this connection to my desktop dé tao mot shortcut trén Desktop.

Nhip dtp chudt vao shortcut PPTP dé thyc hién két nbi
- User name: dién Administrator

- Password: 123456 roi bAm Connect

Lser name: [Admlrnﬂrcton

Password: IOO.O.O

™ Save this user name and password for the following users:
€ Me anly
€ Arvone who uses tn ormputer

[ Connect | Cancel | Prapedties | Help |
Hinh 8.24 — Két ni PPTP

Moé cira s6 Commandline trong giao dién DOS, thyc hién 1énh ipconfig /all
(xem hinh 8.25) sé& thdy xuat hién thém 1 dia chi IP (do két néi VPN téi mang cuc bd
va duoc ISA cung cap).
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Ethernet adapter lan:

Connection-specific DNS Suffix
Description
Physical Address. . . . . . . . .
DHCE:-Enibadic s a it s iailesia n
A R s I AN S
Subnet Mas
Default G

PPP adapter PPIP:

Connection-specific DNS Suffix
Description
Physical fiddress. . . . . . . . .
DHCP Enabled. . . . . . . . . . . ¢

IR AAdYeeE. s aix a'is s wiaice wea
Subnet Ma e
Default Gateway

&1 C\WINDOWS\system32\cmd.exe !

: WAN

D AND PCNET Family PCI Ethernet Adapter
: BB-8C-29-8C-48-6A

.168.1.208
.255.255.98
2.168.1.2

: 127.9.8.1

210.245.31.138

(PPP/SLIP) Interface

: BB-53-45-00-00-88

No

: 19.8.8.283

. * 255.255.255.255
: 19.8.9.283

: 18.8.8.2

C:\Documents and Settings\Administrator)

Hinh 8.25 — C4u hinh duoc cap phat voi IP 10.0.0.203

Va ta tién hanh Ping dén mang cuc b6 thir 13 10.0.0.2 thi thdy no tra 1o lai tin
hiéu 127

Ké tir lc nay ta cé thé truy xuét duoc dit liéu trong mang cuc bJ.

3. M0 hinh VPN Client to Site dung giao thirc L2ZTP/IPSEC

Muc tiéu: Trinh by cach cdu hinh VPN trong méi truong cé ISA Server.

IF 19216215
OF 19216812

IF 1321881 2

5
e i
AD 158
IF10002 IP 1000400 1P 452 165.1.100
OF 10.0.0.100 OMS 100.0.2 DF 192.168.1.2
OMS 10.0.0.2

Hinh 8.26 - M6 hinh VPN Client to Site dung giao thirc L2ZTP/IPSEC

May AD cai dich vu 1S va Enterprise CA

Tir Menu Start, chon Settings / Control Panel. Trong cira s6 Control Panel,
chon Add or Remove Programs.

Trong ctra s6 Add or Remove Programs, chon Add\Remove Windows
Components.

Khi man hinh Windows Components Wizard xuét hién, chon Application
Server rdi bAm vao nat Details
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Khi man hinh Application Server xuat hién, chon Internet Information
Service (11S) r6i bdm nut Details.

Trén man hinh Internet Information Services (11S), chon World Wide Web
Service r6i bAm Details

Trén man hinh World Wide Web Service, chon World Wide Web Service rdi
bam OK rdi bim 2 1an OK nira

Ldc nay, trd vé man hinh Windows Components Wizard, ta thay Application
Server c6 danh dau, bAm Next dé cai IIS.

Sau khi cai 11S xong, tiép tuc cai Enterprise CA

Chon Certificate Services rdi bAm Details

Khi man hinh Certificate Services xuit hién, chon Certificate Services CA
Man hinh hién ra Microsoft Certificate Services: chon Yes

Lic ndy, ta thay Certificate Services CA va Certificate Services Web
Enroliment Support di dugc danh du, bam OK

Man hinh Windows Components Wizard vai Certificate Services luc nay
duoc ddnh diu va bam Next

Man hinh CA type xuat hién: chon Enterprise root CA rdi bAm Next

Man hinh CA ldentifying Information xuat hién

Common name for this CA: dién Certifities rdi Next

Man hinh Certificate Database Settings xuét hién: bam Next

Man hinh Microsoft Certificate Services xut hién, bAm Yes

Man hinh Configuring Components xuat hién va bat dau cai Enterprise CA.

Trong qué trinh cai Enterprise CA n6 s& nging lai va xuat hién man hinh
Microsoft Certificate Services, chon Yes dé chuong trinh tiép tuc cai dt.

Sau khi cai xong chon Finish dé két thuc cai dit 11S va Enterprise CA.

May ISA

Bay gid ta di xin ching nhan CA cho may ISA. Pé xin chiing nhan Certificate
dé dang, can phai tao ra 1 rule dé cho Local thong véi Internal. Sau khi chimg nhan
Certificate thanh cong phai xoa rule nay di.

Chon Firewall Policy rdi nhip chudt phai chon New rdi Access Rule
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Hinh 8.27 - Tao rule mdi

Man hinh Wellcome to the New Access Rule Wizard xuét hién

Access rule name: dién All Open from Local Host to Internal roi Next

Welcome to the New Access
Rt & Rule Wizard

This waizacd helps you create a new access rule. Access
ndes define the action that & taken. and the protocols that

may be used, when specified chernts from one networek,

attempl to access specific destinations or content on
another network.

Access mile name

[Al Open lrom Local Host to Internal

To continue. chck Next

< Hack MNext >

2

Hinh 8.28 - Dat tén rule
Man hinh Rule Action xuét hién: chon Allow

Man hinh Protocols xut hién, chon All outbound traffic roi bAm Next

Protocols
Select the protocols thes ule applies to

T s rude apphes too

Frotocols

Pogts... l

< Back

I MNext > l Cancel

2

Hinh 8.29 - Chi dinh giao thirc dugc ap dung rule vira tao
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Man hinh Access Rule Source xuat hién: bam nat Add, chon network, chon
Local Host rdi Close sau d6 Next

Man hinh Access Rule Destination xuét hién: bAm Add chon Network roi
chon Internal sau d6 Close roi Next tiép tuc

Man hinh User Sets xuit hién: chon All Users rdi Next

Man hinh Completing the New Access Rule Wizard xuét hién: bam Finish rdi
sau d6 Apply.

Sau khi tao xong rule All Open from Local host to Internal, bdm vao rule All
Open from Local Host to Internal roi nhip chuét phai chon Configure RPC
protocol

(B0 oot tderot o iw iy ancd Accotoratsom Server 000 ~l0ix

LIREETY Lasks \(RRY

Flirewall Policy
Tasks

) Ereate s

J Publishy «

J Publish & Socas wer

3 Publialy o

) Croate '

' TAR Setected Pub
P Dolete Cwicted Bk
&) Dasabibe et e

System Policy Tasks
L]
G Show

«l | | S |
Corfapae MINC (rotin dl ey

Hinh 8.30 - Cau hinh giao thirc RPC

Man hinh Configure RPC protocol policy xuit hién: bé chon Enforce strict
RPC compliance, chon nut Apply, OK

Chon Configuration réi chon Add-ins
Chon RPC Filter nhiap chudt phai va chon Disable

Man hinh ISA Server Warning: chon Save the change and restart the
services

ISA Server Warning e

\-)) Changes will be apphed only after the followng services are
B rostated

Microsoft Firawall

" Save the changes. but gon't restat the services
T he changes will be appliod only after you manually testat
the services.

= [Save the changes and (estait the serviced

Changes will be apphed aftes the services restat. T his may
take several minutes. Any stopped sorvices showld be

manually stanted
Hinh 8.31 - Luu céc thiét 1ap va khéi dong lai dich vu

Vao Start r6i chon Run; khi hop thoai Run xuét hién, bAm mmc
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Man hinh Console xuat hién, chon File r6i chon Add/Remove Snap-in

Man hinh Add/Remove Snap-in xuét hién: bAm Add

O T — )
Standalone | Extensions |
Use this page to add of remove a standalone Snap-n from the conscle
Snapine added 10! [y Console Floot =
f Descrption
Agd. | | J
[ OK | Concel |

Hinh 8.32 - Add Snap-in

Man hinh Add Standalone Snap-in xuét hién, chon Certificate rdi bam Add
21|

Available Standalone Snap-ns:

Snapan == | Vendor | =
#32 NET Framework 1.1 Configuration Mictozoft Corporation
6§Aclive Directory Domains and Trusts  Microsoft Corporation
58 Active Ditectoty Sies and Services Mictosoft Corporation
éAchvo Diectary Users and Comgat Mictozolt Coporation

=5y Activex Control Microsoft Corporation
MAuhoti:ohon Manager Microsoft Corporation
mCeﬂl'cate Tempistes Microsoft Corposation
Ceortdicate Microsoft Cotpotation
gl:muncdm Authoeity Mictosoft Corporation
Component Services Microzoft Corporation ~|

D escrotion :
The Cortificates snap-n allows you 1o browse the conterts of the
catificate stores for yoursall, & service, of & compater,

[ ass ] Close |
Hinh 8.33 - Chi dinh Snap-in la Certificates

Man hinh Certificates snap-in: chon Computer account roi Next
Man hinh Select Computer xuat hién: chon Local compurter rdi Finish

Luc nay ta thiy man hinh Add/Remove Snap-in di co Certificate (Local
Computer)
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[Add/Renova snan-n i
Standalone | Extensions |
Use this page to add of temove & slandaslons 5o Trom the oonsobe
Snapine added 1o [y Conicle Moot ~] _'_5‘_']

Conticates [Local Compeite )

D escaption

[ox ) Cancel |
Hinh 8.34 - Snap-in da dugc thém vao la Certificate (Local Computer)

Bay gio ta thdy Console Root di co Certificate (Local Computer)

Chon Personal nhap chudt phai chon All Task rdi chon Request New
Certificate

7o Comsole] - [Console Root\Certificates (Local Comprter)\Persanal] =181 %]
B B acon Yew Favrtes  Wrdow teb =181
= @ " B @

) Console Root Obgect Type

= ) Certiicates (Local Computer)
- Thave are o Remes 2o show n this view

B |7'ex <0
¥ ) Tstes  Fod Cetficates...
e BT o Gt
® ) Inkermex feod

v ) Tuted  View »
o JUniruste  Neow Window from Here oot
¥ ] ThwdPa

v ] Trustes Newe Tashpad View...
% L OtherPr popech

» ) Certica
o pesl Epont it
telo

hmamcwuelmumumn(ck)hmm

Hinh 8.35 - Yéu ciu x4c thuc méi
Man hinh Welcome to the Certificate Request Wizard xuét hién: bAm Next
Man hinh Certificate Types xuat hién: bAm Next tiép tuc
Man hinh Certificate Friendly Name and Description

Friendly name: dién Firewall Computer Certificate
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I <ot Reauestwizard )

Certificate Friendly Name and Descripltion

You can provide a name and description that help you quickly identify & specific
certificate.,

Type a friendly name and description for the new certificate.

< Back I Next > l Cancel ]

Hinh 8.36 - Khai bao cac thong tin ddi v&i yéu cau xac thuc

Man hinh Completing the Certificate Request Wizard xuét hién, chon Finish

Man hinh Certificate Request Wizard xuét hién bao di xin Certificate thanh

cdng, bam OK
Certificate Request Wizard X|

- | ) The certificate request was successful,

Hinh 8.37 - Yéu cdu xéc thyc thanh cong

Va ta thdy Personal by gio c6 muc Certificates va co Certificate nhu da yéu

cau
she Root | Certilicatos (Local Competer ) Personsd |\ Cortificotes ] ~lelx
M Gl Acion  Yew  Favgrtes  Wndow  beb =l®) )
| - M@ ™ DR @
) Conachs ook rsmd Yo 1 s 0y =T
= @) Contcates (Locs Comguner ) L hoangetwcng bergba com Cortfitins w22
d Pewsconal

3 Cortfcoten
o Trusted Book Certifeation Auhorties
¥l Erterseine Trust
5 ] Urtermedate Certlicaton Authortes
® ] Trusted Pubdshars
¥ Urtrusted Certfiates
o ] ThedParty Rock Certhication Aubortion
¥ Trusted Peogle
¥ L) Cther Peogie
] Cortficate Crvolment Roguests
v S

« ] i}

[Parscral store cortaen § cortfcae.

Hinh 8.38 - Certificate da dugc xac thuc
Bay gio thi ta c6 thé x6a rule All Open from Local host to Internal:

Nhiap chudt phai 1én All Open from Local Host... chon Delete; chon Apply;
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Chon Configuration chon Add-ins; nhap chudt phai I1én RPC Fiter chon
Enable

Man hinh ISA Server Warning: chon Save the Changes and restart the
service

Ta di chimg nhén Certificate cho may ISA xong roi biy gid ta chirmg nhan
cho may VPN Client bang cach:

Muén chimg nhan cho may VPN Client, thyc hién VPN két ndi bing PPTP
trude (Xem lai cach cau hinh Client to Site bang PPTP)

“May tinh ngoai mang” thuc hién két ndi VPN bang PPTP t6i may ISA

Khi két ndi thanh céng VPN bang giao thic PPTP thanh cdng, mé chuong
trinh Internet Explorer. Tir Desktop nhip dup chudt vao Internet Explorer

Trén thanh Address, go dia chi http://10.0.0.2/certsrv
Man hinh Connetcting to 10.0.0.2 xuat hién:
Users name: dién mién\administrator
Password: dién 123456 rdi OK
Trang web xin Certificate s& hién ra: bAm vao Request certificate
Trong man hinh Request a Certificate, chon advanced certificate request

Trong man hinh Advanced Certificate Request, chon Create and submit a
request to this CA

Certificate Template: chon Administrator

Key Options: danh dau vao Store certificate in the local computer
certificate store r6i bAm Submit

Trong hop thoai Potential Scripting Violation, bAm Yes
Man hinh Certificate Issued xuit hién: bAm vao Install this certificate
Hop thoai Potential Scripting Violation xuét hién: bam Yes

Man hinh Certificate Installed xuat hién véi thong bao Your new certificate
has been successfully installed, nghia la da xin thanh cong.

Tiép tuc vao Run, gd mmc

Man hinh Consolel xuat hién: bAm vao File r6i Add/Remove Snap-in
Man hinh Add/Remove Snap-in xuat hién: bim Add

Man hinh Add Standalone Snap-in xuit hién: chon Certificate roi Add

Man hinh Certificate Snap-in xuit hién, chon Computer account rdi Finish
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Man hinh Select Computer xuat hién: chon Local computer roi Finish

Bay gio trén man hinh Add/Remove Snap-in c6 Certificate (local Computer) rdi
OK

Bay gio man hinh Consolel c6 Certificate (Local Computer)
Nhiép vao Personal réi Certificate roi nhip doi chudt vao Administrator
Man hinh Certificate xuét hién: chon Tab Certification Path

Lic nay, Certification path van c6 ddu chéo do; chon Certifities: rdi bim
View Certificate

Chon Tab Details rdi bAm Copy to File
Man hinh Welcome to the Certificate Export Wizard xuét hién, chon Next

Trong cira sd6 Export File Format, chon Cryptographic Message Syntax
Standard — PKCS #7 Certificate va danh dau vao Include all certificate in the
certification path if possble, chon Next

Man hinh File to Export xuat hién; trong File name, dién C:\CA_Certificate
roi Next

Man hinh Completing the Certificate Export Wizard rdi bAm Finish

Hop thoai Certificate Export Wizard béo l1a The export was successful, bam
OK;

Chon lai Trusted Root Certificate Authorities roi chon Certificate bAm chu6t
phai chon All Tasks rdi Import

Man hinh Welcome to the Certificate Import Wizard roi bam Next
Man hinh File Import xuét hién, bAm Browse

Hop thoai Open xuat hién khung Files of type, chon All Files (*.*) réi chon
duong dan dén C: s& thiy CA_Certificate (do da tao ra), bAm vao dé rdi Open; sau d6
bam Next

Man hinh Certificate Store xuét hién
Chon Place all certificates in the following store réi bAm Next
Man hinh Completing the Certificate Import Wizard, bam Finish

Lac nay, trong Trusted Root Certificate Authoritoes\Certificate da co
Certifities

Quay lai Personal, chon Certificate roi nhap dup chudt vao Administrator

Luc nay khong thiy diu chéo d6 nira; Sau d6 dong lai.
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Thuc hién Disconnect: Nhap phai chudt vao biéu tuong két noi PPTP (trén
desktop), chon Disconnect.

Sau khi di chimg nhan dung bang Certificate cho may ISA va VPN Client
xong, tiép tuc chimg nhan cho User cho VPN Client

Tt menu Start, chon Run, g6 mmc

Man hinh Console xuét hién: chon File ri chon Add/Remove Snap-in
Man hinh Add/Remove snap-in xuét hién, bAm Add

Man hinh Add Standalone Snap-in xuat hién, chon Certificate r6i Add
Chon My user acccount réi Finish

Tiép tuc chon Certificate mot 1an nita rdi bAm Add

Nhung 14n nay chon Computer account

Man hinh Select Computer: chon local computer rdi Finish

Lac nay trong man hinh Add/Remove Snap-in c6 2 Certificates

Bam vao Certificate (local Computer) roi bam vao Personal roi Certificate ta
Copy Administrator

Chon lai Certificate —Curent User rdi chon Personal nhiap chudt phai, chon
Paste

Luc nay ta thdy Certificate — Curent User, Personal\Certificate c6
Administrator; sau d6 dong lai.

Bay gio may ISA xéac lap EAP
Chon Virtual Private Network (VPN) r6i chon Select Access Network

Man hinh Virtual Private Networks (VPN) Properties xuat hién, chon Tab
Authentication: danh dau vao Extensible authentication protocol (EAP) with smart
card or other certificate roi OK sau d6 Apply

Chon Monitoring rdi chon tab Service

R6i chon Remove Access Service nhap chudt phai va chon Stop
ROi chon lai Remove Access Service nhip chudt phai chon Start lai
Bay gio, tao két ndi VPN bang L2TP/ IP Sec

Trén “may tinh ngoai mang”, nhap chudt phai vao lcon My Network Places
r0i chon Properties

Roi nhip dip chudt vao New Connection Wizard

Man hinh Welcome to the New Connection Wizard xuét hién, bAm Next



Trang 122

Man hinh Network Connection Type xuat hién: chon Connect to the network
at my workplace roi chon Next

Man hinh Network Connection xuit hién: chon Virtual Private Network
connection rdi bAm Next

Man hinh Connection Name xuit hién

Compary Name: dién L2TP rdi bam Next

Man hinh Public Network: chon Do not dial the intial connection

Man hinh VPN Server Selection: dién 192.168.1.100

Man hinh Connection Availabilily xuét hién: chon My use only roi Next

Man hinh Completing the New Connection Wizarrd xuét hién: danh dau vao
Add shortcut to this connection to my desktop

Tré lai man hinh Desktop sé& thdy c6 L2TP duoc tao ra; nhiap dap vao L2TP
Man hinh Connect L2TP xuét hién, bam vao Properties
Man hinh L2TP Properties xuat hién, chon Tab Security
Chon Advanced (Custom settings) roi bam vao Settings

Man hinh Advanced Security Setting xuat hién: danh dau vao Use Extensible
Authentication Protocol (EAP) r6i Properties

Advanced Security Settinas = 1 2=l
L ata anciyption
lF—!eq‘ e encCivplLion [(discormect I server declrmes) - I
| Logon security
= Use Extensible Authaentication Protocol (EAFY
| Smant Card o other comlicate [oncryption enabled) e |
Fropertios l
€ Allow these protocols
I
—
—
= 4
—
r— o
i
I O l Cancel I

Hinh 8.39 - Thiét 1ap phuong thirc bao mat két ndi

Man hinh Smart Card or other Certificate Properties xuét hién: danh dau
vao Use a certificate on this computer va Use simple certificate selection rdi OK
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Ssrvrvaart Card or othwer Cortiflicate Propartias

12

Whern oonnecting
€7 Use my amant card
= |Use & gadificate on this compter
¥ Use ] e mt 1 L choncd

IV Valdate server comtilicate
IV Cornmect 1o these sorvers

Trustod FLoot Ceatification Actbhorities

[0 ADA ECOM Floot CA -l

0 Auvtondad Cemtificadors de la Asociacion Nacional del MNotaiad

[ Awtondad Cotificadora del Colegio Nacional de Comedurnia P

3 valtimore E2F by OST

[0 Belgacom E-Trast Pamaery CA

L caw HET SecweNet CA Class A

[ caw HET SecureNot CA Class B

[ Caw/ HET SecwureMet CA Floot -

- 1 >
View Cartificote ]

I Use o giferert user rvame (o the conmection

A rTI Cancel '
Hinh 8.40 - Thiét 1ap thudc tinh xéac thuc

Man hinh L2TP xuét hién: chon Tab Networking
Type of VPN: chon L2TP IP Sec VPN r6i OK

T
General | Options | Secuity MNetworking | Advanced |

B2 5™ Intermet Protocol (TCP/ZIP)

B File and Printer Sharing for Microsoft Networks
IE2] Cliertt for Microsoft Network.s

Install... | Lininstall | Pioparti |

Descnption

Neotmon Packet capture driver that allows the Natmon U to
acquite packets rom the local network

C_ork ] Concel |

Hinh 8.41 - Giao dién thiét lap kiéu két ndi

Man hinh Connect L2TP xuét hién; bim vao nit Connect. Luc nay, hé théng
s& kiém tra quyén chung thuc, bim OK

Yalidate Server Certificate

You have reached server named: hoangphuong.danavbo.edu ;l
The Root Certification Authority For Ehe server's certificate is: Certifities

IF this is the correct server and a good certificate, click OK to connect

and you will not see this message again. Click CANCEL to drop the
conneckion,

=

View Server Certificate |

Hinh 8.42 - Théng bao cac thong tin xac thuc
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Nhu vay viéc két noi VPN bang L2TP/IP Sec vdi phuong thirc bao mat EAP
da duogc thuc hién thanh cong.

24 x|
General Details l
Pr rt l Value ]
WAN Miniport (L2TP)
Device Type vpn
Server type PPP
Transports TCP/AP
Authentication EAP
IPSEC Encryption IPSec. ESP 3DES
Compression (none)
PPP multilink framing OFf
Server |IP address 10.0.0.201
Chent IP address 10.0.0.203
Close I

Hinh 8.43 - Céc thong tin chi tiét vé trang thai két ndi

4. M0 hinh VPN Client to Site str dung chwong trinh No-IP

IF 4321681 2 IP 13216315
OF 152.162.1.2

A0 154

IP10.002 IP 40,0000 P 152,168, 1.900
OF 10.0.0.100 DNS 10002 OF 192168 1.2
DNS 10.0.0.2

Hinh 8.44 - M6 hinh VPN Client to Site sir dung chuong trinh No-I1P
No-IP 1 giai phap cho nhitng IP dong ma van ding duoc nhimg gi vé tinh
Khi két ndi dugce Internet rdi mac dinh Router ADSL s& ¢6 2 IP

IP lan 1a cua Router 192.168.1.2 va IP Wan I IP cua Internet khi két ndi Internet
thanh cong s€ c6 IP luc nay 1a 201.134.24.157

Khi 1 ngudi ¢ HaNGi ¢6 nhu ciu ding tir Internet c6 dia chi IP 1a 158.38.197.79
mudn ping vao may 192.168.1.100 duogc thi trude tién ta phai NAT trén Router IP
201.134.24.157 vé may 192.168.1.100
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Thi 1 nguoi ¢ HaNoGi ping vao IP 201.134.24.157 la dang ping vao may
192.168.1.100

NAT 1a co ché dan ta di diém nay qua diém kia nghia 1a khi ping 201.134.24.157 thuc
chat 1 dang ping 192.168.1.100

Néu Router bi mit dién dot ngét thi luc nay IP khéng con 1a 201.134.24.157 nita ma
la 1 IP khac 205.189.79.79

Luac d6 1 nguoi 6 HaNGi thuc hién ping 201.134.24.157 s€ khong duoc nita Vi Router
da duoc thay d6i IP

Mubdn Ping duoc 192.168.1.100 can phai biét dia chi IP ciia Router luc nay 1a s6 méy;
khi biét dugc IP di doi 1a 205.189.79.79 ta tién hanh ping 205.189.79.79 14 ping vé
méy 192.168.1.100

Két luan: Nhu vay mdi 1an dia chi IP ciia Router bi d6i, can phai biét 1a dia chi luc d6
la IP gi thi méi ping duoc vé may 192.168.1.100

Bay gio tai may ¢ IP 192.168.1.100 ta str dung chuong trinh ¢6 tén la No-1P né cho
phép tao ra 1 tén may vi dy tén 1a kiemthan.no-ip.info roi cho 1 phan mém va ta chay
phan mém nay trén may cd IP 192.168.1.100 thi né s& tim cach cap nhat IP hién tai
ma Router ¢6 v4i tén mién ma minh di dang ki.

Nhu vy & ngoai HaNoi thay vi mdi lan ping 192.168.1.100 ta phai biét Router IP
hién nay 1a gi thi bay gio khong can biét hién gio IP Router 1a IP gi ma ta chi can
ping kiemthan.no-ip.info 1a dang ping v6 192.168.1.100

Nhu vay ta da co6 giai phap dang str dung IP dong nhung lai lam viéc nhu 1a tinh, nghia
la thay vi lam viéc trén IP thi bay gio s€ lam viéc trén tén may.

Ta s& cau hinh dung VPN trén ISA thong qua No-IP dé 1 ai khi di cong tic mudn sir
dung VPN ma khong can ban tam IP l0c nay 12 IP gi ma can biét tén dang ki trén No-
IP Itc nay la gi.

May ISA dugc cu hinh VPN ding giao thitc PPTP nhu binh thuong (xem lai mo
hinh Client to Site dung giao thirc PPTP)

Sau khi cau hinh VPN sir dung giao thie PPTP xong, tién hanh dang ki dich vu No-
ip: vao trang web http://www.no-ip.com, bam vao Sign up Now dé dang ki No-ip
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Hinh 8.45 - Trang web http://www.no-ip.com dé dang ki No-ip

Bit dau dién cac thong tin dé dang ki
First Name va Last Name: dién phuong (dién gi cling duoc)

Email: dién hop mail ctia minh hoanghaiphuong@gmail.com

Password va Confirm Password: dién password (dién123456)

How did you hear about us: chon Other va danh dau vao | have read and agree to
the following terms of service roi bam SIGN UP NOW

Khi dang ki No-ip xong. No-ip yéu cau phai active thi mdi cho login vé dugc giao
dién ctia No-ip. Ta phai m& mail di khai bao cho No-ip dé active

Ta mé mail hoanghaiphuong@gmail.com ra thi thay No-ip gui dén 1 14 thu dé active.
Mo thu rdi nhap vao link dé active

Email: dién dia chi da dang ki (hoanghaiphuong@gmail.com)

Password: dién password da dang ki (123456) roi Login

[ B ~e tmc 0o 16 Oynanse D5vS Laader - Marovelt Ivteraet Snaiorar ST
T S e T-—m——— EJEW] o

. 2 - s a Sty Favoetos o Meks & o Ay v - o 4L —
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Hinh 8.46 - Trang web http://www.no-ip.com dé ding nhap

Khi Login thanh cong sé& vao duoc web No-1P, bim vao Add
Hostname: dién kiemthan ri chon 1a No-ip. Info rdi chon Create Host.

Ldc nay, man hinh théng bao dang ki thanh cong kiemthan.no-ip. Info


http://www.no-ip.com/
mailto:hoanghaiphuong@gmail.com
mailto:hoanghaiphuong@gmail.com
http://www.no-ip.com/
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Sau khi dang ki thanh cong No-ip, tién hanh download chuwong trinh No-ip vé may:
bam vao Download

Khi duoc hoi ta muén download No-ip diung cho hé diéu hanh ndo, bam vao
Windows

[ = e i PNT NS
o

S T € R S my e e - e 2 - A [ )= - (2 |

-------------

[ TS " S

-l PR R— -
osamen] LD e VLN TSN RN TN TN BTN RO | e TR R R B b

Hinh 8.47 - Chon hé diéu hanh dé download No-ip
Tiép tuc chon phién ban (bidm vao Download 2.2.1), chon Download Now dé tai vé.
Chay file chuong trinh ducsetup. Exe (trong folder vira dugc tai vé) dé cai dat No-ip

Man hinh Installing No-1P DUC v2.2.1 xuat hién, bam Next. Sau d¢, chi dinh dudng
dan cai dat rdi chon Next.

Installing No-IP DUC v2.2.1 = =

Please enter the path you wish to install the No-IP updater into below:
|C:\Program Files\No-IP =

IV Add Program Group
IV Launch NoP DUC
IV View Readme
IV View Changes

Hinh 8.48 - Puodng dan cai dit No-Ip
Sau qua trinh cai dit, chon nut Finish dé hoan tat.
Sau khi cai dat, m¢ chuong trinh No-ip (Start / Programs / No-1P / No-1P DUC)
Trong hop thoai No-1P DUC, dién:
E-MAIL Address: dién hoanghaiphuong@gmail.com
Password: 123456 roi OK

Man hinh No-IP DUC v2.2.1 xuit hién, danh diu vao kiemthan.no-ip. Info rdi tat
chuong trinh.

LUc nay, trén Desktop tai thanh Taskbar c6 muc IP

Sau khi cau hinh va cai dat No-IP, tién hanh cau hinh Router ADSL:
Mo IE, g6 dia chi IP cua Router ADSL dé vao cu hinh

O day ta cau hinh trén Router PLANET
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Khi vao dugc Router cua PLANET roi ta tim muc Virtual Server:

Public Port Start: dién 3389 (3389 14 port VPN)
Public Port End: dién 3389
Private port: dién 3389

Chon TCP véi IP 12 192.168.1.100 rdi Add

Sau khi Add port 3389 xong s& thay xuit hién port 3389; chon Save settings/Restart
Trén “may tinh ngoai mang”, ta s& cdu hinh dé sir dung VPN:
Bam vao My Network Places rdi nhap chudt phai chon Properties

Chon bam chu6t phai vao New Connection Wizrad chon New Connection.

=101 x|
Ehe CM Yow Favorkes Jools Advanced Help o
s~ ) 4 Search Folders > ‘) i'f‘-
Address & Network Connections ~| Ed o
LAN or High-Speed Internet
- o S lan
‘t/{ ] New “/‘I ] n

i . )
- i ——d

Wizard

Create Shortout

j Start the New Connection Wizard, which helps you create a connection to the Internet, to another compater, o Lo

Hinh 8.49 - Tao két ndi

Man hinh Welcome to the New Connection Wizard roi bAm Next

Man hinh Network Connection Type: chon Connect to the network at my
workplace roi Next

Network Connection: chon Virtual Private Network connection roi Next
Trén man hinh Connection Name, tai Compary Name: dién PPTP roi bdm Next

Trén man hinh VPN Server Selection, tai Host name or IP address (for example
microft com or 157.54.0.1): dién kiemthan.no-ip. Info roi Next

Connection Availability: chon My use only roi Next

Man hinh Completing the New Connection xuat hién, danh dau vao muc Add a
shortcut to this connection to my desktop

Ltc nay s& thiy biéu twong PPTP xuit hién & Desktop, nhip dup chudt vao PPTP
Khi man hinh Connect PPTP xuit hién:
User name: dién administrator

Password: 123456 roi bAm Connect
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s€ Connect thanh cdéng VPN bang giao thirc PPTP

Sau d6 tré vé man hinh DOS (Start / Run, g6 CMD)

Khi ra dugc man hinh Dos, bdm 1énh ipconfig /all s& thay xuét hién thém 1 dja chi IP
do ta két ndi VPN t6i mang cuc bd va dugc ISA cung cép do ta cau hinh IP dugc cung
cap & day 1a 10.0.0.203

Tién hanh Ping dén mang cuc b thir 1 10.0.0.2 thi thy tin hiéu tra 1oi 1a 127

Ké tir lc nay, co thé truy xuét duoc dit liéu trong mang cuc bd

5. M6 hinh VPN Site to Site

Muc tiéu: Trinh bay cach cau hinh va cai dat No-IP, cdu hinh Router ADSL véi
md hinh site to site

Routsr
I 152.1E0.1.3

Router
I 1393 1E0.1.2

A IP172.16.2.100 IP 13F.16K.1.200

ano " DONE W2.IE25 DOF 19116012
o

IP10.0.0.700 1P 13X.1GE.1.100
i
]

1
-g.100 CKE 0.0.0.2 OF 192.160.1.2
0.z
aDn

Im1FXIELS
OF 72 18.2.100
ONR 172 1E.2.5

Hinh 8.50 - M6 hinh VPN Site to Site
Dé dé thuc hién, khong mat tinh tong quat va cac dic trung, thuc hién md hinh theo
site saigon va site hanoi.

Site saigon c6 IP 1a 192.168.1.100 va tao user la kiem password 123 va bat Allow
Access;

Site hanoi cé IP 1a 192.168.1.200 va tao user la dao password 123 va bat Allow
AcCcCess;

& Céu hinh Site Saigon trudrc:

Bam vao Virtual Private Network (VPN) réi bam vao Enable VPN Client Access
va Apply, ldc nay s& thay 1a Disable VPN Client Access

Chon Configure VPN Client Access
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Khi man hinh VPN Client Properties xuat hién, danh dau vao Enable VPN client
access

Maximum number of VPN client allowe: sira lai 1a 10, chon OK va Apply
Chon Tab Remote Sites: r6i bAm vao Add Remote Site Network

Man hinh Welcome to the New Network Wizard xuét hién

Network name: dién hanoi roi Next

VPN Protocol: chon Point to Point Tunneling Protocol (PPTP) rdi Next

Man hinh Remote Site Gateway xuit hién, tai Remote VPN Server name or IP
address: dién IP ra net cua site hanoi 1 192.168.1.200

Khi man hinh Remote Authentication xuét hién, danh dau vao Local site can
initiable connection to remote site using these credentials

User name: dién user site hanoi la dao

Password: 123

Confirm password: 123 r6i Next

Man hinh Local Authentication xuit hién, bAm Next

Man hinh Network Addresses xuét hién, bAm Add

Luc nay nhap IP Internal ciia ISA site hanoi 1a 172.16.2.5 dén 172.16.2.100 r6i OK
Lic nay sé& thiy Address ranges xuat hién IP réi bam Next

Man hinh Completing the New Network Wizard xuét hién, bdm Finish roi Apply
Ta chon Vitual Pritave Network (VPN) bAm chu6t phai chon Properties

Khi man hinh Virtual Private Network (VPN) Properties xuét hién, chon tab Access
Networks va danh dau vao External va hanoi

Chon tab address Assignment, danh dau vao Static address pool rdi bam Add
& Cap phat IP cho site hanoi:
Luu ¥ dia chi cap phat khong duoc tring voi Internal noi bo

Internal cia site saigon 1a 10.0.0.2 dén 10.0.0.200, nén bay gid cap 10.0.0.201
10.0.0.250 rdi OK;; Luc nay IP address ranges c¢6 IP rdi, bam OK sau d6 Apply.

Chon Configuration roi chon Network Nhip chudt phai chon New rdi Network Rule
Man hinh Welcome to the New Network Rule Wizard xuat hién
Network rule name: dién hanoi to internal roi Next

Man hinh Network Traffic Sources: bAm Add rdi bAm vao Network, chon hanoi roi
Close.
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Cau héi

1. VPN 1a gi? Trinh bay ban chat hoat dong ctia VPN.
2. Hay cho biét cac loi ich cia VPN?

Bai tap thuc hanh
1. Thiét 1ap VPN client to site dung giao thirc PPTP.
May Domain:
- Tao group admin
- Bat Allow access cho Administrator
May ISA:
- Kich hoat Enable VPN Client Access
- Thiét lap sb két ndi tdi da
- Chi dinh tén mién va nhém ngudi ding
- Chon giao thirc két ndi
- Cap phat dai IP d6i v6i ngudi dung khi két nbi
- Tao rule dé VPN Client truy xuét dit liéu duge
May tinh ngoai mang:
- Tao két ndi PPTP
- Chi dinh dia chi server
- Thue hién két ndi
2. Thiét 1ap VPN Client to Site dung giao thitc L2ZTP/IPSEC
- Cai dich vu 11S va Enterprise CA trén may AD
- Chirng nhan CA cho may May ISA (Tao rule, cau hinh giao thitc RPC, x6a rule)
- Chtrng nhan cho may VPN Client
3. Thiét 1ap VPN Client to Site str dung chuong trinh No-1P
- May ISA: cu hinh VPN dung giao thirc PPTP
- bang ki dich vu No-ip va active
- Khéi dong va ciu hinh No-I1P
- Cau hinh router
- Cau hinh dé sir dung VPN cho “may tinh ngoai mang”
4. Thiét 1ap VPN Site to Site
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- Cau hinh Site 1 vai IP la 192.168.1.100, tao user la userl, pass 123, bat Allow
Access
- C4u hinh Site 2 v6i IP 1a 192.168.1.200, tao user la user2 pass 123, bat Allow
Access
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BAI 9: PUBLISHING

Ma bai: MD 21-

Muc tiéu cua bai:

CAu hinh loc dugc mail trong hé théng;

Thuc hién cac thao tac an toan voi may tinh.

09

Thiét lap duoc hé¢ théng st dung mail server;

Thiét lap duoc web va FTP duogc ching thuc tir xa;

1. Cai dit hé¢ thong Mail Mdaemon va giri mail qua lai

Muc tiéu: Trinh bay cdac budc cai dat hé théng Mail Mdaemon, tao mail POP3

cho account kiem va thir gui mail giita cac Account.

® Tai may ISA account administrator, tién hanh giri mail cho account kiem

N May AD cai Mail Mdaemon:

- Nhép dup chudt vao chuong trinh dé cai dit. Khi man hinh cai dit mail

Mdaemon xuét hién, chon nit | Agree;

- Man hinh Select Destination Diretory xuat hién, chon Next;

- Man hinh Registration Infornation xuét hién, bAm Next;

- Trong hop thoai Select Components To Install, chon Next;

- Chon Next trong Ready to Install; Luc ndy ta thdy chuong trinh mail

Mdaemon bét dau cai dat.

Sau khi cai dat xong, trén thanh Taskbar xuat hién s& thay hinh 14 thu, nhip dap

vao la thu do.

Trén cia s6 Mail Mdaemon, chon tab Setu

p / chon Primary domain...
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233 Loc TR Antiywus settngs. . CRrbe A Lot tar icir.n- g
297 Ret LDsemon/Address book L Aernal suppon Hes
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Hinh 9.1 — Cac thiét 1ap ddi v6i Primary domain

Man hinh Primary Domain Configuration xuat hién, chon Tab Domain/ISP;
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- Domain name va HELO domain: dién tén Domain

- Domain IP: dién IP caa may Domain 14 10.0.0.2

Primmory Dormoln Confiagur ot ion 71>l
Pruning |  Prepiocessing | Directories | POP Check | Unknown Mail
Domain/ISP | Pons | ONS | Timers | Sessions | Dequeue | Adchival
Primay o - » — .

1 Domam name  [kKhungbo. com

Emad addiessos with this domain name are considered local maal

HELO domain [lkhungbo. com

When sending mail use this domain N SMTE HELO/EHLO nstruaction

D aman 1P [F000Z= I Bind istening sockets to this 1P only

" SO ot krvowe this computercs P address then ontor the dofault value
127.0.0.1 or pust leave it blank

ISF or t host *

- ISF of amart host's IF or domain name |

T he vablue specified here is typically the domain name of yous 1S or their
SMTF sorver or pocar LAN"Ss outgoing mail gatowvsas,

T Send every outbound email message to this host
€T Sand ondy undeliverable outbound mail to this host
= Altempt 1o send all mail direct without using an Ntermediate host

My IS regures e 1o login belore sending mail l oty quoue sottings l

[ ok ] cancat |  apew |

Hinh 9.2 — Thiét 1ap Primary domain
Tab DNS:
- Primary DNS server IP: dién 10.0.0.2 r5i OK

Primmary Domain Configurat ion _:Jm

Pruning | Pepiocessing | Diectories | POP Cheok | Unknown Mail
DomainASE | Pots DNG Timers | Sessions | Deaueue | Archival
DNS sarver sottings
y El ¥ [Liy to use BNS servers defined in Windows T CPAP setting]

Primay DNS seved 1P [TO00 2

Backup DNS server IP |

Hoty Tadod lookup attempts this many times | 3

If & backup DNS 17 s specilied, both will be attermpted once ped reliy,
M rtecord processng

IV Quen DNS servers for "M records when delivedng maed
IV Use ‘A tecord 1P addissses found within '™M>' iecond packets
Note A’ tecord 1% are not cached when taken from "M tecord packets
IV SGend message to next M hast when an SMTF eron 0oou s
I Immediatoly totum mall when DNS says domain doos not exist
Local lookup tables
O HOSTS e [CAWINDOWS \system-2\divers\etc\hosts Drowen |

Bt MMCACHE | Edit HOSTS | (restart MD asmon 1o register changes)

[TTok ] cencer | aeply |
Hinh 9.3 — Chi dinh IP cho Primary DNS server IP

M¢ trinh don Accounts, chon Account Manager
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mm‘t Ak+D Queues
_ﬁMWm = 5 RFC-822 states that ypou must define a |
= 8 Servers I Btwork subsyst
- SMTP serve Eystem: WinSock 20
&3 POP sarven Exporting » MTP secvices for phuong com using 10.0.C
= 35 1MAP serverlc | [20n 20000008 10,53 55 NNIT) ook POP cervioes fot Dhosos Som v 10002
32 LoAP: double- Sun 20080604 102322 {INIT}Intiakzing IMAP services for phuong com usng 10.0.0.
& Aantivirus: doul, smzoososouuzszzlmnl + odChent or phasong. com using 1
2 DomainPOP: i Sun 2006-06-04 1023 27. {INIT] Serves -Laluo Sun. Mszooswzaz?omo
?MM el gmm:ggg [INIT] Ready usng phuong coen [10.0.0.2)
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| phuong com (10.0.0.2] [Active: 0 | Buf: V0 | SMTP n/out: 0/0 | POP mJout O/0 | IMAP- 0 [ T

Hinh 9.4 — Quan 1y tai khoan

Khi man hinh Account Manager xuét hién, chon nit New;

Account Manasger 2
Accourt manageenont
@ Only thow account which | match >~ Jnthe matbox et =]  Gol l
Acoount List < 1 total, T dsplaged
I Moo 1 Bl naene |
n}ph.nngcem MO aeenon MO aoenon Seever C \MDAEMON\U tors \compary mal'\MD ao
«| 1 i |
Showe ondy accounts rom thws domawn [ A doemans ~] New | e [[[TEEE ]
5w v e s en s ] Lop l 1mpon I Nowmdd.‘o] Qo I

Hinh 9.5 — Giao dién Account Manager
Trong ctra s6 Account Editor:
- Full name va Mailbox name: dién administrator

- Account password: dién 123456 r6i OK

oant Faitor addininistr st oy ) .‘l'.l.zﬂ
Festrictions | Web | Aute Flesp | IMAP Mail Ftules | MUt O e
Account | Maebox | Fowarding | Options | Admin | Quotas
Parsonal indomaation
Q Full name  [administiatos (om Frank Thomas)

This account was created on <unlacwns
This account was last accessed on <unknowns>

POP/AMAFR accourt niommation

g Madbom naome  [admicesteatorn @b [ erungbo com ~]
This value also doubles as the POPZAMAR 100 narme
I Allow this Scoount 1o be accessed with POP/AIMAF mall olients
Account password [
The sccowunt is NOT currently usng Dynamc NT Authentication

The “"Mailbox name'' and "“FPassword” values ate used o authentio ation.
e o this o

Alareos
Chok hare to adit any akases conBigued for thas acoount AJivnes l

[ ST Cancel |
Hinh 9.6 — Khai b&o théng tin Account

Ldc nay, man hinh Account Manager xuét hién account administrator (hinh 9.7)
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Accounmt Manager = = xJ
Accourt management
@ Only show accourt whch | macch =1 |nthe maiboxheld =] Gol l
Acoount List - 2 total. 2 dsplaged (1 user accounts. 1 systesn account
Doman | Madbon | Real name | Mad deectory
€ Khvngbo com ackerarasiraton ackmerustrator CAMDAEMON so s \khungbo com\admin
Q Khungbo. com MD aeenon MD aemon Seever C\MDAEMON\U sers\comparny. mad\MD ae
«| | 2]
Show only accounts from this domain [A8 do ~] Hew [ Ear ] e |

howy rrvote. Bocournts l Yop l Ioport ' Nowgcoouiddn‘-l Ok I

Hinh 9.7 — Account Administrator sau khi duoc khai bdo

Tién hanh tao thém 2 account nira (Kiem va hp).

— x4
@ Only show account which |match = [o the madbox etd =]  Gol I
Accourt List - 4 1okal, 4 daplayed
| Doman 1 Maiton | Beal name | Mad deectory
0 khungbo com 4 . e C \MODAE MON\U sors\bhungho, com\admn
€ khungbo com o ro C AMDAE MON U sors\khungbo com\hp\
€ khvungbo com e ke CAMODAEMON\U sers \khungbo comMioaem’
ﬂ Mhungba. com MU aotnon MD aemon Server C\MODAEMONU sers\comparny. malt\MD ae
«| ] |
Showe anly accounts from s domen [ A3 domasrn 5 | New | R T |
Lo ole Socouts I Yop I Impont l New socount defaults I Ok l

Hinh 9.8 — Cac account sau khi duoc khai bao

Sau khi tao cac account trong MDaemon. Tién hanh giri mail kiém tra hoat dong. Dé
gri mail gitta 2 may ISA va may AD, trén may ISA can tao ra 1 rule dé cho Internal

thong vaéi Local Host.

Chon Firewall Policy nhap chudt phai rdi chon New rdi chon Access rule

[ ~a 2 oa ot trteenet socmy s Acceieration Server 2o0a 10 =
Che  &ction  Yew (b
e MW R e s

8 LT e v—

@ HOMEE NG o " Sotue
9 Vossioen -+
7 I ——
5 Vst fvies lresh oll Pulicy N L Tooien Yy Tasks N
w1 B Cortipurats -
ot Flrewall Policy
Tasks
' ] L 1 - Py =l

Hinh 9.9 — Tao Access rule méi

Man hinh Welcome to the New Access Rule Wizard xuét hién, dién internal to local

roi Next
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[Rew AccessRulewizard x|

Welcome to the New Access
Microsotr Rule Wizard

x‘ctceieration m:-m

This wazaed helps you create a new access rule. Access
ndos defne the action that & laken, and the protocols that
may be used, when spocified cherts from one network
attempl to access specific destinations of content on
another network

==_ e

IA.I Open lrom Local Host to Internal

To continue. clhick Next

I MNext > ' Cancel I
Hinh 9.10 — Chi dinh tén ctiia Access rule

Man hinh Rule Action xuét hién, chon Allow rdi Next
Chon All outbound traffic trong This rule applies to, chon Next

Trong man hinh Access Rule Souces, chon nat Add r6i Network r6i chon Internal va
Local, sau d6 Close rdi Next

Man hinh Access Rule Destination: chon Internal va Local rdi Next

Man hinh User Sets: chon All Users r6i Next sau d6 Finish rdi Apply.

® Tai may ISA, m¢ chuong trinh Outlook Express

Khi mé chwong trinh Outlook Express, néu chua tao mail POP3 1an nao thi Outlook
Express yéu cau tao. Lic d6 man hinh Your name xuat hién

- Display name: dién administrator
Trong man hinh Internet E-mail Address:
- Email address: dién administrator@danavtc.edu
Trong man hinh E-mail Server Name:
- Incoming va Outgoing: dién IP ciia may cai mail Mdaemon la 10.0.0.2
Man hinh Internet Mail Logon xuét hién, bo dau chon Remember password, chon Next

Nhu vay mail POP3 di duoc tao trén may ISAxong ; tit Outlook Express.
LN May AD cho account kiem 1a tao mail POP3 cho account kiem trén may AD

‘4:> Tai may ISA account administrator ta tién hanh guri mail cho account kiem

Mg Outlook Express man hinh logon xuat hién, dang nhap véi User Name
(administrator) va Password (123456) tuong trng.

Man hinh mail xuat hién, chon muc Inbox; ldc ndy s& thdy mail do MDaemon guri t6i;
bam vao Create Mail.
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Bay gio ta s€ giri mail cho account kiem

- To: dién kiem@danavtc.edu

- Subject: dién test mail, noi dung 1a abc rdi bam Send
N Tai May AD, kiém tra account kiem nhén duoc mail do account admintrator giri
dén chua

Mo chuong trinh Outlook Express véi account kiem s€ nhan dwoc mail do
administrator guri dén

Khi mail trong mang chay tdt, tién hanh Publishing Mail dé nguoi sir dung ngoai mang
st dung account ctia minh van c6 thé giri mail.

2. Publishing Mail

Mo Firewall Policy, nhap chudt phai chon New, chon Mail Server Publishing Rule.

Man hinh Welcome to the New Mail Server Publishing Rule Wizard xuét hién, dién
Publishing Mail roi Next

Khi man hinh Select Access Type xuat hién, chon Client access: RPC, IMAP,
POP3, SMTP rdi Next

Trong man hinh Select Services, danh diu vao POP3 va SMTP r6i Next
Man hinh Select Server xuét hién: dién IP 14 10.0.0.2
Man hinh IP Addresses xuat hién: danh ddu vao External roi Next

Khi man hinh Completing the New Mail Server Publishing Rule Wizard xuét hién,
chon Finish.

Trén “may tinh ngoai mang”, mé chuong trinh Outlook Express

Sau khi mé chuong trinh Outlook Express, néu chwa tao mail POP3 lan nao thi
Outlook Express yéu cau tao. LUc d¢6 man hinh Your name xut hién:

- Display name: dién hp
Man hinh Internet E-mail Address:

- E-mail address: dién hp@danavtc.edu rdi chon Next

Man hinh E-mail Server Names:

- Incoming va Outgoing, dién IP 13 192.168.1.100 (khong dién IP ctia may cai
Mdaemon 10.0.0.2), chon Next

Khi man hinh Internet Mail Logon xuat hién, bé chon Remember password, Next
Vay la da tao xong Mail POP3 cho account hp.

Mo chuong trinh Outlook Express lai vai account hp
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Man hinh Outlook Express xuat hién, bam vao Create Malil

Thir gtri mail cho administrator khi dang & ngoai mang (kiém tra Publishing Mail c6
thanh céng khéng)

- To: dién administrator@danavtc.edu
- Subject: text mail ngoai mang, ndi dung: admin. Chon nit Send dé gui

Tai may ISA, kiém tra account hp gii mail dén cho administrator c6 nhan duoc
khéng

M Outlook Express ciia administrator sé thay co mail gui tir hp goi toi; nhu vay la
Publishing mail thanh cong

3. Cau hinh loc mail
Muc tiéu: Trinh bay cac buoc cau hinh loc mail, cu thé:
- Cai IS va SMTP NNTP
- Cai dat dich vu Message Screener
- Cau hinh SMTP
- Kiém tra bé loc mail

CAu hinh loc mail khi mail duoc guri dén co nhitng tir do admin loc san s& tu dong
chuyén dén cho administrator.

Muén tién hanh loc mail ISA phai c6 dich vu Message Screener

Mudn cai duge Message Screener trong ISA phai cai 11S va SMTP, NNTP
% Tién hanh cai 11S va SMTP NNTP:

- Mo Control Panel, chon Add or Remove Programs
- Chon Add\Remove Windows Components
- Chon Application Server, chon nut Details

- Trong man hinh Application Server, chon Internet Information Service
(11S) rdi bam nit Details. Khi man hinh Internet Information Services (11S) xuat
hién, chon World Wide Web Service ri bam Details.

- Trong man hinh World Wide Web Service, chon World Wide Web Service
rdi bdm OK.

- Tré vé man hinh Internet Information Services (11S), danh dau vao SMTP
va NNTP, chon OK.

- Tré vé man hinh Windows Components Wizard, ldc nay Application
Server da dugc d4nh dau, chon Next.
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Luc nay ta da cai dugc 11S, SMTP va NNTP.

‘% Cai dat dich vu Message Screener:
Khi cai 11S, SMTP va NNTP xong, tiép tuc cai dich vu Message Screener

M¢ chuong trinh cai ISA, chon Modify / Next. Chon cai thém dich vu Message
Screener cho ISA (hinh 9.11), chon Next.

1’&‘ Microsoft ISA Server 2004 - Installation Wizard x|

Custom Setup
Select the program features you want to install,

Click on an icon in the kst below to select how a feature is installed.

- — — Feature Description

=3~ | Firewall S

T 15=] 15 Server Management Performs content fikering on
=" Srve : incoming SMTP traffic arriving on
£ ~ | Firewall Client Installation Share an ISA Server. The feature can
=- be installed only f SMTP Virtual

Server is installed.

This Feature requires 0 KB on
your hard drive.

Help | <gack [ mext> | cancel |

Hinh 9.11 — Cai thém dich vu Message Screener

& Tién hanh ciu hinh SMTP sau khi cai xong dich vu Message Screener

- Vao Start / Program / Administrator Tools / Internet Information
Services (11S) Manager

- Khi man hinh Internet Information Service (I11S) Service xuit hién (hinh
9.12), bdm vao dau + cua Default SMTP Virtual Server roi chon Domain nhap chudt
phai chon New rdi Domain
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- Trong man hinh Welcome to the New SMTP Domain Wizard (Hinh 9.13),
chon Remote / Next
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Hinh 9.13 — Chi dinh kiéu Domain 12 Remote

- Man hinh Domain Name xuét hién, dién domain twong tmg (danavtc.edu)
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Hinh 9.14 — Chi dinh tén Domain

T . | i |

Bay gio trong muc Domain da c6 tén Domain (danavtc.edu), chon tén Domain
d6 (danavtc.edu), nhiap chudt phai chon Properties

Chon tab General trong man hinh danavtc.edu Properties
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Hinh 9.15 — Thiét 1ap cac thudc tinh cho Domain twong tng
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banh dau vao Allow incoming mail to be relayed to this domain

Chon Forward all mail smart to the Domain, dién dia chi 10.0.0.2, chon OK.
Nhap chudt phai vao Default SMTP Virtual Server, chon Properties

Trong hop thoai Default SMTP Virtual Server Properties (hinh 9.16), chon
IP 12 10.0.0.100 cho IP address, chon nut OK.
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Hinh 9.16 — Thiét 1ap d6i voi Default SMTP Virtual Server Properties

Quay lai rule Publishing Mail SMTP Server ma ta da Publishing Mail, nhap
chudt phai, chon Properties

Trong man hinh Publishing Mail SMTP Server Properties (hinh 9.17), Tab
To: dién IP 12 10.0.0.100, chon nit Apply / OK
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Hinh 9.17 — Chi dinh dia chi mang cua server da Publishing Mail
Chon Configuration r6i Add -ins

- Nhap chuét phai 1én SMTP Fiter, chon Properties

Trong man hinh SMTP Filter Properties, chon Tab Keywords, chon nit Add
(hinh 9.18)
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Hinh 9.18 — Thém rule dé loc mail

Trong man hinh Mail Keyword Rule, danh dau vao Enable this rule
Keyword (hinh 9.19)
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Hinh 9.19 — Kich hoat rule v&i tir chi dinh 1a virut

- Keyword: dién virut
- Apply action if keyword is found in: chon Message subject or body
- Action: chon Forward message to

- E-mail address: dién administrator@danavtc.edu / OK

Lac nay ¢ hop thoai SMTP Filter Properties (hinh 9.20), trong setting c6 muc
virut (duoc tao trong Keyword), chon Apply, rdi OK.


mailto:administrator@khungbo.com
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Hinh 9.20 — Thiét 1ap thudc tinh loc voi SMTP
Q> Kiém tra bd loc mail:
Tai “may tinh ngoai mang”, mé chwong trinh Outlook Express bang account hp

Khi man hinh Outlook Express xuat hién, chon Create Mail dé tién hanh giri mail
cho account kiem (ndi dung la virut)

Tai may AD, tién hanh kiém tra c6 nhan duoc mail do hp giri dén kiem khong
- Mo Outlook Express véi account kiem thi thay khong c6 mail ciia hp
Tai may ISA ta tién hanh kiém tra mail

- Mo Outlook Expreess bang account administrator sé thay c6 mail cia hp.
Mail nay duoc chuyén dén administrator do ciu hinh loc mail véi tir khoa 14 Virut s&
tu dong chuyén dén administrator

4. Publishing Web

Muc tiéu: Trong cdc phan 4 (Publishing Web), 5 (Publishing FTP), 6
(Publishing Terminal Services) sé trinh bay cdch thirc dé mé cdc Port sao cho
cac may tir External Network c6 thé truy cdp vao mang. Céng viéc nay con goi
la Server Publishing.

Mudn tao ra trang web, may AD can phai cai chuong trinh 11S. Khi May AD da
cai 11S, tién hanh tao ra 1 trang web:

- Vo 6 dia C:\Inetpub\wwwroot, tao file Text Document
- Sau khi tao file Text Document, d6i tén thanh default.htm

- Nhap chudt phai vao file default.ntm chon Edit. Nhap noi dung file: chao
mung den trang web va luu trir.

Sau khi tao trang web, m& chuong trinh IE rdi nhap http://10.0.0.2; Néu thay trang
web xuat hién 13 ding.

Publishing Web tai may ISA:
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Chon Firewall Policy, nhap chudt phai chon New, roi chon Web Server
Publihing Rule. Trong man hinh Wellcome to the New Web Publishing Rule
Wizard xuét hién:

- Web publishing rule name: dién Publish Web, chon Next
Trong hop thoai Select Rule Action: chon Alow / Next
Tai man hinh Define Website to Publish:

- Computer name or IP address: dién 10.0.0.2 / Next

Trong Public Name Details: Accept requests for: chon Any domain name /
Next

Khi man hinh Select Web Listener xuét hién, chon nut New

Man hinh Welcome to the New Web Listener Wizarrd xuit hién: Web
listener name: dién Listener2 / Next

Trong man hinh IP addresses: danh ddu vao External / Next

Khi man hinh Port Specification xuat hién, danh diu vao Enable HTTP va
nhap: 80

Sau khi hoan tat, kiém tra thtr trén “mady tinh ngoai mang”: mé chuong trinh 1E
va nhap dia chi: http://192.168.1.100; Néu trang web hién thi 13 dung.
5. Publishing FTP
Trudc tién, phai cau hinh FTP.
® Cai dat FTP: Start/ Setting / Control Panel / Add or Remove Programs
Trong ctra s6 Add or Remove Programs, chon Add\Remove Windows Components

T man hinh Windows Components Wizard, chon Application Server, chon nut
Detals. Khi cira s6 Application Server xuét hién, chon Internet Information Service
(11S) rdi bam nut Details.

Man hinh Internet Information Services (I1S) xut hién, chon File Transfer
Protocol (FTP) Service, OK.

Tré vé man hinh Windows Components Wizard, ta thiy Application Server duoc
danh déu, chon Next.

Chuong trinh bat dau cai FTP; Khi qué trinh cai dat FTP hoan tit, chon nat Finish.
® vao Start / Program / Administrator Tools / Internet Information Services
(11S) Manager

Chon FTP Site, nhap chudt phai 1én Default FTP Site chon Properties. Khi man hinh
Default FTP Site Properties xuét hién:


http://192.168.1.100/
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- Tab FTP Site: IP address chon IP 10.0.0.2

- Tab Home Directory: danh dau vao 6 Write

- Tab Security Accounts: chon niit Browse, khi cira sé Select User xuét hién
chon nat Advanced; chon nat Find Now dé chi dinh administrator, chon OK.

Luc nay ta thdy User name: TUANH\administrator, Password: dién 123456, OK.
Tai Confirm Password, xac nhan Password.

Khi cau hinh FTP xong, chép cac file hay thu muc vao FTP (¢ ddy minh hoa chép cac
file trong C:\Program Files\NetMeeting).

Chép céc file trong C:\Program Files\NetMeeting rdi dan vao C:\Inetpub\ftproot

Q> Kiém tra hoat dong ctia FTP: Sau khi chép céc file vao FTP, kiém tra FTP coi c6
hoat dong khong:

Tai may ISA, mé 1E nhap ftp://10.0.0.2. Khi man hinh Log On xuét hién:
- User name: dién administrator
- Password: 123 (Password 123 la password ctuia administrator)
Khi Log on dugc vao FTP thi s& thiy duogc céc file
U Sau khi truy cap thanh cong FTP, tién hanh Publicshing FTP dé may ngoai
Internet ciling c6 thé truy cap dugc FTP:
Chon Firewall Policy / New / Server Publishing Rule.
Dién Publiching FPT / Next; trong hop thoai, dién 10.0.0.2 / Next
Chon FTP Server / Next
Chon External / Next
Nhan Finish dé hoan tat / Apply.

Chon Configuration / Network / Network Rules / nhip chudt phai 1én Internet
Access, chon Properties

- Tab Network Relationship: chon Network Address Transtation (NAT) / OK
Nhu vay la ta da Publishing FTP xong

® Kiém tra Publishing FTP: Sau khi Publishing FTP xong, kiém tra Publishing
FTP trén “may tinh ngoai mang” cO0 thanh cong khong: m¢& IE nhap
ftp://192.168.1.100. Khi man hinh Log On xuét hién:

- Users name: dién administrator
- Password: dién 123

Néu thiy duoc cac file trong FTP nghia 1a di Publishing FTP thanh cong.
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Lac nay, c6 thé Download dugc cac file trong FTP (copy vé dugc nhung khéng
Upload file Ién FTP duoc, néu copy file roi Paste vao FTP thi thiy bi bao 151)

® Muén Upload file 1én dugc FTP, tai may ISA nhdp chuot phai 1én Publishing
FPT chon Configure FTP

Bo danh dau Read Only / OK / Apply.
Lac nay, mé IE trén “may tinh ngoai mang” nhép ftp://192.168.1.100, copy 1 sé file
roi Paste vao FTP s& khong bi 15i.

6. Publishing Terminal Services
N May AD: Nhip chudt phai lcon Computer, chon Properties

- Tab Remote: danh diu vao Allow users to connect remotely to this
computer, chon Select Remote Users / Add / Advanced.

- Chon Find Now dé chi dinh administrator / OK
N May ISA:tién hanh Publishing Terminal Services
- Chon Firewall Policy / New / Server Publishing Rules.
- bién Remote Desktop Connection / Next
- Pién IP 10.0.0.2 / Next
- Chon RDP (Terminal Services) Server / Next
- Chon External / Next

- Chon Finish dé hoan tat / Apply. Nhu vay, Publishing Terminal Services da
duoc thuc hién.

® Tai “may tinh ngoai mang”, tién hanh kiém tra Publishing Terminal Server c6
thanh cong khéng

Vao Start / Programs / Accessories / Communications / Remote Desktop
Connection

- Computer: IP 192.168.1.100
- User name: administrator
- Password: 123

- Chon nut Connect
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Hinh 9.21 — Remote Desktop Connection

D.'a-tj e Y

Man hinh Connect thanh cdng va ta c6 thé diéu khién dugc.

Cau hoi
1. Mail Mdaemon la gi? Tai sao phai dung Mail Mdaemon?

2. Cho biét muc dich va y nghia cia cac tién trinh Publishing Mail, loc mail,
Publishing web, Publishing FTP.
Bai tap thuc hanh

1. Cai dat hé théng Mail Mdaemon va giri mail qua lai
May AD cai Mail Mdaemon
M¢ chuong trinh Outlook Epress trén may ISA, tao mail POP3
Tao mail POP3 cho account trén may AD
Tt may ISA (account administrator), tién hanh giri mail cho account trén may AD
Tai May AD, ki€m tra account kiem nhan dugc mail do account admintrator giri dén
chua
2. Tién hanh Publishing Mail dé cho 1 ai d6 & ngoai mang st dung account ctia minh
van co thé giri mail duoc
3. C4u hinh loc mail:

- Cai IS, SMTP va NNTP

- Cai dat dich vu Message Screener

- Cau hinh SMTP
- Kiém tra tinh nang loc mail

4. XuAt ban web:

- Tao mot trang web
- Xuat ban web

5. Publishing FTP:
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- Cai dat FTP

- C4u hinh Internet Information Services (IIS) Manager

- Kiém tra hoat dong cua FTP

- Publicshing FTP dé may ngoai Internet c6 thé truy cap dugc FTP
- Kiém tra Publishing FTP
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BAI 10: MONITOR ISA SERVER
Ma bai: Mb 21-010

Muc ti€éu cua bai:

Trinh bay duoc cac Tab trong Monitor;

Phat hién va khéc phuc duogc cac dich vu thong qua céc tab trong Monitor;
Thuc hién sao luu va khoi phuc lai may ISA.

Thuc hién cac thao tac an toan voi may tinh.

1. Trinh bay cac tab trong Monitor

Muc tiéu: Gidi thiéu chirc nang cua cac tab trong Monitor Isa Server
1.1. Tab Session

- Cho biét dang c6 bao nhiéu Session dién ra théng qua ISA

- Mdi Session thong qua dang nao (SecaureNAT, Web Proxy, Firewall
Client) dé biét duoc may tinh dang di ra ngoai mang thong qua ISA bang dang nio
1.2. Tab Services

- Trinh bay nhing dich vu nao cia ISA dang chay tbt.

- Khéi dong tirng dich vi khi ISA ¢6 truc trac.
Vi dy, khi ap dung 1 rule nao d6 ma né khong chay, thay vi khoi dong lai may tinh, thi
c6 thé restart lai dich vu 12 Microsoft Firewall (bang cach chon Microsoft Firewall,
roi nhép chudt phai chon stop; sau do tiép tuc restart lai)
1.3. Tab Report

Tab Report ding dé tao bao cao thong ké, giup thong ké lai trong khoang thoi
gian ndo d6 may ndo trong mang Lan di ra web nhiéu nhét chiém nhiéu bang thong
nhét va lay dung luong nhiéu nhat. ..
1.4. Tab Connectivity

Tab Connectivity cho phép tao ra cac két ndi phuc vu cho viéc kiém tra. Ching
han, néu trang web ngoai internet thudng xuyén truy cip gip truc tric, thay vi phai ra
ngoai CMD dé ping kiém tra nd c6 hoat dong khong,cé thé thuc hién ¢ day dang
Connectivity. Mdi khi mudn kiém tra, chi can kich hoat Connectivity s& thay thong
béo 16i.
1.5. Tab logging

Tab logging cho phép biét rd ting chi tiét IP ndo ra internet va chiém dung
luong bao nhiéu, di ra bang Rule nao va bi Rule nao chan lai .v.v...
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2. Phat hién cac dot tan cong giri mail cho admin

Muc tiéu: Trinh bay cdch theo déi, phdt hién cdc dot tin céng bang cdch giri
mail cho admin.

Chon Configuration / General / Enable Intrusion Detection and DNS
Attack Detection

Khi man hinh Intrusion Detection xuat hién, danh diu vao Port scan

Chon Tab DNS Attack: danh du vao DNS zone trransfer / OK / Apply
Chon Monitoring / Tab Alerts / Configure Alerts Defintions

Khi cira sd Alerts Properties xut hién, tim va chon Intrusion detected / Edit

Trong man hinh Intrusion detected Properties, danh déu vao Send —e-mail
(bao dong khi o tan cong s& giri mail thdng bao cho admin)

- SMTP server: dién IP 10.0.0.2

- From va To: dién dja chi mail cua admin (administrator@danavtc.edu), chon
nat Test n6 s& giri 1 mail dén administrator; néu kiém tra thay c6 mail 1a ding.

- Panh dau vao Run a program: dung khi c6 chuong trinh nao dugc viét ra dé
bao vé may tinh, néu khi c0 tan cong thi chuwong trinh niy sé& chay va bao vé)

O day minh hoa dung thir biang chuong trinh notepad. exe dé xem chtic ning
hoat dong cia nd)

Sau d6, mé Outlook Express sé& thay co6 1 birc mail

“May tinh ngoai mang” thir tAn cong bang cach Scan Port.

Bat chuong trinh SuperScan4 1én

Khi man hinh SuperScan xuét hién, Hostname/IP dién IP 192.168.1.
Chon Tab Host and Service Discovery, bé dau chon Host dicovery
Chon tab Scan, bdm nut Play thi chuong trinh ty dong thuc hién scan port

Ldc nay, chuong trinh Scan dugc 10 Port; Mudn biét rd timg port d¢6 mot cach
chi tiét, nhan vao View HTML Results s& thay trinh bay chi tiét ting Port ma n6
Scan duoc

Quay lai May ISA thi thdy Notepad duoc bat 1én do c6 ngudi dang tin cong

Kiém tra mail thi thdy c6 1 birc mail bao c6 1 dia chi IP 192.168.1.5 dang tién
hanh tin cong.
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3. Network Templates (mé hinh miu cac théng so cAu hinh mang)

Muc tiéu: Trinh bay cdc loai Network Templates va cach su dung tung loai cung
voi cac lwa chon chinh sach Firewall.
ISA Server firewall mang dén cho chung ta nhitng thudn loi to 16n, mot trong

nhimg s6 d6 1a cac Network Templates. Vi su hd tro cac Templates, ching ta ¢ thé
cAu hinh tu dong cac thong s6 Network, Network Rule va Access Rules.

Network Templates duoc thiét ké nhanh chong tao dugc cau hinh nén tang cho
nhirng gi ma chung ta c6 thé xay dung.

Céc loai Network Templates:

- Edge Firewall: duoc str dung khi ISA gin 2 card Network. C6 mot Network
interface két ndi dén Internet va mot Network interface két ndi v&i Internal Network.

- 3-Leg Perimeter duoc s dung khi Firewall gin 3 Card Network. C6
Network interface (két ndi Internet) va Internal interface (két ndi mang noi bo) va
DMZ interface (két n6i mang vanh dai — Perimeter Network).

- Front Firewall: Dong vai tro mét front-end firewall trong md hinh back-to-
back. Back-to-back 1a m6 hinh két noi 2 Firewall lém viéc voi nhau theo ki€u trudc
(front) sau (back); Phia ngoai Front Firewall c6 thé la Internet gilta Front va back
firewall c6 thé 1a DMZ network va phia sau back firewall 1a Internal network.

- Single Network Adapter: duoc 4p dung khi mudn loai chtrc ning Firewall.
Pugc dung trong nhitng truong hop khi ISA chi c6 1 card Network dong vai tro 1a hé
théng luu giir cache — Web caching server.

Nhirng Iua chon cho chinh sach Firewall khi dung Network Edge Firewall Templates
(bang 10.1)

Firewall Policy M6 Ta

Block All (ngin chin tat cd)

Ngin chin tat ca truy cap qua ISA

Block Internet Access, allow
access to ISP network
services (Ngan chan truy
cap ra Internet nhung cho
phép truy cap dén dich vu
cua ISP)

Ngin chin tat ca truy cip qua ISA ngoai trir nhitng truy
cip dén cac Network services nhu DNS services Lua
chon nay dugc dung khi cac ISP cung cip nhiing dich
vu nay

Lya chon nay s€ xac dinh chinh sach Firewall nhu

1. Allow DNS from Internet Network and VPN Client
Network to External Network (Internet) - cho phép
Internal Network va VPN Client Network dung DNS
cua ISP dé xac dinh Host names bén ngoai

Allow Limited Web access
(cho phép truy cap web co
gi61 han)

Chi cho phép truy cap Web dung cac giao thuc HTTP,
HTTPS, FTP con lai céc truy cap khac sé bi ngan chan
Cac Rule sau sé duoc tao

1. Allow HTTP, HTTPS, FTP from Internal Network to
Exterrnal Network — Cho phép cac truy cdp dang
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HTTP, HTTPS, FTP tir Internal Network ra bén ngoai
2. Allow all protocol from VPN Client Network to
Internal Network — cho phép tit ca cac giao thirc tir
VPN Client Network (ttr bén ngoai) truy cap vao bén
trong mang ndi bo

Allow Limited Web access
and access to ISP network
services (cho phép truy cap
Web c6 gioi han va truy cap
dén mot s dich vu ISP)

Cho phép truy cap Web co6 giéi han dung HTTP,
HTTPS, FTP va cho phép truy cap ISP network
services nhu DNS con lai ngin chin tat ca cdc truy cap
network khac

Cac Rule sau s€ duoc tao ra:

1. Allow HTTP, HTTPS, FTP from Internal Network
and VPN Client Network to External Network
(Internet) — Cho phép truy cap HTTP, HTTPS, FTP tu
Internal Network va VPN Client Network ra External
Network (Internet)

2. Allow DNS from Internal Network and VPN Client
Network to External Network (Internet) — Cho Phép
Internet Network va VPN Client Network truy cap dich
vu DNS giai quyét cac Hostname bén ngoai (Internet)

3. Allow all protocol from VPN Client Network to
Internal Network — cho phép tit ca cac giao thirc tir
VPN Client Network (tir bén ngoai) truy cidp vao bén
trong mang ndi bo

Allow unrestricted access
(Cho phép truy cap khong
gi61 han)

Cho phép khong han ché truy cap ra Internet qua ISA
Server

1. Allow all Protocols from Internal Network and VPN
Client Network to External Network (Internet) — Cho
phép dung tat ca giao thirc tir Internal Network va VPN
Client Network t&i External Network (Internet)

2. Allow all protocol from VPN Client Network to
Internal Network — cho phép tit ca cac gaio thirc tir
VPN Client Network (tir bén ngoai) truy cap vao bén
trong mang ndi bd

Ciu hinh Edge Firewall

Chon Configuration / Network / Templates trong Task Panel roi nhap vao

Edge Firewall / Next

Chon Allow unrestricted access / Next / Apply

Chon lai Firewall policy, lic nay s& thay xuat hién 2 Rule dugc tao ra boi Edge

Firewall.

2 Access Rule cho phép Internal network va VPN Client truy cap ra Internet va
VPN Client ciing dugc quyén truy cap vao Internet network
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4. Backup va Restore

Muc tNiéu: Trinh bay cdch sao luu va phuc héi ISA nham khdc phuc khi xudt hién
cdc 1oi.

Backup:

- Chon tén may ISA, nhip chudt phai chon Backup...

- Chi dinh 6 dia dé luu backup ISA véi tén 1a backup; chon ndt Backup

- Man hinh Set Password xut hién: Password va Corfirm password: dién
12345678 / OK.

Vay la qua trinh Backup da xong.
Restore: Khi ISA gip 15i, c6 thé tién hanh Restore:
- Chon tén may tinh ISA, nhip chudt phai chon Restore.

- Vao 6 dia da luu trit file backup, s& thdy File Backup di dugc luu, chon file
backup roi nhan Restore.

- Dién password: 12345678 / OK.

Cau hoi
1. Néu chtic ning va y nghia ctia mdi tab trong Monitor.

2. Trinh bay mo hinh mau céc thong sé cdu hinh mang.

Bai tap thwe hanh
1. Kiém tra va phat hién cac dot tdn cong giri mail cho admin.

2. Thyc hién Backup cho may ISA; sau do, restore lai.
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++ 4+ + + + +

+ 4+ 4+ + + + + + 4+ +

PHUONG PHAP VA NQI DUNG PANH GIA

V& kién thire:
C6 kha ning phat hién cac sy cb.
Thuc hién dugc cac bién phap sao luu du phong.
Panh gia duoc cac thong luong dudng truyeén.
Cé kha nang cai dat, cAu hinh két ndi Internet.
Trinh bay dugc cac tinh ndng va nhitng nét dic trung cua ISA Server.
Trinh bay dugc cac co ché sao luu, phuc hoi toan bd may ISA Server.
M6 ta duoc cac loai ISA Server Client déng thoi cai dit va cau hinh ding
qui trinh cho tung loai ISA Server Clien va nhiing tinh nang riéng trén
mdi loai.
Vé ky ning:
Cai dat, g& bo duoc cac phan mém yém tro Terminal service.
Xac dinh dugc cac nguyén nhan gay ra hong.
Str dung dugc cac bién phép sao luu dir ligu.
Giai quyét duoc cac sy ¢d trén mang.
C6 kha nang cai dat, quan 1y cac dich vu RAS.
C6 kha nang két néi mot mang riéng a0 VPN.
C6 kha nang tiép nhan céc cudc goi & xa.
Cai dat va cu hinh dugc ISA Server trén windows Server.
Thuc hién dugc cac Rule theo yéu cau.
Cai dat va cdu hinh dugc cic chinh sich mic dinh cta Firewall, thuc hién
chinh x4c thao tic sao luu cau hinh mic dinh cua Firewall.
Vé thai do:
Cén than, thao tic nhanh, chuan xac, tu giac trong hoc tap.
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