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® 7 e Giang vién néu cac ndi dung chinh & dinh hudng trén L&p.
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PHUONG PHAP HOC VA THOI LUONG Didm sé

e Phudng phap hoc: sinh vién st dung két hgp

o Tailiéu tham khao

o Baigiangtrén |8p clia giang vién

i Bai tap nhom
o Lamviéc nhém Thi trac 30%

nghiém cuoi
o Céc cdng cu khac: mindmap, ghi chd, cac cdng cu online ki 50%

. . s e i - Chuyén can
® Thdi lugng trén |8p: 45 tiét /4 tiét ~ 11 bui 20%

e Thdilugng ty hoc: 60 tiét

e Thi: trdc nghiém
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B C5ch chon cau hoi thi tréc nghiém

(GS) Cau hoi vé van dé abc...
A.Dédpanlax
B.Ddpanlay
C. Tat ca dap an déu ding

D. Tat ca dap an déu sai.
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Il=O TR NOI DUNG

tidt S tiét tw hoc: 90 tit

Cau hoi goi y/Bai tap vé nha

Cau hoi goi y/Bai tap vé nha

Cau hoi goi §/Bai tap vé nha

Cau hoi goi §/Bai tap vé nha

Cau hoi goi §/Bai tap vé nha

Cau hoi goi §/Bai tap vé nha

Cau hoi goi y/Bai tap vé nha

Cau hoi goi y/Bai tap vé nha

Cau hoi goi y/Bai tap vé nha

Cau hoi goi §/Bai tap vé nha

Cau hoi goi y/Bai tap vé nha
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1.1 Téng quan vé mang may tinh

1.2 Cac khai niém vé quan tri mang

1.3 Chiic nang ctia quan tri mang

1.4 Tam quan trong cia quan tri mang

1.5 Vai tro va sy quan tdm clia cdc nhdém déi tugng lién quan.
1.6 Hoat dong clia ngugi quan tri mang

1.7 Cac thanh phan cd ban clia quan tri mang
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& quan tri mang

1.1 Téng quan vé mang may tinh

1.2 Cac khai niém vé quan tri mang

1.3 Chiic ndng cia quan tri mang

1.4 Tam quan trong clia quan tri mang

1.5 Vai tro va su quan tdm ctia cac nhém déi tugng lién quan.
1.6 Hoat dong clia ngudi quan tri mang

1.7 Cac thanh phan cd ban ctia quan trimang
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11 T6ng quan vé mang may tinh

2y ik,

BanToi nghi

" Internet’y
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Nhiéu PC/Laptop, May cht (Server)

Thiét bi mang (Switch, Router ...), cap, Wifi
Camera

Téng dai IP

May in, Mdy Scan

Cac dich vu cloud

Mua sam thiét bi

Phan mém doanh nghiép, Chéng Virus
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Network/System Administrator

10

1.1 Téng quan vé mang may tinh

1.2 Cac khai niém vé quan tri mang

1.3 Chiic nang ctia quan tri mang

1.4 Tam quan trong clia quan tri mang

1.5 Vai tro va su quan tdm ctia cdc nhém déi tugng lién quan.
1.6 Hoat déng clia ngudi quan tri mang

1.7 Cac thanh phan cd ban cta quan tri mang
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&”' Internet

rmobile network

-t Hang ty thiét bj két néi
p
= =BG dinh tuyén

= Thiét bi chuyén mach

= Két néi giao tiép

ernterprise
network

= Mang
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national or global
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- Internet (tt)

mobile network
4G

= ISPs

national or global ISP

= Giao thtre ViZeaming
* HTTP (Web), streaming video,
Skype, TCP, IP, WiFi, 4/5G,

Ethernet ...

- Tiéu chuén
* RFC: Request for Comments
+ |ETF: Internet Engineering Task
Force enterp;i:;l "

orl ~Z

VAA- K. CNTT - Mon: QUAN TRI MANG WiFi 13

Giao thuc (protocol)

Giao thic ctia con ngudi va giao thiic mang:

g\ TCP connection =
g request =
—

=

TCP connection

.U
% #

= May gio roi? \response
_— GET /_5
. http://gaia.cs.umass.edu/kurose_rgss
«—38:00 o <file>
time
Q: other human protocols?
VAA- K. CNTT - Mén: QUAN TR| MANG 14
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Administration

Management

> .
[ ] Quan tr! 1a toan bd qua trinh dua cac quyét dinh vé chinh séch, quy téc, muc tiéu, la cac hoat ddng clia l3nh dao cdp cao.

> ,
(] Qua n ly 1a tiép nhén, thuc hanh diéu phai dé hudng téi muc tiéu cta quan tri.

VAA- K. CNTT - Médn: QUAN TR| MANG 15

. Quandiém ctia nha quan ly

. Quan diém ctia nhan vién quan tri

. Quan diém clia khac hang

VAA- K. CNTT - Mén: QUAN TRI MANG 16
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quan vé quan tri me

1.1 Téng quan vé mang may tinh

1.2 Cac khai niém vé quan tri mang

1.3 Chiic ndng ctia quan tri mang

1.4 Tam quan trong cia quan tri mang

1.5 Vai tro va su quan tam cla cdc nhém doi tugng lién quan.
1.6 Hoat dong ctia ngudi quan tri mang

1.7 Cac thanh phan cd ban cta quan tri mang
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g cuaquan trim

Certifications Training Testing

CompTlA

Continuing Education Events

What Is a Network Administrator?

A netwark administrator supports the company’s internal servers in the following ways:

« Installs and maintains the network and hardware systems

» Diagnoses and repairs connectivity issues

» Ensures people can only access the files they have permission to
« Monitors the network to maintain speed and availability

* Manages backup systems for the network

VAA- K. CNTT - Mén: QUAN TRI MANG 18
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nang cua quan tri mang

WIKIPEDIA Q

The Face Encyclopedia

1l

ch Wikipedia Create acco

= Network administrator T, 26 languages «

Network administrators are often involved in proactive work. This type of work will often include:

« network monitoring.

» testing the network for weakness.

« keeping an eye out for needed updates.

e installing and implementing security programs.
« in many cases, E-mail and Internet filters.

= evaluating implementing network.

« keeping an eye out for needed updates.

+ installing and implementing security programs.
« inmany cases, E-mall and Intemet fiters.

s evalualing network
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- 2 ™ A iibag i 5
* ) CONG THONG TIN BIENTU Didu 11. Cang nghé théng tin hang 111 - Mii sé V.11.06.14

BO THONG TIN VA TRUYEN THONG 1. Nhiém vy
a) Quin 1Y, vin hinh hg théng car s6r hy ting k thugt cdng nghé thong tin,

trung tam tich hgp dir liu, cdc hé thing thong tin, chuong trinh g dung, phin
mém diing chung ctia co quan, don vj;

= Danhmuc

Thir by, ngay 11/03/2023 b) Kiém tra, kiém dinh, kiém thir, dinh gid tinh win thi cdc yéu edu, quy
dinh, chinh sich vé cang nghé thong tin, an toan théng tin eta cie co quan, 16
chitc vi cde sin phim, dich vu cdng nghé thong tin;
VAN BN GPPL - 06/2022/TT-BTTTT ©) Tham gia xdy dyng vi 16 chitc thye hién cée chuong trinh, dé dn, dy dn
wé cdng ngh thong tin ciia co quan, don vi;
Loc
i d) Tham gia phan tich, thiét k&, Ijip trinh, dim bio an toin théng tin cho
S6 higu 08/2022/TT-BTTTT h¢ théng thng tin, co 3 dir ligu chuyén nginh;
Quy dinh mé sé, tiéu chuén chirc danh ngh& nghiép va d) Them gia xby dyng quy ché, quy trinh, ti ligu huéng din k§ thus
Trich yéu néi dung xép luong @b voi vién chirc chuyén nganh cong nghé tham gia xfly dyeng djnh ruire Kinh te - X9 tiugt trong phiin tich, thist ks va tmg
3 théng tin, an toan théng tin = dyng cong ngh{ thang tin, an todn théng tin; tdp hudn, bdi dutmg nghigp vy cho

vién chite cong nghé théng tin hang thip hon;
Ngay ban hanh 30/08/2022
Ngay c6 hiéu lwe  15/08/2022
Ngay hét hidu lwc  (Van ban con hiéu lyc)
Hinh thirc vén ban Théng tu

) Nghién ciru khoa hge vé cong nghé thong tin; tdng két, rat kinh nghigm
chuyén man, nghiép vy, quin Iy ky thujt v trién khai tmg dung cong ngh
théng tin trong thye tifn;

) Tham gia thirc hi¢n cdc nhigm vy phéi hop vé an ninh mang theo quy
dinh hodc theo yéu cdu ciia co quan €6 thim quyén,

VAA- K. CNTT - Mén: QUAN TRI MANG 20
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guan vé quan tri mang

1.1 Téng quan vé mang may tinh

1.2 Cac khai niém vé quan tri mang

1.3 Chdlic ndng clia quan tri mang

1.4 Tam quan trong ctia quan tri mang

1.5 Vai tro va sy quan tdm ctia cdc nhém doi tugng lién quan.
1.6 Hoat dong ctia ngudi quan tri mang

1.7 Cac thanh phan cd ban cta quan tri mang
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21 22
guan tri mang

| ! 1 !
. o P : ' :
1.1 Tong quan vé mang may tinh ! Enterprise IT i ! . i
i Department : : Equipment Vendor :
1.2 Cac khai niém vé quan tri mang ! \ | H
: Service | ' [Third-Party Application | !

2, v > > . 1 1
1.3 Chdic nang cua quan tri mang ! Provider : ! Vendor E

1 1
1.4 Tam quan trong clia quan tri mang Y e ; ' i
i - . i
1.5 Vai tro va sy quan tam ctia cac nhém déi tugng lién quan. E s End Users i ) : Systems Integrator !
' e [ N 1
1.6 Hoat déng clia ngudi quan tri mang ' : : E
o . - Users of i ! Providers of i
1.7 Cac thanh phan cd ban clia quan tri mang ! Network Management | ' Network Management |
P i s e i s i i e i i)
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quan vé quan tri mang

1.1 Téng quan vé mang may tinh

1.2 Cac khai niém vé quan tri mang

1.3 Chdlic ndng clia quan tri mang

1.4 Tam quan trong cia quan tri mang

1.5 Vai tro va su quan tam cla cdc nhém doi tugng lién quan.
1.6 Hoat dong clia ngudi quan tri mang

1.7 Cac thanh phan cd ban cta quan tri mang

quan vé quan tri mang

1.1 Téng quan v& mang mdy tinh

1.2 Cac khai niém vé quan tri mang

1.3 Chlic ndng clia quan tri mang

1.4 Tam quan trong clia quan tri mang

1.5 Vai tro va su quan tam clia cdc nhom déi tugng lién quan.
1.6 Hoat dong clia ngudi quan tri mang

1.7 Cac thanh phén cd ban ciia quan tri mang
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vaAa vaA A . ~ I ~ 14
Bai tdp nhom trén IGp
AT anAg
T ¥ Cac nhdém ¢6 30p thao luan va chuan bi, sau dé lam file PP liét ké va trinh bay tai [3p
Organization VSt oz gl N RV 2 aim N A~ . . . .
I (trong vong 10p) mot s6 van dé sau (lay diém trung binh cong clia cdc nhém online):
Management 1. Theo ban, quan tri mang va quan tri nhan su c6 gi giéng va khac nhau?
Systeme = = Lk . . ,
—""I"—’ 2. Trong cac kién thiic vira nghe trén I8p, van dé nao clia quan tri mang ma nhém quan
- —— tdm nhatva van dé nao nhém it quan tdm nhat, vi sao?
Management .
Network o N 3. NE&u dugc tuyén chon [am quan tri mang cho mét cong ty ¢3 viia va nhd, van dé nao
I ban s& uu tién lam viéc trudc nhat?
= — ==
Network  proguction e = E-i ‘\I
Devices Network | ==~ —
= n"l‘#nﬂ""i/| o
— VAA-K. CNTF-Mén:=QUAN TRI MANG 27 VAA- K. CNTT - Mon: QUAN TRI MANG 28
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Microsoft

CompTIA

Linux (LPI - Linux Professional Institute)
Cisco (CCNA, CCNP, CCIE)

AWS

VAA- K. CNTT - Mén: QUAN TRI MANG

29

2: Chu trinh va cac moé hinh quan tri mang

2.1 Kién tric da chiéu trong quan tri mang
2.2Vong ddi ctia hé théng may tinh
2.3 Chu trinh quan ly

2.4 Cac m6 hinh quan tri mang

VAA- K. CNTT - Mén: QUAN TRI MANG 30
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,&\;’
vaa

(IT service management)

ITIL®
CoBIT
MOF
eTOM
TOGAF

VAA- K. CNTT - Mén: QUAN TRI MANG

31

(IT service management)

. ITIL’- Information Technology Infrastructure Library
. CoBIT

. MOF

. eTOM

. TOGAF

VAA- K. CNTT - Mén: QUAN TRI MANG 32
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- Information Technolog

A L4

ITIL7
Guiding
Principles

Collaborate
and
promote

holistically visibility

VAA- K. CNTT - Mén: QUAN TRI MANG

Infrastructure Libraryj

(IT service management)

. ITIL®

. Co BiT - control Objectives For Information And Related Technology
. MOF

. eTOM

. TOGAF

33 VAA- K. CNTT - Mén: QUAN TRI MANG 34
33 34
ITIL®4
v A service management framework to guide organizations in the wider context of i value and
?“ digital transformation and utilize the potential of modern technology.
" oy A : ,
2: Chu trinh va cac md hinh quan tri mang TWO KEY COMPONENTS OF ITIL 4
ITIL®4
- , o > . Bour Shtarcaation
2.1 Kién truc da chiéu trong quan tri mang Dhpene
Real-time
N Ny > A~ ~ ’ ’, examples]
knowled Service value chain
2.2Vong ddi cua hé thong may tinh tinouledy
N k3 7’
2.3 Chutrinh quanly P Al
3 4
2 A ) 2 H The ITIL Service Value System Thi Faur Dimensions Madel
2‘4 Ca C m O h I n h q u a n trl m a n g Facilitating a strong, unified, value-focused Ensuring a holistic approach 1o
direction for the organizations service management
Q AXELOS
VAA- K. CNTT - Mén: QUAN TRI MANG 35 VAA- K. CNTT - Mén: QUAN TRl MANG 36
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B bme Four Dimensions of Service Management
For WHO? (Murder 22,..)
Political factors 1 Z
WHO') Organizations Information

and people and technology

(In charge, Who does ...)
' Thiét ké he

Environmental ) théng
Factors Local region? mang cho
Cty 100
T

Users

Partners and
suppliers

3 4 Technological factors

New/Up-Coming,...

ITIL®4 Four
Dimension

examples
knowledg
ehut.com

2: Chu trinh va cac mé hinh quan tri mang

2.1 Kién tric da chiéu trong quan tri mang
2.2 Vong ddi cta hé théng may tinh
2.3 Chu trinh quan ly

2.4 Cac m6 hinh quan tri mang

VAA- K. CNTT - Mén: QUAN TRl MANG 37 VAA- K. CNTT - Mén: QUAN TRI MANG 38
37 38
2.2\Vong dgi clia hé thong may tinh /CNT 2: Chu trinh va cac mo hinh quan tri mang
I ” \L } 2.1 Kién trdc da chiéu trong quan tri mang
Initiation
L 2.2Vong ddi cta hé théng may tinh
[ Development }
L 2.3 Chu trinh quan ly
[ Implementation }
i 2.4 Cac m6 hinh quan tri mang
{ Maintenance ]
Al
L Disposal J
VAA- K. CNTT - Mén: QUAN TRl MANG 40

VAA- K. CNTT - Mén: QUAN TRI MANG

39

39
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Chuong 2: Chu trinh va cac mo hinh quan tri mang

L] Prepa F@ — Determine business goals, and create a

2.1 Kién tric da chiéu trong quan tri mang
High Level Design

° Pla n- Identify network requirements, and perform a gap
analysis

° DeSign — Create a detailed technical design

° Implement — Configure and deploy the network
° 0 perate — Perform day-to-day management

° 0 pti mise — Proactive management and design

improvements

2.2Vong ddi ctia hé théng may tinh
2.3 Chu trinh quan ly

2.4 Cac mé hinh quan tri mang

VAA- K. CNTT - Mén: QUAN TRI MANG 41 VAA- K. CNTT - Mén: QUAN TRI MANG 42

41 42

Mb hinh

quan tri
mang

Theo Két ndi
Vat Iy

Theo Chirc
nang

AL %y

1
RING BUS ' STAR ' WORKGROUP l DOMAIN
J
VAA- K. CNTT - Mon: QUAN TR| MANG 43 VAA- K. CNTT - Mon: QUAN TRI MANG 44
43 44
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M6 hinh mang Workgroup

® Nhom cac tram lam viéc mang ngang
hang (p2p)

® Cung chia sé cac tai nguyén mang

INTERNET

®  Moi may tinh ty bao tri, bado mat co

s@ dif liéu cuc bo

VAA- K. CNTT - Mén: QUAN TRI MANG 45

y-
M6 hinh mang Workgroup

Quyén truy xudt tai nguyén:
e Phai cé mot tai khoan nhat dinh trén toan hé thong
e Co sy xacthuc ctia hé thong
e DExac thuc quyén truy xuat tai nguyén ctia ngugi dung hé thong dya vao:

SID, DACL, ACL.

VAA- K. CNTT - Mén: QUAN TRI MANG 46
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M6 hinh mang

Permission la gi?
®  Quyén truy xudt tai nguyén ctia ngugi dung
® Dudc dung dé gan cho cac ddi tugng mudn bao mat: file, folder, printer, ...

® Apdungcho user, group hay computer trén Active Directory hay Local on computer.

oRead
oWrite
oDelete

VAA- K. CNTT - Médn: QUAN TR| MANG 47

/6 hinh mang Workgroup

Quyén truy xudt tai nguyén
® SID (Security Identifier): s6 nhdn dang bao mat
® DACL (Discretionary Access Control List): danh séch diéu khién truy cip tuy y cla
chdi sé hiiu
® ACL (Access Control List): danh sich diéu khién truy cip, chlfa nhiéu ACE la cac
phan tur
o Moi ACE chita mét SID clia ngudi dling hodc nhém ngudi dung
o Danh sach quy dinh ngugi dung dugc phép hay khdng dugc phép truy
cap dén dai tugng (goi la Access Mask)

VAA- K. CNTT - Mén: QUAN TRI MANG 48

47

48
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Quyén truy xudt tai nguyén

Full Control |

Group1
VAA- K. CNTT - Mén: QUAN TR MANG 49

Workgroup PC (NOT JOINED DOMAIN)
System Properties I . [t

Computer Name | Hardware | Advanced | System Protection | Remete |

Windows uses the following information to identify your computer
on the networ

System Properties
Computer Name  Hardware Adwanced System Protection  Remote

Windows uses the following information to identify your computer
on the networ

Computer d

Computer descrigtion
OSSR Forcxangle.chen Canzuer or Marys
Computer” omputer

T Compuiter name: Ser ull computer name:

Workgrots WORKGROUP Domain

To uss & wizard 5 join & domain or workaoun, ik [eavar D] T une iz tajain 2 domzin orworipoup cick | HSEEEE

Network ID. : =

To rename this computer, click Change o CEe R o

VAA- K. CNTT - Mén: QUAN TRI MANG 50
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M6 hinh mang

Uu diém
e Khdngyéu cdu may tinh chay trén nén windows
e Thuan tién cho nhém lam viéc ¢é s6 lugng may tinh it (< 10 may)
Nhudc diém
e Viéc xac thyc tai khoan ap dung cho tling may tinh (thong thudng st dung
user guest)
e Phc tap khi chia sé DL véi cac phan quyén cho nhiéu déi tugng khac

nhau.

VAA- K. CNTT - Mén: QUAN TRI MANG 51

Mo hinh Workgroup

Mé hinh Domain

Tinh bao mat thap, khong tap trung dir liéu

Tinh bao mat cao bai dir liéu dugce tap trung tai may
server

Trién khai dugc it dich vu mang

Co thé trién khai tat ca cac dich vu

Cai dat dé dang

Cai dat phirc tap

Céc tai nguyén khong duoc quan Ii tip trung
nén kho tim kiém hay st dung

D¢ tim kiém va str dung cac tai nguyén mang

VD: Cac may cua SV trong trwong

VD: Cac may cta Nhan vién trong mét cong ty
= 9 Lam sao biét chung DOMAIN ?2?

VAA- K. CNTT - Mén: QUAN TRI MANG 52

51
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Bai tép trén I6p

e M04inhdm cé 30p chuan bicho
bai tép xdy dung mét dy an vé
CNTT (bat ky) c6 tinh dén cac
yéu t6 nhu vi du néu trén.

e Cac nhom sé trinh bay trong
vong 10p, ca Idp hai trong 5p

e Diém =Trinh bay (Max 5d) + Tra
(i (Max 5d)

bme Four Dimensions of Service Management

Environmental
Factors

Legal factors

Organizations Information
and people [ and technology

Products and
services

Partners and
suppliers

VAA- K. CNTT - Mén: QUAN TRI MANG

— —
Political factors 1 2 Economic factors

3 " Technological factors

53

3: Cac giai doan quan tri mang

3.1 Lap ké hoach

3.2 Quan tri hoat dong ctia hé théng
3.3 Theo d&i hé théng

3.4.Quan tri 16i

3.5. Kiém toan va thuc thi

3.6. Quan trj an ninh

Tham khao
All About Network Administration (dnsstuff.com)

What Is Network Monitoring? - Cisco
What is Network Monitoring? Why it's important - ManageEngine OpManager

VAA- K. CNTT - Mén: QUAN TRI MANG 54

53

54

-
Muc tiéu chinh

e VandungFCAPS

e N3&m bat md hinhva Framework FCAPS trong hoat dong quan tri mang.

e Hiéuy nghia chinh cla tling thanh phan trong FCAPS.

VAA- K. CNTT - Mén: QUAN TRI MANG

e [SO Telecommunications ! ,
Configuration Accounting
Management Network Management Management
model and framework for
network management

Fault

Management Performance

Management

Security
Management

VAA- K. CNTT - Mén: QUAN TRI MANG
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A

Security

Protect the network against
unauthorized users and maintain
confidentiality of your information

Fault Management

Identify potential future problems
and prevent them from occurring
or recurrin

Configuration Management . Performance Management
p Maximize the throughput and avoid
network bottlenecks by overall

=y
Identify potential future problems | |
and prevent them from occurring \ /
or recurring / @ _ performance enhancement

‘ A 1iting M nent

ize the cost of ion by distributi
resources optimally and fairly

VAA- K. CNTT - Mén: QUAN TRI MANG

;&, FCAPS and ITIL — An Introduction

( FCAPS )

"Tréi tim' clia Quan trng dung thuc

tri Hé théng te tién tét nhat cho

nhirng nam 1980. 4@ hé théng CNTT
hoan chinh.

OmLYd )

Mot 'bd suru tap'

Thién vé ky thuat Thién vé cung

quan tri hé théng. cap, cai thién va

iy |
ManageEngine 5

VAA- K. CNTT - Mén: QUAN TRI MANG
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FCAPS - khung quan tri hé thong:

*  Fault Management (Quan tri L6i)

+ Configuration Management (Q.trj Céu hinh)

+ Accounting Management (Ghi chép/Kiém toan)
* Performance Management (Q.trj Hiéu nang)

* Security Management (Q.trj bao méat)

ITIL - khung quan tri dich vu:

*+  Service Strateqy (Chién Iuoc dich vu)

*  Service Design (Thiét ké dich vu)

+ Service Transition (Chuyén tiép dich vu)

* Service Operation (Van hanh djch vu)

+ Continual Service Improvement (Cai tién Dich vu lién tuc)

= Network
ManageEngine ) 8 Systems 59

..... R

Recognize ‘

Ping SNMP Ping Proxy Ping. TraceRoute
Tools

VAA- K. CNTT - Mén: QUAN TRI MANG
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Network configuration
management

Change '
management Inventory
management
,_-
Crash
recovery Device
o configuration

&

VAA- K. CNTT - Mén: QUAN TRI MANG

3 | ccounting management

Usage -
quotas Audits

Accounting Fraud

limit reporting

Cost for
services

Track
service/

Accounting

tool

resource - .
considerations

use

VAA- K. CNTT - Mén: QUAN TRI MANG

Combine
costs

Accounting
mode

support

61

62
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NETWORK PERFORMANCE MANAGEMENT

Key Factors in Network Performance Management

T~/
—

L)
Throughput o)
£ nElQ
L2 :
Packet
el ) Transmission

S

_4

VAA- K. CNTT - Mén: QUAN TRI MANG

Mot so Protocol hay dung

e SNMP - Simple Network Management Protocol
e |CMP - Internet Control Message Protocol

e CacProtocolriéng cta cac hang

VAA- K. CNTT - Mén: QUAN TRI MANG
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9 elements of network security

Network security encompasses multiple types of capabilities and features.
Below are nine core and emerging areas enterprises should consider.

fa) Network hrewals ;;&;
— 27
SD-WAN security Intrusion prevention
systems
©
= Network
Network behavior Secu rity Unified threat
aaaaa Iy detection management
DDoS mitigation Advanced network

threat prevention

@

Cloud access Network access
security brokers control

VAA- K. CNTT - Mén: QUAN TRI MANG

Lap ké hoach

il ] Forecast Conpenysplan?)

(- What you need?

(Next year, Next
project need what?...

New Tech appear,..)

VAA- K. CNTT - Mén: QUAN TRI MANG

Orders
from High
Levels

‘E.

65

66

Lap ké hoach

VAA- K. CNTT - Mén: QUAN TRI MANG 67

Packet Analytic Tool

cu phdn mém ho trg quan tri mang

COMMAND S

Network Monitor &

Configuration

VAA- K. CNTT - Mén: QUAN TRI MANG
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Bai tap nh
I T

Chén Xay dyng mang may tinh cho 1 cong ty Startup vé tai chinh quy md 50 nhin vién & - Cacnhom c6 10p trinh bay bai

s& phat trién 1én 200 nhan vién trong vong 3 nam tiép theo. Yéu cau thiét ké hé théng tap (bém gio).
theo céc tiéu chi FCAPS va ap dung céc phdn mém hd tro cho quan Iy hé théng (Ty - Céc nhém khac + GV co 10p
tim kiém cac tng dung phu hop, uu tién Free & Open Source néu co) dé hoi (bdm gi0).
Diém = Trinh bay (Max 5 d) +
Tra loi (Max 5 d)

Leé Xay dyng cdc man hinh theo ddi cac tham sd theo tiéu chuan FCAPS cho mot tmg
dung Web (VD: Ung dung Quan Iy nhan sy) bing Figma (Figma: the collaborative
interface design tool.)

VAA- K. CNTT - Mén: QUAN TRI MANG

4.1. Thiét bi trong mang LAN
4.2.B6 chuyén mach [8p 3
4.3. Cac thiét bi dinh tuyén

VAA- K. CNTT - Mén: QUAN TRI MANG

70

69

70

- Cac loai két noi

Embedded Wireless
Antenna

Home Router

I

[Emw-exswncnl [ Internet Connection 1

Ethernet port (1, 2, 3, or 4).

‘VComecl your computer to the ]
Két nbi cé day l

VAA- K. CNTT - Mén: QUAN TR| MANG 7

N loai két noi

SHOSL
Interface

Management
Ports

|

Gigabit Ethernet
Interfaces

FastEthemet
Switch Ports

VAA- K. CNTT - Mén: QUAN TRI MANG

USB Type A
Connector

72

71

72
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Unshielded Twisted-Pair (UTP) Cable Coaxial Connectors
~—" 0y
g ? ¥
b= 4 9
lz)
BNC N type F type
Coaxial Cable
VAA- K. CNTT - Mén: QUAN TRl MANG 73 VAA- K. CNTT - Mén: QUAN TRI MANG 74
73 74
\-
U h . |d d T i t P i C bl i yas Frequency 250MHz 600MHz 2000MHz
n S | e e Wi S er —_ a | r a | n 0) Maximum Transmission 25 Gbps/
Gl 0 Gb b
speed 1 Gbps/10 Gbps 10Gbps 40 Gbps
100m with 1 Gbps/
Cat 8 Cat7/ Cat 6 Cat 5e Distance 37-55m with 10 100m 30m
Gbps
, Numbfef of Connectors A A >
in Channel
/ Cable Construction UTP or Shielded Shielded Shielded
! Class I: RI45
Connector Type RI4S Non-RJ45 2
\ \ / s Class Il: Non-RJ45
4 Expensive than Expensive than
\ Cost p N p . High
previous categories | previous categories
i
\‘ Category Standard Bandwidth Max Data Rate Shielding
\D CatSe 100MHz= (up to 350) 1000Mbps UTP or STP
o Caté 250MHz (up to 550) 1000Mbps UTP or STP
Q Catea S500MHz (up to 550) 10Gbps UTP or STP
i Cat7 S00MHz 10Gbps Shielded only
- Cat8 2000MHz 25Gbps or 40Gbps Shielded only
VAA- K. CNTT - Médn: QUAN TR| MANG 75 VAA- K. CNTT - Mén: QUAN TRI MANG 76
75

76
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- SO cap

L\ iber Optic Cabling
Cap quang

Strength
Member

Cladding

Coating

VAA- K. CNTT - Mén: QUAN TRI MANG 77 VAA- K. CNTT - Mén: QUAN TRI MANG 78

;l?
Y

\-
Loai cap UTP Test Cable

T568A T568B
123456738 12345678

8P8C(RJ45)

VAA- K. CNTT - Médn: QUAN TR| MANG 79 VAA- K. CNTT - Mén: QUAN TRI MANG 80
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Layer3 Switch

- 4.2.B6 chuyén mach I6p 3 I So sanh Switch layer 2 va Switch layer 3

Giao thic, IP, QoS Chi gidi han & IP, phan loai QoS dua trén IP Thuc hién thi cong

Két cu Thuc hién dinh tuyén nhu Router dé c6 thé lién thdng véi cdc mang conSwitch Layer 2 chi truy xuat cap
hodc VLANs nhét dia chi MAC cé trong frame
C thém tinh ndng ACL hé trd truy@n tai tap tin vdi d bao mat cao han,

Tinh n3ng chi cu thé dich danh dén diém nao s& két néi véi diém nao.

Ng&n chan dugc nhitng két ni ndm ngoai quyén truy cap

Nhan nhiém vu chuyén tiép cac géi tin va chlfa dung céc ndi dung bao

gdm: ia chi IP, dja chi IP next hop, dia chi MAC next hop va port dich. Khong trang bi bang FIB

Bang FIB

Tra clu dia chi MAC  [Tra c(fu dia chi MAC sé& dugc thuc hién trén ca bang CAM va bang FIB  (Chi thyc hién tra clfu trén bang CAM

S& hitu nhiing chiic ndng cua thiét bj Switch layer 2 ma con tham gia

Hoatdong a0 mot s6 hoat dong dya trén thong tin cta layer 3 va layer 4.
Bao Mat Tinh ndng xac thuc 802.1x, phong nglia QoS. Phat hién L3p lai va kiém
VLANS : tra ARP. Cac thiét bj switch c6 thé hoat ddng an toan & nhiéu nai.
VAA- K. CNTT - Mén: QUAN TRl MANG 81 VAA- K. CNTT - Mén: QUAN TRI MANG 82
81 82

N , A8/ 3. Cc thiét bi dinh tuyén
4.2 BO chuyén mach lop 3

. Laver3 Switch Exalee - Cisco Meraki e Biét cac phudng phap cau hinh cac thiét bi mang (Telnet, SSH,

API).
« Microtik demo - https://demo.mt.lv/ o Tim hiéu VLAN
e Cau hinh VLAN trén Switch Layer 2 (Managed Switch)
e Tim hiéu VPN
e S dung mét sé dich vu VPN phé bién
e SU dung Postman dé Test API cla thiét bi Cisco cao cap.

e (Advanced) Cau hinh VPN Site to Site (LAN to LAN)

VAA- K. CNTT - Médn: QUAN TR| MANG VAA- K. CNTT - Mén: QUAN TRI MANG 84

83 84
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PRACTICE:
Telnet - List of Telnet Servers - Chipkin Automation Systems
(rainmaker.wunderground.com :: weather via telnet!
india.colorado.edu 13 (Get the time) :: get the time
telehack.com 23 :: Telehack

telehack.com :: Telehack - web

VAA- K. CNTT - Mén: QUAN TRI MANG

Bo giao thirc Internet
Téng rng dung (Application layer)
BGP : DHCP : DNS « FTP » HTTP + IMAP -
LDAP + MGCP « NNTP + NTP - POP -

ONC/RPC - RTP - RTSP - RIP - SIP - SMTP -

SNMP - SSH - Telnet - TLS/SSL - XMPP -

xem tat cd

Hore-—(47%))

SSH CLIENT SSH SERVER
lSSH

@ Public Key ID
0 _ Authorized keys
e Secure Shell - Wikipedia

e SSH (Secure Socket Shell) la
mot giao thérc mang dung dé thiét @ @
lap két ndi mang mét cach bao mat.
SSH hoat ddng & 16p trén trong mo o @
hinh phan Iép TCP/IP. Cac céng cu
SSH (nhw la OpenSSH,...) cung cap
cho ngudi dung cach thiec dé thiet
lap két noi mang dwoc méa hoa dé
tao moét kénh két ndi riéng tw.

—_—————————— @ Matchingkeyfound

<-pK@HOWYG2uMX

Message encrypted
with public key

Computes MD5 hash
—(s)——>
Decrypts & computes

MDS hash

Connection established

Ve
)
A

VAA- K. CNTT - Mén: QUAN TRI MANG
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s Difference between SSH and Telnet
A )

vaa
Key Telnet

Definition Telnet is the joint abbreviation of Telecommunications and
Networks and it is a networking protocol best known for
UNIX platform designed specifically for local area networks.

Operation Telnet uses thnd it was designed specifically for
local area netwoTk
- As compared to SSH, Telnet is less secured

Data format Telnet transfers the data in simple plain text.

Authentication ~ No authentication or privileges are provided for user's
authentication.

Preference Due to its less security provisions, Telnet is recommended
only fo private networks.

Conclusion

The following table highlights the important differences between Telnet and SSH -

SSH

SSH or Secure Shell is a program to leg into another
computer over a network, to execute commands in 2
remote machine, and to move files from one machine
to another.

SSH on other hand runs ol
however it can be easily changea

SSH is a very secure protocol because it shares and
sends the information in encrypted form

SSH uses Encrypted format to send data and also
uses a secure channel

SSH is more secure, so it uses public key encryption
for authentication

S5H is suitable fur-

The most significant difference between SSH and Telnet is that Telnet transfers the data in the form of simple plaintext, whereas
SSH uses encrypted fermat for data transmission and also it uses a secure channel.

Tool két ndi ssh

« SSH trén Windows/Linux

o PUuTTY (Download PUTTY - a free SSH and telnet client
for Windows)

VAA- K. CNTT - Mén: QUAN TRI MANG 88
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4\5" - Virtual Local Area Networ

e VLAN hay con dugc goi la mang LAN do. VLAN la mét k¥ thudt cho phép tao lap cac mang
LAN déc lap mét cach logic trén cing mot kién tric ha tang vat ly. Viéc tao lap nhiéu mang
LAN 3o trong cing mét mang cuc bo (gilia cac khoa trong mét trudng hoc, gitfa cac cuc
trong mét cdng ty,...) gilp giam thiéu mién quang ba (broadcast domain) cling nhu tao
thuén Igi cho viéc quan ly mét mang cuc bd rong In. VLAN tudng dudng nhu mang con

(subnet).

< =y Owmn
© vian 10 O 0
Owmin _

O vian 20

3 ENEEEE N

Hacker

@ 1 ::J ‘_
Virtual Private Network o v friemnet
How a VPN Works
VPN Tunnel
000 VPN
. il [ ]J-0o @ -6 % -0 § 07
eriator =
Head Office RemoteOffice User's Device VPN Client Iitaetservice VPN Server Internet
ﬁii
| User
(V)] =
[1] e & 2
User's Device Uitanessemice Internet

VAA- K. CNTT - Mén: QUAN TRI MANG
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90

Types of Virtual Private Network & its Protocol

Types: Protocols:

- User to Site VPN

Client to Site VPN
Host to LAN VPN
Host to Site VPN

Remote Access @ PPTP (Point To Point Tunnelling Protocol)
BN
wene N E || L2TP (Layer 2 Tunnelling Protocol)
Site to Site VPN el o o
LAN to Lan VPN Open VPN
Site 2 Site
- i e B IPSec (Internet Protocol Security)
.."..l:l-twwk.."'. A dw ‘-"WW; @
_ XXXOf28 ‘Immﬂ b YNX.0/24 '-
Lodgd AT | dgh O ssLven
VAA- K. CNTT - Mén: QUAN TRI MANG

&? Thiét 1ap vpn

1. Tuxaydung (VPN Site to Site, VPN

Server):
(Mua phan citng, phan mém ) + Cai
it
2. SudungcacdichvuVPNcésdn (VPN  (EEEETETTEETNR
as a service) & GherGhost
1. Free (Opera, Ultra Surf,..)
2. Paid
[ 2]
S

B ACCESS

8-9 visilEmz)
*ok ko

caeaT

VAA- K. CNTT - Mén: QUAN TRI MANG
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. Y . " Y
A\ ¥/, 3 C4c thiét bi dinh tuyén (Router)
O B hitpsyydsmoulasus.comyAdianced Witeless Contertasy
®  Cong cu thuc hanh chuyén
sau:
O Cisco Packet Tracer
O GNS3
O Cisco Sandbox (Cisco 15 quick up
Developer and DevNet: APIs. - = W

SDKs, Sandbox, and

Community for software - e Virsiass - Ganersl

developers and network

O https://netsim.boson.com/ = N

® DEMO cau hinh mdt s6 dong : ’
router phd théng Router

Emulators
(http://routeremulator.com/)

TBUS ZenWiFi AX

ASUS XTE  631CDEDSZALFSAC.

Dual-Band Sea

2,481z, 5GHz-1 v

Welcome to the Sandbox Learning Lab - Cisco DevNet Learning Center
Thuc hanh thiét bi Cisco

Thuc hanh cac bai Lab Python cho muyc dich Automation

Thuc hanh lab Postman vdi API clia Cisco

Thuc hanh két n6i SSH

VAA- K. CNTT - Mén: QUAN TRI MANG
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94

Phan mém VMware

e Chuén bi:
o Mot may Windows Server 2016
o Két qua dat dugc bai lab
- Sir dung card Vmnet 0 nhan dugc dia chi IP cing net v6i may that dong
thoi két ndi internet
« St dung card Vmet 8 nhan duogc dia chi IP khac mang véi may that
ddng thoi két ndi internet
St dung card Vmnet 1 két ndi voi may that
+ Str dung cac card Vmnet con lai st dung nhu mot Switch
«  Tao Snapshot d8 lwu trix lai cac bai d3 1am

VAA- K. CNTT - Médn: QUAN TR| MANG 95

&y DNS
1. DNS Prima :
-
. - 192.168.1.1
Thay vi truy cap bang tén thi lab nay s¢ truy
cap bang dia chi IP
e Chuin bi: ~
- Mot may server cai Windows
Server 2016
- Hai may Client Windows 7 va
Windows XP
e Mo hinh
o Két qua dat dugc
- Phan giai duoc tén mién > >
itvaa.com ' ‘
192.168.1.3 192.168.1.2
VAA- K. CNTT - Mén: QUAN TRl MANG 96
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2.DNS Secondar ooty

DNS
Xay dyng mot hé thong DNS c¢6 mot l 192.168.1.1 ' 192.168.1.2
server chinh va glét server phu cung nhau 4 i
phén giai tén micn ~B ~B
o Chuan bi: ‘
o Mot 2 may server cai
Windows Server 2018

o Hai may Client Windows 7
va Windows XP
e MO hinh
e Két qua dat duoc * -

o Dong by DNS va DNS 192.168.1.3 192.168.1.4
secondary

Dich vu Active Directory Domain
Services (AD DS)

VAA- K. CNTT - Mén: QUAN TRI MANG 97 VAA- K. CNTT - Mén: QUAN TRI MANG 98

97 98

Additional Domain Active Directory Child

Domain

99 100
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LLAB3: Tao va cau hinh tai khoan trén Domain Controller.

+ Nhom Sinh vién: Vii Van Cong, Nguyén Qudc Hao, Chu Hong Thim

+ Nhém Giang vién: Nguyén Thai Son
- Thiét 1ap thudc tinh cho cac ddi tuong ngudi dung va nhom nhu sau:
o Tt ca cac tai khoan ngudi ding trén 13 thanh vién ciia nhom
Backup Operators.
o Tai khodn ngudi dung sonnt va congvv phai thay di mét khéu
(password) khi dang nhép vao hé thong lan dau tién.
o Ngudi ding thamch khong duge phép ddi mat khau tir may tram.
o Tam khoa tai khoan haonq vi nguoi dung ban viéc bén ngoai
o Nhan vién nhom Sinh vién dugc phép dang nhap vao mang tur 7h sang
dén 9h téi hang ngay, tir thir 2 dén thir 7.
o Ngudi ding thamch hét han lam viéc vao ngay 10/10/2023

VAA- K. CNTT - Mén: QUAN TRI MANG 101

101

102

Dinh nghia tai khoan nguai dung

User Account:

® La mot doi tugng dai dién cho ngudi dung trén mang
® Dudc phén biét vdi nhau thong qua username
® C4thé dangnhap vao hé théng va truy cap céc tai nguyén mang dudc cap phép
® Mai tai khoan ngudi dung cé 01 théng s6 nhan dang bao mat (SID)
o Thdngs6 nhén dangla duy nhat
o VD:
B Username: Administrator

B SID:S-1-5-21-1268287933-2600593601-1603908470-500

DPugc dinh nghta trén may cuc bd

Dung dé logon va truy xudt tai nguyén trén may cuc
Dugc luu trii tai file SAM ciia may cuc bd
\Window\System32\config

St dung céng cu Local Users and Group trong
Computer Management (COMPMGMT.MSC) dé tao

khoan

User 1 User 1 User 1
User 2 User 2 User 2

103

104
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®  Dudc dinh nghia trén Active Directory

3z

® (6 thédangnhap va truy cdp dén cac tai nguyén
mang trén bat ky may tram thudc mién

®  S(dung cdng cu Active Directory Users and

IRERR

Computer (DSA.MSC) dé tao tai khoan

® Taikhoan domain dudc luu trii tai file database

cta DC la file NTDS.DIT thudc thu muc

\window\ntds

o Administrator: tai

ongvadomain

o Guest: tai khoan gidi han, chi st dung Internet hodc in an.
o ILS_Anonymous_User: tai khoan ndc danh st dung cho cac Ung dung public

o IUSR_computer_name: tai khoan dung cho cac dich vu dau tén.

105

106

Yéu cau Vvé tai khoan nqudi dung

e Mdiusername la duy nhat trén mang
e Username khongchlia cackyty“/\[]:;]=,+*?<>
e Username c6 thé chlia cac ky tu déc biét bao gom: dau cham cau, khoang

trang, dau gach ngang, dau gach dudi.

Tai khoan nhom (Group)

e Lad6itugng dai dién cho mot nhdm ngudi dung trén mang

e Su dungdé quan ly chung cac déi tugng ngudi dung

e Gilip dé dang cap quyén trén cacta €n mang nhu: thu muc chia sé,

may in.
e Chi y: Tai khoan nhém khdng dugc phép dang nhap ma chi dung dé quan
ly.

107

108
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\ . k I \ . 2 7
Tai khodan nhom ( Tai khoan nhom (Group)
ewobiect -Growp I Tai khoan nhém cuc b (Local):
@ Createin:  abe.comiUsers ® Loai nhédm trén cac may stand-alone server, member server, win 7, win 8,... chi c6 y nghia va
pham vi hoat déng trén may local
Group name:
[ angier] Tai khodn nhém domain:
f;””‘j e {pre-indows 2000): ®  Dudc luu trif trén AD, ¢ ¥ nghia tham dinh trong ca hé théng domain
janavien
s i ®  C6 2 loai domain group: nhém bao méat (Security group), nhém phan phai (Distribution group)
L e e ® Nhém bdo mat: dung dé cap quyén hé théng va truy xuét tai nguyén Domain Local, Global,
& Global € Distribution
€ Universa] Universal
®  Nhém phan phéi: la nhdm khéng bdo mét, khong thé gdn quyén, chi sit dung dé phan phéi mail
OF Cancel o
CELI hoac tin nhan
109 110

,&\;’
vaa

\-

vaa
Tai knoan nhom (Group) Tai khoan nhom (Group)
e Taikhoan nhém cuc bo (Local): Tai khodn nhém domain:
® Domain Local: la nhém nam trén cac may DC va cé pham vi hoat dong trong mét
mién. Cac nhém Builtin trong AD [a Domain Local.
D omain Local
Group
-

111 112

raYe )
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Tai khnoan nhom (Group)

Tai khodn nhém domain:
Global Group: |3 nhém toan cuc nam trén AD ctia DC. Diing dé cip phat quyén hé théng
va truy cap tai nguyén vugt qua ranh gidi ciia mot mién.

Global Group
=
TR

Tai khnoan nhom (Group)

Tai khodn nhém domain:

Universal Group: [a nhém phd quat, tuong tu Global. Dung dé cdp phat quyén hé théng
va truy cip tai nguyén trén khdp mién trong mot domain forest va cac mién thiét ap
quan hé tin cay vdi nhau.

G|0hﬂLGf°l'P Universal Group

E

e

Add from
Multiple Domains

113

114

Tai knoan nhom (Group)

Tai khoan nhém domain:

Group cope Thanh vién cda group Truy cap tai nguyén

1. Domain local |T4t ca cac domain
trong forest

Domain ndi bo

2. Global Domain néi bd TAt ca cac domain trong
_ fo’rest
3. Universal Tat ca cac domain Tat ca cac domain

Tai khoan nhom (Group)

e Quy tdc gia nhdp nhém

115
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Tai khodn nhém Domain Local tao san:

o

Administrators: nhém toan quyén trén hé théng. Nhém Domain Admins va
Enterprise Admins la thanh vién ca Administrators.

Account Operations: c6 quyén thao tac véi cac loai tai khoan: thém, xéa,
sta...

Domain Controllers: cho phép dang nhap tai DC

Server Operators: dugc phép quan li cdc DC trong mién: cau hinh, backup,
share, cai dat...

Backup Operators: nhém cé quyén backup hé théng.

Users: dai dién cho tat ca cac tai khoan ngudi dung.

tai khoan ngwei dung

118

117

118

Cac thao tac quan tri User va Group

e Thém mdiuser

e Xbauser

e Khébauser

e C3p nhéatthudc tinh user

e Thay ddi mat khau cla user

e Thém mdi goup

e Xoa group

e Dua uservao group

\-

c thao tac quan tri User va

New User
User name: [Newsdministator ‘
Full name: [ ‘
Description |Addiliuna\ Administrator Account ‘
Password |.--....---....---.. ‘
Confirm password |"-..u.--..u---" ‘

[CJi0ser must change password at nest lngart

[[] User cannaot change password
[ Password never expires
[] Account is disabled

119

120
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Cac thao tac quan tri User va Group

Tao User bdng Iénh dsadd user
® dsadd user UserDomainName [-samid SAMName] [-upn UPN] [-fn FirstName] [-In
LastName] [-display DisplayName] [-pwd {Password|*}]
® Viduy: Tao User ul trong OU Saigon thudc OU Maketing, trong domain abc.com vdi
tén dang nhap User 1 password 123:
o Dsadd user
“CN=ul,0U=Saigon,0U=Maketing,DC=abc,DC=com,” -upn
ul@abc.com -fn “User” -In “1” -pwd 123 -disabled no

Cac thao tac quan tri User va Group

Tao Group bdng lénh dsadd group
e Dungdsadd group dé tao mot group Nhanvien thuéc OU Saigon trong OU
Maketing thuéc domain abc.com, loai group Security va scope Global
e Dsadd group “ CN=Nhanvien, OU=Saigon, OU=Maketing,DC=abc,DC=com”

-secgrp yes -scope g

121

122

Cac thao tac quan tri User va Group

Add user vdo group bdng lénh dsmod group
e Dungdsmod group add user ul thuéc OU=Saigon,0U=Maketing trong
domain abc.com
e Dsmod group “ CN=Nhanvien, OU=Saigon,
OU=Maketing,DC=abc,DC=com” -addmbr
“CN=ul,0U=Saigon,0U=Maketing,DC=abc,DC=com”

Quan ly don vi to chirc (OU

124

123

124
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Quan ly don vi té chuic (OU)

e TaoOU

ctory Users ond Computers

G Ele acon Ve Window Help [T

e Am B XEFER 2B ERhvEa I
Compurer |2 s

mmmmm

e Dua cac tai khoan User, Group,

Computer vao OU

e Uy quyén quan ly OU cho user

don vi té chic (OU)

Tao OU bdng lénh dsadd OU

e Tao OU Maketing trong domain abc.com nhu sau:

Dsadd OU “OU=Maketing,DC=abc,DC=com”

Tao OU Saigon trong OU Maketing thuéc domain abc.com nhu sau:

Dsadd OU “OU=Saigon, OU=Maketing,DC=abc,DC=com”

125

126

Quan ly don vi té chiic (OU)

Mét sé lénh khdc
e Dsmove : D&i tén cac doi tugng
e Dsrm: Xda cac doi tugng
e Dsget: Xem thudc tinh cta cac déi tugng

e Dsquery: Tim kiém cac d6i tugng

Xac thwec dang nhap

128
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Bl Offline files

Uu diém cua viéc st dung Offline Files

HO trg cho nhiing user luu dong.
Ty dong dong bo.

Qua trinh thyc thi thuan Igi.
Backup thuan |gi.

Quan tri TK user, group, compute

Profile cta user:

Local Profile: loai Profile nam truc tiép tai mdy Local, khi user Logon vao
sé dudc PC tao mot profile tai may do.

Roaming Profile: loai Profile dugc luu trif trén mang, ngugi quan tri phai
thém théng tin dudng dan cla Profile.

Mandatary Profile: loai Profile dudc luu trif trén mang va ngudi dung chi
dugc st dung khéng dugc thay déi cdu hinh Profile

129

130
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Offline files

Cdch thifc lam viéc caa Offline files

Khi user log off khoi mang: hé diéu hanh Windows client déng bd cac tap
tin mang vGi bo nhé dém s& copy cac files.

Khi user disconnected khoi mang: user s& [am viéc vdi nhiing files dudc luu
trit trong bd nhé cuc ba.

Khi user log on trd lai vao mang: hé diéu hanh client Windows déng bd bat

ky tap tin offline nao ma user da stfa d6i trén may mang.

\-

B Offline files

Ché dé luu trit Offline files

Offline files luu trit danh sach cac file thudng dugc truy xudt vao mét folder share.

“rou can choose whether and how the contents of the share will be
available to users who are offline.

= Hnly the files and programs that Users specify will be available offline.

Al files and programs that users open from the share will be automatically
available offline.

I Optimized for performance

 FEiles or programs from the share will not be available offline

Far mare infarmation abaut offline settings, see Help

Ok I Cancel

131
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Offline files

exy 1o . . Genersl  Shating | Secuity | Customize |
Thiét lap Offline files |
* ‘You can share this folder with other users on pour
@ network. To enable sharing for this folder, click Share this

folder.

e Computer Manager

r is folder
& Bhare this foider

e Window Explore Shaenane; [

Description: |

o Netshare

User limit: = Maximum allowed

" Allow this number of users, Hf
Ta set permissions for users who e rmissions.
access this folder aver the network, E &
click Permissians.

To medify how peaple use the content i i
wihile: offline. click Offfine Settings. i Sl

o propernies T

O | Caneel | App

Uy quyén cho ngw®i dung

134

133

134

Thuc hién dy quyén quan ly OU cho User

e Dédangquan ly hgp cac tai khoan ngugi dung, nhém va may tinh

e Dé 4p dung céc chinh sdch nhém

Thiét lap tai khodn User cé quyén quan tri trén OU:

e Nhap phai trén OU can thiét lap > chon Delegate control, man hinh Welcome to the
Delegation of Control Wizard xuat hién, nhan Next.

® Taiman hinh Users or Groups, nhap Add dé thém vao déi tugng can thiét lap quyén
han, nhan Next.

® Tai man hinh Task to Delegate, chon cac tac vu ngudi quan tri dugc phép thuc hién

trén déi tugng OU. Sau khi thiét lap xong, nhan Next.

e Tai man hinh Completing the Delegation of Control Wizard, nhap Finish dé hoan tat.

135
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137
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Néu sy giong va khac nhau cla cac loai tai khoan ngugi dung.

Théng tin dinh dang mdi loai tai khoan la duy nhat trong hé théng.

Néu cac loai tai khoan ngudi dung va tai khoan nhém cé quyén quan li hé théng.
Néu cac ddc tinh dac trung cla tai khoan ngugi dung domain.

Cac thao tac quan ly tai khodn ngudi duing va tai khoan nhom.

Y nghia clia viéc sit dung cc dong énh tao cac déi tugng trong AD.

N o A~ w e

Pham vi ctia cac loai tai khoan nhém: Domain Local, Global, Universal.

138
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138
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Pé tai tim hiéu

e Tim hiéu hé thong DFS (Distribute File System)

139

\-

BAI TAP VE NHA

1. Trién khai dich vu Remote Access
Trién khai dich vu Web Server IS
Dich vu DFS (Distributed File System)

Dich vu Clusters

A

Trién khai dich vu can béng tai

139

140
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1. Cau hinh tai khoan ngudi dung
.. Tao OU, Group, User cau hinh uy

quyén quan tri

Gidi thiéu dich vu Active Director

Domain Services

141

142

Mo hinh Mang Domain

Domain
abc.com

pc1.abc.com
a Domain Controller
o Server.abc.com
Hé théng quan ly
Active Directory

pc2.abc.com

e

pc3.abc.com

VAA- K. CNTT - Médn: QUAN TR| MANG

143

\-

M& hinh Mang Domain

e Hoat ddngtheo md hinh Client - Server a

® (4 itnhat01 Server diéu khién mién (Domain

Controller)

® Cactai khoan dugc xac thuc tap trung trén

mién , ;i H-..

Domain Controller

e Thongtin ngudi dung dudc quan ly bdi Active
Directory (AD) dudc luu trif trén Domain

Controller (DC) v3i tén NTDS.DIT

VAA- K. CNTT - Mén: QUAN TRI MANG

144

143

144
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®  Dich vy hé théng quan trong dé luu trit toan bd théng tin va database clia hé théng mang. Active directory objects Qbjects fotive Direotory
o n O, S LA P ) Y ¥
® Luu trUtaptfm ® Dirliéu trong AD la thdng tin users, mdy in, server, may
. Comput
®  Cungcap 01 Server dong vai trd mdy chu chiing thuc goi la Domain Controller. tinh, ... dugc t8 chitc nhu la mét object. @ Atribines ? nvuc::pi
PR . NP An bed P S L n . Computer name
®  Luugillbang chi myc cla céc tai nguyeén trén mang. ®  Mbi object ¢6 nhiing thudc tinh riéng dac trung cho . Descrpton . O -
omputers
®  Cho phép tao ra cac tai khoan c6 quyén han nhat dinh trong hé thong. object d6 H n.\m
®  Cho phép chia nho hé théng thanh nhifing mién nhé han dé dé dang quan i va dy quyén trong hé théng. ® Object dic biét la container chifa dudc cac object khéc. l i immme
: : Atributes - value
Jang Doe,
"* First name - . '
Last name =
litoarie .,’ John Do
Users
VAA- K. CNTT - Mén: QUAN TRl MANG 145 VAA- K. CNTT - Mén: QUAN TRI MANG 146
145 146

Active directory schema Dudc chia lam hai phan chinh: cau tric luan ly va cau tric vat ly
; Objects Active Directory ~ PP
®  Ditliéu luu tri chinh trong AD la Active Directory Cdu tric ludn ly:
®  Domain
Schema.
Computers PY .
® AD Schema la danh sach cac dinh ngha xac dinh cac gt E ﬂ Comp1. Domain Tree
s S Ao - Computer name . ®  Forest
loai d6i tugng va cac loai thong tin vé d6i tugng luu trit Description H
Computers .a Comp2 ® ou
trong AD. : ﬂ
. Atribute
' Atributes & S { valug
Jang Doe,
* * Fistname | _, l'
Last name
Logon name .’" i Do
Users
VAA- K. CNTT - Médn: QUAN TR| MANG 147 VAA- K. CNTT - Mén: QUAN TRI MANG 148
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A\ A\
vaa N A , vaa N ’ A
Domain Organizational Units
®  Domain ddéng vai tro la khu vuc quan tri. ®  OU lathanh phan nhé nhat ctia AD. OU la vat chia céc déi Do_main
®  Quan ly bdo mat cac ddi tugng chia sé tugng khac: User, PC, Printer. 4&6\;'
®  Cungcap Server dy phong déng vai tro diéu khién viing, va bao ®  OU dung dé ty quyén kiém soat cac tai khoan ngudi dung, HaNoi ;
dam céc server dong b véi nhau. may tinh, tai nguyén mang. NS
®  Ap djt cac chinh sach [én nhitng ngudi diing cu thé. j
KD
= .
NS
KD
VAA- K. CNTT - Mén: QUAN TRl MANG 149 VAA- K. CNTT - Mén: QUAN TRI MANG 150
149 150
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Cau truc luan ly
Domain Tree
® |3 cdu tric gdm nhigu domain sép xép c6 cap bac theo cau
trdc hinh cdy.
®  Domain dugc tao ra dau tién goi la domain root.
®  Tatcanhitng domain con dudc tao ra sau d6 goi la sub-
domain. Cac sub-domain phai khac nhau.
®  Khi cé mot root domain va sub-domain thi hinh thanh mét

Tree domain.

Two-Way Transitive Trusts

VAA- K. CNTT - Mén: QUAN TRI MANG 151

Cau

Domain Forest

cluanly:

®  Nhiéu domain tree c6 thiét [dp quan hé va y quyén cho
nhau la Domain Forest
®  Hdp nhat cac Domain tree lai v8i nhau dé tién cho viéc

quan I

A y N A
Ny v Two-Way Transitive Trusts
i ¢ Tree }j i L

VAA- K. CNTT - Mén: QUAN TRI MANG 152
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® Dung dé phan biét gila cac tai khoan, may tinh, tai nguyén mang &
vi tri cuc bd va vi tri xa xdi.
®  Dung tap hgp nhiing tai khoan, may tinh, tai nguyén mang & trong

cung mét khu vyc

VAA- K. CNTT - Mén: QAVN TRIMANG 153

Cau truc vat ly:

Domain Controller Server
® | yugildich vu bansao Domain Directory.
®  DPéngvai tro ching thuc cho ngudi dung
® MGt mdy chu cai dat dich vu AD dugc goi la Domain Controller

VAA- K. CNTT - Mén: QUAN TRI MANG 154

153

154

roller

Quan tri Domain Co

Active Directory Users And Computers (ADUC)

®  Builtin: quan li tit ca cac Groups do Windows tao ra
Computers :quan li tat ca cac may tinh khi gia nhap vao domain
Users: chifa tat ca cac tai khoan ngugi dung trong domain

Domain Controller : quan i tat ca cdc may chu DC c6 trong domain

ForeignSecurityPrincipals: cac d6i tugng khong thudc mién dang xem xét.

VAA- K. CNTT - Mén: QUAN TRI MANG 155

Cdc thanh phéan chinh ctia AD

®  User: D6i tugng dai dién cho 1 ngudi dung trén mang, dugc phép logon vao hé théng, dugc cap phép quyén truy

cdp tai nguyén va thong tin hé théng.

Otjects Aetive Drectory
®  Group: dai dién cho 1 nhém ngudi diing —~ —
. . . Computers
* OU (Organization unit) Apdcs &

U Comp1
+ Tap déi tugng dung dé t6 chiic cic doi il ]
tugng trong mot mién thanh cac nhém Computers .U Comp2

quan tri logic nhd hon
Atribute
' Attributes . value
* * Fifst name - '
Last name

* M5t OU c6 thé chifa cac ddi tugng: Users,
i . ' John Doe:

Group, Computers, Sub OU, Share folders

Users

VAA- K. CNTT - Mén: QUAN TRI MANG 156

155
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cua Active Director

Directory Service

Schema

[}

[}

®  Global Catalog
®  Distinguished & Relative Distinguished Names
[}

Single Sign-On

cua Active Directory

®  Directory service
o Directory service [a mét cdu tric luu trif thong tin vé user va tai nguyén trong hé théng.

TaiTVv
Attributes Values
Name Tran Van Tai
Building CS2-VAA
Floor 1

Hiéu duoc quy trinh lam viéc cua Active Directory

VAA- K. CNTT - Mén: QUAN TR MANG 157 VAA- K. CNTT - Mén: QUAN TR| MANG 158
157 158
A A 2 . . A A 2 . .
Ca ché hoat dong cua Active Directory Co ché hoat dong cua Active Director
®  Activedirectory schema ®  Global catalog (GC)
o Dinh nghta tat ca cac object dugc quan ly trong Active Directory e x S A e A o
’ s NPT s s . GC luu trit tat bject hifa GC t ph bject thudng dugc ngud
o Schema dudc tao thanh tu cac object class va cac attribute ° U TLEat ca cac object cua mien chua 5L vamot phan cac objec e GLocC nguel
o Vidu: dung tim kiém ctia cdc domain khéc trong forest.
o Global catalog luu trii:
Object classes Attributes B Nhiing thudc tinh thudng ding trong viéc truy van nhu user’s first name, last name,
- logon name
accountExpires
User department B Thong tin can thiét dé xac dinh vi tri clia bat ky object nao trong active directory
distinguishedName . , ., Lo L
. directReports B Tap hdp céc thudc tinh méc dinh cho moi loai object
_I: Computer g:;lezsr:t(i):égilglt:m B Quyén truy cap dén méi object
= repsFrom
i . repsTo
‘jg Printer firstName
lastName
VAA- K. CNTT - Mén: QUAN TRI MANG 159 VAA- K. CNTT - Mén: QUAN TR| MANG 160
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Global catalog server
o GC server la mdt Domain Controller xtf ly tat ca cac truy van lién quan dén dich
vu Global Catalog

Domain
controller Domain D

Domain  enabled &

contraller global catalog Domain C

Dormain B
Global Catalo
{ { Domain A
Full domain partition Full domain partition
for domain A e

Partial dornain partition
far domain B

Partial dorain partition
far domain C

Partial dorain partition

VAA- K. CNTT - Mén: QUAN TRI MANG for domain D 161

cua Active Director

®  Distinguished va relative distinguished name
o Distinguished name (DN): la tén dé dinh danh déi tugng duy nhat trong Active Directory
o Relative distinguished name (RDN): la phan tén cling chinh la thudc tinh clia d6i tugng

o Vidy:

o DN:CN=GV1,0U=KhoaCNTT,0U=HCM,DC=abc,DC=com

abc.com
o RDN:CN=GV1

KhoaCNTT

NVA

VAA- K. CNTT - Mén: QUAN TRI MANG 162

161

162

Cd ché single sign-on
o Mai user chi dung 1 account cho nhiéu dich vy

o Lamdan gian hod viéc quan ly va st dung

( Server XYZ
Domain Controller
R\ V

VAA- K. CNTT - Mén: QUAN TRI MANG 163

Khao sat Active Directory

®  (Cdchéquanly Active Directory.
®  Caccongcu quan ly Active Directory.

®  How to Examine Active Directory.

VAA- K. CNTT - Mén: QUAN TRI MANG 164

163

164
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vaa vaa
2 I - " K ’ . .
Khao sat Active Directory Khao sat Active Director
Hiéu dupc co ché quan Iy tdp trung va uy quyén quan Iy trong Active Cd ché quén Iy Active Directory
Directory ® Phantan
o o Uy quyén quan ly cho quan tri vién khac
Coché quan ly Active Directory o Quan tri hé théng Active Directory quy mé [8n linh hoat haon
® Taptrung p
o Cho phép admin cd thé quan tri tai nguyén tap trung )
o Cho phép admin cé thé xac dinh théng tin clia cac object
o Cho phép duing chinh sdch nhém dé quan ly user
VAA- K. CNTT - Mén: QUAN TRI MANG 165 VAA- K. CNTT - Mén: QUAN TR| MANG 166
165 166

§i?
Y

Khao sat Active Director

Céc céng cu quan Iy Active Directory
®  Administrative MMC snap-ins(mmc)
®  Active Directory Users and Computer(ADUC)
®  Active Directory Domains and Trusts(ADDT)
®  Active Directory Site and Services(ADSS)
®  Active Directory Schema (ADS)

Command-Lines Administrative Tool

®  Dsadd Dsrm
®  Dsmod Dsget
®  Dsquery CSVDE
®  Dsmove LDIFDE
Windows Script Host

VAA- K. CNTT - Mén: QUAN TRI MANG 167

\-
GiGi thiéu Operation Master Roles

A

Forest-wide roles Domain-wide roles

« PDC emulator
« RID master

« Schema master

« Domain naming

master « Infrastructure

master

First domain controller in the
forest root domain

-| Domain-wide role:

« RID master
« PDC emulator

« Infrastructure
master

VAA- 'RI MANG 168

167

168
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GiGi thiéu O

Schema Master Role

ration Master Roles

®  Chiic nang luu trif cdu tric Schema cla Forest.

®  Ciutric Schema:
o Luu trif dinh nghia cac déi tugng trén DC (user, group, OU, ...)

o Luu trif thudc tinh clia cac d6i tugng (fist name, last name, address, ...)
®  Cautrdc Schema la chung cho toan Forest

®  Schema Master Role mac dinh dugc quan ly bdi P.DC cuia Forest Root Domain

VAA- K. CNTT - Mén: QUAN TRI MANG 169

Domain Naming Master Role

®  Quan ly cdu tric cac Domain trong Forest (quan hé Domain con, Domain cha, Trust Domain, ...)
®  NEu PC gilt Domain Naming Master Role chét thi khdng tao dugc Domain mdi, khdng tao dugc quan hé Trust.

®  Domain Naming Master Role mdc dinh dugc quan ly bgi P.DC clia Forest Root Domain

VAA- K. CNTT - Mén: QUAN TRI MANG 170

169

170
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GiGi thiéu Operation Master Roles

®  RID Master Role

O Quan ly Security Identifiler (SID) ctia d6i tudng trong Domain (user, group, OU, ...)
O P.DC clia mdi Domain giif vai trd ndy (trong 1 Forest c6 thé c6 nhiéu PC gill Role nay)
®  Infrastructure Master Role
O Quan ly méi quan hé gilta cic déi tugng trong cdc Domain (trong méi domain ¢ 1 DC giif role nay).
O P.DC clia méi Domain giif Role nay (trong 1 Forest cé thé cé nhiéu PC giif Role nay).
®  PDCEmulator Role
O Gialap mot DC ctia Windows NT, dung dé replicate v8i cac DC st dung Windows NT.

©o  P.DC ctia mdi Domain gill Role nay (trong 1 Forest cé thé cé nhiéu PC giif Role nay)

VAA- K. CNTT - Mén: QUAN TRI MANG 171

Thi€t k&, 1ap ké hoach va trién khai AD

Tong quan vé qua trinh thiét ké, 1ap ké hoach va trién khai AD Theo nhu cau ctia té chiic

Tién trinh thiét ké AD
Tién trinh lap ké hoach xay dung AD

Tién trinh trién khai AD

VAA- K. CNTT - Mén: QUAN TRI MANG 172
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Thiet ké, lap ké hoach va trién khai AD
N&m duoc nguyén tic khi thiét ké vé trién khai dich vu Active Directory ®  Tiéntrinh thiét ke AD
®  Tongquanvé qud trinh thiét ké, ap k& hoach va trién khai ADTheo nhu cdu clia té chic ;rien trinh thiét ké: o (Ket qua: o
A A S « Thu thap thdng tin vé t& « Thiét k& Forest va
Thiét ke AD « Dya trén yéu cau to chirc ciia DN chifc clia DN o ——
« Phan tich thong tin vé t& « Thiét ké Organizational
Ké hoach trién khai |« Dua trén chi tiét ky thuat ctia ban thiét ké chuc cua DN M unit
AD « Xay dung tai liéu hwéng dan trién khai « Phan tich cac tuy chon « Thiét ké Site
thiét k&
i « Lua chon 1 ban thiét ké
Trién khai AD « Tao cau truc forest va domain « Tinh chinh ban thiét k&
@ J _ J
VAA- K. CNTT - Mén: QUAN TRI MANG 173 VAA- K. CNTT - Mén: QUAN TR MANG 174
173 174
« A o ~ o \ - A . « A e ~ A \ . A .
Thiet ké, [ap ké hoach va trién khai AD Thiet ké, 1ap ké hoach va trién khai AD
®  Tién trinh |3p ké hoach xdy dung AD ®  Tiéntrinh trién khai AD
Chién lugc tai KH Trién khai Site o nLw L . . .
khoan Thuc thi k€ hoach trién khai Active Directory:
Chién lugc aud a N
KH Trién khai K€ hoach .
ftw N q ia i ca Y i S
S aT——" j; software trién khai « Trién khai cau tric forest, domain, va DNS
Active « Tao:
hén b8 i Z s .
[SaktipanibolDe Directory * Cac OU va security group
KH Trién khai GP L « Cac tai khoan User va computer
B * Cac Group Policy
« Trién khai c4u hinh Site
\ J
VAA- K. CNTT - Mén: QUAN TRI MANG 175 VAA- K. CNTT - Mon: QUAN TRI MANG 176
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i thiéu Azure AD

Gigi thiéu

va trién khai Group

177

178

® L3 t3p hgp céc thdng tin cdu hinh tic ddng trén mdt hodic nhigu d6i tugng (users, computers) trong Active Directory hodc
trén mét hé thong (local group policy)
®  Pham vi anh hudng ctia GPO
o Site » Domain » OU
®  Muc dich cta viéc trién khai GPO
o Quan ly tap trung users, computers
o Lam ddn gian hod trong viéc quan ly

users va computers

VAA- K. CNTT - Mén: QUAN TRI MANG 179

Cac thong tin cau hinh

Computer starts

®  Chinh sach nhém cho computers
o Desktop
o Security

o Startup/shutdown scripts

®  Chinh sach nhém cho users
o Desktop

o Security

o Logon/logoff scripts

VAA- K. CNTT - Mén: QUAN TRI MANG

180
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Cac chinh sach nhom mac dinh

®  Local Group Policy trén méi may

®  Trén Active Directory:
o Default Domain Policy
M Lién két vSi domain
B Tacddng dén tat ca user va computer trong domain
o Default Domain Controllers Policy
M Lién két véi Domain Controllers OU

B Chitac dong trén cac domain controllers

®  Cécthanh phan cia GPO

« Stored in Active Directory
«  Provides version information

Group Policy Template

« Contains Group Policy settings
« Stores content in two locations

« Stored in shared SYSVOL folder
« Provides Group Policy settings

VAA- K. CNTT - Mon: QUAN TR| MANG 181 VAA- K. CNTT - Mon: QUAN TRI MANG 182
181 182
Vaa " Vaa ’
\ Pay \ ’ I \ ~ AY I 7’ I/
Tao va cau hinh chinh sach nhom [Tao va cau hinh chinh sach nhom
. g =] ®  Wwindows Management Instrumentation Filter (WMI Filter)
®  Xécdinh g
- % Ele action Wew Window el | =l51x] =
(cjc?r::frl)rl]er melsne Change Domaii Cante ke — = Install 500 MB free disk space? ‘
dé quanly (R i yz.com D Office XP?
GPO E.@é;mfm ke B Pl 06, WMI Filter
=]

Dy Create and Lk GPO Here. R S e

2o unkanExstng 0.

i@ b BockInheritance [rrzcom |
DM Group Palcy Modeing Wizard, . el

@ e orgarizatonal Uik

=3

a:
0 stes Change Domain Controller.
% Group Poli

= iThe domain controller wih the Operaiions Master token For the POC erulaton

© Any available domain controllsr
Ay svailable domain cortoller junring Windows S erver 2003 of later

 This domain controlier

Group Poli ctive Diractory Users and Computers...

Options

omain corirollers:
Yiew »
New Window From Here

Tsie
LAB SPV.z.com Default FrstSie Name

Refresh

Properties

Help

Concel
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Administrator

N,

i ity =
400 MEX 3568 750 MR/
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Tao va cau hinh chinh sach nném

®  Loopback processin

®  Quatrinh ap dung chinh séch nhém

Hoacen vt
- amB R
S Computer Starts ' ) Refresh interva
0 kst stk s, 500 1 g o°
e
e i . s ¢ Computer settings
il . T o applied
e e <
3% Group Policy slow Ik detection ot
User Group Palicy loopback processing mode Propert 2|
Seting | Evplain |
5 User Group Policy loopback processing mode % Refresh Interval
L]
& Not Corfigured " "
O e s ® Eied « User settings applied
{22 Windows Settings " Disabled g
2 admitrative Templates ¢ Logon scnpts run
Made: [Feplace =]
Merge
T =y i a—
VAA- K. CNTT - Mon: QUAN TRI MANG 185
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185 186

Quan ly GPO Quan ly GPO

® CopyGPO
o GPO mdic6 cac thiét lap ciia GPO dudc copy
o GPO mdi dugc tao chua dugc ap dung

®  Backup GPO

o Thao tac backup GPO, GPM s& export tat ca dif liéu trong GPO téi vj tri xac dinh va luu cac
GPT file.

[User i[ Read |

Backup of
aGPO
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- &7
vaa vaa
Quan ly GPO Quan ly GPO
®  Restore GPO ®  import GPO
o Phuchoi GPO tra lai trang thai tai thai diém backup. o Thao tac Import GPO s& copy toan bd céc thiét [&p tif GPO ngudn vao GPO hién tai.
EJ 7 GEOZ
eeee ?
saincs S
w
VAA- K. CNTT - Mén: QUAN TR MANG 189 VAA- K. CNTT - Mén: QUAN TR| MANG 190
189 190
-
yaa . A \ < Al
Kiém tra va khac phuc su co GPO
®  Cécvan dé thudng gap khi trién khai Group policy ® Uy quyén quantri GPO
Nhirng van dé thudng gap Nguyén nhan 7 .
Cac ph hi Cho phébp ca Cho phép cac
Khéng thé mé GPO GPO chua dugc gan quyén read va write ?C p u‘gng thuc 0 phep cac user chinh stra
gan quyén tao user tao GPO hodc x6a GPO
Khéng thé chinh sira GPO Gap van dé v& network P ron main 2 ]
e —— el trong domain |} 5 ¢ GpO link
Khong thé ap dit Group Policy trén GPOs khong ap dat lén security groups
security group N .
Thém group hoac_
Group Policy khéng anh huéng lén NN user lam thanh vién A A
it in ho3c or A e (e Group Policy cau hinh khéng ding nhém Group Pollcy \\
S Creator Owners
Group Policy khéng anh hudng lén GPOs khong thé lién két dén Active Directory
Active Directory container containers
Group Policy khdng anh hugng Ién MGt non-local GPO dé Ién local policies Ga:n quvén tu’&ng - r
client computer ) minh cho group hoac \V
user dé tao GPO
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® Uy quyén cho site, domain, OU

Group Domai
.o | Policy ‘ee., n

Permissions: W v <

Link GPOs Group Policy Modeling Group Policy Results

Read and Write Generate Resultant Set Generate Resultant Set

Creation

To create a WMI filter, use

Corporate P
p these permissions:

Administrator

¢ Full Control

¢ Create Owner ’

Delegation

To delegate a WMI filter, assign
these permissions:

permissions to the of Policy (Planning) of Policy (Logging) o © i
gPLinks and gPOptions permission permission Administrator Edit
attributes ¢ Full Control
VAA- K. CNTT - Mén: QUAN TRl MANG 193 VAA- K. CNTT - Mén: QUAN TRI MANG 194
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\-
Y A A A aa . A A A N
Chién lugc 1ap ke hoach vé GPO Chién lugc l1ap ké hoach vé GPO
®  Nguyén tic trong viéc |ap ké hoach xay dung GPOS ®  Nguyén tic trong viéc xac dinh sy ké thita GPO
o Ap dit GPO & miic cao nhat o Dungnhiing tuy chon Enforced khi chinh séch bat budc phai 4p dung
o Giamsé lugng GPO o Ngan chdn nhiing sy ké thita khdng can thiét
o Tao nhiing GPO chuyén dung o Dung security filtering khi can thiét
o Disable cau hinh cai dat cho user va computer
VAA- K. CNTT - Mén: QUAN TRI MANG 195 VAA- K. CNTT - Mén: QUAN TRl MANG 196
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Trién khai phan mém

Biét dupc cach trién khai phdn mém béng GPO va khac phuc su’ cd khi
trién khai phdn mém ding GPO

197

Trién khai phan mém

®  Tién trinh trién khai phan mém

D Publish

Assign

Tao mét thu muc chia sé phan
mém can trién khai

SUr dung GPO dé trién khai phan mém

Property1l Property2 Property3

Thay dbi cac thudc tinh cho vén d@ trién khai phan mém

VAA- K. CNTT - Mén: QUAN TR| MANG 198
197 198
A\ -
vaa vaa
) . n n . A . n N
Trien khai phan mem Trién khai phan mém
®  Sosanh Assigning va Publishing Software ®  Céctuy chon khi deloy software
e vaTe Software installation Properties 2lx|
during Computer & = = General | Advanced | Fie Extensions | Categories |
Configuration i tri luu tri file phan i
meém can trién khai [ Branse..
*.msi package files R T 7
Hhmettpree oo ac dinh cach
g - v . A
— = Displap the Deplop Softwars dislog box trién khai phan
Software Distribution € PBublih ém
Point © Assion ‘
. Publish software using © Adyanced
Assign software : oy FRY -
during User - e 20 dieN CAi d8t: Q8™ yuuson s e e
gL ‘ tri méc dinh hodc  Basio
ngudi dung khai bao & Masinum
Publish software using
document activation [ of || Cenesl || sy
AAF K. CNTT - Mén: QUAN TR MANG 199 VAA- K. CNTT - Mén: QUAN TRI MANG 200

199

200



-

14/03/2024

Cau hinh trién khai phan mém

®  Software Category

®  Software Assocication

®  Software Modification

VAA- K. CNTT - Mén: QUAN TRI MANG

A\
Cau hinh trién khai phan mém

®  Software Category

o D&t chlc cdc phan mém dugc trién khai theo nhém dé dé dang dinh vi phan mém trong
Add or Remove Programs

=13l

CO-ROM e floppy disk
am frem a CO-ROM or ioppy disk, cick CD or Fioppy

€O or Eloppy

and the Internet, clck

Category: [all Categries =]

AddRemove
Windows

ukimedia Applications
(Office Applications
(Graphics appications

201 VAA- K. CNTT - Mén: QUAN TRI MANG 202
201 202
- (&
s A \ - A . N n aa ! \ . A . n N
Cau hinh trien khai phan mém Cau hinh trien khai phan mém
®  Software Assocication ®  Software Modification
o Xac dinh phan mém nao ngudi dung nén cai dat khi st dung mét file o Cho phép trién khai dé nhiéu cau hinh khac nhau clia cing mét (ing dung cho tling nhém
ngudi dung trong doanh nghiép (dua trén .mst files)
Accounting \
GPO !
o | Accounting -
' Qg >
Single instance Marketing
on server
Accounting
VAA- K. CNTT - Mén: QUAN TRI MANG 203 VAA- K. CNTT - Mén: QUAN TRI 204
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®  Cickiéu upgrade software

Trién khai
nang cd|

phién ban cua
ung dung

Duy tri cac phan mém da trién khai

-

Mandatory upgrade

Chi néng cap
phién ban

e, B e

Optional upgrade

¢ Co thé quyén dinh khi

nao nang cap

= ==
)

Selective upgrade

oy

Chi dinh cac nguGi
dung can nang
cép

\-

vaa

B)

uy tri cac phan mém da trién khai

Redeploy soffuware

Upgride

Dua phan mém nang
cdp 1én server

"'Aﬂlljl

Trién khai lai phd *
mém

Upgrade

"o

i

User déng nhap va phan mém dugc

vaa- k. BRsa

User dang nhap va dang ky (ing dung

VAA- K. CNTT - Mon: QUAN TRI MANG 205 n:\QUAN TRI MANG 206
205 206
A\
vaa \ I\\ d - A |
Duy tri cac phan mém da trien khai
®  Phudng thiic remove céc phin mém ®  Cic i thudng gdp khi trién khai phan mém
Hiél va khéc phuc duoc su’ c6 khi deloy software
-
« Ty dong xoa hin phan mém tir may tinh. Trigu chirng __ Nguyén nhan c6 thé c6

Ung dung khéng xuét hién ¢ Ung dung dugc assign thay vi phai

trong Add or Remove publish

Forced removal Programs « GPO khong dugc &p dung
U’ng dung khéng xust hién ¢ gngsgigng dugc publish thay vi phai
. ) trong Start menu GPO t applied
‘. & Khong thyc sw x6a phan mém. Phan mém ¢ orowasnotappled
| khong con xuat hién trong Add or Remove Unad sthieltl ¢ Noi 'éf;' dtru‘ software khong thé truy
Programs. User van c6 thé tiép tuc sir dung ng dung xudt hién nhung cap dugc
e khong thé installed « Céc Ung dung da cai dat trudc da
phan mém do. © Tig) CBfe) @le) (1) (Gels U Y
khodng cho phép cai dadt mai
Optional removal , -
A ENT T Mo QUAN-TRHWANG 207 VAA- K. CNTT - Mén: QUAN TRl MANG 208
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|\
Lab 04: Trién khai Group Policy ca ban

® C3utricluan ly ciia AD gom nhiing thanh phan nao? Yéu céu bai lab: trién khai chinh sach trén Domain:

®  Cau tricvatly clia Active Directory gom nhiing thanh phan nao? 1

. B4t man hinh nén Desktop tit ca cac may tinh.
® Nhuthénao la cac server trong cing mot site?

2. Khoa Registry.

® Cdchélam viéc clia Active Directory. N ” .
3. Khong hién thi Last Logon.

®  Céc budc can thiét khi tién hanh trién khai Active Directory.
4. Khoéa Task Manager.
5. Cam DOS Command.
6. Remove RUN.
7. Sao luu phuc hdi Group Policy.

VAA- K. CNTT - Mon: QUAN TR| MANG 209
209 210

§i?
Y

=) Memnber Of g , b 6.1 Tong quan vé hé diéu hanh Linux

6.2 Open LDAP

IT
user Group 6.3 Dich vu sendmail
6.4 Web Server Apache

6.5 Dich vu DNS
HCM ’ ’
T—t 6.6 Dich vu Samba
Group Sale 6.7 Cau hinh NAT
user 5 /
6.8 C3u hinh Firewall Freedom, Choices, Beautiful,
VAA- K. CNTT - Mén: QUAN TRI MANG 212
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o Chadé Linus Torvalds, 1991
e Bi€u tugng Linux: Chim canh cut
e Cacphién ban cta Linux:
o €42 nhanh chinh: Red Hat (CentOS/Fedora) - Ubuntu

VAA- K. CNTT - Mén: QUAN TRI MANG 213

e May tinh déban
° Méy chu

VAA- K. CNTT - Mén: QUAN TRI MANG 214

213

214

® CentOS: CentOS la ban phan phéi Linux dua trén m& ngudn cla Red Hat Enterprise
Linux (RHEL).
o ngudén mg
o mién phi.
® Fedora: Fedora la mdt ban phan phai Linux dudc phat trién bdi Du 4n Fedora, mot
cdng dong dugc Red Hat hé trg. Fedora thudng dugc sif dung cho muc dich phat

trién va thi nghiém bao mat.

VAA- K. CNTT - Mén: QUAN TRI MANG 215

® Debian: Debian la ban phan phéi Linux néi tiéng véi kha ndng quan ly géi tuyét vai.
o Ubuntu
o Knoppix
®  Arch Linux: cung cap kha nang kiém soat hé théng tét hon va cho phép ngudi dung cai dat cac
thanh phan mong muén.
®  Kali Linux: Kali Linux [a mdt ban phan phai Linux dudc thiét ké dé thi nghiém tham nhap va
bao mat mang.
®  Mint: Mint la ban phan phai Linux dudgc thiét ké dé sii dung trén may tinh dé ban.
o giao dién ddn gian, than thién véi ngudi dung
o hétrg nhiéu Ung dung.

VAA- K. CNTT - Mén: QUAN TRI MANG 216
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® OpenSUSE: OpenSUSE la ban phan phéi Linux dudc thiét ké dé st dung cho may tinh dé ban va
may chu.
o baomat
o quanly géi manh mé.
® Red Hat Enterprise Linux (RHEL): RHEL la ban phan phdi Linux dudc thiét ké dé si dung cho
doanh nghiép.
o bao mat
o hétrg cap nhat lau dai.
® Slackware: Slackware la mot ban phan phéi Linux rat bao tha dugc thiét ké cho nhiing ngugi
dung c6 kinh nghiém hon. C6 kha nang kiém soat hé théng t6t han va cho phép ngugi dung chi

cai ddt cac thanh phan can thiét.

e Nguénmdg

e Mién phi

e Tinhéndinh

e Khandngtruy cap

e Baomat

VAA- K. CNTT - Mén: QUAN TRI MANG 217 VAA- K. CNTT - Mén: QUAN TRI MANG 218
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&\;’ w = ; T~
e . o *+ |43 Distrowatch.com ... ... oy St
Put the fun back into computing, Use Linuz, BSD, | » DW Waeky, Commanis - Major Disirbwons. - Bage Hit Rankng
Nhugc diem i e =) i
B o | Rangem Distribution

e Thiéu ho trg iing dung

e Thiéu ho trg driver

e Khong than thién véi ngudi dung
e Thiéusuho trg

e Thiéu tiéu chudn

VAA- K. CNTT - Mén: QUAN TRI MANG 219

Find/Submit Distre ¥ Ralated Rosources ¥

News/Opinions/Raviews ¥ Packages ¥

Tutoriais & Learning ¥

4 Use codeJ&gW: ] for % trainings and
* certifications at T THELINUX FOUNDATION

Nows Filtering Options.

Distribution: | Al 4 Rolesse: Al § Monthi Al Yo Al &) Refresh
20240223 Distribution Relsase: Armblan 242.1
s Tho Armbian team b  Armbian 24 of tha
Set up your. projects Debian and inux ARM
business development boards. It supports a large range of popular armh, aarch64 and riscve4 devices:
Phone System “We're excited 1o announce the latest Ambian release, 24.2, code name "Kererw’. This updale
comes with a . making the perience even batter. In recent
$0/month , weire proud the several d towards

rafining the Armbian experience. Notably, we'vo resalved DNS resolution issuss associated
with Debisn ‘BOOKWOT, nsuring smoother connectivity for users, Furthermore, our team has

3CX FREE optimized the performance of HOMI canscles on Khadas VIMTS and VIMA devices, alleviating

for more
information. provides a lists supported devices; here are the.
links o iant, Deblan-based, with the 6.6.16 L chaice of
Cinnamon, GNOME or Xfes desitops: Armbian_24,2.1_Usfi-
8_bookworm_current_6.6.16_ci

cinnamen_deskiop.img

588 2z (1.961MB, SHA256, signature,
toment), nome_deskioR.ima.xz
(1,932MB, SHA256. signature. forrent). 4,

(1,876MB, SHA256, signature. torrent).
Separate images basad on Ubuntu 22.04 are aiso avallable.

20240222
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DistroWatch.com ¥

CX

Set up your
business
Phone System

$0/month

3CX FREE
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CH LAM VIEC VOI LINUX

e GG lénh
e G&lénh

e Vagdlénh

\-

Who use Linux?

Google?
Facebook?
Microsoft?

https://searchdns.netcraft.com

Bai tap
Vnexpress.net
Zing.vn
Fpt.com

VAA- K. CNTT - Mén: QUAN TR MANG 221 VAA- K. CNTT - Mén: QUAN TR| MANG 222
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s Linux File Systems ) ByteByteGo.com s
b /bin Essential command binaries A >

/boot ol System boot loader files

/dev Device files

Jete [ Host-specific system-wide configuration files /boot : kernel v 3 c3u hinh boot

{home ! User home directory /bin . CéC lénh Cd bén

Nib - =Y Shared library modules d L2 . ’ ~ . .

. ev: cac khai bao vé thiét bi

/media &4 Media file such as CD-ROM / P s ~ ~ N

e o /etc : cdu hinh hé théng va Ung dung

_/mnt Temporary mounted filesystems . e N

- /opt E% Add-on application software packages /home . thl{ m UF ngUGI du ng

! /lib : thu vién dung chung
\ “/proc B Automatically generated fie system h :

“sroot A Home directory for root user /mnt it l{mUC mount

o ] Aseepgan o /proc: thong tin process
/sbin E System binaries /Sbln - cac lenh quan tn
Isrv g Site-specific data served by this system /tm p : d u I'I eu ta m
ssvs = Vitual dicory providing nformation about th sysem Jusr: Ung dung va thu vién
ftp R Temporanyfles /var : dit liéu tam va bién dong
fusr. R Read-only user files

VAA- K.CNTT -M ) ' VAA- K. CNTT - Mén: QUAN TRl MANG 224
il

/var

File that is expected to continuously change

223
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BOUI UGC DAT TEN FILE

e T&ida 255 ki tu, dung bat ki ky tu nao, ké ca cac ky tu ddc biét
o Vidu: “Very ? long - file + name . test”

e Tép tin (thu muc) dn dudc bat dau bang ddu chdm “.
o Vidu: “.bash_history”

vaAa

Kernel

Utilities

Kernel

VAA- K. CNTT - M6n: QUAN TRI MANG 225 VAA- K. CNTT - Mén: QUAN TRI MANG 226
225 226

eeersoupresteity 1o 1) SHEL
e BOthongdich donglénh
o Ungdung dic biét
e Tudng tac vdi hé diéu hanh
e Cungcap kha nang lap trinh ddn gian

overidegatul-Hp: -5 Nl
VAA- K. CNTT - Mén: QUAN TRl MANG 228
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B phap Iénh

Cu phap: command [flags] argl arg2 arg3
Céc thanh phan cach nhau mét khoang trang.
Céc c8 thudng theo sau dau “-” hodc “--” (nhat la cac cd nhiéu ky tu)
Vidy:ls-a-l-F
ls -color
Nhiéu c& cé thé dling chung mot ky tu “-”, vi du: ls -al tudng dudng s -a -1
M6t s6 lénh d&c biét, khdng can ky ty “-” trudc cac cd
®  Mudn xem trg gilip dung tham sé --help hodc man.
Vidu: ls --help hodc man s

Ghi chi: C6 kha nhiéu loai shell trén Linux, kiém tra dang dung loai shell nao:

-
Ky tu thay thé

tudng minh.

o *:moichubiké carong

o ?7:mdtKky tu bat ky

o [...]:tudng Ung v8i mot trong cac ki tu
o [!/M]:khong tudng Ung

o \:loaibd y nghia dac biét ctia cac ky tu *,?2,)

e Téntap tin hodc thu muc lam tham s6 dong |énh ¢ thé & dang khéng

e Dungky ty thay thé cho mét phan hodc toan b6 tén

echo $SHELL
Luu y céch sif dung phim <tab> vi <tab=<tab> 229 VAA- K. CNTT - Mén: QUAN TR| MANG 230
229 230
A\ (&
vaa a \ ~ vaa o ~ A A
Tu dong dien dong lénh BDang nhap hé thong
e Nhan<Tab> déty dong dién day du dong lénh ® Yéucau ddngnhép - Login: <tén ddng nhap>
o username, hostname, command, filename » Password: <mat khau>
o liét ké tat ca kha ndng cé thé > Khi login vao s& hién nhu sau:
$ cd /usr/lo<Tab> (/usr/local) [téndingnhap@ténmay thumuclddunhiclénh
o $cp<Tab><Tab> Vidu : [root@server01 home]#
cp cpp Cpio Cproto [ ] Cézdangdé’u dqi lénh:
°© > Dang $ cho ngugi dung thudng.
$ cd dir<Tab><Tab> N N
dirl dir2 dir3 > Dang # cho ngudi dung quan tri (root).
e Thoat khai user hién hanh : exit hodc logout.
VAA- K. CNTT - Mén: QUAN TRI MANG 231 VAA- K. CNTT - Mén: QUAN TR| MANG 232
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Tén lénh
Date
Who

Tty

Cal
Finger
Chfn
Head
Tail
Hostname
Passwd

Su

MOt s6 1énh co ban

¥ nghia

Hién thi ngay gid hé thdng

Cho biét ngudi dung dang dang ky

Xac dinh tap tin tty minh dang login vao
Hién thi lich

Hién thi théng tin ngudi dung (ho tén, dia chi, dién thoai,..)
Thay d&i théng tin ngudi dung

Xem ndi dung tif dau tap tin

Xem ndi dung tif cudi tap tin

Xem, déi tén may

DP6i mat khau cho user

Chuyén sang user khac

pwd
cd

Is

more
grep
file

BCAc 1enh thudng dung

Xem thu muc hién hay

Thay déi thu muc

Liét ké ndi dung thu muc

Copy tap tin va thu muc

Chuyén hogc dai tén file

Xda tép tinh va thu muc

Tim kiém

Xem ndi dung trén tiing trang

In cac dong dlng véi tiéu chi dat ra

Xac dinh loai file

VAA- K. CNTT - Mén: QUAN TRI MANG 233 VAA- K. CNTT - Mén: QUAN TRI MANG 234
233 234
?“\\; ‘V‘E
e Cho biét ngudi dung dang & tai thu muc nao: pwd e Xuat1chudiraman hinh
e Chuyén thu muc (change directory): cd echo “Hello World”
Viduy: e Xuit chudi, khong xudng dong
cd Jetc
/ echo -n “Nhap vao ten ban:”
cd ~ (~: macro tugng trung cho
home directory ctia ngugi dung)
cd /home/sv
cd..
cd./../data VAA- K. CNTT - Mén: QUAN TRI MANG 235 VAA- K. CNTT - Mén: QUAN TRI MANG 236
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sssit@JavaTpoint: ~
sssit@lavaTpoint:~§ 1s -1
May 18

6 May 18
G y 18

.desktop

-

vaAa

LS - CAC CG

-a: ist all entries, including those beginning with a dot (hidden files, except “.”,
“.)

-A: Same as “-a” excluding “.” and “..”

-d: If argument is a directory, then do not list the contents of that directory

-: List in a long format

-F: Display file type (/,*, @)
-R: Recursively list the contents of all subdirs.
VAA- K. CNTT - M6n: QUAN TRI MANG 237 VAA- K. CNTT - Mén: QUAN TRI MANG 238
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MAU SAC LENH LS MKDIR,RMDIR, TOUCH
® Mausaccualénhls: Is --color o mkdir - tao thu myc
File Type Color o $mkdir -p dir3/dir4
Regular Files White
Programs Green o (tham s6 -p: tao thu muc cha néu chua ton tai)
Directories Blue ) .
Links Aqua e rmdir - x6a thu muc rong
e touch - tao file rong
o Stouch file.txt
VAA- K. CNTT - M6n: QUAN TR MANG 239 VAA- K. CNTT - Mén: QUAN TRl MANG 240
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CP, MV,RM,LN
e cp - copyfile
o Scpfilelfile2
$ cp filel dirl
o -f:ghide,-i:hoitrudckhighide
o -R,-r:copytoan bd thu muc

S cp-rdirldir2

VAA- K. CNTT - Mén: QUAN TRI MANG 241

\-

vaa

e mv - dichuyén/ daitén $ mv filel file2
$ mv dirl dir2
® rm-x0a file/ thu muc
$ rm filel file2
$rm-rdir3
tham s6 -r: x6a ca thu muc va tap tin con
® [n-tao lién két (link), c6 thé xem nhu mdt shortcut trong windows
$ In -s dir1 firstdir
$ In -f /tmp/test.txt

-s : tao symbolic ll\?/i(%{f< xoa file dich
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REBOOT VA SHUTDOWN

® Shutdown : dung mét trong cac lénh sau :
Init0
Shutdown -hy t (shutdown sau t phiit)
Halt
Poweroff

® Reboot
Init6
Reboot

Shutdown -ry t (reboot sau t phit)
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o Cai dat hé diéu hanh CentOS 7 trén may do VMWare
e Open LDAP
e Dich vu sendmail
e Web Server Apache
e DichvuDNS
e Dichvu Samba
e Cau hinh NAT
e Cau hinh Firewall
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2. Tim hi€u Boot loader

e Boot loader la mdt phan mém nhd dugc chay lic khdi dong va
quan ly viéc khdi dong clia cac hé diéu hanh.
o GRUB boot loader
o LILO boot loader
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GRUB boot loade

® GRUB la trinh kh&i ddng may tinh, c6 nhiém vu tai nhan va khdi dong hé théng
Linux.

® Dicdiém

H6 trg nhiéu hé diéu hanh bang cach khdi déng truc ti€p nhan hodc bang cach
nap chudi (chain-loading)

HO trg nhigu hé théng tap tin : DOS FAT16 va FAT32,

Minix fs, Linux ext2fs va ext3fs, ...
HO trg giao dién dong [énh [an giao dién menu.

Tap tin cau hinh : /etc/grub/grub.conf
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LILO boot loader

e LILO la mét boot manager nam tron géi chung véi cac ban phat
hanh RedHat, va la boot manager mac dinh cho RedHat 7.1 trg vé
trudc.

e LILO dudc cdu hinh dé khdi dong mot doan thong tin trong tap tin
cdu hinh cho tuing hé diéu hanh.

e Tap tin cdu hinh : /etc/lilo.conf

VAA- K. CNTT - Mén: QUAN TRI MANG 247

3. Quan tri User/Group

® Taikhoan:

o Mai user c6 duy nhat mét tén vaid (UID).

o Maiuser thudc vé it nhat mdt nhém (primary group).
e Nhém ngudidung:

o M&inhém cé duy nhat méttén vaid (GID).

o M&inhém cé thé chlfa mdt hay nhiéu thanh vién.
® Luuy:

o Tén taikhoan va tén nhdm ngugi dung la duy nhat.

o UserID (UID) va Group ID (GID) c6 thé tring nhau
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IR oot - tai khoan Superuse

e Tai khoan c6 quyén cao nhat trén hé thong Khong bi gidi han

Dam nhiém viéc quan tri va bao tri hé théng

e Cuphap:
useradd [options] ... username
e MOt sé tuy chon :

MG ta thong tin tai khoan ngudi dung. Tao thu muc chli néu né chua ton tai.

8 A . - <
e SUdung: khong login truc tiép m Userip.
-u uid
o s Su - -G groupl...] Danhs4chnhém
-d home_dir Taothumucchihome_dir.
- Password -g initial_group TénnhémhodcGID.
e Vidu:
o # # useradd -g studs -c “Student 01” stud01
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Thay doi mat khau - passwd Xo0a tai khoan - userdel
e Clphap: e Cuphap:
passwd [options] [username] userdel [-r] login

® MGtso tuy chon: o Trongds:

-l Khéa tai khoan ngugi dung. S s R RSN " .

login Tén tai khoan ngudi dung mudn khoa.
-u [-f] M3 khda tai khoan ngugi dung. Tuy chon -f cho phép md khéa tai khoan . .
L o -r  Xdatoan bg thong tin lién quan tdi user
khong stf dung mat khau.
b A nm o sl s e Vidu:

-d  Xéabo mat khau cla tai khoan ngugi dung. :

o Vidy: # userdel -r sv001
# passwd stud01 passwd:
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B Thay d6i thong tin - usermod

® Clphap:

usermod [option] ... login
® M5t sé tly chon:

-L  Khéa tai khoan

-U M3 khda tai khoan

-l login_name Thay déi tén tai khoan

\-

Tao Nnhom - groupadd

® Clphap:
groupadd [options] group_name
® Motsé tuy chon:
-g gid M3 nhdm, mdc dinh gid tri nay l6n han 500
-r Tao tai khoan nhém hé théng, cé gid tir 0 dén 499
e Vidu:

-G groupl...] Danh sach nhém

-g. initial_group Thay d&i nhém hay ma nhém # groupadd students

-d  home_dir Thay d6i thu muc cha. # groupadd -g 10 -o sales
® Vidy:

#usermod -c “MMT” -g studs sv001
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X0a nhom - groupdel Thay doi thOng tin - groupmod

e Clphap: e Clphép:

groupdel group_name groupmod [options] group_name
Trong d6 group_name la tén tai khoan nhédm. e Mbtsé tiy chon:
e Vidu: id Thav d&i m3 nhd

-g gid Thay doi ma nhom.

#groupdel sinhvien ° 88 y

Liuy: o -nname Thay d6i tén nhédm thanh name.
o Khéngthé x6a cac nhém con chifa cac tai khoan. e Vidu:
o Phaithuc hién loai bd cac thanh vién ra khoi nhém sau dé mdi thuc hién x6a # groupmod -n sales marketing
nhém.
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e Clphap:
id [option] ... [username]

® Motsdtuy chon:
-g Chihién thij chi s6 GID cla tai khoan
-u  Chi hién thi chi s UID cua tai khoa

e Vidu:
#id sv 001
uid=500(sv01) gid=500(sv01)
groups=500(sv01)

tin nhan dién tai khoan

-G Chihién thi danh sach tat ca cac GID ctia cac nhdm ma tai khoan la thanh vién

4. Thiét bi mang

e Thiét biloopback: lo

Thiét bi ethernet: etho, ethl
e Thiét bi PPP: ppp0, pppl
e Thiét bi gia lap: dummy0

e Trinh diéu khién thiét bi mang:

e /lib/modules/kernel- version/kernel/driver/net/

VAA- K. CNTT - Mén: QUAN TRI MANG 257 VAA- K. CNTT - Mén: QUAN TR MANG 258
257 258
‘&i. y "v"‘i‘ y
Cau hinh mang TCP/IP Cong cu va file cau hinh
e Congcu vafile cdu hinh ® Cdngcuycdu hinh do hoa
e Ciu hinh thiét bi mang va dia chi IP ® Cdngcucauhinhdonglénh: ifconfig, route
e C3uhinhDNS ® File cau hinh thiét bi
etc/sysconfig/network-scripts
e CAu hinh dinh tuyén fetc/sysconfig] pts/
® File cau hinh mang
/etc/sysconfig/network
/etc/hosts
/etc/resolv.conf
e File khdgi dong/ngling dich vu mang
X /etc/rc.d/init.d/network .
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Cau hinh thiét bi mang

e Nap trinh diéu khién thiét bi

# modprobe -v 3¢509
/etc/modules.conf

alias eth0 3c509

options 3¢509 i0=0x300, irg=9

C&u hinh dia chi IP

e (43 cach décau hinh IP:
o Giao dién (GUI)
o Dong lénh (shell)

o Tap tin cau hinh (vi)
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Dong lénh Cau hinh DNS
° Pe cau hinh ip bang dong [énh, dau tién ching ta can biét tén cla e Thity phan giai tén: /etc/host.conf
interface:
order hosts,bind
[root@localhost ~]# ifconfig -s o
Iface MTU  RX-OK RX-ERR RX-DRP RX-OVR  TX-OK TX-ERR TX-DRP TX-OVR Flg e Phan giai tén tinh: /etc/hosts
ens33 1500 10832 0 60 6098 0 0 0 BMRU .
1o 65536 8 0 00 8 0 0 8 LRU 127.0.0.1 localhost.localdomain locahost

[root@localhost ~]#

e Sau d6 dung lénh sau dé cau hinh

[root@localhost ~]# ifconfig ens33 192.168.1.121 netmask 255.255.255.0 up
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172.29.9.254 gw.vaa.edu.vn gateway
e Phan giai qua dich vu DNS: /etc/resolv.conf
domain vaa.edu.vn

nameserver 172.29.9.1

nameserver 172\'/%2-'%.]{‘,NTT - M6n: QUAN TRI MANG
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Cau hinh dinh tuyén

e Bangdinh tuyén

# route [-n]

Kernel IP routing table

Destination Gateway  Genmask Flags MSS Window irtt Iface
127.0.0.0 0.0.0.0 255.0.0.0 U 40 0 0 lo
0.0.0.0 127.0.0.1 0.0.0.0 UG 40 0 0 lo
e Cau hinh dia chi gateway

# route add default gw 172.29.9.254
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Cbng cu khac

e ifconfig/route $ ifconfig -a

e host/nslookup/dig  $ host www.google.com

e ping $ ping 172.29.2.1
e traceroute $ traceroute student
e Netstat $ netstat-an
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Cac network services

e DHCP
e DNS

Web Server

e Fileservice
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Tao x0a NQuUGi dung

® File ngudi dung va mat khau luu trif trén file:
o [etc/shadow
o [etc/passwd

® Tao ngudidung: useradd

® D3t mat khiu: passwd

® Chuyén déi tai khoan: su

® Xoa ngudi dung: userdel
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Phan quyén chofile
e CO63quyén cd ban cua file: read (r), write (w), execute (x)
e Mot file dugc sG hitu bai:
o Userowner (u)
o Group owner (g)
o Other (o)
e Thay d6i quyén bang lénh:
o Chmod 775
o Chmod 777
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Tién trinh (Process)

e Tién trinh [a chudng trinh dugc thuc thi trén hé thong. Vd: bash, vi abc.txt
e Tién trinh ¢ PID (Process ID)

e Sudunglénh ps déxem tién trinh

e (b2 loaitién trinh la: tién trinh hé théng va tién trinh do ngudi dungtao ra

e Dung lénh: kill pid dé xo4 tién trinh
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Cai gt goi tin

®  Gditin cai dat dinh dang rpm (Red Hat Package Mangament)
® Lénhrpm
cl phép: rpm -ivh tén_file
® Lénhyum R
Cd /etc/yum.repos.d/

-0.17-59.517. X866
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Lab 05: Cai dat mé hinh Ung dung web
. Apache - Wordpress - Mariadb
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