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MO PUN PAO TAO QUAN TRI MANG 1
Ma mo6 dun: Mb17

* VI TRI, TINH CHAT, Y NGHIA VA VAI TRO CUA MO PUN
bay 1a mo dun dao tao chuyén moén nghé duoc bd tri hoc sau cac mo dun,
mén hoc Tin hoc dai cwong, Mang may tinh. M6 dun nay cung cip cho sinh
vién cic k¥ ning co ban nhat ciia nghé Quan tri mang mdy tinh.

* MUC TIEU MO PUN:
Phan biét sy khac nhau trong viéc quan tri may chu (Server) va may tram

(workstation);
Cai dat duoc hé diéu hanh server;

Tao dugc tai khoan nguoi dung, tai khoan nhém;

Quan 1y tai khoan nguoi dung, nhom va sip xép hé théng hoa cac tic vu
quan tri tai khoan nguo1 dung va tai khoan nhom;

Chia sé va cap quyén truy cap tai nguyén dung chung;

Cai dat va cap han ngach st dung dia;

Lap cau hinh va quan tri in an ctia mot may phuc vy in mang;
Cai dit va ciu hinh cac dich vu mang: Active Directory, DNS, DHCP,

WINS, Proxy Server.

Bo6 tri 1am viéc khoa hoc dam bdo an toan cho nguoi va phuong tién hoc

tap.
* NOI DUNG CUA MO PUN:
S6 Thoi gian (gid)
o A Thuc hanh,
Tén céc bai trong mo6 dun Tong Ly thi nghiém, | Kiém
TT A A 2 A
i) thuyét [ thao luan, tra
bai tip
1 Tong quan vé WINDOWS SERVER 7 2 5
2 Dich vu tén mién DNS 8 2 5 1
3 Dich vu thu muc (ACTIVE 11 ) 9
DIRECTORY)
4 Quan ly tai khoan ngudi dung va nhom 14 5 8 1
5 Quan ly dia 8 3 5
6 Tao va quan ly thu muc dung chung 10 4 5 1
7 Dich vu DHCP va WINS 12 2 10
8 Quan 1y in 4n 11 2 8 1
9 Dich vu Proxy 9 3 5 1
Cong 90 25 60 5




Bai 1: TONG QUAN VE WINDOWS SERVER
Ma bai: MDP17-01
Gioi thiéu:
Bai nay s€ gidi thiéu cho ban cac phlen ban cua hé diéu hanh Windows

Server, yéu cau phan cung t6i thiéu dé cai dat hé diéu hanh nay va cic budc cai
dat Windows Server trén mot may tinh.

Muc tiéu:
- Phan biét dugc vé ho hé diéu hanh Windows Server;
- Cai dat duge hé diéu hanh Windows Server.
- Thuc hién céc thao tac an toan véi may tinh.

Noi dung chinh:
1.Tong quan vé hé di€éu hanh windows server

Muc tiéu:
- Phan biét duwoc vé ho hé diéu hanh Windows Server

Window Server 2008 13 hé diéu hanh dugc thiét ké nhim tdng strc manh cho
cac mang, ing dung va dich vu Web thé hé méi. Véi Windows Server 2008, ban
c6 thé phét trién, cung cap va quan ly cac trai nghiém nguoi dung va ng dung
phong phu, dem t6i mot ha tang mang c6 tinh bao mat cao, va tang cuong hi¢u
qua vé mat cong nghé va gia tri trong pham vi té chtrc ctia minh.

Windows Server 2008 ké thira nhiing thanh cong va thé manh cua cac hé diéu
hanh Windows Server thé hé trudc, dong thoi dem t6i tinh nang moi co gia tri
va nhiing cai tién manh mé& cho hé diéu hanh co s¢ nay. Céng cu Web méi, cong
nghé a0 hoa, tinh bao mat ting cudng va cac tién ich quan 1y giup tiét kiém thoi
gian, giam bét cac chi phi, va dem t6i mot nén tang virng chic cho ha ting Cong
nghé Thong tin (CNTT) cua ban.

Nén tang chic chian danh cho doanh nghi¢p Windows Server 2008 dem toi
mot nén tang chic chan dap ing tat ca cac yéu cau vé Gmg dung va ché do lam
viéc cho may chu, dong thoi dé trién khai va quan ly. Thanh phan moi Server
Manager cung cap mot console quan 1y hop nhat, don gian hoa va sap xép mot
cach hop 1y viéc cai dat, cau hinh va quan 1y lién tuc cho may chi. Windows
PowerShell, mot shell méi kiéu dong 1énh, gitip quan tri vién tu dong hoa cic
tac vu thuong trinh vé quan trji hé théng trén nhiéu may chi. Windows
Deployment Services dem t&éi mot phuong tién bao mat cao, don gian hoa dé
nhanh chong trién khai hé diéu hanh ndy qua cic budc cai dat trén nén
mang.Thém vao do, cac wizard Failover Clustering cua Windows Server 2008,
va viéc hd trg ddy du cho Giao thiic Internet phién ban 6 (goi tat 1a IPv6) cong
v6i kha niang quan 1y hop nhat Network Load Balancing khién dé& dang trién
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khai v6i tinh sin c6 cao, tham chi boi nhimg ngudi co hiéu biét chung nhat vé
CNTT.

Window Server 2008 c¢6 cac phién ban nhu sau:
Windows Server 2008 Standard (Ban tiéu chuén): Vi cac kha nang ao
héa va Web dung sin va ting cuong, phién ban nay duoc thiét ké dé tang
do tin cay va linh hoat cua co s6 ha tang may chu ctia ban dong thoi giip
tiét kiém thoi gian va giam chi phi. Cac cong cu manh mé gitip ban kiém
soat may chu tt hon, va sap xép hop 1y cac tac vu cAu hinh va quan 1y.
Thém vao do, cac tinh nang bao mat duoc cai tién lam tang strc manh cho
hé diéu hanh dé gitp ban bao v¢ dir li€u va mang, va tao ra mot nén tang
vitng chic va dang tin cay cho doanh nghiép ctia ban.
Windows Server 2008 Standard without Hyper-V: Ban tiéu chuan
nhung khong c6 Hyper-V.
Windows Server 2008 Enterprise (Ban dung cho Doanh nghiép):
dem t6i mot nén tang cap doanh nghiép dé trién khai cac tmg dung quan
trong d6i v4i hoat dong kinh doanh. Phién ban nay giup cai thién tinh san
c6 nho cac kha nang clustering va cam nong bo xu ly, giup cai thién tinh
bao mat voi cac déc tinh dugc cung cd dé quan 1y nhan dang, va giam bét
chi phi cho co s¢ ha tang hé thong bang cach hop nhat tmg dung véi cac
quyén cip phép 4o hoa. Windows Server 2008 Enterprise mang lai nén
tang cho mot co so ha ting CNTT c6 d6 ning dong va kha ning mé rong
cao.
Windows Server 2008 Enterprise without Hyper-V: Ban dung cho
doanh nghi¢p nhung khéng c6 Hyper-V
Windows Server 2008 Datacenter (Ban dung cho Trung tam dir li¢u):
dem t6i mot nén tang cip doanh nghiép dé trién khai cac tmg dung quan
trong d6i véi hoat dong kinh doanh va ao héa & quy mé 16n trén cac may
chii 16n va nhd. Phién ban nay cai thién tinh sin c6 nhd cac kha ning
clustering va phan ving phan cing dong, giam bt chi phi cho co s¢ ha
tang hé thdng bang cach hop nhit cac tng dung voi cac quyén cip phép
a0 hoa khong han ché, va mo rong tir 2 t6i 64 bo xir Iy. Windows Server
2008 Datacenter mang lai mot nén tang dé tir d6 xdy dung cac giai phap
mo rdng va ao hoa cap doanh nghiép.
Windows Server 2008 Datacenter without Hyper-v: Ban dung cho
Trung tam dit li¢u, khong c6 Hyper-V.
Windows Web Server 2008 (Ban dung cho Web): Puoc thiét ké dé
chuyén dung nhu mot Web server don muc dich, Windows Web Server
2008 dem t6i mot nén tang virng chic gdm cdc tinh ning lién quan téi ha
tang Web trong Windows Server 2008 thé hé ké tiép. Tich hop véi IIS 7.0
méi duoc cdu trac lai, ASP.NET, va Microsoft NET Framework,
Windows Web Server 2008 cho phép moi t6 chirc trién khai nhanh chéng
cac Web page, Web site, ing dung va dich vu Web.
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- Windows Server 2008: danh cho cac hé théng dua trén bo xur ly Itanium
dugc toi vu héa cho cac trung tam dir liéu 16n, cac tmg dung nghiép vu
riéng, ing dung tly bién mang lai d6 sin sang va kha ning mo rong cao
cho t6i 64 bo xir Iy dé dap tmg nhu cau cho cac giai phap khat khe va
quan trong.

2. Chuan bi cai dat windows server
Muc tiéu:
- Néu duoc cau hinh phan cung toi thiéu dé cai dat windows server 2008.

2.1. Yéu cdu phan cirng

- B61 vo1 windows Server 2008 yéu cau ve phan cing nhu sau:

Thanh phin Yéu cau

Téi thiéu: 1 GHz (bo xur Iy x86 ) hodc 1.4 GHz (bd xtr Iy x64)
Khuyén nghi: Téc d6 xtr Iy 2 GHz hoic nhanh hon

Chu y: Can bo xur 1y Intel Itanium 2 cho Windows Server doi
v6i cac Hé théng dya trén kién trac Itanium.

B6 xir Iy

T6i thiéu: RAM 512 MB

Khuyén nghi: RAM 2 GB hoic 16n hon

T6i uu: RAM 2 GB (Cai dit toan bo) or RAM 1 GB (Cai
Server Core) hoac hon

Bo6 nhé Tbi da (hé thong 32 bit): 4 GB (Ban Standard) hoic 64 GB
(Ban Enterprise va Datacenter)

Tbi da (cac hé thong 64 bit): 32 GB (Ban Standard) hoic 2 TB
(Ban Enterprise, Datacenter, va Cac h¢ théng dua trén kién
tric Itanium)

Toi thicu: 10 GB

Khuyén nghi : 40 GB hoic 16n hon

Chu y: Cac may tinh c6 RAM 16n hon 16 GB sé& can nhiéu
khong gian 6 dia tréng hon danh cho paging, hibernation, and

Khong gian 6
dia con trong

dump files

O dia O DVD-ROM

Man hinh Super VGA (800 x 600) hodc man hinh c6 do phéan giai cao
hon

Thanh phan

Kkhic Ban phim, Chudt ciia Microsoft hoac thiét bi trd tuong thich
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2.2. Twong thich phan ciing

Mot budc quan trong trudc khi ning cdp hodc cai dat méi Server cua
ban 1a kiém tra xem phan cting clia mdy tinh hién tai c6 twong thich véi san
pham hé diéu hanh trong ho Windows Server 2008.

2.3. Cai dat méi hodc néng cip

Trong mot sd trudng hop hé thdng Server ching ta dang hoat dong tot,
cdc ung dung va dir liéu quan trong déu luu trit trén Server ndy, nhung theo
yéu cdu ching ta phai ning cdp hé diéu hanh Server hién tai thanh
Windows Server 2008. Chiing ta cin xem xét nén nang cip hé diéu hanh
ddng thoi gitr lai cdc Gmg dung va dir liéu hay cai dit méi hé diéu hanh roi
sau cau hinh va cai dat ung dung lai. Pay la van dé can xem xét va lua chon
cho hop Iy. Cac diém can xem xét khi nang cap:

- Vo6i nang cap (upgrade) thi viéc cdu hinh Server don gian, cic
théng tin cta ban duoc gitt lai nhu: nguodi dung (users), ciu hinh
(settings), nhém (groups), quyén hé thong (rights), va quyén truy cap
(permissions)...

- Vi nang cap ban khong can cai lai cdc tng dung, nhung néu c6 su thay
d6i 16n vé dia ctng thi ban can backup dit liéu trude khi nang cap.

- Trudc khi ning cdp ban can xem hé diéu hanh hién tai c6 nam trong
danh sdch cdc hé diéu hanh hd tro ning cdp thanh Windows Server
2008 khong ?

- Trong mot sd trudng hop dic biét nhu ban can nang cdp mot may
tinh dang lam chtic ning Domain Controller hoic ning cip mot mdy
tinh dang c6 cdc phan mém quan trong thi ban nén tham khao thém
thong tin huéng dan ctia Microsoft.

Cic hé diéu hanh cho phép ning cap thanh Windows Server 2008:

- Windows Server 2000.
- Windows Server 2003.

2.4. Phan chia 6 dia
Pay la viéc phan chia 6 dia vat 1y thanh céc partition logic. Khi chia
partition, ban phai quan tim céc yéu t sau:
- Lwong khong gian cin cap phat: ban phai biét dugc khong gian chiém
dung boi hé diéu hanh, cdc chwong trinh Gmg dung, céc dit liéu di c6 va



12

sap phat sinh.

- Céhu hinh dia dic biét: Windoyvs Server hd trg nhiéu c4u hinh dia khéc
nhau. Cic lya chon c6 thé la volume simple, spanned, striped,
mirrored hoac la RAID-5.

- Tién ich phan chia partition: néu ban dinh chia partition trudc khi cai
dat, ban c6 thé su dung nhiéu chuong trinh tién ich khac nhau, Chéng
han nhu FDISK hoic PowerQuest Partition Magic. C6 thé ban dau
ban chi can tao mot partition dé cai dat Windows Server, sau do st
dung cong cu Disk Management dé tao thém céc partition khdc.

2.5. Chon hé théng tdp tin
Ban nén chon hé théng tap tin NTF'S, vi n6 c6 céac dac diém sau: chi
dinh kha nang an toan cho tung tap tin, thu muc; nén dir liéu, tang khong
gian luu trir; ¢6 thé chi dinh han ngach su dung dia cho timg nguoi dung;
c6 thé ma hoa cdc tap tin, nang cao kha nang bao mat.
2.6. Chon ché do sw dung gidy phép

Ban chon mot trong hai ché d6 gidy phép sau diy:

- Per server licensing: 13 lua chon tot nhat trong truong hop mang chi c6
mot Server va phuc cho mot s6 luong Client nhat dinh. Khi chon ché
d6 gidy phép nay, ching ta phai xdc dinh sd luong gidy phép tai thoi
diém cai dit hé diéu hanh. S6 luong gidy phép tuy thudc vao sd két
nbi dong thoi cia cic Client dén Server. Tuy nhién, trong qud trinh
sit dung chiing ta c6 thé thay doi s6 luong két nbi dong thoi cho phit
hop véi tinh hinh hién tai cua mang.

- Per Seat licensing: 13 lya chon tot nhat trong truong hop mang c6
nhiéu Server. Trong ché do gidy phép nay thi mdi Client chi can mot
gidy phép duy nhat dé truy xuat dén tat ca cdc Server va khong giéi han
s6 luong két ndi dong thoi dén Server.

2.7. Chon phwong dn két néi mang

2.7.1. Cdc giao thirc két noi mang

Windows Server méc dinh chi cai mét giao thac TCP/IP, con
nhitng giao thuc con lai nhu IPX, AppleTalk la nhiing tuy chon c6 thé
cai dat sau néu can thiét. Riéng giao thic NetBEUI, Windows Server

khong dua vao trong céc ty chon cai diat ma chi cung cip kém theo
dia DVD-ROM cai dat.

2.7.2. Thanh vién trong Workgroup hodc Domain.

Néu may tinh cua ban nam trong mgt mang nhod, phan tan hoac ciac may
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tinh khong duogc ndi mang vo1 nhau, ban cé thé chon cho mdy tinh lam thanh
vién ctia workgroup, don gian ban chi can cho biét tén workgroup 12 xong.
Néu hé théng mang cua ban lam viéc theo co ché quan ly tap trung, trén
mang da c6 mot vai mdy Windows Server 2003 hoic Windows Server
2008 st dung Active Directory thi ban c6 thé chon cho mday tinh tham
gia domain nay. Trong truong hop nay, ban phai cho biét tén chinh
xdc cua domain cung voi tai khoan (gém c6 username va password) cua
mot ngudi ding c6 quyén bd sung thém mady tinh vao domain. Vi du nhu tai
khodn cua nguoi quan tri mang (Administrator).

Cic thiét 1ap vé ngdn ngit va cdc gid tri cuc bo. Windows Server hd tro rat
nhiéu ngodn ngir, ban co thé chon ngdn nglr cua minh néu duoc hd tro. Cic
gia tr1 local gom c6 hé thong so, don vi tién té, cach hién thi thoi gian, ngay
thang.
3. CAI PAT WINDOWS SERVER 2008
Muc tiéu:
- Cai dat dwoc windows server 2008.

3.1. Giai doan Preinstallation
Sau khi kiém tra va chac chan rang mdy cua minh da hoi du cic diéu kién
dé cai dat Windows Server 2008, ban phai chon mdt trong cic cich sau day
dé bat dau qua trinh cai dat.
3.1.1. Cai dat tiv hé diéu hanh khdc.

Néu mdy tinh cua ban da c6 mot hé diéu hanh va ban mudn nang cép Ién
Windows 2008 Server hoic 1a ban mudn khéi dong kép, dau tién ban cho
mdy tinh khoi dong bang hé diéu hanh c6 sin nay, sau d6 tién hanh qu4 trinh
cai dat Windows Server 2008 bang cach thi hanh tap tin Setup.exe roi chon
muyc Upgrade.

3.1.2. Cai ddt tryc tiép tir dia DVD Windows Server 2008

Néu mdy tinh cua ban hd tro tinh ning khoi dong tir dia DVD, ban chi can
dit dia DVD vao 6 dia va khoi dong lai mdy tinh. Luu ¥ 13 ban phai ciu
hinh CMOS Setup, chi dinh thiét bj khoi dong dau tién 1a 6 dia DVDROM.
Khi mdy tinh khéi dong 1én thi qud trinh cai ddt ty dong thi hanh, sau
d6 1am theo nhitng huéng dan trén man hinh dé cai dat Windows 2008.

3.2. Giai doan Text-Based Setup

Trong qua trinh cai dat nén chu y dén cic thong tin hudng dan ¢ thanh trang
thai. Giai doan Text-based setup dién ra mdt s6 budc nhu sau:
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Buwéc I: Céu hinh BIOS cuia may tinh dé c6 thé khoi dong tir 6 dia DVD-
ROM

- D¢ thiet 1ap cho mdy tinh khoi dong tir CD / DVD ban khoi dong mdy tinh va
nhan phim Del hodc F2 tuy theo Mainboard may tinh ctia ban (mdy tinh ctia toi
st dung phim F2).

- Sau khi vao BIOS ban di chuyén dén thé boot va chon boot tir CD/DVD nhu
hinh 1.

CD-RON Drive

Tl -/ +
- Enter

Hinh 1.1: Thiét 1ap may tinh khéi dong tir 6 dia CD/DVD.

Buwée 2: Sau khi hoan tit ban nhan F10 dé luu cu hinh va thoat khéi man hinh
BIOS sau d6 ban khoi dong lai may tinh.

Setup Confliraation

Save configueation changes and wxit sou?

Hinh 1.2: Luu c4u hinh BIOS.

Buwée 3: Ban chén dia cai diat Windows 2008 Server vao 6 dia DVD-ROM.
Khi may khoi dong tir dia DVD-ROM s& xuat hién mot thong bao “Press any
key to continue...” yéu cau nhan mot phim bat ky dé bat dau qua trinh cai dit.
Cua sd s& xuét hién nhu sau:
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Hinh 1.3. Load file.

Buworc 4: Sau khi load xong, mot man hinh Start Windows s¢€ hi¢n ra.

Starting Windows

Hinh 1.4. Start Windows.

Buwoc 5:

Tiép dén man hinh cai dat dau tién s& xuat hién, ¢ day ban sé& 3 phan dé lya
chon:

+ Language to Install: Ngon ngi cai dt.

+ Time and currency format: Pinh dang ngay thang va tién té.

+ Keyboard or input method: Kiéu ban phim ban sir dung.

- Sau khi ban lua chon hoan tat, click Next.
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e Iontadl Windows

‘4
»

L

Windows Server

Language to install | nghich N

L R LS LB BT £ nglish (Urited Shates) - J

Feter yout Liogeangn and other poeferenom and ofcx Mt e atinfinne

Cravighy B W) Memsh Cogenmmar &) &1 marven

Hinh 1.5: Lya chon ngdn ngir, dinh dang ngay thang va kiéu ban phim
Buwiéc 6: Xuat hién ctra sd tiép theo, click nit Install Now

v Imstall Windows

- &

»
Windows Server 2o

NGt t Anaw betore installing Windows

“Bepar your compder
Cotrirght @ MY Vmiso? Gopnranct AT rghes masread.

Hinh 1.6: Install now

Buoc 7: Tai khung Type your product key for activation ban nhép key vao va
click nat next dé tiép tuc
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Bwoc 8: Tai khung cac phién ban Windows Server 200’8, ban chon Windows
Server 2008 Enterprise (Full Installation) va danh dau clvu.)n, chon I have
selected the edition of Windows that I purchased. Click Next dé ti€p tuc.

(oo R N

Stlect the adtien of VandowT that yoo parchases

Moo Vesme
Windows Server 2006 Stevdars Full bt alstion
WIREOn T Servet 3008 Eatenprae (Foll aaalnien)
Wimzoat Server 2008 Dezsconter (f U] incttletsc s
Windont Serves 2008 St e (Sern e Cere lastabaton |

Ardont Server 2008 Ditecerter Server Core vt men)

¥ pau omter paur peda 00 by, WAODeas Con Mmomatcaly determine which eddios o prercheted
To erter yOur prododt ke ok e Bach Dutten 10 1etum 1o the pres WS Sege

A T rou 0edie 001 10 o1e i grodu 0t hey 00w, mrhe e Tht s ou sebact e ednon oF Windewt
1hat yors pravihiiesd ¥ peu sedect the avtnrg odon, peo wil seed 1o pusthiie that e32ias, of yorw
witd ted 02 remtilal the cerect eddien of VWindoos leter aned pototal;y haie fies sed rfomimen

7 [ocs seiocia o adisan of Wisdiws thet  porehaied

Hinh 1.7: Lya chon phién ban cai dat
Buorc 9: ‘

Tai bang cédc diéu khoan ban click vao I accept the license terms, sau dé click
Next.

ﬁ_-.l'_' :wur.lr_dg._-:-_-

Plusss rascd the lioepee lenrs

HECRDEOFT SOFTVAARE LICEHEE TERMS
FICRDSOFT WINHOWS SERVER 2003 SERVICE M'VCH 2 ENTERIFRISE
Tapza: Lipnese bemes Bre =n aqresrons beracon Memasch Sorporadan far basss on
savera gl bew, ore al b At Detes) asrl yro. Pieass e =eme Thesy aaply o the
saltvare named above, which ndodes the siede on whch souracersed L 1 dog. The
Asrmn mes ppic bn g Rlerseach

upsahes,

apakmonks,

TherTaef-taced Bamkoes,

ZAPIOM e L2

= Iljmﬂ'.'.l.i :l'.u::urrrq

Hinh 1.8: Céc diéu khoan ctia Microsoft
Buworc 9:
- Tai bang lua chon cac kiéu cai dat thich hop ban c6 thé chon Upgrade
néu mudn nang cp,va chon Custom(advanced) dé cai dat mot phién ban
moi.
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Hinh 1.9: Chon kiéu cai dat
Buorc 10:
-Sau d6 chon Drive Option néu muén thao tac 1én 6 dia ctmg nhu New,
Delete, Format...v.v...
- Sau d6 chon phan vung mubn cai dat va click nut Next

Wabore doyou want bo mstal | Wind o

| ume |

[ MDnAinabed e

Tiw i i s Ak

llalrg Yhmeeria

Hinh 1.10: Lya chon cac thao tac trén dia cung

3.3. Giai doan Graphical-Based Setup

Giai doan ndy Windows bét dau sao chép cac tap tin tir DVD vao trong dia
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cung, qua trinh trinh dién ra khoan vai phut. .

(1) Bat dau giai doan Graphical, trinh cai dat s€ cai driver cho céc thiét bi
ma né tim thiy trong hé thong.

(2) Tai hop thoai Regional and Language Options, cho phép chon céc tuy
chon lién quan dén ngén ng, so dém, don vi tién té, dinh dang ngay thang
..Sau khi d3 thay ddi cdc tiy chon phit hop, nhan Next dé tiép tuc.

(3) Tai hop thoai Personalize Your Software, dién tén nguoi st dung va tén

td chirc. Nhan Next.

(4) Tai hop thoai Your Product Key, dién vao 25 sé6 DVD-Key vio 5 0 tréng

bén dudi. Nhan Next

(5)Tai hop thoai Licensing Mode, chon ché do ban quyén la Per Server hoac
Per Seat tity thudc vao tinh hinh thuc té cia mdi hé thong mang

(6) Tai hop thoai Computer Name and Administrator Password, dién

vao tén cua Server va Password cua nguoi quan tri (Administrator).

(6)Tai hop thoai Date and Time Settings, thay doi ngay, thang, va mui
gi0 (Time zone) cho thich hgp

(8) Tai hop thoai Networking Settings, chon Custom settings dé thay doi
cac thong so giao thirc TCP/IP. Céc thong s6 nay c6 thé thay doi lai sau khi
qua trinh cai dat hoan tat.

(9) Tai hop thoai Workgroup or Computer Domain, tlly chon gia nhap
Server vao mot Workgroup hay mét Domain c6 san. Néu muon gia
nhip vao Domain thi ddnh vao tén Domain vao 6 bén dudi.

(10) Sau khi chép day du céc tap tin, qud trinh cai dat két thic.

Bai tap thuc hanh ciua hoc vién
1. Cai dat hé diéu hanh Windows Server.
2. Cai dat hé diéu hanh Windows Server sir dung tap tin tra 161 tu dong.

HUONG DAN THUC HIEN
Tham khao muc 3 va 4 trong bai hoc trén.
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Bai 2: DICH VU TEN MIEN (DNS)
M3 bai: MP17-02

Muc tiéu:

Trinh bay dugc cau trac co sé dit licu cua he théng tén mién
M6 ta duoc su hoat dong va phan cap ctia hé thong tén mién;
Cai ddt va cau hinh hé théng tén mién DNS.

Thuc hién cac thao tac an toan véi may tinh.

Noi dung chinh:

1. Tong quan vé DNS

Muc tiéu:
- Trinh bay duwoc cdu tric co sé dit lidu cia hé théng tén mién;
- M0 ta dwoc sy phdn cdp ciia hé thong tén mién;

1.1. Gi6i thiéu DNS

Mbi mdy tinh trong mang muén lién lac hay trao d6i thong tin, dit lidu
cho nhau can phai biét rd dia chi IP cua nhau. Néu sb luong mdy tinh nhiéu
thi viéc nhé nhitng dia chi IP nay rat 1a khé khian. Vi vay, DNS (Domain
Name System) la giai phap dung tén thay cho dia chi IP khé nh¢ khi sir dung
cac dich vu trén mang. Vi thé€, ngudi ta nghi ra cidch lam sao dnh xa dia chi IP
thanh tén may tinh.

Ban dau do quy md6 mang ARPanet (tién than cia mang Internet) con
nho chi vai tram may, nén chi ¢6 mot tap tin don HOSTS.TXT luu thong tin
v€ anh xa tén mdy thanh dia chi IP. Trong d6 tén may chi la 1 chu6i van ban
khong phan cap (flat name). Tap tin nay dugc duy tri tai 1 may chu va cac
mdy chu khdc luu gitt ban sao cua n6. Tuy nhién khi quy m6é mang 16n hon,
viéc st dung tap tin HOSTS.TXT c6 cac nhugc diém nhu sau:

- Luu luong mang va mdy chu duy tri tap tin HOSTS.TXT bi qua tai do

hi¢u trng “co chai”.

- Xung dot tén: Khong thé c6 2 mdy tinh c6 cling tén trong tip tin
HOSTS.TXT. Tuy nhién do tén mdy khong phan cip va khong c6 gi
dam bao dé ngin chin viéc tao 2 tén trung nhau vi khdng c6 co ché uy
quyén quan Iy tap tin nén c6 nguy co bi xung dot tén.

- Khoéng dam bao sy toan ven: viéc duy tri 1 tap tin trén mang 16n rat khé
khan. Vi dy nhu khi tap tin HOSTS.TXT vira cap nhat chua kip chuyén
dén mdy chu & xa thi da c6 su thay doi dia chi trén mang roi.
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Toém lai viéc dung tap tin HOSTS. TXT khong phu hgp cho mang 16n
vi thiéu co ché phan tdn va md rong. Do do6, dich vu DNS ra doi nham
khic phuc cic nhuoc diém nay. Nguoi thiét ké céu tric cua dich vu DNS 1a
Paul Mockapetris - USC's Information Sciences Institute, va cdc khuyén nghi
RFC cua DNS Ia RFC 882 va 883, sau d6 1a RFC 1034 va 1035 cung véi 1
s6 RFC bo sung nhu bao mat trén hé thong DNS, cap nhat dong cdc ban ghi
DNS ...
Luu y: Hién tai trén cdc mdy chi van st dung dugc tap tin hosts.txt ‘dé
phan giai tén mdy tinh thanh dia chi IP (trong Windows tap tin nay nam
trong thuy muc WINDOWS\system32\drivers\etc) ‘

Dich vu DNS hoat dong theo md hinh Client-Server: phan Server goi la

mdy chil phuc vu tén hay con goi 12 Name Server, con phan Client 13 trinh
phan giai tén - Resolver. Name Server chtra cdc thong tin CSDL cua DNS,
con Resolver don gian chi 1a cdc ham thu vién ding dé tao céc truy van
(query) va gui ching qua dén Name Server. DNS dugc thi hanh nhu mot
giao thirc tang Application trong mang TCP/IP.

DNS 1a 1 CSDL phan tdn. Piéu nay cho phép ngudi quan tri cuc bo
quan ly phén dir li€u ndi bd thudc pham vi cua ho, déng thoi dir liu nay
cling dé dang truy cdp dugc trén toan bd hé théng mang theo mo hinh
Client-Server. Hiéu suit so dung dich vu dugc ting cudng théng qua
co ché nhan ban (replication) va luu tam (caching). Mot hostname trong
domain 1a sy két hop gita nhiing tir phan cdch nhau bai dau cham(.).

Feost Dol Ain //AT\

Top-Leval Do maln edu wm com
.
edu

SacenckLawal Demaln

Subdomains hemut | hcmuns | hecmussh |
i
FROH: | = ;  Hostierd
Al .cec.henan e.ed wam e ]
So d6 to chic DNS
Loai tén Miéu ta Vidu
Goc N0 1a dinh ctia nhanh cay cua tén Don gian no6 chi 1a dau
mién. N6 xac dinh két thic cua cham (.) sir dung tai cuodi
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(domain root)

domain (fully qualified domain
names FQDNs).

cua tén vi nhu
"example.microsoft.com.

"

Tén mién cap
mot
(Top-level
domain)

La hai hoac ba ky tu xac dinh
nudce/khu vuce hoac cacto chirc

".com", xac dinh tén sur
dung trong xac dinh 1a to
chtrc thuong mai .

Tén mién cap hai

(Second-level
domain)

N6 rat da dang trén internet, no co
thé 1a tén ctiia mot cong ty, mdt t6
chtrc hay mot ca nhan .v.v. dang ky
trén internet.

"microsoft.com.", 1a tén
mién cap hai dang ky la
cong ty Microsoft.

Tén mién cap
nho hon

Chia nhé thém ra cua tén mién cip
hai xubng thuong duoc sir dung nhu
chi "example.microsoft.com." 1a
phan quan 1y tai liéu vi dy cia
microsof (Subdomain) nhéanh,
phong ban cia mdt co quan hay mot
cha dé nao do.

Co s¢ dir lieu(CSDL) cua DNS la mt cay dao nguoc. Moi nit trén cay
cling lai 12 gbc cua 1 cAy con. Mdi cily con 1a 1 phan viing con trong toan bd
CSDL DNS goi la 1 mién (domain). Mdi domain c6 thé phan chia thanh céc
phéan viing con nho hon goi 1a cdc mién con (subdomain).

Mbi domain c6 1 tén (domain name). Tén domain chi ra vi trf cua né
trong CSDL DNS. Trong DNS tén mién 12 chudi tuan tu cic tén nhén tai nit
d6 di nguoc 1én niit gbc ctia cdy va phan cach nhau bai dau cham.

Tén nhan bén phai trong mdi domain name dugc goi 1a top-level
domain. Trong vi du trudc srvl.csc.hcmuns.edu.vn, vdy mién “.vn” la top-
level domain. Bang sau day li¢t ké top-level domain.

Tén mién Mo ta

.com Cic t6 chirc, cong ty thuong mai

.org Cic t6 chirc phi loi nhuan

.net Céc trung tdm hd trg vé mang

edu Cic to churc gido duc

.gov Cic to chtic thudc chinh phu

.mil Cic to chtic quin su

int Cic t6 chirc dugc thanh 1ap bdi céc hiép udc quc té
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Bén canh d6, mdi nudc ciing c6 mot top-level domain. Vi du top-
leveldomain cua Viét Nam la .vn, My 1a .us, ta c6thé tham khao thém thong
tin dja chi tén mién tai dia chi: http://www.thrall.org/domains.htm
Vi du vé tén mién ctia mot sé qudc gia

Tén mién quoc Tén quoc gia
gia

vn Viét Nam

.us My

.uk Anh

Jp Nhat Ban

Iu Nga

.cn Trung Qudc

1.2. Pic diém ciia DNS trong Windows Server

- Conditional forwarder: Cho phép Name Server chuyén cic yéu cau
phan giai dua theo tén domain trong yéu cau truy van.

- Stub zone: hd trg co ché phéan giai hiéu qua hon.

- Pdng bd cic DNS zone trong Active Directory (DNS zone replication

in Active Directory).

- Cung cip mdt sd co ché bao mat tét hon trong céc hé théng Windows

trudce day.

- Luan chuyén (Round robin) tit ca cdc loai RR.

- Cung cép nhiéu co ché ghi nhan va theo doi su ¢ 15i trén DNS.

- Hb tr¢ giao thic DNS Security Extensions (DNSSEC) dé cung cép cic

tinh nang bao mat cho vi€c luu trir va nhan ban (replicate) zone.

- Cung cap tinh ning EDNSO (Extension Mechanisms for DNS) dé

cho phép DNS Requestor quan ba nhitng zone transfer packet c6 kich

thudce 1on hon 512 byte.

2. Cach phan bé dir liéu quan 1y trén tén mién

Muc tiéu:
- Trinh bay dwoc sy phan bo dir liéu quan ly trén tén mién.

Nhiing root name server (.) quan 1y nhitng top-level domain trén
Internet. Tén mdy va dia chi IP ctia nhitng name server nay dugc cong bd
cho moi ngudi biét va ching duoc liét ké trong bang sau. Nhitng name
server nay ciing c6 thé dat khip noi trén thé gidi.

Tén may tinh Dia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
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C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
[.LROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
A.ROOT-SERVERS.NET 198.41.0.4

Thong thudong mot té chirc duge ding ky mot hay nhiéu domain name.
Sau d6, mdi td chirc s& cai diat mot hay nhiéu name server va duy tri co s& dir
liéu cho tat ca nhimg may tinh trong domain. Nhitng name server cuia to chirc
duoc ding ky trén Internet. Mot trong nhimg name server nay dugc biét nhu
la Primary Name Server. Nhiéu Secondary Name Server duoc dung dé
lam backup cho Primary Name Server. Trong truong hop Primary bi 161,
Secondary duoc str dung dé phan giai tén.

Primary Name Server cd thé tao ra nhiing subdomain va uy quyén
nhitng subdomain nay cho nhitng Name Server khac.

3. Co ché phan giai tén

Muc tiéu:
- Trinh bay dwoc co ché phan giai tén may tinh thanh dia chi IP va nguoc
lai;

3.1. Phdn gidi tén thanh IP

Root name server : La may chu quan ly cic name server 0 muc top-
level domain. Khi c6 truy véan vé mot tén mién nao dé thi Root Name
Server phai cung cap tén va dia chi IP ciia name server quan Iy top-level
domain (Thuc té 13 hau hét cic root server ciing chinh 12 mdy chu quan
ly top-level domain) va dén lugt cdc name server cua top-level domain
cung cap danh séch cidc name server
c6 quyén trén cac second-level domain ma tén mlen nay thu¢c vao. Cr nhu
thé dén khi nao tim duoc may quan ly tén mién can truy van.

Qua trén cho thay Val trd rat quan trong cua root name server trong qui
trinh phan giai tén mién. Néu moi root name server trén mang Internet
khong lién lac duoc thi moi yéu cau phan giai déu khong thuc hién duoc.

Hinh v€ dudi mo ta qua trinh phan giai cntt.edu.vn trén mang Internet
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Goi truy van dia chi
cntt.cdn.edu.vn

(13 (13 66 99
.

____________________________

Hoi server quan ly tén mién .vn Name Server

i Goi truy van dija chi

Name cntt.cdn.edu.vn -~
S A€ > .vn
erver { | | rsgimcmo-sm—-mz-eo-s--oo
\ Hoi server quan ly tén Name Server
\4_ _____ J: mlen .edu.vn
- Got truy vin dia chi  F
cntt.cdn.edu.vn R
< > edu.vn
4 Hoi server quan 1y tén Name Server
\ mién
o i Goi truy van dia chi
7'} !
D cntt.cdn.edu.vn | cdn.edu.vn
1 = 1 L
> i mmommmsoooooooo-ood Name Server
5] | <D Tra 101 dia chi IP caa
8 | M cntt.cdn.edu.vn
A 4
Resolver
(Client)

Client s& gui yéu ciu can phéan giai dia chi IP ctia mdy tinh cé tén
cntt.DVDn.edu.vn dén name server cuc bo. Khi nhan yéu cau tir
Resolver, Name Server cuc bd s& phan tich tén niy va xét xem tén mién
nay c¢6 do minh quan 1y hay khong. Néu nhu tén mién do Server cuc bo quan
ly, né s€ tra 101 dia chi IP cua t€n mdy d6 ngay cho Resolver. Nguoc lai,
server cuc by s€ truy van dén mot Root Name Server g::in nhit ma né
biét dugc. Root Name Server sé tra 15i dia chi IP ctia Name Server quan
1y mién vn. M4y chi name server cuc bo lai hoi tiép name server quan Iy
mién vn va dugc tham chiéu dén mady chui quan Iy mién edu.vn. Mdy chu
quan 1y edu.vn chi din mdy name server cuc bo tham chiéu dén may
chi quan 1y mién DVDn.edu.vn. Cudi cing mdy name server cuc bd
truy van may chu quan Iy mién DVDn.edu.vn va nhan duoc cau tra 10i.

Cac loai truy vén : Truy van cé thé & 2 dang :

- Truy van dé quy (recursive query) : khi name server nhan dugc truy
van dang nay, né bat budc phai tra vé két qua tim duoc hodc thong
bdo 16i néu nhu truy van ‘nay khong phan giai dugc. Name server
khong thé tham chiéu truy van dén mot name server khic. Name server
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- ¢6 thé gui truy van dang dé quy hoic twong tic dén name server khéc

nhung phai thuc hién cho dén khi nao c6 két qua maoi thoi.
! |

SHE e <ife 12 lammed wcoun acie e s
Il gy

Recursiva query the [#-’ ‘

rnall. csedu I

Wooo., ATRABSAN ..t T {Databd

- Truy van tuong tic (Iteractive query): khi name server nhin duoc
truy van dang nay, né tra 16i cho Resolver véi thong tin tot nhat ma né
c6 dugc vao thoi diém lic d6. Ban thin name server khong thuc hién
bat cir mot truy van ndo thém. Thong tin tot nhat tra vé c6 thé 14y tur dir
litu cuc bd (ké ca cache). Trong truong hop name server khong tim
théy trong dir li€u cuc bd nod s¢€ tra vé tén mién va dia chi IP ctia name
server gan nhat ma né biét.

- v ; B . L e
-~|r "+l I_I o ; Sy '
- oy o W 2 "-3 .'-. '-L_h-_
Compute | n'.'.ltrada's.cuml

3.2. Phédn gidi IP thanh tén mady tinh

Anh xa dja chi IP thanh tén mdy tinh dugc dung dé dién dich cdc tap
tin log cho dé doc hon. N6 con ding trong mot sd truong hop ching
thuc trén hé thdng UNIX (kiém tra cdc tap tin .rhost hay host.equiv).
Trong khong gian tén mién da néi ¢ trén dir liéu -bao gom ca dia chi IP-
duogc 1ap chi muc theo tén mién. Do d6 v6i mot tén mién di cho viéc tim ra
dia chi IP kh4 dé dang.

De c6 thé phén giai tén may tinh cua mot dia chi IP, trong khong gian

tén mién ngudi ta bd sung thém mot nhanh tén m1en ma dugc lap chi muc
theo dia chi IP. Phan khong gian nay cé tén mién 12 in- addr.arpa.

MBJi ndt trong mién in-addr.arpa c6 mot tén nhén 1a chi sé thip phan
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ctia dia chi IP. Vi du mién in- addr.arpa cé thé c6 256 subdomain, tuong
g v6i 256 gid tri tir 0 dén 255 cua byte dau tién trong dia chi IP. Trong
moi subdomain lai c6 256 subdomain con nita img véi byte thtr hai. C
nhu thé va dén byte tht tu ¢6 cdc ban ghi cho biét tén mién diy du cua cic
may tinh hodc cdc mang c6 dia chi IP tuong ung.

SR L W] R H
L
[LEL]1]
.-\."'-PF_F kel LY
a

PR R L LI, )

Luu y khi doc tén mién dia chi IP s& xuat hién theo thir tu nguoc. Vi
du néu dia chi IP cia mdy winnie.corp.hp.com 13 15.16.192.152, khi 4nh
Xa vao mién in-addr.arpa s& 1a 152.192.16.15.in- addr.arpa.

4. Mot s0 khai niém co ban
Muc tiéu:
- Trinh bay dugc cac khai niém co ban.

4.1. Domain name va zone

Mot mién gém nhiéu thuc thé nho hon goi la mién con (subdomain).

Vi du, mlen ca bao gorn nhiéu mién con nhu ab.ca, on.ca, gc.ca,.. . Ban c6
the uy quyen mot s6 mién con cho nhiing DNS Server khac quan ly. Nhing
mién va mién con ma DNS Server dugc quyen quan ly goi la zone. Nhu vy,
mot Zone co thé gom mot mlen mot hay nhiéu mién con.
Céc loai zone:

- Primary zone: Cho phép doc va ghi co s¢ dir lidu.

- Secondary zone: Cho phép doc ban sao co s& dir li¢u.

- Stub zone: chra ban sao co s& dir li€u cuia zone nao do, né chi chira chi

mot vai RR(Resource Record).
4.2. Fully Qualified Domain Name (FQDN)

MBJi niit trén cdy c6 mot tén goi(khdéng chira dau cham) dai toi da 63 ky
tu. Tén rSng danh riéng cho gdc (root) cao nhat va biéu dién boi dau cham.
Mot tén mién day du cua mot nut chinh la chudi tuan tu cic tén goi cua nut
hién tai di nguoc lén nut gbc, mdi tén goi cich nhau bdi dau cham. Tén
mién c6 xuat hién dau chim sau cung dugc goi la tén tuyét ddi (absolute)
khéc véi tén tuong doi 1a tén khong két thic bang dau cham. Tén tuyét doi
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cling duoc xem 12 tén mién diy du di duoc chimg nhan (Fully Qualified
Domain Name — FQDN).
4.3. Sw iy quyén(Delegation)

Mot trong cac muyc ti€u khi thlet ké hé théng DNS 14 kha nang quan ly
phén tan théng qua co ché uy quyen (delegation). Trong mot mién 6 thé to
chtrc thanh nhleu mién con, mdi mién con c¢6 thé dugc uy quyén cho mot to
chuc khéc va to chirc d6 chiu trach nhiém duy tri thong tin trong mién con
nay. Khi d6, mién cha chi can mot con trd tré dén mién con nay dé tham chiéu
khi ¢ cac truy van.

Khong phai mot mién ludn ludn to chirc mién con va uy quyén toan bod
cho cac mién con nay, co thé chi c6 vai mién con dugc uy quyén.

4.4. Forwarders

La ky thuat cho phép Name Server noi bo chuyén yéu cau truy van cho
cdc Name Server khac dé phan giai cac mién bén ngoai.
4.5. Stub zone

La zone chira bang sao co s& dit licu DNS tor master name server,
Stub zone chi chua cac resource record can thiét nhu : A, SOA, NS, mot
hodc vai dia chi cuia master name server ho trg co ché cap nhat Stub zone,
ché chtmg thyc name server trong zone va cung cap co ché phan giai tén mién
duogc hiéu qua hon, don gian hoa cong tac quan tri.

4.6. Dynamic DNS

Dynamic DNS 14 phuong thtrc 4nh xa tén mién tdi dia chi IP c6 tan xuat
thay d6i cao. Dich vu DNS dong (Dynamic DNS) cung cdp mdt chuong trinh
dac bi¢t chay trén may tinh cua nguoi st dung dich vu dynamic DNS goi la
Dynamic Dns Client. Chuong trinh ndy giam sat sy thay d6i dia chi IP tai
host va lién hé v&i hé théng DNS mbi khi dia chi IP cta host thay d6i va sau
d6 update thong tin vao co so dit liéu DNS vé sy thay doi dia chi do.

4.7. Active Directory-integrated zone

Str dung Active Directory-integrated zone c6 mot sé thuan loi sau:

- DNS zone luu trit trong trong Active Directory, nhd co ché nay ma dir
liéu duoc bao mat hon.

- Sur dung co ché nhan ban cia Active Directory dé cap nhan va sao
chép co so dir liéu DNS.

- Su dung secure dynamic update.

- Sur dung nhiéu master name server dé quan 1y tén mién thay vi
st dung moOt master name server.

5. Phan loai Domain Name Server
Muc tiéu:
- Trinh bay dwoc cac loai tén Domain Server.

5.1. Primary Name Server

MObi mién phai c6 mot Primary Name Server. Server nay dugc dang ki
trén Internet d€ quan ly mién. Moi nguoi trén Internet déu biét tén may tinh va
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dia chi IP cta Server nay. Ngudi quan trj DNS s& t6 chire nhitng tap tin CSDL
trén Primary Name Server. Server nay c6 nhi€ém vu phan giai tat ca cac may
trong mién hay zone.

5.2. Secondary Name Server

Mbi mién c6 mot Primary Name Server dé quan 1y CSDL ctia mién. Néu
nhu Server nay tam ngung hoat dong vi mdt 1y do nao doé thi viéc phan giai
tén may tinh thanh dia chi IP va nguogc lai xem nhu bi gian doan. Viéc gian
doan nay 1am anh hudng rat 16n dén nhiing t6 chirc c6 nhu cau trao d6i thong
tin ra ngoai Internet cao. Nham khéac phuc nhugc diém nay, nhitng nha thiét
ké da dua ra mot Server du phong goi 1a Secondary(hay Slave) Name Server.
Server ndy c¢6 nhiém vu sao luu tat ca nhitng dir liéu trén Primary Name
Server va khi Primary Name Server bi gian doan thi n6 s€ ddm nhan viéc phan
giai tén may tinh thanh dia chi IP va ngugc lai. Trong mot mién ¢o
thé c6 mot hay nhiéu Secondary Name Server. Theo mét chu ky, Secondary
s€ sao chép va cap nhat CSDL tor Primary Name Server. Tén va dia chi IP
ciia Secondary Name Server ciing duoc moi ngudi trén Internet biét dén.

5.3. Caching Name Server

Caching Name Server khong cé bat ky tap tin CSDL nao. N6 c6 chirc
nang phan giai tén may trén nhitng mang & xa thong qua nhitng Name Server
khéac. No luu gitr lai nhiing tén may da dugc phan giai trudéc do va dugc su
dung lai nhiing thong tin nay nham muc dich:

- Lam tang téc d6 phan giai bang cach str dung cache.

- Giam b6t ganh ndng phan giai tén may cho cac Name Server.

- Giam viéc luu thong trén nhirng mang 16n.

6. Resource Record (RR)

RR 14 méu thong tin dung dé mo ta cac thong tin vé co sd dir liéu DNS,
caic mau tin nay duoc luu trong cac file co s& dit liéu DNS
(\systemroot\system32\dns).

6.1. SOA(Start of Authority)

Trong mdi tip tin CSDL phai c6 mot va chi mot record SOA (start of
authority). Record SOA chi ra ring mday chu Name Server 1a noi
cung cap thong tin tin cdy tir dir liéu c6 trong zone.

C1 phap cua record SOA.

[tén-mién] IN SOA [tén-server-dns] [dia-chi-email] (

serial number;

refresh number;

retry number;

experi number;

Time-to-live number)

- Serial : Ap dung cho moi dir liéu trong zone va 1a 1 s6 nguyén. Trong vi du,
gia tri nay bat dau tir 1 nhung théng thudng ngudi ta st dung theo dinh dang
thoi gian nhu 2012032501. Pinh dang nay theo kiéu YYYYMMDDNN, trong
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d6 YYYY la nim, MM 1a thang, DD 1a ngay va NN sd lan stra doi dir liéu
zone trong ngay. Bat ké 14 theo dinh dang ndo, ludn ludn phai ting sb nay lén
mdi 1an sira doi dir lidu zone. Khi may may chu Secondary lién lac v6i may
chi Primary, trude tién no6 s€ hoi so serial. Néu sb serial cia may Secondary
nho hon s6 serial cia may Primary tuc l1a dir liéu zone trén Secondary da cti va
sau d6 may Secondary s€ sao chép dir licu méi tor may Primary thay cho dit
li¢u dang c6 hién hanh.

- Refresh: Chi ra khoang thoi gian may chii Secondary kiém tra dit liéu zone
trén mdy Primary dé cap nhat néu can. Trong vi du trén thi ct mdi 3 gio may
chu Secondary s€ lién lac v6i may chu Primary dé cap nhat dir liéu néu co.
Gia tri nay thay dbi tuy theo tan suat thay doi dir lidu trong zone.

- Retry: néu may chii Secondary khong két ndi dugc véi may chi Primary
theo thoi han mo6 ta trong refresh (vi du may cha Primary bi shutdown vao Itc
d6 thi may chu Secondary phai tim cach két ndi lai vi may chii Primary theo
mot chu ky thoi gian mo ta trong retry. Thong thuong gia tri nay nhé hon gia
tr1 refresh.

- Expire: Néu sau khoang thdi gian ndy ma may cha Secondary khong két
ndi dugc voi may chi Primary thi dit liéu zone trén may Secondary sé& bi qud
han. Mot khi dir liéu trén Secondary bi qua han thi may chu nay s€ khong tra
101 moi truy vAn vé zone ndy nira. Gia tri expire ndy phai 16n hon gia tri
refresh va gié tri retry.

- TTL: Viét tit caa time to live. Gi4 tri ndy ap dung cho moi record trong
zone va duogc dinh kém trong thong tin tra 16i mot truy van. Muyc dich cua né
1a chi ra thoi gian ma cdc may chu Name Server khac cache lai thong tin tra
10i. Viéc cache thong tin tra 16i gitp giam luu lugng truy van DNS trén mang.
6.2. NS (Name Server)

Record tiép theo can cé trong zone 1a NS (name server) record. Mdi
Name Server cho zone s€ c6 mot NS record.
Cu phap:
[domain_name] IN NS [DNS-Server_name]
Vi du: Record NS sau:
gtm.com. IN NS dnsserver.qtm.com.
gtm.com. IN NS server.qtm.com.
chi ra 2 name servers cho mién qtm.com

6.3. A (Address) va CNAME (Canonical Name)

Record A (Address) anh xa tén may (hostname) vao dia chi IP. Record
CNAME (canonical name) tao tén bi danh alias trd6 vao mot t€n canonical.
Tén canonical 1a tén host trong record A hoac lai tré vao 1 tén canonical khac.

Cu phép record A:

[tén-mdy-tinh] IN A [dia-chi-IP]

Vi du: record A trong tép tin db.qtm
server.qtm.com. IN A 172.29.14.1
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diehard.qtm.com. IN A 172.29.14.4

// Multi-homed hosts
server.qtm.com. IN A172.29.14.1
server.qtm.com. IN A192.253.253.1
6.4. AAAA

Anh xa tén may (hostname) vao dia chi IP version 6

Cu phap:
[tén-mdy-tinh] IN AAAA [dia-chi-IPv6]

Vidu
Server IN AAAA 1243:123:456:789:1:2:3:456ab
6.5. SRV
Cung cép co ché dinh vi dich vu, Active Directory st dung
Resource Record nay dé xic dinh domain controllers, global catalog
servers, Lightweight Directory Access Protocol (LDAP) servers.
Cac field trong SVR:
- Tén dich vu service.
- Giao thire str dung.
- Tén mién (domain name).
- TTL vaclass.
- Priority.
- Weight (hd tro load balancing).
- Port cua dich vu.
- Target chi dinh FQDN cho host hé tro dich vu.

6.6. MX (Mail Exchange)

DNS dung record MX trong viéc chuyén mail trén mang Internet. Ban
dau chtrc nang chuyén mail dua trén 2 record: record MD (mail destination)
va record MF (mail forwarder) records. MD chi ra dich cudi cung cua mot
thong diép mail c6 tén mién cy thé. MF chi ra may chu trung gian s& chuyén
tiép mail dén dugc may chu dich cudi cung. Tuy nhién, viéc to chirc nay hoat
dong khong tot. Do d6, ching dugc tich hop lai thanh mét record 1a MX. Khi
nhan dugc mail, trinh chuyén mail (mailer) s& dua vao record MX dé quyét
dinh duong di cua mail. Record MX chi ra mot mail exchanger cho mot mién
- mail exchanger 1a mot may chu xu ly (chuyén mail dén mailbox cuc
b hay lam gateway chuyen sang modt giao thic chuyén mail khic nhu
UUCP) hodc chuyen tlep mail dén mot mail exchanger khac (trung gian)
gan véi minh nhat dé dén t6i may chu dich cudi cung hon dung giao thuc
SMTP (Simple Mail Transfer Protocol).

DPé tranh viéc g1 mail bi 13p lai, record MX c6 thém 1 gid tri bod
sung ngoai tén mién cua mail exchanger 1a 1 s6 thr ty tham chiéu. Day la
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gia tri nguyén khong ddu 16-bit (0-65535) chi ra thir tr wu tién cla cac mail
exchanger.

Cu phép record MX:
[domain_name] IN MX [priority] [mail-host]

Vi du record MX sau :
gtm.com. IN MX 10 mailserver.qtm.com.

Chi ra may chu mailserver.qtm.com la modt mail exchanger cho
mién qtm.com v&i sO thu tu tham chiéu 10.

Chu y: céc gia tri nay chi c6 ¥y nghia so sanh v6i nhau. Vi du khai bao 2
record MX:

gtm.com. IN MX 1 listo.qtm.com. gtm.com. IN MX 2 hep.qtm.com.

Trinh chuyén thu mailer s& thir phan phat thu dén mail exchanger c6 sb
tho tu tham chiéu nho nhat trude. Néu khong chuyén thu dugc thi mail
exchanger vo1 gia tri ké sau s& dugc chon. Trong trudng hop ¢ nhiéu mail
exchanger c6 cung s tham chiéu thi mailer s& chon ngiu nhién giira chung.

6.7. PTR (Pointer)
Record PTR (pointer) dung dé anh xa dia chi IP thanh Hostname.
Cu phép:

[Host-ID.{Reverse_Lookup_Zone}] IN PTR [t€n-may-tinh]

Vi du:
Céc record PTR cho céc host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.qtm.com.

7. Cai dit va cAu hinh DNS

Muc tiéu:

- Thuec hién dwoc qua trinh cai dat va cau hinh DNS.

C6 nhiéu cach cai dit dich vu DNS trén moi truong Windows nhu: Ta
c6 thé cai dat DNS khi ta niang cdp may chu 1én domain controllers hoic cai
dat DNS trén may stand-alone Windows 2003 Server.

7.1. Cdc buworc cai dat dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi héi may nay
phai dugc cung cép dia chi IP tinh, sau day 1a mot s6 budc co ban nhat dé
cai dat dich vu DNS trén Windows 2003 stand-alone Server.

- Chon Start | Control Panel | Add/Remove Programs.

- Chon Add or Remove Windows Components trong hop thoai Windows
components.

- Tu hop thoai ¢ budc 2 ta chon Network Services sau do6 chon nit Details
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- Chon Next sau d6 hé théng s€ chép cac tap tin can thiét dé cai dit dich vu
(ban phai dam bao c6 dia DVDROM Windows 2003 trén may cuc bo
hodc c6 thé truy xuat tai nguyén nay tir mang). Chon nut Finish dé hoan
tat qua trinh cai dat.

7.2. Cdu hinh dich vu DNS

Sau khi ta cai dat thanh cong dich vu DNS, ta co thé tham khéo trinh
quan ly dich vu nay nhu sau:

- Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong cai
DNS cung véi qua trinh cai dat Active Directory thi khong c6 zone nao

duoc cau hinh mac dinh.
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- Event Viewer: Day trinh theo doi sy kién nhat ky dich vu DNS, n6 s€
luu trit céac théng tin vé: canh giac (alert), canh bao (warnings), 13i
(errors).

- Forward Lookup Zones: Chira tAt ca cac zone thuan cta dich vu DNS,
zone nay dugc luu tai may DNS Server.
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- Reverse Lookup Zones: Chtra tAt ca cac zone nghich cua dich vu DNS,
zone nay duogc luu tai may DNS Server.

7.2.1. Tao Forward Lookup Zones

Forward Lookup Zone dé phan giai dia chi Tén may (hostname) thanh dia
chi IP. Pé tao zone nay ta thuc hién cac budc sau:

- Chon nut Start | Administrative Tools | DNS.

- Chon tén DNS server, sau d6 Click chuot phai chon New Zone. Chon
Next trén hdp thoai Welcome to New Zone Wizard.

- Chon Zone Type la Primary Zone | Next.
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Chon Forward Lookup Zone | Next
Chi dinh Zone Name dé khai bao tén Zone (Vi du: csc.com), chon Next.
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- Tu hop thoai Zone File, ta co thé tao file luu trit co sé dit liéu cho
Zone(zonename.dns) hay ta c6 thé chi dinh Zone File d ton tai san (tat ca
cac file nay duogc luu trir tai %systemroot%\system32\dns), tiép tuc chon
Next.

- Hop thoai Dynamic Update dé chi dinh zone chdp nhan Secure
Update, nonsecure Update hay chon khong st dung Dynamic Update,
chon Next.
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- Chon Finish dé hoan tat.

7.2.2. Tao Reverse Lookup Zone
Sau khi ta hoan tat qua trinh tao Zone thuan ta s€ tao Zone nghich

(Reverse Lookup Zone) dé hd tro co ché phin giai dia chi IP thanh tén
may(hostname).

- Pé tao Reverse Lookup Zone ta thuc hién trinh tu cac budc sau: Chon
Start | Programs | Administrative Tools | DNS. Chon tén ciia DNS server,
Click chudt phai chon New Zone

- Chon Next trén hop thoai Welcome to New Zone Wizard. Chon Zone
Type la Primary Zone | Next. Chon Reverse Lookup Zone | Next.

- Go phan dia chi mang(NetID) cua dia chi IP trén Name Server | Next.
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- Tao mdi hay st dung tap tin luu trir co s¢ dit liéu cho zone nguoc, sau do
chon Next.
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- Hop thoai Dynamic Update dé chi dinh zone chap nhan Secure
Update, nonsecure Update hay chon str dung Dynamic Update, chon
Next. Chon Finish d¢€ hoan tat.

Bai tap thuc hanh cia hoc vién

1. Cai dat dich vu DNS.
2. Cau hinh dich vu DNS.

HUONG DAN THU'C HIEN

1. Gai dat dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi hoi may nay
phai dugc cung cdp dia chi IP tinh, may tinh phai két ndi voi
HUB/SWITCH, sau day 1a mot s6 budc co ban nhit dé cai dit dich vu
DNS trén Windows 2003 stand-alone Server.

Chon Start | Control Panel | Add/Remove Programs.

Chon Add or Remove Windows Components trong hop thoai Windows
components.

Tt hop thoai & budc 2 Windows components ta chon Network Services sau
do chon niit Details
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Chon muc Domain Name System(DNS), sau d6 chon nit OK
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Chon Next sau d6 hé thong s& chép céc tap tin can thiét dé cai dat dich
vu (ban phai dam bdo c6 dia DVDROM Windows 2003 trén may cuc bd
hodc c6 thé truy xuit tai nguyén nay tir mang). Chon nit Finish dé hoan tat
qua trinh cai dat.

2. Cau hinh dich vu DNS

Sau khi ta cai dat thanh cong dich vu DNS, ta c6 thé tham khéo trinh quan ly
dich vu nay nhu sau:

Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong
cai DNS cung v6i qua trinh cai dat Active Directory thi khong c6 zone nao
duoc cau hinh mac dinh.
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- Event Viewer: Day trinh theo doi sy kién nhat ky dich vu DNS, n6

s& luu trit cdc thong tin vé: canh gidc (alert), canh bdo (warnings), 15i

(errors).

- Forward Lookup Zones: Chira tit ca cdc zone thuin cta dich vu
DNS, zone nay dugc luu tai may DNS Server.

- Reverse Lookup Zones: Chua tit ca cdc zone nghich cua dich vu
DNS, zone nay dugc luu tai may DNS Server.
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2.1. Tao Forward LOOkllp Zones from o vicard
L m

Forward Lookup Zone dé phan giai A e
dia chi Tén may (hostname) thanh " B Tt
dia chi IP. D¢ tao zone niy ta thyuc = e s o . e kg 5 e
hién cac budc sau: 2 aanbars con:
- Chon niit Start | Administrative A W T
Tools | DNS. v oo mbim bt £ o
- Chon tén DNS server, sau dé Click LTI e e
chudt phai chon New Zone. Chon gt e s RO S S A
Next trén hop thoai Welcome to New
Zone Wizard. e | et Fane .
- Chon Zone Type 1a Primary Zone |
Next.

- Chon Forward Lookup Zone | Next

- Chi dinh Zone Name dé khai bao tén Zone (Vi du: csc.com), chon Next.

- Tt hop thoai Zone File, ta co thé tao file luu trit co sé dit liéu cho
Zone(zonename.dns) hay ta co thé chi dinh Zone File da ton tai san (tat ca
cac file nay duoc luu trit tai %systemroot%\system32\dns), tiép tuc chon
Next.

-Hop thoai Dynamic Update dé chi dinh zone chip nhan Secure
Update, nonsecure Update hay chon khong stir dung Dynamic Update, chon

Next.
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Chi dinh Dynamic Update, chon Finish dé hoan tat.

2.2. Tao Reverse Lookup Zone
Sau khi ta hoan tat qua trinh tao Zone thuén ta s€ tao Zone nghich (Reverse
Lookup Zone) dé hd tro co ché phan giai dia chi IP thanh tén
may(hostname).
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bé tao Reverse Lookup Zone ta thuc hién trinh tu cdc budc sau: Chon Start
| Programs | Administrative Tools | DNS. Chon tén ctia DNS server, Click

chudt phai chon New Zone

Chon Next trén hop thoai
Welcome to New Zone Wizard.
Chon Zone Type la Primary Zone
| Next. Chon Reverse Lookup
Zone | Next.

G6 phan dia chi mang(NetID) cua
dia chi IP trén Name Server |
Next.

Tao mdi hay st dung tap tin
lvu trit co s& dir liéu cho zone
nguoc, sau d6 chon Next.

Hp thoai Dynamic Update dé chi
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dinh zone chdp nhdn Secure Update,

nonsecure Update hay chon khong sw dung Dynamic Update, chon Next.

Chon Finish dé hoan tit.
2.3. Thém tén mién (domain name)

Tai cua sO quan ly domain

chon vao server va bim =] Name | Tvpe
Chllé)t phél hlél’l lén menu va 3‘ oS (zame as parent folder) Start of Auth.,

hon "N D . " dé - B TEST E (same as parent folder) Mame Server
SIAO N (elw . qul.nm EI l:l Farward Lakup 2 | ] v Host

ien mot domain mo1. | L.

: D ;@ WUpdate Server Daka File
. e \ everse Lo

Sau khi bam vao "New Reload
Domain" n6 s& xuat hién cira IR

X h hé b d.; t6 Mew Alias. ..
S0 \ cho  phep an dicn fen Mew Mail Exchanger. ..

mién ma server dugc phép
quan ly.

Mew Domain. .
Mew Delegation. .,
Cther Mew Recards. ..

View k

Mew Window From Here
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Sau khi dién bAm "OK" @é két thuc

2.4. Thém m@t host maoi
Tai ctra s06 quan Iy DNS chon zone da tao va bam chudt phai chon "new host"

p 1 " 1 | — -

Tree I Mame | Tvpe
ERTT @ktm.vnn.vn Skan
B TEST e

Ell:l Forward Lookup Z

@ E IUpdate Server Data File

Reload

Mewy Host, .,

Mew Alias. ..

Mews Mail Exchanger. ..
Mew Comain, ..

Mews Delegation, ..
Other Mew Records. ..

e Window From Here

Xuat hién cira s6 cho phép ta khai bao host méi

Laocatiar:

Iktm.vnn.vn

Hame [uses parent domain name if blank):

IWWW

IF addresz:
|2|J3 182 .0 100

W Create associated pointer [FTR) record

Add Host I Cancel |

Ban dién tén cta host ma mudn tao. Tén cua host s& dugc tu dong dién thém
phan domain dé thanh tén day du cua host.

Vi du: nhu trén day 1a vang quan 1y zone (location) 1a ktm.vnn.vn.

Vay khi ban dién Name 12 www va IP address 1a 203.162.0.100 thi s€ tuong tng
vol dinh nghia domain www.ktm.vnn.vn. tré dén dia chi IP 203.162.0.100
www.ktm.vnn.vn. IN A 203.162.0.100

2.5. Tao mot ban ghi web (tao bi danh)
Tai ctra s6 quan Iy Domain va tén mién vira tao va bAm chudt phai va chon
"New Alias" @€ tao mét CNAME dén mot host.
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Tree I hame | Tvpe | Data
1 DNS wdc
= B TEST (zame as parent Folder) Start of Auth...  [1], test.ipvé.wnn
=7 Forward Lookup 2 @ (same as parent folder) Mame Server Lest.ipy, vnin. v,
. =@ =] wnanaa Host 20%.162.0.100

..... IUpdate Server Data File

u Revers RE'DEIEI
Mew Host, ..

Mew Alias. ..

Mew Mail Exchanget. ..
[ews Diomair. . .

Mew Delegation. .,
Other Mew Records. ..

Bam va "New Alias..." s& xuat hién ctra s6 cho phép khai bdo Alias

Mew Resource Record i

Blizz [CHNAME] |

Parent domain:

Iktm. YRR Y

alias name [uses parent domain if left blank):
IWWW

Fully qualified name for target host:

|ktm. WHiFL Y Erowse. . I

Q. I Cancel |

Tai phan "Alias name" dién tén tao alias va tai phan "Fully qualified name for
target host" dién tén déy du ciia mot host ma mudn tao bi danh ( thuong dugc st
dung cho webhosting) Vi du : www.ktm.vnn.vn. IN CNAME ktm.vnn.vn. Ta s¢€
co trang web www.ktm.vnn.vn dat trén server web co tén la ktm.vnn.vn.

2.6. Tao mgt ban ghi thu dién tur (MX)
Tai cira s6 quan Iy DNS tai tén mién mudn tao ban ghi MX bam chuot phai
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|J [ (SR ISI] Ry |J R . | |:||E|'l_| | s IEI Iil I:w | E

Tree I Marme | Tvpe | Data
1 DS D "\"ljl:
= B TEST (zame as parent folder) Stark of Auth,.,  [1], tes
El{:l Forward Lookup 2 (same as parent folder) Marne Server kest.ips
LB Ll ~falden) Hast 203,16
! IUpdate Server Data File !
Reload Alias Kk v
- Reverse =ina
[ew Hosk, ..
Mew Alias. ..

Mew Mail Exchanger. ..

MNew Domain. ..
Mew Delegation, ..
Cther Mew Recards. ..

iew 4

Sau khi bam vao"New Mail Exchanger.." sé xuat hi¢n ctra s6 cho phép tao cac
thong s6 cho ban ghi mx

MNew Resource Record ed |

b ail Exchanager (]

Parent domain:

ktm.vnn. vn

Deliver mail addrezzed to the following hozst or domain to the mail zerver
gpecified below [uzes parent domain if left Blank].

Hozt ar domain:

Imail

Mail zerver:

Imr-hn.vnn.vn Browse... |

bdail zerver priority:

|1n

Dién tai "Host or domain" dién tén hodc dé trong tén nay két hop vaoi phan zone
"Parent domain" dé tao thanh domain day du ctia ban ghi thu dién tir. Tai "Mail
server” dién tén cta server thu dién tir va tai "Mail server priority" dién muc do
uu tién cua server thu dién tir (40 16n cang nhé murc wu ti€n cang cao)

Vi du trén hinh ta ¢6: mail. ktm.vinn.vn IN MX 10 mr-hn.van.vn. Ta ¢ tén mién
thu dién t¢ mailktm.von.vn. ( ta c¢é thé tao dugc cac hop thu
abc@mail.ktm.vnn.vn ) duogc chura tai server thu dién tr mr-hn.vnn.vn véi muc
uvu tién la 10

2.7. Chuyén quyén qudn ly tém mién (delegate)
Tai ctra s6 quan Iy DNS tai domain mudn chuyén quyén quan Iy bdm chudt
phai.
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Tree I Marne | Type | D
1 DRS v

B B TEST . 2| (same as parent Folder) Start of Auth...  [1

El D Forward Lookup 2 . {same as parent Folder) Mame Server =

{ %?r " “plder Hosk 2C

& @ |pdate Server Drata File ) ;

----- _— #lias Kk

l l:l Reverse s Mail Exchanger  [1
Mew Host, ..
Mew Alias. ..

Mews Mail Exchanger. ..
Mew Domain,. ..

Mew Delegation. ..
Other Mew Records., .

Wiga 4

Mew Window From Here

Bam vao "New Delegation..." d€ hién ctra s0 cho phép chuyén quyén quan ly
tén mién

MNew Delegation Wizard |

Delegated Domain Hame Q
Specify the name of the domain you want to create. ‘

Authority for the domain you create will be delegated to a different zone.

Delegated domair;

Ial:uc:|

Fully qualified domain name:

Ial:u::.ktm.vnn.'-.fn

< Back I Hest > I Cancel |

Pién phan domain ma ban mudn chuyén quyen quan ly vao "Delegated domain”
Vi du & day dién la abc nghia 1a ban mu6n chuyén quyén quan 1y domain
abc.ktm.vnn.vn. BAm "Next" dé tiép tuc
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Win

T New Delegation Wizard N | = Dl =]
— = ==
i J Name Servers Mew Resource Record N T
5= Y'ou can select one - i
L) Name Server (NS |
K
y "E Specity the names . Server name:

delegated zone. |w:|u:-hn[l1 ¥ARYR Brovse... |

Server Mame
IP address:

: I

; 3 ; Add

2031620117 Bemove |

(g
st | |t |

Hién cira s6 dién vao "Server name" tén cua dns server s& dugc phép quan 1y tén
mién abe.ktm.van.vn. BAm "Resolve” dé xac dinh dia chi IP cta dns server. Sau
d6 bam "Ok" dé két thuc. Vi du abe.ktm.vnn.vn. IN NS vdc-hn01.van.vn. Tuong
tmg tén mién abcktm.vnn.vn s& duoc chuyén quyén vé dns server vdc-
hnO1.vnn.vn dé quan 1y.
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Bai 3: DICH VU THU MUC (ACTIVE DIRECTORY)

Ma bai: MD17-03

Muc tiéu cta bai hoc:
- Trinh bay duoc cdu trac cta Active Directory trén windows server;
- Cai dat va cAu hinh dugc may diéu khién ving.
- Thuyc hién cac thao tac an toan vdi may tinh.

Noi dung chinh:

1. Active Directory
Muc tiéu:

- Trinh bay dwoc cdu triic ciia Active Directory trén windows server
1.1. Gidi thiéu

AD (Active Directory) la dich vu thu muc chira cidc thong tin vé cac tai
nguyén trén mang, c6 thé mé rong va co kha ning tu diéu chinh cho phép ban
quan ly tai nguyén mang hiéu qua. Dé co thé lam viéc t6t v4i Active Directory,
chung ta s€ tim hiéu khai quat vé Active Directory, sau d6 khao sat cac thanh
phan cua dich vu nay.

Cac d6i tuong AD bao gébm dit liéu cia nguoi dung (user data), may
in(printers), may chu (servers), co s¢ dir li¢u (databases), cic nhom nguoi dung
(groups), cac may tinh (computers), va cac chinh sach bdo mat (security
policies).

Ngoai ra mot khai niém moi duoc sit dung 13 container (tam dich 1a tap doi
tuong). Vi du Domain 1a mét tap doi tuwong chira thong tin ngudi dung, thong tin
cac may trén mang, va chira cac doi tugng khac.

1.2. Chirc nang cua Active Directory

- Luu gitt m{t danh sach tdp trung cic tén tai khoan nguoi dung, mat
khau tuong mg va céc tai khoan mdy tinh.

- Cung cip mot Server déng vai trd ching thuc (authentication server)
hodc Server quan 1y ding nhap (logon Server), Server nay con goi la
domain controller (mdy diéu khién ving).

- Duy tri mot bang huéng din hodc mot bang chi muyc (index) gidp cic

may tinh trong mang c6 thé do tim nhanh mot tai nguyén nao dé trén cac

may tinh khéac trong vung

- Cho phép ching ta tao ra nhitng tai khodn ngudi dung véi nhitng muc
d6 quyén (rights) khic nhau nhu: toan quyén trén hé théng mang, chi ¢é
quyén backup dit liéu hay shutdown Server tir xa. ..

- Cho phép ching ta chia nhé mién cta minh ra thanh cic mién con

(subdomain) hay cidc don vi t6 chirc OU (Organizational Unit). Sau do

ching ta c6 thé uy quyén cho cidc quan tri vién by phan quan 1y tung bd
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phan nho.
1.3. Directory Services

1.3.1. Giéi thiéu Directory Services ’
Directory Services (dich vu danh ba) la hé thong thong tin chtra trong

NTDS.DIT va cic chuong trinh quan ly, khai thic tip tin nay. Dich vu danh
ba 12 mot dich vu co s& 1am nén tang dé hinh thanh mét hé théng Active
Directory. Mot hé théng véi nhitng tinh ning vuot tréi cia Microsoft.

1.3.2. Céc thanh phan trong Directory Services
Pau tién, ban phai biét duoc nhiing thanh phr:fm cAu tao nén dich vu danh ba
la gi? Ban c¢6 thé so sanh dich vu danh ba véi mot quyén s luu sb dién
thoai. Ca hai déu chira danh sich ciia nhiéu d6i tugng khic nhau ciing nhu
cdc thong tin va thudc tinh lién quan dén cic ddi tuong do.
a. Object (d6i tuong).
Trong hé thong co s& dit liéu, d6i tuong bao gdm cic mdy in, ngudi ding
mang, cic server, cic mdy tram, cac thu muc dung chung, dich vu mang, ...
béi tuong chinh la thanh td can ban nhat cua dich vu danh ba.

b. Attribute (thudc tinh).

Mot thudc tinh mé ta mot doi twong. Vi dy, mat khau va tén 1a thudc tinh
ciia doi tuong ngudi ding mang. Céc dbi tuong khdc nhau cé danh sich
thudc tinh khac nhau, tuy nhién, cdc ddi tuong khdc nhau ciing c6 thé c6
mot s6 thudc tinh gibng nhau. Lay vi du nhu mot mdy in va mot may tram
ca hai déu c6 mot thude tinh 1a dia chi IP.

c. Schema (ciu triic t6 chic).

Mot schema dinh nghia danh sdch cdc thudc tinh dung dé mo ta mot loai
dbi twong nao d6. Vi du, cho rang tat ca céc d6i twong mdy in déu duoc
dinh nghia béng cdc thudc tinh tén, loai PDL va tdc d6. Danh séch cic d6i
twong nay hinh thanh nén schema cho 16p ddi tuong “may in”. Schema c6
dac tinh

1a tuy bién duoc, nghia 1a cdc thudc tinh diing dé dinh nghia mot 16p d6i
tuong c6 thé sira doi dugce. N6i tém lai Schema c6 thé xem 12 mot danh ba
cua cdi danh ba Active Directory.

d. Container (vat chira).

Vit chura tuong tu voi khai niém thu muc trong Windows. Mgt thu muc c6
thé chua céc tap tin va cdc thu muc khdc. Trong Active Directory, mot vat
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chtra c6 thé chtra cdc do61 tugng va cac vat chira khiac. Vat chira cling c6 céc

thudc tinh nhu d6i twong mic du vat chira khong thé hién mot thuc thé that

su nao d6 nhu dbi tuong. C6 ba loai vat chura la:

Domain: khdi niém nay duoc trinh bay chi tiét & phan sau.

Site: mot site 1a mot vi tri. Site dugc dung dé phan biét gitra cac vi tri
cuc bd va céac vi tri xa x6i. Vi dy, cong ty XYZ cé téng hanh dinh dat o
San Fransisco, mot chi nhanh dit & Denver va mdt van phong dai di¢n
dit & Portland két ndi vé tong hanh dinh bang Dialup Networking.
Nhu vay hé

théng mang nay cé ba site.

OU (Organizational Unit): 1a mot loai vat chra ma ban cé thé dua
vao d6 nguoi dung, nhém, mdy tinh va nhitng OU khac. Mot OU khong
thé chia cdc doi tuong nam trong domain khac. Nho viéc mot OU cé
thé chtra cdc OU khdc, ban c6 thé xdy dung mot mé hinh thr bac cia
cdc vat chira ¢ md hinh hod ciu tric cia mot to chic bén trong mot
domain. Ban nén sit dung OU dé giam thiéu s6 lugng domain can phai
thiét 1ap trén hé thong.

Global Catalog.

Dich vu Global Catalog dung dé x4c dinh vi tri cia mot dobi tuong ma
nguoi ding duoc cip quyén truy cap. Viéce tim kiém duoc thuc hién xa
hon nhiing gi dd c6 trong Windows NT va khong chi ¢6 thé dinh vi duoc
d6i tugng bang tén ma cé thé bang ca nhiing thudc tinh cta ddi tuong.

Gia sir ban phai in mot tai liéu day 50 trang thanh 1000 ban, chac chan
ban s€¢ khong dung mdt mdy in HP Laserjet 4L. Ban s€ phai tim mdt
mdy in chuyén dung, in véi téc d6 100ppm va c6 kha ning déng tai ligu
thanh quyén. Nho Global Catalog, ban tim kiém trén mang mot mdy in
vo1 cdc thude tinh nhu vay va tim théy dugc mot may Xerox Docutech
6135. Ban c6 thé cai dat driver cho mdy in d6 va gui print job dén may
in. Nhung néu ban & Portland va mdy in thi & Seattle thi sao? Global
Catalog s& cung cip thong tin niy va ban c6 thé giri email cho chi nhan
cua mdy in, nho ho in gium.

Mot vi du khéc, gid su ‘pe_m nhan duoc mot thu thoai tur m(f):[ nguoi tén
Betty Doqe (”r,b(f) phan ,ké toan. Poan thu thoai cua c6 ta bi cat xén va ban
khong thé biét dugc s dién thoai cua co ta. Ban c6 thé dung Global

Catalog dé tim thong tin vé ¢6 ta nho tén, va nho d6 ban c6 dugc so
dién thoai cua c0 ta.
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- Khi mot dbi tuong duoc tao méi trong Active Directory, doi tuong dugc
gén mot con sd phan biét goi 1a GUID (Global Unique Identifier). GUID
ctia mot doi tuong ludn ludn ¢ dinh cho di ban ¢6 di chuyén doi tuong di
dén khu vuc khéc.

2. Céc thanh phén ciia AD
Muc tiéu: ‘
- Trinh bay dwoc cac thanh phan cua Active Directory.

2.1. Céu triic AD logic 7
GoOm cac thanh phan: domains (vung), organization units (don vi to churc),
trees (h¢ vung phan cap ) va forests (tap hop hé viung phan cap) .

T

| Damain Trex 4

A

2.1.1. Organizational Units.

Organizational Unit hay OU 1a don vi nho nhat trong hé thong AD, n6
duogc xem 13 mot vat chira cdc doi tugng (Object) duoc ding dé sap xép céc
doi tuong khiac nhau phuc vu cho muc dich quan tri cia ban. OU cling dugc
thiét 1ap dua trén subnet IP va duoc dinh nghia 12 “mot hodc nhiéu subnet két
ndi tét véi nhau”. Viée sir dung OU c6 hai cong dung chinh sau:

- Trao quyén kiém sodt mot tap hop cdc tai khoan nguoi ding, méy tinh
hay céc thiét bi mang cho mdt nhém nguoi hay mét phu td quan tri vién nao
d6 (sub-administrator), tor d6 gidm

b6t cOng tic quan tri cho ngudi ; -JI-'"' ol ||J
quan tri toan bo hé théng. ‘““!J' I| F' B kAl
~ Kiém sodt va khoa b6t mot sb J P s
chirc nang trén cdc mady tram cua 1 ” - m—. |L|-,, -
nguoi dung trong OU théng qua T e

viéc st dung céc doi tuong chinh e, s

sich nhém (GPO), cdc chinh sdch =gt I

nhém ndy chiing ta s& tim hiéu & J““ ,_;;

céc chuong sau. ” e

irh'hhl lh
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2.1.2. Domain

Domain 13 don vi chtc ning nong c6t cia ciu tric logic Active
Directory. N6 la phuong ti€n dé qui dinh mdt tdp hop nhiing nguoi dung,
mdy tinh, tai nguyen chia s¢ c6 nhiing qui

taic bao mat gidng nhau tir d6 gitp cho viéc ' 4

quan 1y cdc truy cap vao cic Server dé dang i )

hon. Domain dép Gng ba chirc nang chinh ) I,,P,I;il.l-l <_Cemmen security pollcy
7

sau: e |

- Péng vai tro nhu mot khu vuc quan tri il w -
(administrative boundary) cic dbi tuong, \;

1a mdt tap hop cic dinh nghia quan tri cho

cdc doi tuong chia sé¢ nhu: c6 chung mot co s& dir li€u thu muc, cic chinh
sdch bao mat, cic quan hé iy quyén véi cdc domain khéc.

- Gidp chung ta quan ly bdo mat c4c céc tai nguyén chia sé.

< Commoh security palicy

- Cung cap ciac Server du phong lam chuc |§ ‘J‘.r

nang di€u khién vung (domain controller), A |
X N N L A . ~ L Dormain Controller

dong thoi am bdo cdc thong tin trén cic Server ; }'

nay dugc duge dong bo vadi nhau. /

A | \
gl

Durnﬂlnlﬂm'll.r\ullvr -"""‘L. ‘I

Elumu in 'Eq:lnl.ruller

2.1.3 Domain Tree

Domain Tree 13 ciu tric bao gom nhiéu domain duoc sip xép cé
cidp bac theo cdu trdc hinh cdy. Domain tao ra dau tién dugc goi 1a
domain root va nim ¢ gdoc cua cdy thu muc. Tat ca cic domain tao ra
sau s& nam bén dudi domain root va dugc goi la domain con (child
domain). Tén cua cidc domain con phai khac biét nhau. Khi mot domain
root va it nhit mot domain con duogc tao ra thi hinh thanh mot cay
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domain. Khdi niém nay ban s€ thuong nghe thay khi lam viéc véi mot
dich vu thu muc. Ban c¢6 thé thay cau tric s€ c¢6 hinh dang ciia mot cay khi
¢6 nhiéu nhanh xuat hién.

Cay Domain

-af}——domain root

==
Momose. com

=5

=r'sy

sal 85, Mom cSe. com testing. mom cse.com

domain con

2.1.4. Forest

Forest (rirng) duoc xay dung trén mot hoac nhiéu Domain Tree, néi cich
khac Forest 1a tip hop cic Domain Tree c6 thiét 1ap quan hé va uy quyén
cho nhau. Vi du gia sir mét cong ty nao do, chang han nhu Microsoft, thu
mua mot cong ty khac. Thong thuong, moi cong ty déu c6 mot hé thong
Domain Tree riéng va dé tién quan 1y, cic ciy nay sé dugc hop nhat voi nhau
bang mot khai niém 1 ring

Rirng

NG, GO
5 i
! : =’ =
w _ﬂ sol o8, MG coe o besting.mcmce. com _.'ﬂ

techiutorials.com / /\ xyrabe. com
o 1 [n]
oy i sm

Iraining salos, cizoo, besting. complia. e sling

,: 5 IRCIMCSE. Coir MEMCBE COM  [PEMCSE Com B

corpiechttaonals, com admin. x'!.rzabc Com

/\
iﬂ jﬂ ii_'- ﬁ.ﬂ

Trong vi du trén, cong ty mcemcese.com thu mua dugc techtutorials.com va xyzabc.com va
hinh thanh rung tir gdc memcese.com

2.2. Céu tritc AD vit ly

Gom: sites va domain controllers.
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* Dia ban (site): la tap hop cua mot hay nhiéu mang con két ndi voi nhau,
tao diéu kién truyén thong qua mang dé dang, 4n dinh ranh gi6i vat ly
xung quanh céc tai nguyén mang.

= Piéu khién ving (domain controllers): 1a may tinh chay Windows
Server chira ban sao dit liéu ving. Mot ving c6 thé c6 mot hay nhiéu
diéu khién ving. Mbi sy thay dbi dit lidu trén mot diéu khién ving sé
duoc tu dong cap nhat 1én cac diéu khién khac cua ving.
3. CAIDPAT VA CAU HINH ACTIVE DIRECTORY
Muc tiéu:
- Cai dat va cdau hinh dwoc mady diéu khién viing.
- Gia nhdp mdy tram vao mdy diéu khién ving (join domain)

3.1. Néng cip Server thanh Domain Controller(DC)
3.1.1. Gidi thiéu

Theo mic dinh, tit ca cdc mdy Windows Server 2003 khi mdi cai dat
déu 12 Server doc lap (standalone server). Chuong trinh DCPROMO
chinh 12 Active Directory Installation Wizard va dugc ding dé ning cap
mot mady khong phai 1a DC (Server Stand-alone) thanh mot miay DC va
nguoc lai gidng cap mot mdy DC thanh mot Server binh thudng. Chd y doi
v6i Windows Server 2003 thi ban c6 thé d6i tén mdy tinh khi d4 nang cap
thanh DC.

Trudc khi nang cép Server thanh Domain Controller, ban can khai bdo
day du cic thong sé6 TCP/IP, dic biét 1a phai khai bio DNS Server cé dia
chi chinh 12 dia chi IP cua Server can nang cip. Néu ban c6 kha ning ciu
hinh dich vu DNS thi ban nén cai dat dich vu nay truéc khi nang cép
Server, con ngugc lai thi ban chon cai dit DNS ty dong trong qua trinh
nang cidp. C6 hai cdach dé ban chay chuong trinh Active Directory
Installation Wizard: ban dung tién ich Manage Your Server trong
Administrative Tools hoac nhép chudét vao Start \ Run, g6 I1énh
DCPROMO.

3.1.2. Cac bwdc cai dat.

Chon menu Start \ Run, nhap DCPROMO trong hop thoai Run, va nhan
nut OK.

Khi d6é hop thoai Active Directory Installation Wizard xuit hién. Ban
nhan Next

Chuong trinh xuét hién hop thoai cénh bido: DOS, Windows 95 va WinNT
SP3 tré vé trudc s€ bi loai ra lghéj mién Active Directory dua trén Windows
Server 2003. Ban chon Next dé ti€p tuc
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Trong hdp thoai Domain Controller Type, chon muc Domain Controller
for a New Domain va nhin chon Next. (Néu ban mudn bd sung may
diéu khién ving vio mot domain c6 sin, ban s& chon Additional
domain cotroller for an existing domain.)

Pén day chuong trinh cho phép ban chon mét trong ba lya chon sau: chon
Domain in new forest néu ban mudn tao domain dau tién trong mot rumg
moi, chon Child domain in an existing domain tree néu ban mudn tao ra
mot domain con dya trén mdt cdy domain cé san, chon Domain tree in
an existing forest néu ban mudn tao ra mot cAy domain méi trong mot rimg
da c6 san.

Hop thoai New Domain Name yéu ciu ban tén DNS day du ciia domain
ma ban can xay dung

Hop thoai NetBIOS Domain Name, yéu cau ban cho biét tén domain
theo chuan NetBIOS d¢ tuong thich v&i cac mdy Windows NT. Theo mic
dinh, tén Domain NetBIOS giéng phan dau cua tén Full DNS, ban c6 thé
doi sang tén khic hoac ch:?ip nhan gia tri mdc dinh. Chon Next dé tiép tuc

Hop thoai Database and Log Locations cho phép ban chi dinh vi
tri luu trir database Active Directory va cic tip tin log. Ban c6 thé chi
dinh vi tri khic hoac chép nhan gia tri mac dinh. Tuy nhién theo khuyén cao
cua cdc nha quan tri mang thi ching ta nén dat tdp tin chwa thong tin
giao dich (transaction log) & mot dia cung vat 1y khac véi dia cing chaa
co sO dit lidu ciia Active Directory nham ting hiéu ning ciia hé thong. Ban
chon Next d¢é tiép tuc

Hop thoai Shared System Volume cho phép ban chi dinh vi tri cua thu
muc SYSVOL. Thu muyc ndy phai nam trén mét NTFS5 Volume. Tét ca dir
liéu dat trong thu muc Sysvol nay s€ dugc ty dong sao chép sang cac
Domain Controller khic trong mién. Ban c¢6 thé ch:?ip nhan gid tri mac
dinh hoac chi dinh vi tri khac, sau d6 chon Next tiép tuc. (Néu partition
khong st dung dinh dang NTFS5, ban s& thiy mot thong bdo 18i yéu cau
phai d6i hé thdng tap tin).

DNS la dich vu phan giai tn két hop voi Active Directory dé phan giai
tén cac mdy tinh trong mién. Do d6 dé hé thdng Active Directory hoat dong
duoc thi trong mién phai c6 it nhat mot DNS Server phan giai mién ma
chiing ta can thiét 1ap. Theo diing 1y thuyét thi chiing ta phai cai dat va cau
hinh dich vu DNS hoan chinh trudc khi nang cép Server, nhung do hién tai
c4c ban chua hoc vé dich vu nay nén ching ta chép nhan cho hé théng tu
dong cai dit dich vu nay. Ching ta s& tim hiéu chi tiét dich vu DNS ¢ gido
trinh “Dich Vu Mang”. Trong hop thoai xuat hién ban chon lya chon tht hai
dé hé thong tu dong cai dit va cau hinh dich vu DNS.

Trong hop thoai Permissions, ban chon gid tri Permission Compatible

with pre-Windows 2000 servers khi hé thdng c6 céc Server phién ban
trudc  Windows 2000, hodc chon Permissions compatible only with



53

Windows 2000 servers or Windows Server 2003 khi hé théng cua ban
chi toan cac Server Windows 2000 va Windows Server 2003.

Trong hop thoai Directory Services Restore Mode Administrator
Password, ban s& chi dinh mat khau diung trong trudng hop Server phai
khoi dong vao ché do Directory Services Restore Mode. Nhan chon Next
dé tiép tuc.

Hop thoai Summary xuét hién, trinh bay tat ca cdc thong tin ban da chon.
Néu tat ca déu chinh xdc, ban nhan Next dé bit dau thuc hién qua trinh cai
dit, néu c6 thong tin khong chinh xdc thi ban chon Back dé quay lai céc
budc trude do

Hop thoai Configuring Active Directory cho ban biét qud trinh cai dat
dang thyc hién nhiing gi. Qua trinh nay s€ chlem nhiéu thdi gian. Chuong
trinh cai dat ciing yéu cau ban cung cap ngudn cii dit Windows Server
2003 dé tién hanh sao chép céc tap tin néu tim khong thay

Sau khi qud trinh cai dat két thic, hop thoai Completing the Active
Directory Installation Wizard xuat hién. Ban nhan chon Finish dé két thuc.

Cudi cting, ban dugc yéu cu phai khoi dong lai mdy thi céc thong tin cai
dat méi bat dau c6é hiéu luc. Ban nhin chon niit Restart Now dé khoi dong
lai. Qua trinh thang cp két thic.

3.2. Gia nhdp mady tram vao Domain

3.2.1. Gigi thiéu

Mot méy tram gia nhdp vao mot domain thuc sy 1a viéc tao ra mot
moéi quan hé tin cdy (trust relationship) gitra mdy tram d6 véi cdc mdy
Domain Controller trong viing. Sau khi da thiét 1ap quan hé tin cay thi viéc
chimg thuc nguoi dung logon vao mang trén mdy tram nay s€ do cdc may
diéu khlen vung dam nhi¢ém. Nhung chd y viéc gia nhdp mot mdy tram
vao mién phai cé sy déng y cua ngudi quan tri mang cap mién va quan tri
vién cuc bg trén mdy tram dé. N6i cdch khic khi ban mudn gia nhdp mot
mdy tram vao mién, ban phai ding nhap cuc bd vao mdy tram voi vai
tro la administrator, sau d6 gia nhap vao mlen hé thong s€ yéu cau ban x4c
thyc bang mot tai khoan nguoi dung cdp mién c¢6 quyén Add
Workstation to Domain (ban c6 thé diung tryc tiép tai khoan
administrator cap mién)

3.2.2. Cac bwdc cai dat

Ping nhdp cuc bd vdo mdy tram véi vai trd ngudi quan tri (c6 thé
dung truc ti€p tai khoan administrator).

Nhip phai chudt trén biéu twong My Computer, chon Properties, hop
thoai System Properties xuit hién, trong Tab Computer Name, ban nhip
chudt vao nit Change. Hop thoai nhap liéu xuat hién ban nhap tén mién cia
mang can gia nhap vao muc Member of Domain
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M4y tram dua trén tén mién ma ban da khai bdo dé tim dén Domain
Controller gan nhat va xin gia nhap vao mang, Server s€ yéu cau ban xac
thuc v&i mot tai khodn ngudi dung cap mién cé quyén quan tri.

Sau khi xdc thyc chinh xdc va h¢ théng chap nhan mdy tram ‘nay gia nhdp

vao mién thi hé thdng xuat hién thdng bdo thanh céng va yéu cau ban reboot
mdy lai dé dang nhap vio mang.

Pén day, ban thdy hop thoai Log on to Windows ma ban ding mdi ngay
c6 vai diéu khéc, d6 1a xuét hién thém muc Log on to, va cho phép ban chon
mot trong hai phan la: NETCLASS, This Computer. Ban chon muc
NETCLASS khi ban mudn ding nhap vao mién, nho rang ldc ndy ban
phai dung tai khoan nguoi dung cap mién. Ban chon muyc This Computer
khi ban mudn logon cuc by vao mdy tram nao va nhd dung tai khoan cuc bd
cua may.

Bai tap thuc hanh cua hoc vién
1. Cai dat va cau hinh Active Directory (AD).
2. Gia nhap may tram vao Domain controller.

Huéng din thue hién:
1. Cai dit va cau hinh AD

Al Drevbury Ll ksl Weard

Welcome to the Active Directory
Installation wizard

Chon menu Start \ Run, nhap
DCPROMO trong hop thoai Run,

va nhan nit OK.

Thie doaad Felpe vk sl B deE DRevI R v 0 1hi
ww o g D el chorus o= s

T s e Ul s o0 - o < oalalbind 62 el Do B ke
'ﬁ..'_'rmsl'v:-: i e e orem e DD T
To oodireme o chMed
Khi d6 hop thoai Active
Directory Installation Wizard xuat —

&l

hién. Ban nhan Next

Actyve Db ecbary Inatallebian Wies d

Liperalinag uwl:en Lorqatibiig
mﬂ'M LI R RRETE S RS ) LR I =dmrd rdd=s mpanne, =
—'I- SE

Chuong trinh xuét hién hop thoai T R T IR R e
canh bao: DOS, Windows 95 va T
WinNT SP3 tr¢ vé trudc s€ bi loai R L
ra khoi mién Active Directory dua e E S e
trén Windows Server 2003. Ban Formmse mi=Tasaon. see Lovgal ol ek,

chon Next dé tiép tuc
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Trong hop thoai Domain
Controller Type, chon muc Domain
Controller for a New Domain va
nhan chon Next. (Néu ban mubn bd
sung may diéu khién ving vio mot
domain c6 san, ban s& chon
Additional domain cotroller for an
existing domain.)

Pén diay chuong trinh cho phép ban
chon mot trong ba lya chon sau: chon
Domain in new forest néu ban mudn
tao domain dau tién trong mot rumg
moéi, chon Child domain in an
existing domain tree néu ban mudn
tao ra mot domain con dua trén mot
cdy domain c6 san, chon Domain
tree in an existing forest néu ban
mudn tao ra mot cily domain mdi
trong mot rimg ¢ cé san.

Hop thoai New Domain Name yéu
cau ban tén DNS day du ctia domain
ma ban cén xay dung (VD:
netclass.edu.vn)
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Hop thoai NetBIOS Domain I b
Name, yéu cdu ban cho biét tén  “wiprsstims
domain theo chuan NetBIOS dé

twong thich voi cdc mdy Windows el I REw 1 e e no: Srevey Epe nnates
NT. Theo mac dinh, tén Domain Dorn B0 e | AR
NetBIOS giéng phan diu cua tén

Full DNS, ban c6 thé dbi sang tén

khac hoac Chép nhan gia tri mac dinh.

Chon Next dé tiép tuc

< Uk
Hoo o Data
Qp t Oal . atabase lirfshres and | i | ndeee
and LOg Locatlons ChO 5 pmafy | -m Fokdary 1o ok - e Ratron Dinecion, datahaos sred og o
phép ban chi dinh vi tri
th trﬁ, database Active Il':-l:'-bl.iirl:ﬂl-:rl-:llm'ﬂa..:lnlll'-:lll:nli'u:l-.r =g or Tepa ala
Directory va cac tap tin ivmsn . vam 4 i e e em Dy “aia-ca’
log. Ban c6 thé chi dinh vi Dbk ok,

, - - A A =D EAR TS 3
tri khdc hodc chap nhan AILANTIE e
gid tri mac dinh. Ban chon W o o e b e e e Didong =it
Next dé ti€p tuc Log ke

i R T Bupnaz.
cpeme | pwas | Leecw
15

AL e MrECLir i Drcdlalotion Wiz and

Elenicid Spalen Wolum:
el Tl | Rlaba o Rl L B L LR U

HOp thoai Shared System

T 50w Dol s v he e oy o B = by pulz o hlkesg. Them G~ 8

Volume cho phép ban chi dinh of ot ST el 2o = radeclin L= el s doen

vi tri cua thu myc SYSVOL. T b EY'EVOLL Iokdot reusk e katisd oy B TFS vohays

Thu muyc nay phai nam trén mot Erfmn a ool 2 ou s SYEHTL 1z

NTFS Volume. Tat ca dit ligu Foom ko

dat trong thu muc Sysvol nay sé& ittt =
duogc tu dong sao chép sang céc

Domain Controller khic trong

mién. Ban c6 thé chdp nhan gid

tri mac dinh hoac chi dinh vi tri T e E

khac, sau d6 chon Next tiép &

tuc.



Trong hop thoai
Permissions, ban chon gid tri
Permission Compatible with
pre-Windows 2000 servers khi
hé thong c6 céc Server phién

ban truéc Windows 2000,
hoac chon Permissions
compatible only with Windows
2000 servers or Windows
Server 2003 khi hé théng cua
ban chi toan cac Server

Windows 2000 va Windows
Server 2003.

Trong hop thoai Directory
Services Restore Mode
Administrator Password, ban
s& chi dinh mat khau ding
trong truong hop Server phai

khéi dong vao  ché 4o
Directory ~ Services Restore
Mode. Nhan chon Next dé tiép
tuc.

Hop thoai Summary Xuat
hién, trinh bay tit ca cdc thong
tin ban da chon. Néu tit ca déu
chinh xdc, ban nhan Next dé bat
dau thuc hién qud trinh cai dat,
néu cé thong tin khong
chinh xac thi ban chon
Back dé quay lai cic budc
trudc do
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Hop thoai Configuring Active Directory cho ban biét qua trinh cai dat
dang thuc hién nhiing gi. Qua trinh nay s€ chlem nhiéu thoi gian. Chuong
trinh cai dat cing yéu cau ban cung cap ngudn cai dat Windows Server
2003 d¢ tién hanh sao chép cdc tap tin néu tim khong thay

firkev e Mirarbea y Trectall mfinn 0 xmrd =]

Sau khi qué trinh cai dat
két thic, hop  thoai
Completing the Active
Directory Installation
Wizard xuit hién. Ban nhin
chon Finish dé két thic.

Complcting the Active Dircctory
Trisrallarinn ¥Wi-amd

cahrea ne=fo 1 '-'ld-h'l i i oo vpad = b ‘I'\.-J
==arasdni rsd = lazs mrky -

Tl C e Cond wol2 3 i ge 2O 0 e 5
Jebsl Hhad Gl by s B osg o mansge sivet e
Sodrom lpm - Didss mead] ssrowose, = =ik sl - m Faed

Cudi ciing, ban dugc yéu cu phai khoi dong lai mdy thi céc thong tin cai
dat mai bat dau c6 hi¢u lyc. Ban nhan chon nit Restart Now dé khoi dong
lai. Qua trinh thang cap két thuc.

2. Gia nhap may tram vao Domain

Dang nhdp cuc bd vao mdy tram véi vai trO ngudi quan tri (co thé
dung truc ti€p tai khoan administrator).

Nhép phai chuot trén bleu tuong My Computer, chon Properties, hop
thoai System Properties xuit hién, trong Tab Computer Name, ban nhip
chudt vao nut Change. Hop thoai 20 x|
nhap heu Xuat hlen ban nhap tén rou can change the name and the membership of this
mién clla mang can gia nhdp VA0  computer. Changes may affect access to netwark iesources.
muc Member of Domain

LComputer narme:

PCOM

Full computer name:

PC.

More. .. I

. Member of
May tram dya trén t€n mién ma * Domain:
ban da khai bao dé tim dén [netclass eduvn
" Workgroup:

ok |  cancel |
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Domain Controller gan nhat va xin gia nhdp vao mang, Server s¢ yéu cau
ban xic thyc voi mot tai khoan nguoir dung. Ban gd tén User va
Password sau d6 bam Enter.

Sau khi xdc thyc chinh xadc va hé théng chap nhan mdy tram ‘nay gia nhap
vao mién thi hé thdng xuit hién thong bdo thanh cong va yéu cau ban reboot
mdy lai dé dang nhap vao mang.

Bén dﬁy, ban théy h6p thoal LOg 1) i s, 'S rain e
on to Windows ma ban dung mdi W

O IVIRCOwS ma ban CHNE Mo ! ¥ Windows Server2003
ngay c6 vai di€éu khac, d6 la xuat ' & Ertoprise Edhion

hién thém muc Log on to, va cho [
phép ban chon mot trong hai phﬁn
la: NETCLASS, This Computer.
Ban chon muc NETCLASS khi
ban muén ding nhdp vao mién,
nhd rang lic nay ban phai ding
tai khoan ngudi dung cip mién. Ban
chon muc This Computer khi ban mudn logon cuc by vao mdy tram nao va
nhé dung tai khodn cuc bd cua may.

I (=8 I Ll | | --\.l :u:l.n'-d:dcl
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Bai 4: QUAN LY TAI KHOAN NGUOI DUNG VA NHOM
Ma bai: MP17-04
Muc tiéu:
- MO0 ta duoc tai khoan nguoi dung, tai khodn nhém, cac thude tinh cua
nguoi dung;
- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhom.
- Thuc hi¢n cac thao tic an toan voi may tinh.

Noi dung chinh:

1. PINH NGHIA TAI KHOAN NGUOI DUNG VA TAI KHOAN NHOM
Muc tiéu:
- Néu duwoc dinh nghia tai khoan nguoi dung, tai khoan nhom.

1.1. Tai khodan nguwoi dung

Tai khoan nguodi ding (user account) 13 mot d6i tuong quan trong
dai dién cho nguoi dung trén mang, ching duoc phan bi¢t véi nhau
théng qua chudi nhan dang username. Chudi nhan dang nay gitip hé théng
mang phan biét gilra nguoi nay va nguoi khac trén mang tor d6 ngudi dung
c6 thé dang nhap vao mang va truy cdp cdc tai nguyén mang ma minh dugc
phép.

1.1.1. Tai khodn ngwoi dung cuc bo

Tai khoan nguoi dung cuc bd (local user account) la tai khoan ngudi dung
dugc dinh nghia trén mdy cuc bd va chi dugc phép logon, truy cip cac tai
nguyén trén mdy tinh cuc bd. Néu muon truy cdp cac tai nguyén trén mang
thi nguoi dung nay phai ching thuc lai vé1 mdy domain controller hodc
mdy tinh chra tai nguyén chia sé. Ban tao tai khoan nguoi dung cuc bd
voi cong cu Local Users and Group trong Computer Management
(COMPMGMT.MSC). Céc tai khoan cuc bd tao ra trén mdy stand-alone
server, member server hoac cidc mday tram déu duoc luu trit trong tap tin co

s& dir licu SAM (Security Accounts Manager). Tap tin SAM nay duogc
dat trong thu muc \Windows\system32\config
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1.1.2. Tai khodn nguwoi ding mién

Tai khoan nguoi dung mién (domain user account) 1 tai khoan ngudi
dung dugc dinh nghia trén Active Directory va dugc phép dang nhép
(logon) vao mang trén bat ky mdy tram nao thudc ving. Pong thoi véi tai
khoan nay ngudi dung cé thé truy cap dén cédc tai nguyén trén mang. Ban
tao tai khoan ngudi diung mién véi cong cu Active Directory Users and
Computer (DSA.MSC). Khic voi tai khoan ngudi dung cuc b, tai khoan
nguoi ding mién khong chira trong céc tap tin co so dit lieu SAM ma chua
trong tap tin NTDS.DIT, theo mac dinh thi tp tin nay chtra trong thu muc

\Windows\NTDS.

Onikain Lasr Aoacaiiiirs
T ErE R

a

Hal 12 cdd ol Lmid

1.1.3. Yéu cdu vé tai khodn ngwoi diing

L

=

L Dt

- Mbi username phai tur 1 dén 20 ky tg (trén Windows Server 2003 thi
tén dang nhap c6 thé dai dén 104 ky tu, tuy nhién khi dang nhap tir cac

mdy cai hé diéu hanh Windows NT 4.0 vé trudc thi mic dinh chi hiéu

20 ky tu).

- Moi username la chudi duy nhat cia moi ngudi1 dung cé nghia 1a tat

ca tén cua nguoi dung va nhém khong dugc tring nhau.

- Username khong chira cac ky tu sau: “/\[]:;|=,+*2<>

- Trong mot username cé thé chtra cic ky ty dac bi€t bao godm: dau
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chdm cau, khoang tring, ddu gach ngang, ddu gach dudi. Tuy nhién, nén
tranh cdc khoang trang vi nhiing tén nhu thé phai dit trong diu ngodc
khi dung céc kich ban hay dong 1énh.
1.2. Tai khodn nhom
Tai khoan nhém (group account) 1a mot doi tuong dai dién cho mdt
nhém ngudi nao d6, dung cho viée quan 1y chung cdc ddi tuwong ngudi
dung. Viéc phan bd cdc ngudi dung vao nhém gidp chiing ta d& dang cép
quyén trén cdc tai nguyén mang nhu thu muc chia sé, mdy in. Chd y 1a tai
khoan nguoi ding c6 thé ding nhap vao mang nhung tai khoan nhém khong
duoc phép dang nhiap ma chi ding dé quan 1y. Tai khoan nhém dugc chia
lam hai loai: nhém bao mit (security group) va nhém phan phdi
(distribution group)

1.2.1. Nhom bdo mdt

Nhom bao mat la loai nhém duge dung dé cap phét cic quyén hé théng
(rights) va quyén truy cap (permission). Giéng nhu céc tai khoan nguoi
diung, cdic nhém bao mat déu dugc chi dinh cdc SID. C6 ba loai nhém bao
mat chinh 1a: local, global va universal. Tuy nhién néu chiing ta khao sat k¥
thi c¢6 thé phan thanh bbn loai nhu sau: local, domain local, global va
universal.

Local group (nhém cuc bd) la loai nhém cé trén cidc mdy stand-
alone Server, member server, Win2K Pro hay WinXP. C4ic nhém cuc b
nay chi c6 ¥ nghia va pham vi hoat dong ngay tai trén mdy chtra n6 thoi.

Domain local group (nhém cuc bo mién) 1a loai nhém cuc bd dac biét vi

chiing 1a local group nhung nam trén may Domain Controller. Cic may
Domain Controller c6 mft co s& dit li€u Active Directory chung va
duoc sao chép déng bd véi nhau do d6 mot local group trén mot
Domain Controller nay thi cling s€ c6 mat trén cac Domain Controller anh
em cua né, nhu vay local group nay cé mit trén mién nén duoc goi voi céi
tén nhém cuc bd mién. Cdc nhém trong muc Built-in cua Active Directory
la cdc domain local.

Global group (nhém toan cuc hay nhém toan mang) la loai nhém nam
trong Active Directory va dugc tao trén cidc Domain Controller. Ching dung
dé cap phat nhitng quyén hé thong va quyén truy cip vuot qua nhiing ranh
giGi ciia mot mién. Mot nhém global c6 thé dit vio trong mot nhém local
ctia céc server thanh vién trong mién. Chd y khi tao nhiéu nhém global thi
c6 thé 1am tang tai trong cong viéc cuia Global Catalog.
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Universal group (nhém pho quat) 1a loai nhém c6 chirc nang glong nhu
global group nhung n6 dung dé cap. quyén cho cdc déi tuong trén khip céc
mién trong mot rirng va gitra cdc mién c6 thiét lap quan h¢ tin cdy vd&i nhau.
Loai nhém nay tién lgi hon hai nhém global group va local group vi ching
dé dang 16ng cic nhém vao nhau. Nhung chid ¥ 12 loai nhém nay chi c6 thé
dung duogc khi hé théng cua ban phai hoat dong & ché d6 Windows 2000
native functional level hoac Windows Server 2003 functional level c6
nghia 13 tit ca cdc mdy Domain Controller trong mang déu phai la
Windows Server 2003 hoac Windows 2000 Server.

1.2.2. Nhém phén phoi

Nhém phan phdi 1a mot loai nhém phi bao mat, khong c6 SID va
khong xuat hién trong cic ACL (Access Control List). Loai nhém nay
khong dugc dung boi cac nha quan tri ma duge dung boi cac phan mém va
dich vu. Chung dugc dung dé phan phdi thu (e-mail) hodc cac tin nhan
(message). Ban s& gip lai loai nhom nay khi lam viéc voi phan mém MS
Exchange.

1.2.3. Qui tic gia nhip nhém

- TAt ca cdc nhém Domain local, Global, Universal déu c6 thé dit vao
trong nhom Machine Local.

- TAat ca cdc nhém Domain local, Global, Universal déu c6 thé dit
vao trong chinh loai nhém ctia minh.
- Nhém Global va Universal ¢6 thé dit vao trong nhém Domain local.

Nhém Global ¢6 thé dit vao trong nhém Universal.

Domain Locals

A \f
Machine Local > Global
\ Universal
NN

2. CAC TAI KHOAN TAO SAN
Muc tiéu: N
- Trinh bay duoc cdc tai khoan tgo san.

2.1. Tai khodn ngwoi dung tao scfn~
Tai khoan nguoi dung tao san (Built-in) 1a nhiing tai khodn nguoi
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ding ma khi ta cai dat Windows Server 2003 thi mac dinh duoc tao ra. Tai
khoan nay 1a hé thong nén ching ta khong c6 quyén x6a di nhung van cé
quyén dbi tén (chd y thao tdc d6i tén trén nhiing tai khoan hé thong phirc
tap mot chiit so v4i viéc d6i tén mot tai khoan binh thuong do nha quan tri
tao ra). Tat ca cdc tai khoan nguoi dung tao san nay déu nang trong
Container Users cua cong cu Active Directory User and Computer. Sau
day 12 bang md ta cdc tai khoan ngudi ding dugce tao san:

Tén tai kKhoan Mo ta
Administrator 1a mot tai khoan dac biét, c6 toan quyén trén
Administrator | mdy tinh hi¢n tai. Ban c6 thé dat mat khau cho tai khoan
nay trong lic cai dit Windows Server 2003. Tai khoan nay
c6 thé thi hanh tat cd cdc tic vu nhu tao tai khodn ngudi dung,
nhém, quan ly céic tap tin h¢ thong va cau hinh may in...
Tai khodn Guest cho phép nguoi dung truy cip vao cic may
Guest tinh néu ho khong c¢6 mot tai khoan va mat ma riéng. Mac
dinh Ia tai khoan nay khong dugc suir dung, néu duogc str dung
thi thong thuong no bi gioi han vé quyén, vi du nhu 1a chi duogc
La tai khoan dic biét duoc dung cho dich vu ILS. ILS hd trg
ILS_Anonym | cho cic ung dung di¢én thoai c6 cic dac tinh nhu: caller ID,
ous_User video conferencing, conference calling, va faxing. Muon su
dung ILS thi dich vu IIS phai dugc cai dat.
IUSR_compu | La tai khoan dic biét duoc dung trong cdc truy cip gidu tén trong
ter- name dich vy IIS trén mdy tinh c6 cai IIS.
IWAM_comp | La tai khoan dic bi¢t dugc dung cho IIS khéi dong cac tién trinh
uter- name cua cdc ung dung trén may co cai IIS.
La tai khoan dac biét dugc dung cho dich vu trung tim phan
Krbtgt phoi khéa (Key Distribution Center)
TSlInternetUser La tai khoan dac biét dugc dung cho Terminal Services.

2.2. Tai khodn nhém Domain Local tao sin

Nhung ching ta da thiy trong cong cu Active Directory User and
Computers, container Users chita nhém universal, nhém domain local
va nhém global 13 do hé théng d3 mic dinh quy dinh truéc. Nhung mot
s6 nhém domain local dic biét duoc dit trong container Built-in, cic
nhom nay khong dugc di chuyen sang cdc OU khdc, dong thoi né ciing
duoc gan mot sO quyén c6 dinh truge nham phuyc vu cho cdng tdc quan tri.
Ban ciing chi y rang 1a khdng c6 quyén x6a cic nhém dic biét nay.
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Tén nhom

Mo ta

Administrators

Nhém nay mac dinh dugc 4n dinh sin tat ca céc quyén han cho
nén thanh vién cta nhém nay cé toan quyén trén hé thdng
mang. Nhém Domain Admins va Enterprise Admins Ia
thanh vién mac dinh cua nhém Administrators.

Account
Operators

Thanh vién cua nhém nay cé thé thém, xda, stra dugc cac tai
khoan nguoi dung, tai khodn mdy va tai khoan nhém. Tuy nhién
ho khong cé quyén xda, stta cdic nhém trong container Built-in
va OU.

Domain
Controllers

Nhom nay chi c6 trén cic Domain Controller va mac dinh
khéng c6 thanh vién nao, thanh vién ctia nhém cé thé ding
nhap cuc bd vao cic Domain Controller nhung khong cé
quyén quan tri cac chinh sich bao mat.

Backup
Operators

Thanh vién cua nhém ndy cé quyén luu trir dy phong
(Backup) va phuc hoi (Retore) hé thong tap tin. Trong truong
hop hé théng tap tin 12 NTFS va ho khong dugc gdn quyén
trén hé théng tap tin thi thanh vién cta nhém nay chi c6 thé
truy cap hé théng tap tin thong qua cong cu Backup. Néu
muon truy cap truc tlep th1 ho phai duoc gan quyen

Guests

La nhém bi han ché quyén truy cdp cdc tai nguyén trén mang.
Céc thanh vién nhém nay la nguoi dung vang lai khong phai la
thanh vién cia mang. Mac dinh céc tai khoan Guest bi khéa

Print Operator

Thanh vién cua nhém nay cé quyén tao ra, quan 1y va xda
b6 cac doi tugng mdy in dung chung trong Active Directory.

Server Thanh vién ctia nhém nay c6 thé quan tri cic mdy server trong
Operators mién nhu:
Méc dinh moi nguoi dung dugc tao déu thudc nhém nay,
Users nhom nay c6 quyén t6i thiéu ctia mot nguoi ding nén viéc truy
cap rat han ché.
Nhém nay duoc ding dé hd trg viéc sao chép danh ba trong
Replicator | Directory Services, nhdm nay khong c6 thanh vién mac dinh.
Incoming Thanh vién nhém nay c6 thé tao ra cdc quan hé tin cdy hudng
Forest Trust dén, mot chi€u vao céac rirng. Nhém nay khong ¢ thanh vién mac
Builders dinh.
Network
Configuration | Thanh vién nhém nay c6 quyén stra do1 cac thong s6 TCP/IP tré

Operators

ciac may
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Pre-Windows

Nhoém nay cé quyén truy cdp dén tat ca cac tai khoan ngudi

2000 dung va tai khoan nhém trong mién, nham hd trg cho céc hé
Compatible | thong WinNT cu.
Remote Thanh vién nhém nay c6 thé dang nhap tir xa vao cdc Domain
Desktop User | Controller trong mién, nhom nay khong c6 thanh vién méac dinh.

Performace Log
Users

Thanh vién nhém nay c6 quyén truy cap tir xa dé ghi nhan lai
nhiing gia tri vé hi¢u nang ctia cdc mdy Domain Controller,
nhém nay cling khong c6 thanh vién mdc dinh.

Performace

Thanh vién nhém nay cé kha nang gidm sdt tor xa cdc may

Monitor Users

Domain Controller.

Ngoai ra con mot s6 nhém khdc nhu DHCP Users, DHCP Administrators,
DNS Administrators... cic nhdm nay phuc vu chu yé€u cho céac dich vu,

ching ta s€ tim

hiéu cu thé trong tung dich vu & gido trinh “Dich Vu

Mang”. Chi y theo mdc dinh hai nhém Domain Computers va Domain

Controllers duoc

danh riéng cho thi khoin mdy tinh, nhung ban van cé

thé dua tai khoan nguoi dung vao hai nhém nay.

2.3. Tai khodn nhém Global tao sin

Tén nhom

Mo ta

Domain
Admins

Thanh vién ctua nhom nay c6 thé toan quyén quan tri cdc may
tinh trong mién vi mic dinh khi gia nhap vao mién cic member
server va cic may tram (Win2K Pro, WinXP) da dua nhém
Domain Admins la thanh vién cda nhém cuc bd
Administrators trén cic may nay.

Domain
Users

Theo mac dinh moi tai khodn ngudi dung trén mién déu la
thanh vién cia nhom nay. Mac dinh nhom nay la thanh vién
cua nhom cuc bg Users trén cidc mdy server thanh vién va may
tram.

Group Policy
Creator
Owners

Thanh vién nhém nay c6 quyén stta do6i chinh siach nhém
cia mién, theo mac dinh tai khoan administrator mién la
thanh vién cua nhém nay.

Enterprise
Admins

bay la mét nhém universal, thanh vién ctia nhém nay c6
toan quyen trén tat ca cdc mlen trong rung dang xét. Nhom nay
chi xuét hién trong mién gbc cta rumg thoéi. Mic dinh nhém
nay la thanh vién cta nhém administrators trén cic Domain
Controller trong rung.
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Nhém universal nay ciing chi xuat hién trong mlen gbc cua
Schema rung, thanh vién cia nhém nay cé thé chinh sira cau tric to
Admins chic (schema) cua Active Directory.

2.4. Cdc nhom tao sdn dic biét

Ngoai cac nhom tao san da trinh bay o trén, hé théng Windows Server
2003 con c6 mot s6 nhém tao san dat biét, ching khong xuét hién trén cura
s6 cua cong cu Active Directory User and Computer ma chidng chi xuét
hién trén cdc ACL cua cic tai nguyén va d6i twong. Y nghia ctia nhém dic
biét nay la:

- Interactive: dai dién cho nhiing nguoi dung dang st dung mdy tai chd.

- Network: dai dién cho tit ca nhitng nguoi ding dang ndi két mang dén

moQt may tinh khéac.

- Everyone: dai dién cho tit ca moi nguoi ding.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhiing nguoi tao ra, nhirng ngudi s& hira
mot tai nguyén nao dé nhu: thu muc, tap tin, tdc vu in an (print job)...

- Authenticated users: dai di¢n cho nhitng nguoi dung da dugc hé

théng x4c thuc, nhém nay dugc ding nhu mot giai phdp thay thé an toan

hon cho nhém everyone.

- Anonymous logon: dai dién cho mdt nguoi dung da dang nhap vao hé
théng mot cich nic danh, chiang han mot nguoi sir dung dich vu FTP.

- Service: dai dién cho mot tai khodn ma da dang nhap voi tu cach nhu mot

dich vu.

- Dialup: dai dién cho nhitng nguoi dang truy cap hé thdng thong qua Dial-

up Networking.

3. Quan ly tai khoin ngud¢i dung va nhém cuc b
Muc tiéu:
- Str dung dwoc cdc cong cu tgo va quan tri tai khoan nguoi dung va nhom cuc
bo.
3.1. Cong cu qudn ly tai khodn ngwoi dung cuc bg
Muén t6 chic va quan 1y ngudi ding cuc b, ta dung cong cu Local

Users and Groups. V61 cong cu nay ban cé thé tao, x0a, stra céc tai khoan
nguoi ding, ciing nhu thay doi mat ma. Cé hai phuong thirc truy cap dén
cong cu Local Users and Groups:

- Dung nhu mdt MMC (Microsoft Management Console) snap-in.

- Dung thong qua cong cu Computer Management.

Cic budc dung dé chen Local Users and Groups snap-in vao trong MMC:
- Chon Start \ Run, nhap vao hdp thoai MMC va an phim Enter d¢ m¢
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ctra s6 MMC.

- Chon Console \ Add/Remove Snap-in dé m& hop thoai Add/Remove
Snap-in

- Nhép chuét vao nat Add dé mo hop thoai Add Standalone Snap-in. Chon
Local Users and Groups va nhap chudt vao nat Add. Hop thoai Choose
Target Machine xuét hién, ta chon Local Computer va nhap chudt vao nat
Finish dé tro lai hop thoai Add Standalone Snap-in.

- Nhép chuot vao nit Close dé tré lai hop thoai Add/Remove Snap-in.

- Nhép chudt vao nat OK, ta s& nhin thidy Local Users and Groups snap-
in da chén vao MMC nhu hinh sau.

- Luu Console bang cach chon Console \ Save, sau d6 ta nhap duong dan
va tén file can luu trir. Dé tién loi cho viéc quan tri sau ndy ta c6 thé luu
console ngay trén Desktop.

- Néu may tinh cua ban khong c6 cau hinh MMC thi cach nhanh nhét dé
truy cdp cong cu Local Users and Groups thong qua cong cu Computer
Management. Nhap phai chudt vao My Computer va chon Manage tir
pop-up menu va md ctra s0 Computer Management. Trong muc
System Tools, ta s€ nhin thay muc Local Users and Groups

- Cach khac dé truy cap dén cong cu Local Users and Groups la
vao Start \ Programs\Administrative Tools \ Computer Management

3.2. Cdc thao tdc co ban trén tai khodn ngwoi dung cuc bé

3.2.1. Tao tai khodn mdoi

Trong cong cu Local Users and Groups, ta nhap phai chudt vio Users
va chon New User, hdp thoai New User hién thi ban nhap cic thong tin can
thiét vao, nhung quan trong nhét va bit budc phai c6 1a muc Username.

3.2.2. Xéa tai khodn

Ban nén xd6a tai khoan nguoi ding, néu ban chéic ring tai khoan nay
khong bao gid can ding lai nita. Mudn x6a tai khoan ngudi ding ban mé
cong cu Local Users and Groups, chon tai khoan ngudi ding can x6a,
nhép phai chudt va chon Delete hodc vao thuc don Action \ Delete.

Chii y: khi chon Delete thi hé thong xuat hién hop thoai hoi ban muén
x6a that sy khong vi trdnh truong hgp ban x6a nham. Boi vi khi da x6a thi
tai khodn nguoi dung nay khong thé phuc hoi dugc.

3.2.3 Khoa tai khodn

Khi mdt tai khoan khong str dung trong thot gian dai ban nén khéa lai vi
1y do bao mat va an toan hé théng. Néu ban xda tai khoan nay di thi khong
thé phuc hoi lai duge do d6 ta chi tam khéa. Trong cong cu Local Users and
Groups, nhip d6i chudt vao ngudi ding can khéa, hop thoai Properties cua
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tai khoan xuét hién.
Trong Tab General, danh dau vao muc Account is disabled.

3.2.4 Dai tén tai khodn

Ban c6 thé d6i tén bat ky mot tai khoan nguoi ding ndo, dong thoi
ban ciing c6 thé diéu chinh cic thong tin ciia tai khoan ngudi ding thong
qua chirc nang nay. Chuc nang nay c6 uu diém 12 khi ban thay d6i tén
nguoi dung nhung SID cua tai khoan van khong thay dbi. Mudn thay
ddi tén tai khoan nguoi ding ban mo cong cu Local Users and Groups,
chon tai khoan ngudi dung can thay d6i tén, nhdp phai chudt va chon
Rename.

3.2.5 Thay doi mdt khiu
Muén d6i mat ma ctia nguoi ding ban mé cong cu Local Users and
Groups, chon tai khoan nguoi ding can thay d6i mat ma, nhap phai chudt va
chon Reset password.

4. QUAN LY TAI KHOAN NGUOI DUNG VA NHOM TREN ACTIVE
DIRECTORY

Muc tiéu:

- St dung dwoc cdac cong cu tao va quan tri tai khoan nguoi dung va nhom cuc

bo.

4.1. Tao mdai tai khodn nguwoi dung
Ban c6 thé ding cong cu Active Directory User and Computers trong
Administrative Tools ngay trén mdy Domain Controller dé tao cdc tai
khoan ngudi ding mién. Cong cu nay cho phép ban quan 1y tai khoan
nguoi dung tir xa tham chi trén cac mdy tram khong phai dung hé diéu
hanh Server nhu WinXP, Win2K Pro. Muén thé trén cdc mdy tram nay phai
cai théem bo cong cu Admin Pack. B cong cu nay nam trén Server trong
thy muc \Windows\system32\ADMINPAK.MSI. Tao mo{t tai khoan
nguoi dung trén Active Directory, ta lam cidc budc sau:
Chon Start\ Programs\ Administrative Tools\ Active Directory Users and
Computers.

Cira s6 Active Directory Users and Computers xuat hién, ban nhap phai
chuot vao muc Users, chon New \ User

Hop thoai New Object-User xuat hién nhu hinh sau, ban nhip tén mod
td nguoi dung, tén tai khodn logon vao mang. Gid tri Full Name sé tu
dong phat sinh khi ban nhédp gid tri First Name va Last Name, nhung ban
van c6 thé thay d6i dugc. Chd ¥: gid tri quan trong nhat va bat budc
phai cé 1a logon name (username). Chudi nay la duy nhat cho mot tai khoan
ngudi ding theo nhu dinh nghia trén phan 1y thuyét. Trong moi truong
Windows 2000 va 2003, Microsoft dua thém modt khai niém hau t6 UPN
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(Universal Principal Name), trong vi du nay 1a “@netclass.edu.vn”. Hau td
UPN nay gan vao sau chudi username ding dé tao thanh mot tén username
day du diung dé chtng thuc & cip rung hodc chung thuyc ¢ mot mién khac
c6 quan hé tin cdy v6i mién cua nguoi ding d6, trong vi du nay thi tén
username ddy du 13 tuan@netclass.edu.vn”. Ngoai ra trong hop thoai nay
cting cho phép chiing ta dat tén username cua tai khoan nguodi dung phuc vu
cho hé théng cli (pre-Windows 2000). Sau khi viéc nhap cac thong tin hoan
thanh ban nhép chudt vao nut Next dé tiép tuc.

Hop thoai thtr hai xuat hién, cho phep ban nhdp vao mat khéau (password)
cua tai khoan nguoi dung va danh dau vao cac lya chon lién quan dén tai
khoan nhu: cho phép d6i mat khau, yéu cau phai doi mat khau 1an ding nhap
dau tién hay khoa tai khoan. Céac lya chon nay chung ta s& tim hiéu chi tiét &
phan tiép theo.

Hop thoai cudi cung xuat hién va n6 hién thi cc thong tin di cdu hinh
cho nguoi dung. Néu tat ca cac thong tin da chinh xac thi ban nhap chudt vao
nit Finish dé hoan thanh, con néu can chinh stra lai thi nhap chudt vao nut
Back dé trd vé cac hop thoai trude.

4.2. Cdc thugc tinh cua tai khodan ngwoi dung

Muén quan 1y cdc thudc tinh ciia céc tai khoan nguoi ta ding cong cu
Active Directory Users and Computers (bang cdch chon Start\ Programs\
Administrative Tools\ Active Directory Users and Computers), sau d6é chon
thu myc Users va nhap d6i chudt viao tai khoan nguoi ding can khao sat. Hop
thoai Properties xuat hién, trong hop thoai nay chira 12 Tab chinh, ta s& lan
lugt khao sit cdc Tab nay. Ngoai ra ban c6 thé gom nhém (ding hai phim
Shift, Ctrl) va hiéu chinh thong tin ctia nhiéu tai khoan ngudi dung ciing mot
luc.

ﬁHelpServices... Group Faor the Help and 5u...

Securiby Group ...

add ko a group. ..

Disable Account
ﬁR.ﬁ.S and IA3 ... Secority Group ... SErversin

@Schema Admins  Security Group ... Designatec
€5 SUPPORT_36.., User This is & e

Enable Account
Maowe...

ﬂE i ] Open Home Page
Telnetliznts Security Group .. Members o Send Mai
ﬁ thanh User
7 bri Idser all Tasks 3
ﬁ trung User cut
o, Delete i
Properties
Help

4.2.1 Cdc thong tin mé rgng cia ngwoi dung
Tab General chtra cdc thong tin chung cua ngudi dung trén mang ma ban
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dd nhap trong ldc tao ngudi ding méi. Pong thoi ban c6 thé nhap thém mot sd
thong tin nhu: sd dién thoai, dia chi mail va trang dia chi trang Web c4 nhan. ..

Tab Address cho phép ban c6 thé khai bdo chi tiét cac thong tin lién quan
dér} dia chi cia tai khoan ngudi diing nhu: dia chi dudng, thanh phd, ma ving,
quoc gia...

Tab Telephones cho phép ban khai bdo chi tiét cdc sé dién thoai cua tai
khoan nguoi dung

Tab Organization cho phép ban khai bdo cdc thong tin nguoi ding vé:
churc nang cua cong ty, tén phong ban truc thudc, tén cong ty ...

4.2.2 Tab Account

Tab Account cho phép ban khai bdo lai username, quy dinh gid logon
vao mang cho nguoi dung, quy dinh mdy tram ma nguoi dung c6 thé sir
dung dé vao mang, quy dinh cdc chinh sdch tai khoan cho nguoi dung, quy
dinh thoi diém hét han cua tai khoan...

Piéu khién gio logon vao mang: ban nhap chudt vao nit Logon Hours,
hop thoai Logon Hours xuat hién. Méc dinh tat ca ‘moi nguoi dung déu dugc
phép truy cap vio mang 24 gid mdi ngay, trong tat ca 7 ngay cua tuan. Khi
mot nguoi dung logon vao mang thi hé théng sé& kiém tra xem thoi diém nay
c6 nam trong khoang thoi gian cho phép truy cap khong, néu khéng phii hop
thi hé thdng s& khong cho vao mang va thong bdo 16i Unable to log you on
because of an account restriction. Ban c6 thé thay d6i quy dinh gid logon
bang cich chon ving thoi gian can thay doi va nhap chudt vao nit lya chon
Logon Permitted, néu ngugc lai khong cho phép thi nhap chudt vao nit lya
chon Logon Denied. Sau ddy 1a hinh vi du chi cho phép nguo6i dung lam viéc
tir 7h sang dén Sh chiéu, tir thir 2 dén thu 6.

Chi §: mic dinh ngudi ding khong bi logoff tu dong khi hét gio diang
nhap nhung ban c6 thé diéu chinh diéu nay tai muc Automatically Log Off
Users When Logon Hours Expire trong Group Policy phan Computer
Configuration\ Windows Settings\Security  Settings\ Local Policies\
Security Option. Ngoai ra ban ciing c¢6 cdch khiac dé diéu chinh théng tin
logoff nay bang cich diung cdng cu Domain Security Policy hodc Local
Security Policy tity theo bdi canh.

Chon lua may tram dugc truy cdp vao mang: ban nhap chudt vao nit Log
On To, ban sé théy hop thoai Logon Workstations xudt hién. Hop thoai nay
cho phép ban chi dinh nguoi ding cé thé logon tir tit ca cdc mdy tinh trong
mang hoic gii han nguoi ding chi duoc phép logon tir mot sé mdy tinh trong
mang. Vi du nhu ngudi quan tri mang lam viéc trong moi truong bao mat
nén tai khoan nguoi ding nay chi dugc chi dinh logon vio mang tir mot sd
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mdy trdnh tinh trang ngudi dung gia dang quan tri dé tin cong mang. Mudn
chi dinh mdy tinh ma ngudi dung dugc phép logon vao mang, ban nhép tén
may tinh d6 vao muc Computer Name va sau d6 nhap chudt vao nit Add

Bing mo ta chi tiét cc tiy chon lién quan dén tai khoin nguoi dung:

Tuy chgn

Y nghia

User must change
password at next
logon

Nguoi dung phai thay d6i mat khau 1an ding nhap
ké tiép, sau d6 muyc nay s& ty dong bod chon.

User cannot change
password

Néu duoc chon thi ngan khong cho ngudi dung tuy
y thay d61 mat khau.

Password never
expires

Néu duoc chon thi mat khau cua tai khoan nay
khong bao gio hét han.

Store password
using reversible
encryption

Chi 4p dung tiy chon nay dbi voi nguoi dung ding
nhap ti cic may

Account 1s disabled

Néu duoc chon thi tai khoan nay tam thoi b1 khoa,
khong st dung duogc.

Smart card is
required for
interactive login

Tuy chon nay dugc dung khi nguoi dung dang nhap
vao mang thong qua mot thé thong minh (smart
card), lic d6 nguoi dung khong nhip username va
password ma chi can nhap vao mot s6 PIN.

Account is
trustedfor elegation

Chi dp dung cho céc tai khoan dich vu nao can
gianh dugc quyén truy cap vao tai nguyén vadi vai tro
nhirng tai khoan nguoi dung khac

Account 1s sensitive
and cannot be
delegated

Dung tuy chon nay trén mot tai khoan khach vang
lai hoac tam dé dam bdo rang tai khoan d6 s€ khong
duoc dai dién bd1 mot tai khoan khac.

Use DES encryption
types for this account

Néu duoc chon thi hé théng s& hd tro Data
Encryption Standard (DES) v6i nhi€u muc do khac
nhau.

Do not require
Kerberos
preauthentication

Néu duoc chon hé thong s& cho phép tai khoan nay
dung mot kiéu thuc hién giao thirc Kerberos khic voi
kiéu cia Windows Server 2003.

Muc cudi cung trong Tab nay la quy dinh thoi gian hét han cia mot tai
khoan ngudi dung. Trong muc Account Expires, néu ta chon Never thi tai
khoan nay khong bi hét han, néu chon End of: ngay thang hét han thi
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dén ngay nay tai khoan nay bi tam khoa.

4.2.3 Tab Profile

Tab Profile cho phép ban khai bdo dudong dan dén Profile cia tai khoan

nguoi dung hién tai, khai bdo tap tin logon script dugc ty dong thi hanh khi
nguoi dung dang nhap hay khai bio home folder. Chi y céc tuy chon trong
Tab Profile nay chu yéu phuc vu cho cic mdy tram trudc Windows 2000,
con dbi voi céc mdy tram to Win2K tr¢ vé sau nhu: Win2K Pro, WinXP,
Windows Server 2003 thi ching ta c6 thé cdu hinh céc lwa chon nay trong
Group Policy.
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Trudc tién ching ta hiy tim hiéu khai niém Profile. User Profiles 1a
mot thu muyc chira cic thong tin vé mdi truong cia Windows Server 2003
cho timg ngudi dung mang. Profile chira cic qui dinh vé man hinh
Desktop, no1 dung cua menu Start, kiéu cach phéi mau sic, vi tri sép xép
céc icon, biéu tuong chuot...

Méc dinh khi nguoi dung dang nhap vao mang, mot profile s¢ duoc mo
cho nguoi dung do. Néu 1a lan dang nhap lan dau tién thi ho s& nhan duogc
mot profile chuan. Mot thu muc c6 tén gidng nhu tén cua nguoi dung ding
nh3p s€ duogc tao trong thu muc Documents and Settings. Thu muc
profile nguoi dung dugc tao chira mét tap tin ntuser.dat, tp tin nay dugc
xem nhu la mét thu muc con chura cac lién két thu muc dén céc biéu tugng
nén ctia ngudi diing. Trong Windows Server 2003 c6 ba loai Profile:

Local Profile: 1a profile ciia ngudi dung dugce luu trén mdy cuc bd va ho tu
cau hinh trén profile dé.

Roaming Profile: 1a loai Profile dugc chura trén mang va ngudi quéan tri
mang thém thong tin duong dan user profile vao trong thong tin tai khoan
nguoi ding, dé ty déng duy tri mot ban sao cua tai khoan nguoi dung trén
mang.

Mandatory Profile: ngudi quan tri mang thém thong tin duong dan user
profile vao trong thong tin tai khoan nguodi dung, sau d6 chép mot profile
d3 cau hinh sdn vao duong dan d6. Lic d6 cdc ngudi dung dung chung
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profile nay va khong dugc quyén thay ddi profile dé.

Kich ban dang nhap (logon script hay login script) 1a nhirng tip tin
chuong trinh dugc thi hanh mdi khi ngudi ding ding nhap vao hé thdng,
v6i chitc nang 12 cdu hinh méi trudng lam viéc cua nguoi dung va phan
phat cho ho nhiing tai nguyén mang nhu 6 dia, mdy in (duwoc 4nh xa tir
Server). Ban c6 thé dung nhiéu ngdn ngit kich ban dé tao ra logon script
nhu: I¢nh shell cia DOS/NT/Windows, Windows Scripting Host (WSH),
VBScript, Jscript...

P6i voi Windows Server 2003 thi c¢6 hai cich dé khai bdo logon script
l1a: khai bdo trong thudc tinh ctia tai khodn nguoi dung thong qua cong cu
Active Directory User and Computers, khai bdo thong qua Group Policy.
Nhung chi ¥ trong ca hai cdch, cdc tap tin script va moi tap tin can thiét khéc
phai dugc dit trong thu muc chia sé SYSVOL, niam trong
\Windows\SYSVOL\sysvol, néu cic tap tin script nay phucvu cho cic mdy

tien Win2K thi phai dat trong thu muc
\Windows\Sysvol\sysvol\domainname\scripts. Dé cdc tip tin script thi
hanh dugc ban nhé cip quyén cho cdc ngudi dung mang cé quyén Read
va Excute trén céc tap tin nay.

Thu muc cd nhan (home folder hay home directory) la thu muc danh
riéng cho mdi tai khoan ngudi ding, gidp ngudi ding cé thé luu trir cdc tai
liéu va tap tin riéng, dong thoi day ciing 1a thuy muc mic dinh tai dau nhac
1énh. Mudn tao mot thu muc nhan cho nguoi dung thi trong muc Connect
ban chon 6 dia hién thj trén mdy tram va duong dan ma dia nay can 4nh xa
dén (chd y 1a cdc thu muc dung chung dam bao di chia sé). Trong vi du
nay ban chi thu muc cd nhdn cho tai khodan Tuan la “\\server\tuan”,
nhung ban c6 thé thay thé tén tai khoan bang bién mdi trudng nguoi
dung nhu: ‘“\\server\%username%".

4.2.4 Tab Member Of

Tab Member Of cho phép ban xem va cau hinh tai khoan nguoi diing
hién tai 1a thanh vién cua nhitng nhom nao. M0t  EEErEE——
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hop thoai chon nhém s€ hién ra.

Trong hop thoai chon nhém, néu ban nhd tén
nhém thi c¢6 thé nhap truc tiép tén nhém vao va
sau d6 nhap chudt vao nidt Check Names dé
kiém tra c6 chinh xdc khéng, ban c6 thé nhap

gan ding dé h¢ thong tim cic tén nhém cé lién
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quan. Day la tinh nang moi cuia Windows Server 2003 tranh tinh trang tim
kiém va hién thi hét tit ca cdc nhém hién c6 trong hé théng. Néu ban khong
nhé tén nhém thi chap nhan nhap chudt vao niit Advanced va Find Now dé

tim hét tat ca cac nhom

Néu ban muon tai khoan nguoi dung hién tai thoat ra khoi mot nhém nao do
thi ban chon nhém sau dé nhap chudt vao nit Remove.

4.2.5 Tab Dial-in

Tab Dial-in cho phép ban cau hinh quyén truy cip tir xa ciia ngudi ding

cho két nbi dial-in hodc VPN, ching ta s& khao st chi tiét & chuong Routing

and Remote Access
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4.3. Tao mai tai khodn nhom

Ban tao va quan 1y tai khoan nhom e rE———

trén Active Directory thong qua cong cu
Active Directory Users and Computers.
Trudc khi tao nhém ban phai xdc dinh
loai nhém can tao, pham vi hoat dong
ctia nhém nhu thé ndo. Sau khi chuan bi
déy du cac thong tin ban thuc hién céc
budc sau:

Chon Start \ Programs \ Administrative
Tools \ Active Directory Users and
Computers dé mé cdéng cu Active
Directory Users and Computers lén.

Nhép phai chudt vao muc Users, chon New trén pop-up menu va chon Group.
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Hop thoai New Object — Group xuit hién, be,}n nhap tén nhém vao
muc Group name, truong tén nhém cho cdc hé diéu hanh truéc Windows
2000 (pre-Windows 2000) tu dong phéat sinh, ban c6 thé hiéu chinh lai cho

phu hop.
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4.4. Cdc tién ich dong lénh qudn ly tai khodn ngwoi dung va tai khodn
nhom

Windows Server 2003 cung cip nhiéu cong cu dong 1énh manh mgé,

c6 thé dugc ding trong céc tap tin xt 1y theo 16 (batch) hoidc céc tip tin
kich ban (script) dé quan 1y tai khoan ngudi ding nhu thém, xda, sira.
Windows 2003 con hd tro viéc nhap va xuét céc dbi tuong tu Active
Directory. Hai tién ich dsadd.exe va admod.exe vSi d6i s6 user cho phép
ching ta thém va chinh stra tai khoan ngudi dung trong Active Directory.
Tién ich csvde.exe duoc dung dé nhap hodac xuat dir lieu dbi tuong thong
qua cac tap tin kiéu CSV (comma-separated values). Déng thoi hé théng
mé&i ndy van con st dyng hai 1énh net user va net group cua Windows
2000.

4.4.1 Lénh net user

Chtic nang: tao thém, hi¢u chinh va hién thi thong tin cua cac tai khoan nguoi
dung . Cu phap:

net user [username [password | *] [options]] [/domain]
net user username {password | *} /add [options] [/domain]

net user username [/delete] [/domain]

Y nghia cac tham so:

Khéng tham sd: diing dé hién thi danh sdch cua tat ca cdc tai khoan nguoi

dung trén may tinh

[Username]: chi ra tén tai khoan nguoi dung can thém, x0a, hiéu chinh
hodc hién thi. Tén cta tai khoan ngudi ding c6 thé dai dén 20 ky tu.
[Password]: 4n dinh hodc thay d6i mat ma cia tai khoan nguoi ding.
Mot mat ma phai c6 chiéu dai toi thiéu bang véi chiéu dai quy dinh
trong chinh sach tai khoan nguoi ding. Trong Windows 2000 thi chiéu
dai ctia mat ma c6 thé dai dén 127 ky ty, nhung trén hé thong Win9X
thi chi hiéu duogc 14 ky tu, do d6 néu ban dit mat ma dai hon 14 ky
tr thi c6 thé tai khoan nay khong thé logon vao mang tir mdy tram
ding Win9X.

[/domain]: cic tic vu s€ thuc hién trén may diéu khién vung. Tham
s6 nay chi 4p dung cho Windows 2000 Server 13 primary domain
controller hoac Windows 2000 Professional 1a thanh vién cuia may
Windows 2000 Server domain.

[/add]: thém mot tai khodn nguoi dung vao trong co s¢ dir liéu tai khoan

nguoi dung.

[/delete]: x6a mot tai khoan ngudi dung khéi co sé dit li¢u tai khodn

nguoi dung.

[/active:{no | yes}]: cho phép hodc tam khoéa tai khoan nguodi dung.
Néu tai khoan bi khéa thi ngudi diing khong thé truy cap céc tai nguyén



77

trén may tinh. Mac dinh 1a cho phép (active).
[/comment:''text']: cung cap mo ta ve tai khoan ngudi dung, mo ta nay

c6 thé dai dén 48 ky tu.

[/countrycode:nnn]: chi dinh ma qudc gia va ma vung.
[/expires:{date | never}]: quy dinh ngay hét hi¢u luc cua tai khoan nguoi

dung.

[/fullname:''name'']: khai bdo tén diy du cia nguoi ding.
[/homedir:path]: khai bdo duong dan thu muc cd nhan cia tai khoan,
chi y dudng dan nay da ton tai.

[/passwordchg:{yes | no}]: chi dinh nguoi dung c6 thé thay doi mat
ma cua minh khong, mac dinh 1a ¢6 thé.

[/passwordreq:{yes | no}]: chi dinh mét tai khoan nguoi dung phai c6 mot
mat ma, mac dinh 1a c6 mat ma.

[/profilepath:[path]]: khai bio duong dan Profile ciia ngudi ding, néu
khong hé théng s€ tu tao mot profile chuén cho nguoi dung lan logon dau
tién.

[/scriptpath:path]: khai bdo dudng dan va tap tin logon script. Puong
dan nay c6 thé 1a duong dan tuyét ddi hoic dudong din tuwong d6i (vi du:
Josystemroot%\System32\Rep\Import\Scripts).

[/times:{times | all}]: quy dinh gio cho phép nguoi dung logon vao
mang hay mdy tinh cuc bd. Cdc thtr trong tuan dugc dai dién boi ky tu :
M, T, W, Th, F, Sa, Su. Gio ta duing AM, PM d¢ phan biét budi sing
hodc chiéu. Vi du sau chi cho phép nguoi ding lam viéc trong gio
hanh chinh tir tht 2 dén tht 6: “M,7AM-5PM; T,7AM-5PM; W,7AM-
5PM; Th,7AM-5PM; F,7AM-5PM;”
[/workstations:{computernamel,...] | *}]: chi dinh cic mdy tinh ma
nguoi ding ndy c6 thé s dung dé logon vao mang. Néu
/workstations khong c6 danh sidch hoac danh sach la ky tu “* thi
nguoi ding c6 thé sir dung bat ky mdy nao dé vao mang.

4.4.2 Lénh net group

Chltc nang: tao méi thém, hién thi hodc hi€u chinh nhém toan

cuc trén Windows 2000 Server

Cu phap:

net group [groupname [/comment:"text"]] [/domain]
net group groupname {/add [/comment:"text"] | /delete} [/domain]
net group groupname username] ...] {/add | /delete} [/domain]

Y nghia cac tham s0:

Khong tham so6: dung dé hién thi tén ctua Server va t€n ciia cic nhém trén

Server do.

[Groupname]: chi dinh tén nhén can thém, mo rong hodc xoa.
[/comment:''text'']: thém thong tin m6 t4 cho mdt nhdm méi hodc c6
san, nd1 dung nay c6 thé dai dén 48 ky tu.
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- [/domain]: cic tic vu s€ thuc hién trén mady diéu khién
ving. Tham sd nay chi 4p dung cho Windows 2000 Server 12
primary domain controller hoic Windows 2000 Professional
1a thanh vién cia may Windows 2000 Server domain.

- [username] ...]]: danh sach mdt hoac nhiéu nguoi dung can thém
hodc x6a ra khoi nhém, céc tén nay cach nhau boi khoang trang.

- [/add]: thém m{t nhém hodc thém mdt ngudi dung vao nhém.

[/delete]: x6a mdt nhém hoac xéa mot ngudi dung khéi nhém.

4.4.3  Cdc lénh hé tro dich vu Active Driectory trong moi truong
Windows Server 2003
Trén hé thong Windows Server 2003, Microsoft phat trién thém mot
s6 1énh nham hd tro tdt hon cho dich vu Directory nhu: dsadd, dsrm,
dsmove, dsget, dsmod, dsquery. Cic 1énh nay thao tdc chu yéu trén cdc
d6i tuong computer, contact, group, ou, user, quota.

Dsadd: cho phép ban thém mdt computer, contact, group, ou hoac
user vao trong dich vu Directory.

Dsrm: x6a mot doi tuong trong dich vu Directory.

Dsmove: di chuyén mdt dbi tuong tu vi tri nay dén vi tri khac trong dich
vu Directory.

Dsget: hién thj céc thong tin lya chon cia mot doi tuong computer,
contact, group, ou, server hodc user trong mot dich vu Directory.

Dsmod: chinh stra c4c thong tin ciia computer, contact, group, ou hodc
user trong mot dich vu Directory.

Dsquery: truy van cic thanh phan trong dich vu Directory.

Vi du:
- Tao moOt user méi: dsadd user “CN=hv10, CN=Users,
DC=netclass, DC=edu, DC=vn” —samid hv10 —pwd 123

- Xo6a mot user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu,
DC=vn”
- Xem céc user trong hé thong: dsquery user
- Gia nhap user méi vao nhom: dsmod group “CN=hs, CN=Users,
DC=netclass, DC=edu, DC=vn” —addmbr “CN=hv10, CN=Users,
DC=netclass, DC=edu, DC=vn”
Bai tap thuc hanh cia hoc vién
1. Trén may Domain Controller tao OU c6 tén HCM.
2. Trong OU HCM tao 2 nhém c6 tén 1a Ke Toan va Nhan Su.
3. Trong mdi nhom tao 3 user.
4. Tim kiém, di chuyén va khoa mot vai tai khoan ngudi dung bat ky.
5. Chi cho phép céc user logon vao mang ttr 7:00am-6:00pm.
6. Tao Home Folder cho cac user.
7. Cho phép user chi luu trir S00MB trén Home Folder.
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8. Thyc hién Account Lock-Out(cho phép user nhap sai 2 1an)
9. Cai dat Adminpak.msi xuong may client.

Hudéng dén thue hién:
1. Tao OU c¢6 tén HCM:

& Tai server: Start/Programs / Administrative Tools / Active Directory Users
and Computers/ click nat phai chudt trén bi€u tugng server / New /
Organizational Unit
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2. Trong OU HCM tao 2 nhom cé tén la Ke Toan va Nhan Su:

& Click nut phai chudt trén OU HCM / New / Group
Group Name: Ke Toan /Group scope: Global /Group type: Security
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® Twong tu tao Group “Nhan Su”

3. Trong mdi nhém tao 3 user:

a). Tao Users

(Chii y: Sau khi tao xong cac User hiy nhip cac thong tin vé cac User dé
nhu: S6 dién thoai, dia chi, email, dia chi Web, nhap tén nguwoi quan ly....)

@ Click niit phai chudt trén OU HCM / New / User / dién thong tin cho user kt1
.f_:nn:l:l-.'r: Directory Wsere and Computers

S Be A wew Midow B
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[ 2 Bulkin ﬂh‘ Tezn First name: Ikﬂ Initials: I
20 campuies
|s Ponein Siwlriders Last name: I
Fi ] Forelgnes o tiPrns peks
kb 27 Lesee Full name: Ikﬂ
Opbsgoke Comerol... ;
e Uszer logon name:
""I"E- : Ikt1 I@masteritcn.cnm j
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& Lap lai twong tu cho cac user KT2, KT3, NS1, NS2, NS3
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b). Thiét 1ap Users thudc Group:

& Chon 3 user KT1, KT2 va KT3 / click nat phai chudt trén 3 user / Add to a
group

ﬁ Active Diecchory Bsers and Comnpufocre
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@ G6 tén nhom “Ke Toan” / Check Names / xuat hién gach chén trén
group “Ke Toan”
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Active Directory X|

~
. | ) The Add to Group operation was successfully completed.

Ik |

@ Lam twong tw véi cic user NS1, NS2 va NS3 dé dwa vao nhém “Nhan
Su”



Muc tiéu:
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Bai 5: QUAN LY O PiA
M3 bai: MP17-05

- Phan biét duoc cac loai dinh dang dia cung;

- Cong ngh¢ luu trit mé1 Dynamic storage;

- MO ta dugc ky thuat nén va ma hoa dir li¢u.
- Thyc hién céac thao tac an toan vdi may tinh.

Noi dung chinh:

1. Céu hinh hé théng tap tin

Muc tiéu:

- Phan biét duoc cac loai dinh dang hé théng tdp tin trén dia cung.

Hé thong tap tin quan 1y viéc luu trir va dinh vi cdc tap tin trén dia cung.
Windows Server 2003 ho tro ba hé théng tap tin khac nhau: FAT16, FAT32
va NTFS. Néu ban dinh st dung cdc tinh nang nhu bdo mat cuc bg, nén va
ma hod céc tap tin thi ban nén dung NTFS. Bang sau trinh bay kha nang cta
timg hé théng tap tin trén Windows Server 2003:

Volume t6i da
duoc ho tro

Kha niang FAT16 FAT32 NTFS
‘ ‘ , Windows Windows
HE¢ dieu hanh | Hau hét cdc hé¢ | 95/98/2000/XP/2003 | 2000,2000/XP
ho tro diéu hanh / Vista/ 7/ 2008 / 2003/
Vista/7/2008
HO trg tén tap | 256kytu trén
tin dai Windows 256 ky tu 256 ky tu
St dung hiéu
qua dia Khong Co Co
Ho tro nén dia Khong Khong Co
Ho tro han ngach | Khong Khong Co
Ho trg mi hod Khong Khong Co
H6 trg bao mat | Khong Khong Cé
cuc bd
H6 tr¢ bao | C6 Cé C6
mat trén mang
Kich thuée | 4GB 32GB 1024GB
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Trén Windows Server 2003/Windows 2000/NT, ban c6 thé sir dung 1€nh
CONVERT d¢é chuyén d6i hé thong tap tin tir FAT16, FAT32 thanh NTFS.
Cu phép cua I¢nh nhu sau:

CONVERT [6 dia:] /fs:ntfs

2. CAu hinh dia lwu triv
Muc tiéu:
- Phan biét dwoc cac loai dia luu trir trén windows server.

Windows Server 2003 h tro hai loai dia Iuu trit: basic va dynamic.
2.1. Basic storage
Bao gf)m cic partition primary va extended. Partition tao ra dau tién
trén dia dugc goi la partition primary va toan bo khong gian cap cho partition
duoc str dung tron ven. Mdi 6 dia vat 1y c¢6 tdi da bdn partition. Ban c6 thé
tao ba partition primary va mot partition extended. V&1 partition extended,
ban c6 thé tao ra nhiéu partition logical.

2.2. Dynamic storage

Day la mdt tinh nang méi cia Windows Server 2003. Dia luu trix
dynamic chia thanh cic volume dynamic. Volume dynamic khong chua
partition hodc 6 dia logic, va chi c6 thé truy cdp bang Windows Server
2003 va Windows 2000. Windows Server 2003/ Windows 2000 hd tro
nam loai volume dynamic: simple, spanned, striped, mirrored va RAID-5. Uu
diém cuia cong nghé Dynamic storage so voi cong nghé Basic storage:
- Cho phép ghép nhiéu 6 dia vat 1y dé tao thanh cic 6 dia logic (Volume).
- Cho phép ghép nhiéu viing trong khong lién tuc trén nhiéu dia cing vat 1y
dé tao 6 dia logic.
- Co thé tao ra céc 6 dia logic c6 kha ning dung 15i cao va tiang toc do truy
xuat...

2.2.1 Volume simple.

Chira khong gian 14y tir mot dia dynamic duy nhat. Khong gian dia nay c6
thé lién tuc hodc khong lién tyc. Hinh sau minh hoa mét dia vat 1y dugc chia
thanh hai volume don gian.

2 T
\..__‘_‘___ =
Simple Voluma G
100GE
\H"_'___J Simple Volums D
100GE
\.‘_____ .

Plysical Disk 0
200GE

2.2.2 Volume spanned.
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Bao gé)m mdt hodc nhiéu dia dynamic (téi da la 32 dia). St dung
khi ban mudn tang kich ¢6 cua volume. Dt li¢u ghi 1én volume theo thi
tu, hét dia nay dén dia khdc. Thong thuong nguoi quan tri su dyng volume
spanned khi 6 dia dang sur dung trong volume sap bi day va mudn tiang kich
thudc ciia volume bang cich bd sung thém mot dia khéc.

Plrgaieal Disk 0 Phigzieal Disk 1 Phigzieal Digk 2 Phig=ical Dizk 3
100GE THGR ThiE8 ThiGR

S — Y T -

Spanned Volume Set D2

Do dit liéu duoc ghi tudn tir nén volume loai nay khong ting hiéu ning st
dung. Nhugc diém chinh ctia volume spanned 1a néu mdgt dia bi hong thi toan
b0 dir licu trén volume khong thé truy xuat duogc.

2.2.3 Volume striped

Luu trir dir liéu 1€n cic day (strip) bang nhau trén mot hoic nhiéu dia
vat 1y (t6i da 1a 32). Do dir liéu dugc ghi tuan tu 1én timg day, nén ban co6 thé
thi hanh nhiéu tic vu I/O dong thoi, 1am ting téc d6 truy xuat dir liéu. Thong
thuong, ngudi quan tri mang st dung volume striped dé két hop dung lugng
ctia nhiéu 6 dia vat 1y thanh mot dia logic dong thoi ting téc do truy xuat.

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Volume Set DM

Nhuoc diém chinh cua volume striped 1a néu mot 6 dia bi hong thi dit li¢u
trén toan by volume mat gia tri.

2.2.4 Volume mirrored.

La hai ban sao cua mét volume don gian. Ban dung mot 6 dia chinh va
mot & dia phy. Dit liéu khi ghi 1én dia chinh ddng thoi _cung s€ dugc ghi Ién
dia phu. Volume dang nay cung cip kha niang dung 15i tot. Néu mot dia bi
hong thi 6 dia kia vaAn 1am viéc va khong lam gidn doan qua trinh truy xuat
dir liéu. Nhuoc diém cua phuong phdp nay 1a bd diéu khién dia phai ghi lan
luot 1€n hai dia, lam gidm hi€u nang.
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5 I = I
s 3= 1 ....
Controller Disk Mirraring

Physical Disk 0 Physical Disk 0
Primary Secondary

Pé ting toc do ghi dong thoi ciing ting kha ning dung 16i, ban c6 thé
st dung mot bién thé cua volume mirrored la duplexing. Theo cach nay
ban phai st dung mdt bd diéu khién dia khdc cho 6 dia th( hai.

Primary

Disk Duplexing

Controller 2
Physical Disk 0

Sacondary

Nhugc diém chinh cua phuong phap nay la chi phi cao. Pé c6 mot
volume 4GB ban phai tén dén 8GB cho hai 6 dia.

2.2.5 Volume RAID-5

Tuong tu nhu volume striped nhung RAID-S lai dung thém mot day
(strip) ghi thong tin kiém 15i parity. Néu mot dia ciia volume bi hong thi
thong tin parity ghi trén dia khdc s& gidp phuc hoi lai dir liéu trén dia hong.
Volume RAID-5 sir dung it nhit ba 6 dia (t6i da 1a 32).

>

System
and
Boot Partitions

RAID-5 Volume Set

Uu diém chinh ciia k¥ thuat nay 13 kha ning dung 16i cao va téc do truy
xuat cao boi sir dung nhiéu kénh 1/0.
3. Str dung chwong trinh Disk Manager
Muc tiéu: 7
- Sw dung dwoc cong cu Disk Manager dé quan ly dia cung.
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Disk Manager 1a mot tién ich giao wrEE T ————— i
“ A A c A 9 , Sl = ald
dién d6 hoa phuc vu viéc quan ly dia 5" T = a0 I
va volume trén moi truong Windows &prir . (= por leol bso] s - am

2000 va Windows Server 2003. Dé c6 IE:JT"& e e
thé su dung dugc hét cic chuc nang  iHzxy ioeer -
ciia chuong trinh, ban phai dang nhp “Tamre..m

vao mdy bang tai  khoan 4.,.1.:“.:‘::,,.
Administrator. Vao menu Start \

Programs \ Administrative Tools \

Computer Management. Sau dé6 mdo

rong muc Storage va chon Disk
Management. Cua ) Disk 3
Management xuét hién nhu sau: Vi s

Hlank BFmi. bn

-

3.1. Xem thugc tinh ciia dia
Nhap phai chu¢t 1én 6 dia vat ly
muén biét thong tin va chon

Disk 0 Properties ed B

A . . . General
Properties. HOp thoai Disk Properties |
xuat hién nhu sau: G Dk Disk 0
Type: B azic
Hop thoai cung cap cdc thong tin: Status: Online
Capacity: 17493 MB

Unallocated Space: 0 tB

- S6 thur ty cia 6 dia vat 1y

_ Loal dia (basic, dynamic, DVD- Device Type: SCSI [Port:2, Target 1D: 0, LUM:0)
ROM DVD d«ia Chuyén d(‘TI dlIO’C Hardware Yendor: SEAGATE ST318406LC SCS1 Disk Device
. ’ n Adapter Name: Adaptec A1C-7893 Ulra160/m PCI SCS|
hoac unknown) Card
- Tl‘ang thal cua (-Ha (OIlllIlC hO-’?lC Yolumes contained on this disk:
ofﬂlne) Y olurmne | Capacity |
- Dung lugng dia ;‘SEEEMSE
- Lu’ong khong glan chu’a cap phat *
Security I Shadow Copies I Qucta
- Nha San Xuat thlet bl General I Tools I Hardware I Sharing
- Tén cua adapter
- Danh sich cdc volume di tao trén =~ [5stor
dia Type: Lacal Dizk
Filz =psten: MNTFS
W U:edspace: 1.284.939.77E butes 1.19 GE
3 2 Xem thuéc tinh Cﬁa volume M Free space: 812 472,320 bytes 774 MEB
hoéc d’ia cyc bé Capacity: 2.097.412.096 bytes 1.95 GE
Trén mét 6 dia dynamic, ban su
dung cac volume. Nguoc lai trén mot Drive C Disk Cleanup |

[T Compress diive to save disk space

[+ &llow Indesing Service to jndex this disk for fast file searching

Ok I Cancel Apply
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6 dia basic, ban st dung céc dia cuc bd (local disk). Volume va dia cuc bd
déu c6 chic niang nhu nhau, do vay cdc phan sau dua vao dia cuc bo dé minh
hoa. Pé xem thudc tinh ctia mot dia cuc bo, ban nhép phai chudt 1én dia cuc
bd d6 va chon Properties va hop thoai Local Disk Properties xuét hién.

3.2.1 Tab General.

Cung cip céc 'thong tin nhu nhén dia, loai, hé théng tap tin, dung lugng da
str dung, con trong va tong dung luong. Nut Disk Cleanup dung dé mo
chuong trinh Disk Cleanup ding dé xod cdc tap tin khong can thiét, giai

phong khong gian dia.
3.2.2 Tab Tools.

Bdm nidt Check Now d¢ kich hoat
chuong trinh Check Disk diing dé kiém tra
16i nhu khi khong thé truy xuat dia hodc
khoi dong lai mdy khong diang cach. Nt
Backup Now sé¢ mé& chuong trinh Backup
Wizard, huéng dan ban cic budc thuc
hi¢n viéc sao luu céac tdp tin va thu muc
trén dia. Nut Defragment Now m¢& chuong
trinh Disk Defragment, dung dé don cdc
tap tin trén dia thanh mot khdi lién tuc, gitp
ich cho viéc truy xuit dia.

3.2.3 Tab Hardware

Liét ké cac 6 dia vat ly Windows Server
2003 nhan dién dugc. Bén dudi danh sach
liét ké céc thudc tinh cua 6 dia duoc chon.

[Lucdd Laak (L rapmeriecs 2=
[T | (LN [T TS | Liwds |
immad vl | 1w | b o=

Srudehan

EPR [T T IO RSN CREET P TR
@, e
T BT

Hm=z = ks |
- —-arnd I Sah
T T TS |
Sivam g I Slrrkms Cogr- | a2
Coapa I T A kewm_ I 1 T
-l T
mem
i 0 T AL T k-
S o - R LURRTLEE IV E TS U PR F- . HE -
cet Ho o Um0 R E2E 3D [ k-
e e B [ JEF IR T
e IEC-H—a v~ s 122 ZLF IO L3N 0F
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3.2.4 Tab Sharing

Cho phép chia sé hoac khong chia sé
dia cuc b nay. Theo mac dinh, tat ca céc
dia cuc bd déu duoc chia sé dudi dang an
(c6 diu $ sau tén chia sé).

> O

3.2.5 Tab Security

Chi xuat hién khi dia cuc bd nay st dung
hé thong tap tin NTFS. Diung dé thiét lap
quyén truy cip lén dia. Theo mic dinh,
nhém Everyone duoc toin quyén trén thu
muc gbc cla dia.

Ll Ve L) I'ropr s i |
Al I [ e T I 1.=a |
1. orwasm | 1--u | Imvhanam 1w

e I T T TR T T R I R TR I
i_;.'-,"f (L N TR R T T T R ERCT 1 T TRy T | 8
- -u-
D IR TN ST T
LR = S

HELE L L L I':'_ ;I

ec=ad - - | el
1 o= = Lo - [ T
LT R S T | 3

LSRR T T O
R A E el L L T

vlh Ta oA

T W S |

1= rewlly "= pewpdes oA e == - oand
i 1. - ClReCudaen

Coarao | T._- I

LT I

|l NI TR
ﬂE'.'n.wn.'
E 1 H

s T-THARF Joa s

Fabl . I Erprn- |
LT R ST R LORET 1Y LT - meg
Full Zonn ol = a =
H__. =1 (|
Fuorl i Eannd- = (|
Lh."___ Zwmd_- & =1 O
Frrl = (|
i = O =

S T LN P T T T ) S B Y [

- g im—mmm-
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3.2.6 Tab Quota

Chi xuat hién khi str dung NTFS. Diing dé quy dinh lugng khong gian dia
cap phat cho ngudoi dung.

3.2.7 Shadow Copies | ared Diak || Rraperles T
Shadow Copies 12 dich vu cho T R e
i . N T _ 4. s B [Eerm I Copd_
phep ngu(yl dung truy Cap hoac LT T LA TR RNTIENCE B LT T EERT Rt It 1 b
khoi phuc nhitng phi€én ban tI'l:l’O”C T ST T R Tl en
day cua nhiing tap tin da luu, bang = s......vhae
cich ding mot tinh nang & mdy |5 T
tram goi1 1a Previous Versions.
e e TR |
H P T T LL LT TN T
O H st |
LSO e I
| e | e |

3.3. Bo sung thém mét 6 dia méi
3.3.1 May tinh khéng hd tro tinh ning “hot swap”

Ban phai tit mdy tinh r6i méi ldp 6 dia méi vao. Sau d6 khoi dong mdy
tinh lai. Chuong trinh Disk Management s& tu dong phat hién va yéu
cau ban ghi mot chit ky dac bi€t 1én 6 dia, giip cho Windows Server
2003 nhan dién duoc 6 dia nay. Theo mic dinh, 6 dia méi dugc ciu hinh 1a
mot dia dynamic.

3.3.2 May tinh hé trg “hot swap”

Ban chi can lap thém 6 dia mdi vao theo hudng dan cua nha san xudt ma
khong can tat may. R6i sau 'd6 dung chic nang Action [ Rescan Disk cua
Disk Manager dé phat hién 6 dia méi nay.

3.4. Tao partition volume mdoi

Néu ban con khéng gian
chua cip phéat trén mot dia
basic thi ban c¢6 thé tao thém
partition moi, con trén dia

baldeseorrne Doe Tl Creseal e TArlilicor
wlzarcl

T-rocacledn v w o pad - b i

. N 2 A Gl dn Raccnoodh o aER L R
d):namlc thi ban’ . CcO t}l\le taO :.'-':hmmi':l; _Nh'lj'ld_ .:r__ﬂ ”: “dd?h [
thém volume mdéi. Phan sau oy Ca o L L i 2SR et
huéong dan ban s dung et eahae

Create Partition Wizard dé
tao mot partition mai:

Nhép phai chudt 1én viing tréng
chua cip phét cua dia basic va
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chon Create Logical Drive.

Xuét hién hop thoai Create Partition Wizard. Nhén nit Next trong hop thoai
nay.

Trong hop thoai  Select T E— =
Partition Type, chon loai B - P
partition ma ban dinh tao. Chi .
c6 nhiing loai con kha nang tao P30 ad
m6i  dugc phép chon (tuy Lo
thuoc vao 6 dia vat 1y cua N
bal’l). Sau khi Ch()l’l 10@.i R DL PR R LR U BT
partition xong nhin Next dé
tiép tuc.
e | ke 1 |
e |
X R . . HCU ] I'.thnr. HEL ﬁ
Tiép theo, hop thoai Specify S L TR TTY I B
Partition Size yéu cau ban
cho biét dung luong dinh cép | emmum = okt v e b b e s
pha}t. Sau khi chi dinh xong, Hearam - o ‘u
nhan Next. e :
Sl A L wan :l HE
s | haes I |
T |
Trong hop thoai ASSIZN i inwent st et -
Drive Letter or Path, ban c¢6 R ]
thé dat cho partition nay mot :
ky tu 0 dia, hodc gan (mount) ir:‘:” .I = e o ol
: > < < o= ohs sl = w e A ke | g e A
vao mot thu muc rong, hoac | e
khong 1am dat gi hét. Khi ban Lt eeoire 4 ol o oo
chon kiéu gin viao mot thu
muc rong thi ban c¢6 thé tao ra
vb s6 partition moi. Sau khi da
quyét dinh xong, nhan Next dé
tiép tuc.
la=s ks Ine=n
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e =]
Hop thoai Format Partition e esnian -
~ by e . . RTINS L R T TR P LTS [
yéu cau ban quyét dinh c6 ==
dinh dang partition nay TS A e
~ X " R < n U T T T L ERC T T}
khong. Neu c6 thi dung hé B it oot i D e i i
thong tap tin 1a gi? don vi cap “ruira
~ N ‘A9 h~ Y A A I'-I 14 -1
phat.l.a bao nhi€u? nhan cua S =
partition (volume label) la S o [Foba
gi? c¢6 dinh dang nhanh [ wwea Loslavss T8 osnl st b g -
khong? C6 nén tap tin va thu
muc khong? Sau khi da chon s | hw P
xong, nhan Next dé tiép tuc.
x|

Hop thoai Completing the
Create Partition Wizard
tém tit lai cdc thao tdc s&
thuc hién, ban phai kiém tra
lai xem da chinh xac chua, sau
d6 nhan Finish dé bat dau thyc
hién.

wizarcl

-

Il kR T R R

Caoorrapuleslirscy Thwes CrnsAles Fearl il inm

P TN LT L LT I T | I [ Ol T O I

| RTTE) Li-

[HEELa Ll
[n 0

1 =1 e

[o-o by s

mEL

3.5. Thay déi ky tw é dia hodc dwong din.

Muén thay d6i ky tu 6 dia cho
partition/volume ndo, ban nhip phai
chudt Ién volume do6 va chon Change
Drive Letter and Path. Hop thoai Change
Drive Letter and Path xuét hién.

Trong hop thoai niy, nhan nit Edit dé
mé tiép hop thoai Edit Drive Letter and
Path, mé danh sdch Assign a drive letter
va chon mot ky tu 6 dia méi dinh dat cho
partition/volume nay. Cudi cing dong y
xdc nhan cdc thay doi da thue hién.

Llrairge ns: Lty el 1ot lee Tor ey

IR CLCSCRTI [ EE T T T PR EUC Ty T RL T 1 B Y T | S

ai [ | Iy
I = |
Elh Crrv Litterar 21z
| S (TR T T TR T TR (T N i) i g

Aivmatranies |1 v
Ll OO EER S B ) il

| '| "'I 17504 |

| 2eed_|




3.6. Xod partition/volume

93

Pé td chic lai mot 6 dia hoac huy cidc dir liu c6 trén mot
partition/volume, ban c6 thé xod né di. Pé thuc hién, trong cua s6 Disk
Manager, ban nhap phai chudt 1én partition/volume mudn xod va chon
Delete Partition (hodac Delete Volume). Mot hop thoai canh béo xuét
hi¢n, thong bdo dir li¢u trén partition hoac volume s¢€ bi xo4 va yéu cau ban
xdc nhan lai 1an nira thao tac nay.

3.7. Ciu hinh Dynamic Storage
3.7.1 Chuyén ché d¢ luu trir.

Pé su dung dugc co ché
lvu trit Dynamic, ban phai
chuyén d6i cdc dia cung vat
ly trong hé thong thanh
Dynamic Disk. Trong cong
cu Computer Management
\ Disk Management, ban
nhap phai chudt trén cic
dia bén cta s6 bén phai va
chon Convert to Dynamic
Disk.... Sau d6 danh dau
vao tit ca cdc dia cimg vat
1y can chuyén doi ché do luu
trit va chon OK dé hé thng
chuyén d6i. Sau khi chuyén

=

= -

Farrpikre Hananeroe=nd
oo

o

-

A ES E

£ rT 24

=han "

El"\" == Hurowprerd | owe )

= F. Me - k=" | e ey [
SOk HESA =) el BEn. ook F_. - =l HE

B Lok W Firmgs ot i |

doi xong hé thong s€ yéu cau ban restart may dé ap dung ché do luu trir mai.

3.7.2 Tao Volume Spanned.

Trong cong cu Disk
Management, ban nhép
phai chudt 1én ving tréng
cia dia cing can tao
Volume, sau d6 chon New
Volume.

[ e 1ol =
E T P IE TR R =l =]
= iwm|E e &
g!..l....'l‘hlhl.lﬂ rak e ol | o= | Tt | I'Iﬁ'-dw-\.l Fshy | Ll -'I-.'l
T A o - tagbs Uz oa. ko-z [Ny
Il Eaak s WEIHPA T Pabion e L o] [ICTRES] ]
Inl Heawl
1l AL [
N T . .
T 1 e B ?"'""I i
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H,! o= amarl ogpde Lo -
Nk |
SR P
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rrurke
ez HE
Zimernda [
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Tiép theo, ban chon loai Volume T
can tao. Trong trudng hop nay S s e ek e e e rames oot e
chuing ta chon Spanned.

HLE AR ST L L T ) DT

" ik T
Ir pusnresd [ o S
i Iyl
doaa e

ERE TS T 0T PSSR SR 1 T [ ST T T [ TP T 4
FLLT L LR R T PR TR TR T Y EETI T, PR g & T
BT TICT ST | NSRRI T ) RS T OO 19 D TR ] T ER,

B [ ke . |

Ban chon nhiing dia cing dung B EE—— x|
dé tao Volume niy, ddng thdi X o e v, E
ban ciling nhap kich thudc ma
moi dia gianh ra dé tao Volume. -
Chi y doi voi loai Volume nay T oo i
thi kich thudc cua cac dia gianh A

cho Volume c¢6 thé khac nhau. Pt |

HLE R S ISRt RS R RLN R R |

LR T ST TN T ECEN [T

Heamurm == n=n s=n=u ] ||

T [ TR T T T TGN | L] =

e | kees la-n

Ban gdn ky ty 6 dia cho Volume. e ——

doumn linva | aller mi I'shh
| TN ST W T TRRNCIN T TR T TR TT N1 TR Y F S

I v rod g w b= b i = -




Ban dinh dang Volume ma ban vira
tao dé co thé chira dir liéu.

Pén day da hoan thanh viéc tao
Volume, ban c¢6 thé luu trir dir liéu
trén Volume nay theo co ché da
trinh bay ¢ phan 1y thuyét.

3.7.3 Tao Volume Striped

Céac budc tao Volume Striped
cling tuong tu nhu viéc tao cic
Volume khic nhung chu y la
kich thudc cua cic dia cing gianh
cho loai Volume nay phai bang
nhau va kich thudc cua Volume
bang tong céc kich thudc cia cdc
phan trén.

3.7.4 Tao Volume Mirror.

Cac budc tao Volume Mirror
cling tuong tu nhu trén, chd y kich
thudc cua cic dia cing gianh cho
loai Volume nay phai bang nhau va
kich thudc ciia Volume bang chinh
kich thudc ctia mdi phan trén.
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3.7.5 Tao Volume Raid-5.

Cac budc tao Volume Raid-5 EEmrzran
cling tuong tu nhu trén nhu:ng B D e et el 1o 1 e ol
chi y 1 loai Volume yéu cau t6i

thieu dén 3 dia cung. Kich :m*“”””m

thuéc cua cdc dia cung gianh r ]

cho loai Volume nay phai bang tEws |

nhau va kich thudc cua Volume ¢ tepmnis |

bang 2/3 kich thudc cua mdi phan .
cong lai. 11 i e - HE, =

dbw] |m el ol mmem nll | H

ik ] Zarad |

4. Quan ly viéc nén dir li€u
Muc tiéu:
- S dung dwoc cong cu nen dir liéu.

Nén dir li€u la qud trinh luu triv dir liéu duoi mot dang thirc chiém it
khong gian hon dit liéu ban dau. Windows Server 2003 hd trg tinh ning
nén céic tap tin va thu muc moét cach ty dong va trong sudt. Cac chuong trinh
ung dung truy xudt cdc tap tin nén mot cach binh thudong do hé diéu hanh tu
dong giai nén khi md tap tin va nén lai khi luu tap tin Ién dia. Kha nang nay
chi c6 trén cac partition NTFS. Néu ban chép mot tap tin/thu muc trén mot
partition c6 tinh ning nén sang mot partition FAT binh thudng thi hé diéu
hanh s€ giai nén tap tin/ thu muc do trudce khi chép di.

Pé thi hanh viéc nén mot tap tin/thu muc, ban st dung chuong trinh
Windows Explorer va thuc hién theo cac budc sau:

- Trong cla s6 Windows DR 214

Explorer, duyét dén tap tin/thu T TSR T

muc dlnh nén va ChQn tép tin/thu P LOTICMETT T SRR YT T IECT TR DRI S PSR T R
dé [ ""E = stw Wl nbhbrddare wred - sc e m

muc do.

ot B [ L UUT | L

- Nhép phai chuot 1én ddi tuong
do va chon Properties.

- Trong hop thoai Properties,
nhdn nidt Advanced trong tab  —uiccawsz ao e

General. W S o ] eoer
[T ~=aqb ~ondanks koo = dsks

T = Frant = s o=

| TETRY SR (S PIT | LT TE N TR T | T
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- Trong hdp thoai Advanced Properties, chon muc “Compress contents
to save disk space” va nhan chon OK.

Nhén chon OK trong hop thoai Properties dé xdc nhan thao tdc. Néu ban
dinh nén mdt thu muc, hop thoai Confirm Attribute Changes xuét hién,
yéu ciu ban lua chon hodc 12 chi nén thu muc nay thoi (Apply changes to
this folder only) hodc nén ca ciac thu muc con va tap tin c¢é trong thu muc
(Apply changes to this folder, subfolders and files). Thuc hién Iya chon cua
ban va nhan OK.

Lol atnlub: Uiz #
T [ L T T B O [T T T T
LA

TR Rl AR e T Ul ol ) e it IR L
.--_-'..--\‘ L1 T DT T R

5 Frgds Torape - = ond]
T [ A S | T8

Pé thuc hién viéc giai nén mot thu muc/tap tin, ban thyc hién tuong tu theo
cic budc o trén va bdé chon muc Compress contents to save disk space
trong hop thoai Advanced Properties.

5. THIET LAP HAN NGACH DiA (DISK QUOTA).

Muc tiéu.:
- Cdap phat duoc han ngach sw dung dung luwong dia cirng cho nguoi sir
dung.

Han ngach dia qdu:qc dung dé chi dinh luong khong gian dia :[6i da ma mot
nguoi dung co the sir dung trén mot volume NTFS. Ban c6 thé ap dung han
ngach dia cho tat cad nguoi dung hodc chi doi vdéi tung nguoi dung riéng
biét.

Mot s6 van dé ban phai luu y khi thiét lap han ngach dia:

- Chi c6 thé 4p dung trén cic volume NTFS.

- Luong khong gian chiém dung duoc tinh theo cic tap tin va thu muc do
nguoi dung s¢ hiru.

- Khi nguoi dung cai dat mot chuong trinh, lugng khong gian dia con
trong ma chuong trinh thy duoc tinh todn dwa vio han ngach dia ctua ngudi
dung, khong phai 1a luong khong gian con tréng trén volume.

- Duogc tinh todn trén kich thudc that su cua tap tin trong truong hop tap
tin/thu muc duoc nén.
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5.1. Céu hinh han ngach dia.

Ban c4u hinh han ngach dia bang hop thoai Volume Propertise di gi6i
thiéu trong phan trén. Ban ciing c6 thé m& hop thoai nay bing cdch nhip
phai chudt 1én ky ty 6 dia trong Windows Explorer va chon Propertise.
Trong hop thoai niay nhip chon tab Quota. Theo mic dinh tinh ning han
ngach dia khong duoc kich hoat.
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Céac muc trong hop thoai c6 y nghia nhu sau:

- Enable quota management: thyc hién hodc khong thyc hién quan 1y han
ngach dia.

- Deny disk space to users exceeding quota limit: nguoi dung s€ khong
thé tiép tuc sir dung dia khi vuot qua han ngach va nhan duoc thong bio out
of disk space.

- Select the default quota limit for new users on this volume: dinh
nghia cdc gidi han st dung. Céc lua chon bao gdm “khong dinh nghia gidi
han” (Do not limit disk space), “gid1 han cho phép” (Limit disk space to) va
“gi61 han canh bao” (Set warning level to).

- Select the quota logging options for this volume: c6 ghi nhén lai cac
su kién lién quan dén st dung han ngach dia. C6 thé ghi nhan khi nguoi
dung vugt qua gidi han cho phép hodac vugt qué gidgi han canh bdo.

Biéu tuong dén giao thong trong hdp thoai ¢6 céc trang thai sau:

- Deén dé cho biét tinh nang quan 1y han ngach khdng dugc kich hoat.

- Peén vang cho biét Windows Server 2003 dang xiy dung lai thong tin
han ngach.

- Peén xanh cho biét tinh ning quan 1y dang c6 tic dung.
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5.2. Thiét lgp han ngach mdc dinh.

Khi ban thiét lap han ngach mac dinh dp dung cho cic ngudi dung maéi
trén volume, chi nhiing nguoi dung chua bao gid tao tap tin trén volume do
moi chiu anh hudéng. C6 nghia 1a nhitng nguoi dung da s hiru céac tap
tin/the muc trén volume nay déu khong bi chinh sich han ngach quy dinh.
Nhu vay, néu ban dyu dinh ap dat han ngach cho tAt ca cdc nguoi dung, ban
phai chi dinh han ngach ngay tur khi tao 1ap volume.

Pé thuc hién, ban mé hop thoai Volume Properties va chon tab Quota.
Panh ddu chon muc Enable quota management va dién vao cic gid tri gidi
han str dung va giéi han canh bao.

5.3. Chi dinh han ngach cho tirng cd nhan.

Trong mot vai truong hop, ban can phai chi dinh han ngach cho riéng mot
nguoi nao do, chiang han co6 thé 1a cic 1y do sau:

- Nguoi dung nay s& giit nhiém vu cai dit cdc phadn mém méi, va nhu vy
ho phai ¢6 duoc lugng khong gian dia tréng 16n.

- Hodc 1a nguoi dung di tao nhiéu tap tin trén volume trudc khi thiét lap
han ngach, do vay ho s€ khong chiu tic dung. Ban phai tao riéng mot gidi han
ma1 ap dung cho ngudi do.

DPé thiét lap, nhan nit Quota Entries trong tab Quota cua hdp thoai
Volume Properties. Ctra s6 Quota Entries xuat hién.
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Chinh sira thong tin han ngach cia mgt nguoi dung: nhan dGp vio muc
cua nguol dung tuong ing, hop thoai Quota Setting xuat hién cho phép ban
thay doi cac gia tri han ngach.
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B6 sung thém modt muc quy dinh han ngach: trong cira s0 Quota
Entries, vao menu Quota chon muc New Quota Entry / xuét hién hop thoai
Select Users, ban chon ngudi dung ro6i nhan OK / xuét hién hop thoai Add
New Quota Entry, ban nhap cic gia tri han ngach thich hop va nhan OK.

6. MA HOA DU LIEU BANG EFS
Muc tiéu:

- Swr dung dwoc cong cu ma hoa dir liéu.

EFS (Encrypting File System) 12 mdt k§ thuat dung trong Windows
Server 2003 dung dé m3 hod cdc tap tin luu trén cac partition NTFS. Viéc
ma hod s& bd sung thém mot 16p bao vé an toan cho hé thong tap tin. Chi
nguoi diung c6 dung khod méi c6 thé truy xuat dugc cdc tap tin niy con nhimng
nguoi khac thi bi tir chdi truy cdp. Ngoai ra, ngudl quan tri mang con
c6 thé dung tdc nhén phuc hdi (recovery agent) dé truy xuét dén bat ky
tap tin nao bi ma hod. Pé ma hod cdc tap tin, tién hanh theo cic budc sau:

M6 cira s6 Windows Explorer. Al tinlutcs e
Trong cura s6 Windows Explorer, chon |4 S .,;_.]::-._;:.,_rﬁ,*_ e
cic t3p tin va thuc muc can ma hoa. et ety ORI oo e Bl
Nhép phai chudt 1én cdc tap tin va thu  -edeve carke oo

muc, Cth’l Pl’Operties. [ - -n ot = A

Trong hop thoai Properties, nhan niit & i lo cadlerpasr i, o

Advanced, LI LT SR Tr T R R
[ LR Y B STV REET LT
W [==rk ~orkork: boeet = sty

Hop thoai Advanced Properties Xuét
hién, danh dau muc Encrypt contents il
to secure data va nhan OK.

Tro lai hop thoai Properties, nhin OK, xuit hién hop thoai Confirm
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Attribute Changes yéu can ban cho biét s& ma ho4 chi riéng thu muc duoc
chon (Apply changes to this folder only) hodc ma hod toan b thu muc ké
cac cac thu muc con (Apply changes to this folder, subfolders and files).

Sau d6 nhan OK.
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Pé thoi khong ma hod céc tap tin, ban thuc hién tuong tu theo cic budc
trén nhung bo chon muc Encrypt contents to secure data.

Bai 6: TAO VA QUAN LY THWY MUC DUNG CHUNG
Ma bai: MD17-06
Muc tiéu:
- Trinh bay cac loai quyén truy cap dit liéu;
- Tao va quan ly cac thu muc dung chung trén mang.
- Thuc hién céc thao tac an toan véi may tinh.

Noi dung chinh:

1. TAO THU MUC DUNG CHUNG
Muc tiéu:
- Chia sé dwoc thu muc dung chung;
- Trinh bay dwoc quyén truy thu muc ding chung.

1.1. Chia sé thw muc dung chung
C4c tai nguyén chia sé 1a céac tai nguyén trén mang ma cac nguoi dung c6
thé truy xuét va st dung théng qua mang. Mudn chia sé mot thu muc diing
chung trén mang, ban phai logon vao hé thong véi vai trd ngudi quan tri
(Administrators) hoac la thanh vién ctia nhém Server Operators, tiép theo
trong Explorer ban nhip phai chudt trén thu muc dé va chon Properties,
hop thoai Properties xuat hién, chon Tab Sharing.
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Y nghia cua cdc muyc trong Tab Sharing:

General Sharing | Securit_l,ll Eustnmizel
[ == Y'ou can zhare thiz folder with other uzers on paur

netwark. To enable sharing for this falder, click Share this
falder.

™ Do not zhare this folder

Share name: IDuLiE:u$ j

Dezcription: IDu Lieu Dung Chung

Uszer limit:  Maimum allowed
i Allow this number of wsers; 100 =
To =et permizzions for uzers who

access thiz folder aver the networl:,
click Permizzions.

Permizziong. . |

T o madify how people uze the content Offlire Seti
while offine, click Dffline Settings, Ofine Setings.._|

Mew Share... |

)4 I Cancel | Spply |

Muc Y nghia

Do not share this Chi dinh thu muc nay chi dugc phép truy cap cuc bd
folder

Share this folder Chi dinh thu muc nay dugc phép truy cap cuc bo va
truy cdp qua mang

Share name Tén thu muc ma ngudi dung mang nhin thay va truy
cap

Comment Cho phép nguoi dung mod ta thém thong tin vé

thu muc dung chung nay

User Limit Cho phép ban khai bdo so két noi toi da truy xuat

vao thu muc tai moét tho1 diém

Permissions Cho phép ban thiét 1ap danh sach quyén truy cap

thong qua mang cua nguoi dung

Offline Settings Cho phép thu muc dugc luu trit tam tai li€u khi 1am

viéc dudi ché do Offline.

1.2. Céu hinh Share Permissions
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Ban mudn cip quyén cho cdc nguoi ding truy cdp qua mang thi ding
Share Permissions. Share Permissions chi cé hiéu lyc khi ngudi dung
truy cap qua mang chir khong c6 hi¢u luc khi ngudi dung truy cap cuc bo.
Khéc véi NTFS Permissions 13 quan 1y nguoi dung truy cip dudi cap do
truy xuat dia. Trong hop thoai Share Permissions, chita danh sich cic

quyén sau:

1]
- Full Control: cho phép nguoi dung cé Elha_ F. tinian |
toan quyén trén thu muc chia sé. G i

- Change: cho phép nguoi dung thay doi
dir li€u trén tap tin va xda tap tin trong thu
muc chia sé.

- Read: cho phép nguoi dung xem va thi i | e |
hanh céc tap tin trong thu muc chia s€. Ban  rerewecre uies r L
muén cap quyén cho ngudi dung thi nhap e =
chudt vao nit Add. e B O

| - I —arnd | Zik |

Hop thoai chon nguoi dung va nhém xuat hién, ban nhap déi chudt vao
céac tai khoan nguoi dung va nhém can chon, sau d6 chon OK.
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Trong hop thoai xuat hién, muén cap quyén cho nguoi ding ban danh dau
vao muc Allow, nguoc lai khéa quyén thi ddnh dau vao muc Deny.
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1.3. Chia sé thw muc dung l¢nh netshare

Chirc ning: tao, x6a va hién thi cdc tai nguyén chia sé. Ct phdp:
/unlimited]

net share sharename
net share  sharename=drive:path  [/users:number

[/remark:"text"]
net share sharename [/users:number | unlimited] [/remark:"text"]

net share {sharename | drive:path} /delete

Y nghia cdc tham sb:
- [Khong tham s6]: hién thi thong tin vé tat ca céc tai nguyén chia sé trén

mady tinh cuc b0

- [Sharename]: tén trén mang cia tai nguyén chia sé, néu dung 1énh net
share vdi mot tham s6 sharename thi hé thong sé& hién thi thong tin vé tai
nguyén dung chung nay.

- [drive:path]: chi dinh duong dan tuyét ddi cua thu muc can chia sé.

- [/users:number]: dit s6 luong ngudi ding 16n nhat c6 thé truy cip vao

tai nguyén dung chung nay. , ?
- [/unlimited]: khong gidi han s6 lugng ngudi dung cé thé truy cdp vao tai

nguyén dung chung nay.
- [/remark:'text"]: thém thong tin mo ta vé tai nguyén nay.
- /delete: x6a thudc tinh chia sé cta thu muc hién tai.

2. QUAN LY CAC THU MUC DUNG CHUNG

Muc tiéu:
Trinh bay dwoc quyén truy thu muc ding chung.

2.1. Xem cdc thw muc dung chung

Muc Shared Folders trong cong cu Computer Management cho phép ban



tao va quan 1y cdc thu muc ding chung trén mdy tinh. Mudn xem céc thu
muc dung chung trén mdy tinh ban chon muc Shares. Néu thu muc ding
chung nao c6 phan cubi cua tén chia s¢ (share name) la dau $ thi tén thu
muc ding chung nay duoc an di va khong tim thiy khi ban tim kiém thong
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qua My Network Places hoac duy¢t cac tai nguyén mang.
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2.2. Xem cdc phién lam viéc trén thuw muc dung chung

Muodn xem tat ca cdc nguoi dung dang truy cap dén cic thu muc dung
chung trén may tinh ban chon muc Session. Muc Session cung cap cac thong
tin sau:

- Tén tai khoan nguoi dung dang ket no1 vao tai nguyén chia sé.

Tén mdy tinh c6 nguoi ding két ndi tir do.

Hé diéu hanh ma mdy tram dang sir dung dé két ndi.
S6 tap tin ma ngudi ding dang mo.

Thoi gian két néi ctia ngudi ding.

Thoi gian cho xir 1y cua két noi.

Phai 1a truy cap cta ngudi dung Guest khong?
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2.3. Xem cdc tdp tin dang ma trong cdc thw muc dung chung

Mubn xem céc tdp dang mé trong céc thu muc ding chung ban nhap chudt
vao muc Open Files. Muc Open Files cung cap cac thong tin sau:

- Puong dan va tap tin hién dang dugc mé.

- Tén tai khoan nguoi dung dang truy cap téap tin do.

- Hé diéu hanh ma nguoi dung st dung dé truy cap tap tin.
- Trang thai tap tin c6 dang bi khoa hay khong.

- Trang thai m& stir dung tap tin (Read hoac Write).
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3. QUYEN TRUY CAP NTFS
Muc tiéu: ‘ ’
- Phan dvuoc quyén truy cap dir lieu dung trong hé thong mang.

C6 hai loai hé thong tap duoc dung cho partition va volume cuc bd
la FAT (bao gém FAT16 va FAT32). FAT partition khong hd tro bao
mat ndi by, con NTFS partition thi nguoc lai c6 hd trg bao mat; ¢ nghia la
néu dia clmg ctia ban dinh dang 12 FAT thi moi ngudi déu c6 thé thao tdc trén
cdc file chtra trén dia cung nay, con nguoc lai la dinh dang NTFS thi tuy
theo nguoi dung c6 quyén truy cap khong, néu nguoi ding khong co quyén
thi khong thé nao truy cap dugc dit liéu trén dia. Hé thong Windows
Server 2003 ding cic ACL (Access Control List) dé quan 1y cic quyén
truy cap cua doi trong cuc by va cac doi tuong trén Active Directory.
Mbt ACL c6 thé chira nhiéu ACE (Access Control Entry) dai dién cho
mot nguoil dung hay mot nhom nguoi.
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3.1. Cdc quyén truy cdp ciia NTFS

Tén quyén Chirc ning

Traverse Folder/Execute Duyét cac thu muc va thi hanh céc tap tin chuong trinh

File trong thu muc
. Liét ké ndi dung cua thu muc va doc dit li€u cua cac ta
List Folder/Read Data |. ; ; g ; ; ; ap
tin trong thu muc
Read Attributes Poc cac thudc tinh cua céc tap tin va thu muc
Read Extended . A v A s
) X Doc cic thudc tinh md rong cua cac tap tin va thu muc
Attributes

Create File/Write Data Tao cédc tap tin mdi va ghi dir liéu 1€n cdc tap tin nay

Create Folder/Append

Data Tao thu muc mdéi va cheén thém dir li€u vao cac tap tin

Write Attributes Thay ddi thudce tinh cua cdc tap tin va thu muc

Write Extendd 2. )
) Th 01 thudc tinh md& rong cua cac tap tin va thu m
Attributes ay doi thude t 0 rOng cua cdc tap tin va thu muc
Delete Subfolders and . A
) Xba thu muc con va cdc tap tin
Files
Delete Xba céc tap tin

Read Permissions Doc cdc quyén trén cic tap tin va thu muc

Change Permissions Thay d6i quyén trén cdc tap tin va thu muc

Take Ownership Tudc quyén s hitu cta cdc tap tin va thu myc
3.2. Cdc mirc quyén truy cdp dwoc ding trong NTFS
Tén quyén Full | Modify | Read& List | Read | Write
Control Execute | Folder
Contents

Traverse Folder X X X X

/Execute File

List Folder X X X X X
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/Read Data
Read Attributes
Read Extended
Attributes
Create File
/Write Data
Create Folder
/Append Data
Write Attributes
Write Extended
Attributes
Delete
Subfolders and
Files

Delete

Read
Permissions
Change
Permissions
Take
Ownership
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3.3. Gdn quyén truy cdp NTFS trén thuw muc dung chung

Ban mudn gin quyén NTFS, thong qua Windows Explorer ban nhép
phai chudt vao tap tin hay thu muc can cau hinh quyén truy cdp roi chon
Properties. Hop thoai Properties xuat hién. Néu 6 dia ciia ban dinh dang la
FAT thi hop thoai chi c6 hai Tab 1a General va Sharing. Nhung néu dia c6
dinh dang 1a NTFS thi trong hdp thoai s€ c6 thém mot Tab la Security.
Tab nay cho phép ta c6 thé quy dinh quyén truy cdp cho timg ngudi ding
hodc mot nhém nguoi dung 1€n céc tdp tin va thu muc. Ban nhﬁp chuot vao
Tab Security dé cip quyén cho cdc nguoi ding.
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Muén cap quyén truy cdp cho mot nguoi ding, ban nhap chudt vao niit
Add, hop thoai chon lya nguoi dung va nhom xuat hién, ban chon nguoi
dung va nhém can cip quyén, nhdp chudt vao nit Add dé thém vao danh
sach, sau do nhap chuot vao nit OK dé tro lai hop thoai chinh.

Select Users or Groups

Select thiz object type:

ILIsers, Groups, or Built-in securty principals Object Types. ..

Fram this location:

2l x|
_Dtiect Types. |
IDEE Locations... |
EETET

Enter the object names to select [examplez):
DC2%hanh; DC2%nhon| LCheck Mames

Advanced... | ] | Cancel |

A

Hop thoai chinh s& xuét hién céc nguoi dung va nhom ma ban moi thém
vao, sau d6 chon nguoi dung va nhom dé cap quyén. Trong hop thoai da hién
san danh sach quyén, ban mudn cho nguoi dung do c6 quyén gi thi ban danh
dau vao phan Allow, con nguoc lai mudn cdm quyén d6 thi danh dau vao
muc Deny.
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3.4. Ké thira va thay thé quyén ciia déi twong con.

Trong hop thoai chinh trén, ching ta ¢6 thé nhap chudt vao nit Advanced
dé ciu hinh chi tiét hon cho cdc quyén truy cdp cta nguodi dung. Khi nhap
chudt vao nit Advanced, hop thoai Advanced Security Settings xuit hién,
trong hop thoai, néu ban ddnh diu vao muc Allow inheritable permissions
from parent to propagate to this object and child objects thi thu muc
hién tai dugc thira huong danh sach quyén truy cdp tir thu muc cha, ban
muén xéa nhiing quyén thua huong tir thu muc cha ban phai bo danh dau
nay. Néu danh sich quyén truy cip cta thu muc cha thay do6i thi danh sdch
quyén truy cap cua thu myc hién tai cling thay d6i theo. Ngoai ra néu
ban danh dau vao muc Replace permission entries on all child objects
with entries shown here that apply to child objects thi danh sich quyén
truy cap cua thu muyc hién tai s€ dugc dp dung xuéng céc tap tin va thu muc
con ¢6 nghia 12 cdc tap tin va thu muc con s& duoc thay thé quyén truy cap
gibng nhu céc quyén dang hién thi trong hop thoai.
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Trong hop thoai nay, Windows Server 2003 ciing cho phép ching ta
ki€ém tra va cau hinh lai chi tiét cic quyén cua nguoi dung va nhém, dé thuc
hi¢n, ban chon nhém hay ngudi dung can thao tac, sau d6 nhap chudt vao niut
Edit.
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3.5. Thay déi quyén khi di chuyén thw muc va tdp tin.

Khi ching ta sao chép (copy) mot tap tin hay thu muc sang mot vi tri moi
thi quyén truy cap trén tap tin hay thu myc nay s€ thay ddi theo quyen trén
thu muc cha chtra ching, nhung nguoc lai néu ching ta di chuyén (move)
mot tap tin hay thu muc sang bat ki vi trf ndo thi cdc quyén trén ching van
duoc gilt nguyén.

3.6. Gidm sdt ngwoi dung truy cdp thuw muc
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Ban mudn gidm sdt va ghi nhan lai cdc nguoi dung thao tdc trén thu
muc hién tai, trong hop thoai Advanced Security Settings, chon Tab
Auditing, nhap chudt vao nit Add de chon nguoi dung can giam sat, sau
d6 ban mudn gidm st viéc truy xudt thanh cong thi ddnh ddu vio muc
Successful, nguoc lai gidm sdt viéc truy xudt khong thanh cong thi danh dau

vao muc Failed.
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3.7. Thay déi ngwoi sé hitu thw muc

Ban mudn xem tai khoan ngudi va nhém ngudi dung sé hita thu muc
hi¢n tai, trong hdp thoai Advanced Security Settings, chon Tab Owner.
Pong thoi ban ciing c6 thé thay d6i ngudi va nhém ngudi sé hiru thu muc
nay bang cdch nhap chudt vao nit Other Users or Groups.
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4. DFS
Muc tiéu:
- Phan biét dwoc cac loai hé théng DFS.
- Trién khai thuc hién dwoc hé théng DFS.

DFS (Distributed File System) 132 hé théng to chirc siap xép cdc thu
muc, tdp tin dung chung trén mang ma Server quan ly, & d6 ban c6 thé tap
hop cdc thu muc ding chung nam trén nhiéu Server khic nhau trén mang
véi mot tén chia sé duy nhit. Nho hé théng nay ma ngudi ding dé& dang
tim kiém mot tai nguyén dung chung nao do6 trén mang... DFS c6 hai loai
root: domain root 1a hé théng root gan két vao Actlve Directory duogc
chtra trén tit ca Domain Controller, Stand-alone root chi chira thong tin
ngay tai may dugc cau hinh. Chd y DFS khong phai 12 mot File Server ma
no 1a chi 1a mot “bang muc luc” chi dén céc thu muc di duoc tao va chia sé
san trén céc Server. Dé trién khai mot hé théng DFS trudce tién ban phai hiéu
cac khai niém sau:

- Gbc DFS (DFS root) 132 mot thu muc chia sé dai dién cho chung cho
cac thu muc chia sé khac trén cac Server.

- Lién két DFS (DFS link) 12 méot thu myc nim trong DFS root, né 4nh
xa dén mot tai nguyén chia sé cic Server khic.

4.1. So sdanh hai loai DF S

Stand-alone DFS Fault-tolerant DFs

- La hé théng DFS trén mot - La hé thé)ng DFS dua trén
may Server Stand-alone, khong conén Active Directory nén c6 chinh
kha ning dung 16i. dung 13i cao.

- Nguoi dung truy xuét hé théng - Hé théng DFS sé ty dong dong
DFS thong qua duong danbd g1u’a cic Domain Controller va

1o LR s 1 A A Py

4.2. Cai dat Fault-tolerant DFS

Pé tao mot hé théng Fault-tolerant DFS ban lam theo cac budc sau:

Ban nhép chudt vao Start [J Programs [| Administrative Tools []
Distributed File System. Hop thoai Welcome xuat hién, ban nhan Next dé
tiép tuc. Hop thoai Root Type xuat hién, ban chon muc Domain Root, nhan
Next dé tiép tuc.
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Hé thong yéu cau ban chon tén mién (domain name) két hop véi hé thong
DFS can tao.
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Tiép theo ban khai bdo tén ctia Domain Controller chua root DFS can tao.
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Pén day ban khai bdo tén chia sé¢ géc (Root Name) cua hé théng DFS,
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day chinh la té€n chia sé dai dién cho céic tai nguyén khdc trén mang. Ban
nhap day du cac thong tin chon Next dé tiép tuc.
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Trong hop thoai xudt hién, ban khai bdo tén thu muc chia sé géc cua hé
thong DFS.
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Sau khi cdu hinh hé théng DFS hoan tat, tiép theo ban tao cdc lién két dén
cdc tai nguyén dung chung trén cac Server khic trong mang.
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Pé s dung hé¢ thong DFS nay, tai mdy tram ban anh xa (map) thu muc
chia s¢ goc thanh mot 6 dia mang. Trong 6 dia mang nay ban c6 thé nhin

thiy tit ca cdc thu muc chia sé trén cic Server khic nhau trén hé thong
mang.
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Tuong ty nhu Fault-tolerant DFS, ban c6 thé tao ra mot Stand-alone
DFS trén mot mdy Server Stand-alone, tit nhién 1a hé thong d6 khong c6
kha ning dung 16i c6 nghia 14 khi Server chtta DFS Root hong thi cic may
tram s& khong tim thdy cdc tai nguyén chia sé trén cdc Server khic. Nhung
hé théng Stand-alone DFS duoc str dung rong rai vi né don gian, tién dung.

Bai tap thuc hanh ciua hoc vién
1. Tao thu muc c6 tén Personal trén 6 dia bat ky.
2. Chia s¢ va phan quyén truy cap thu muc nay.

Huéng din tra 16i:

1. Tao thw muc cé tén Personal trén 6 dia bat ky.

Mé 6 dia can tao folder dé share, & day to1 chon 1a 6 C, cac ban c6 thé tuy
chon mot 6 dia khéac bat ky, right click chon new, chon folder, va dat tén cho
folder nay la personal
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|.2)Documents and Settings File Folder 11/09/2007 2:59 PM
|_)Program Files File Folder 11/09/2007 1:40PM R
(C)WINDOWS File Folder 03/09/2007 11:00 AM
()ywmpub File Folder 11/09/2007 1:43 PM

13 hinh 28.bmp 723KB Bitmap Image 01/01/2002 12:20 &AM A

j personal File Folder 18/09/2007 10:17 AM

2. Chia sé va phan quyen truy cap thw muc nay.
Ta s& cau hinh mot s6 thudc tinh cta folder nay, right click vao folder nay,

chon properties, hop thoai personal properties xuat hién:
2]

General I Shalingl Securityl Customizel

J Ipersonal

Type: File Folder
Location: C:\
Size: 0 bytes

Size on disk: 0 bytes

Contains: 0 Files, O Folders
Created: Today, September 18, 2007, 10:17:08 AM
Attributes: Advanced...

[ Hidden

Click vao tab Securiy dé cau hinh NTFS permission trén folder nay. Trén tab
Security, click nit Advanced
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personal Properties 21 x|

Generall Sharing Security ICustomizel

Group or user names:

€7 CREATOR OWNER
€3 SYSTEM
€3 Users (HOCMANGUsers)

Add... I Remove I
Permissions for Administrators Allow Deny
Full Cantrol =]
Modify

Read & Execute
List Folder Contents
Read

=

For special permissions or for advanced settings,  Advanced |
click Advanced. —

i i

1DEEEE
ij000oo0ooano

Trong hop thoai Advanced Security Setting for personal, ban ngit quyén
thira huong bang cach loai bo diu check ra khoi muc Allow inheritable
permissons from the parent to propagate to this object and all child object.
Include these with entries explicity defined here.
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Advanced Security Settings for personal i ll.il

Permissions lAuditingl Owner | Effective Permissions |

To view more information about special permissions, select a permission entry, and then click Edit.

Permission entries:

Type l Name l Permission [ Inherited From l Apply To l
Allow Administrators [HOCKM...  Full Control <not inherited> This folder only
Allow Administrators [HOCM...  Full Control EX This folder, subfolders...
Allow SYSTEM Full Control Ch This folder, subfolders...
Allow CREATOR OWNER Full Control C:A Subfolders and files only
Bllow Users [HOCMANGYU... Read & Execute C:\ This folder, subfolders...
Allow Users [HOCMANGHU...  Special CA This folder and subfol...
add. | Edit.. Remove |

~ #llow inhentable permissions from the parent to propagate to this object and all child objects. Include

[ Replace permission entries on all child objects with entries shown here that apply to child objects

Learn more about access control.

[ Y 1 = | PR 1

Trén hop thoai Security, click nit Remove dé loai bo tit ca cic quyén thira
huong

Advanced Security Settings for personal B
x

Selecting this option means that the parent permission entries that apply to
\9‘) child objects will no longer be applied ta this object.
L

-To copy the permission entries that were previously applied from the
parent to this object, click Copy.

-To remove the permission entries that were previously applied from the
parent and keep only those permissions explicitly defined here, click
Remove.

-To cancel this action, click Cancel.

_F_lemo‘x:e I Cancel I

Xong nhan apply, nhdn OK dé quay vé hoi hop thoai personal properties
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) U - U = ﬂ‘m
General | Sharing  Security I Customize |

Group or user hames:
m Administrators [HOCMANG\Administrators)

Add... I Remove %

Permissions for Administrators Allow Deny

Full Control B
Madify

Read & Execute
List Folder Contents

Read

i000o0o0oa0o

For special permissions or for advanced settings,
click Advanced.

oK I Cancel I Spply I

Trong hdp nay cac ban nhan add, s& xuét hién hop thoai Select user, computer,
or groups

Select Users, Computers, or Groups ]

Select this object type:

IUsers, Groups, or Built-in security principals Dbject Types...

From this location:

|hocmang. com Locations...

il

Enter the object names to select | ;gamples]:

[Check Names

Advanced... | | il I Cancel |

4

Nhép vao hop text Enter the object names to select (examples): group
Domain Admins ro6i click vao nat check names. Group Domain Admins s€
duoc gach dudi, click ok
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Select Users, Computers, or Groups 21 x|

Select this object type:

IUsers, Groups, or Built-in security principals Dbject Types...

From this location:

Ihocmang. com Locations... |

Enter the object names to select [examples):

Domain &dmins] Check Names

Advanced... | IQ oK | Cancel |

Z

Trong hop thoai Personal Properties, cip quyén Full Control cho group
Domain Admins ban md&i thém vao. Click apply

General | Shaing Security |Customize|

Group or user names:

ﬁz Administrators [HOCMANG \A&dministrators)
’ Domain Admins [HOCMANGAD omain Adming)

Add... | Remove |

Permissions for Domain Admins Allow Deny
Full Control O A
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O =
Crmanmial Darminsimna m (o | ..v.‘

For special permissions or for advanced settings, Advanced I
click &dvanced. —

[ ok | coancel | gpply\_J
La

Sau d6 di chuyén qua tab sharing, trén tab sharing, danh dau chon vao muyc
share this folder dé share folder nay. Click vao nit Permission dé an quyén
share cho folder



122

General Sharing I Security | Customize |

i [ — You can share this folder with ather users on your
! . network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder
—{* Share this folder

Share name: |personal

Comment: I
User limit: ' Maximum allowed
" allow this number of users: 3

To set permissions for users who access this
folder over the network, click Permissions.

To configure settings for offline access, click Caching I
Caching.

Windows Firewall will be configured to allow this folder to be
shared with other computers on the network.

View your Windows Firewall settings

oK | Cancel | Apply |

Trong hop thoai permission for personal, danh dau chon vao muyc Full Control
trong cot Allow dé cap quyén full control cho everyone group. Click apply roi

click ok.

Share Permissions l

Group or user names:
ﬁ Everyone
sdd. | Remove |
Permissions for Everyone Allow Deny
Full Control O
Change O
Read O

oK | Cancel |

Click apply va r6i click ok dé dong hop thoai Personal Properties
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Bai 7: CAI PAT VA QUAN TRI DICH VU DHCP VA WINS
Mai bai: MP17-07

Muc tiéu:

- Mo ta duoc sy hoat dong ctia dich vu DHCP va WINS;
- Cai dat va ciu hinh duoc dich vu DHCP va WINS.

- Thuc hién céc thao tac an toan v&i may tinh.

Noi dung chinh:

1. Dich vu cé‘ip phat dia chi IP dong
Muc tiéu:

- Trinh bay dwoc khai niem DHCP.

- Cai dat dwoc dich vu DHCP.

- Céu hinh duwoc may phuc vu DHCP.

1.1. DHCP (Dynamic Host Configutation Protocol)la gi, tai sao phdi dung
DHCP?

Mot may tinh hay thiét bi khac phai duoc cau hinh theo mot tham sb
trudce khi c6 thé hoat dong trén mot mang. Ta phai cdu hinh cac tham s6 nhu tén
linh vuc va dia chi IP cua hé khach, dia chi IP ctia hé phuc vu DNS dé phan giai
tén ctia hé chu va mit na con. Khong c6 cac tham sb cau hinh ndy, mot may tinh
hay thiét bi khac khong thé twong tic vai cac thiét bi khac trén mang. Ngay nay
hau hét cac mang TCP/IP déu sir dung DHCP dé tu dong cép cac dia chi IP va
cac tham s6 cho hé khach. Khi da cai dit DHCP, ban s& dua vao may phuc vu
DHCP dé cung cip thong tin co ban can thiét cho hoat dong ndi mang TCP/IP:
dia chi IP, mat na mang con, b dinh tuyén mat dinh, may phuc vu DNS chinh
va phy, may phuc vu WINS chinh va phy, tén ving DNS.

DHCP duoc thiét ké nham don gian hoa cac tic vu quan tri ciia ving AD.
DHCP dugc dung dé gan thong tin cdu hinh. cho may khach mang, nhu vay
khong nhiing tiét kiém duoc thoi gian trong giai doan 1ap ciu hinh. hé théng ma
con cung cap co ché tip trung cap nhét cau hinh.. DHCP cho phép chi phéi hoat
dong gan dia chi IP tai diém tap trung.

1.2. Cdc budc cai dat DHCP

a. Vao Start->Settings=> Control Panel ban nhan chudt vaio Add/Remove
Programs

b. Trong hop thoai Add/Remove Programs ban nhan chudt vao
Add/Remove Windows Components.

c. Trong hop thoai ta di chuyén con tro toi Networking Services va sau dé
ban nhan chudt vao nat Details....
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d. Ban n}}én chuot vao 6 Dynamis Host Configutation Protocol
(DHCP) 161 Ok cudi cung la ban chon Next 2 lan.

e. Bay gio ban da cai dat xong dich vu DHCP.

1.3. Ciu hinh dich vu DHCP

a. Vao Start->Settings> Programs->Administrative Tools>DHCP.
Hop thoai xuat hién ban nhan chudt vao Action, ban chon New Scope....
Hop thoai New Scope Wizard xuat hién, ban nhan Next.

b. Hop thoai xuat hién ban nhép tén mdy vao muc Name va nhan Next.

c¢. Hop thoai xuét hién ban nhap dia chi sb IP cap phat tu dong cho cac may
tram vao cac 6 sau: Start Address (dia chi IP dau tién), End Address (dia
chi IP cudi cing) va Subnet Mask cho khoang IP twong tng. Nhan Next
dé tiép qua trinh ciu hinh. dich vy nay

Mt S Wiz il

IF Aililigiss Harme
You defne the soope adciess imeoe by deiyng adet ol corsecuive I
whiessns

Erdar s rangs ol addnasaes that Hwe sense dihiboles

Slat P =hiigee |1':|:-" 163, 1 i

EndIF addiess: ||'3-? 163 .1 .11

A e ek Cebnes oo mees Dl o aee [P aaddias s ko Dot e paosonk fadon et
1D and bose rrany oiis o Do the hos: 10 Y ma can soscify the suorel mask oy
kengd o a5 mn P sddisss.

; 7
LEF”“ =

Sitewd rask | 55353, %R, 2

< Back I Hel & I Carecel |

Trang IP Address Range, nhap pham vi cac dia chi IP s& cung cap

d. Hop thoai xuat hién ban nhap dia chi s6 IP cép phat cho nhiing mdy ma
ban dinh nhép tinh loai ra trong s6 IP dong nhu sau: Start Address (dia
chi IP dau tién), End Address (dia chi IP cudi cung) roi nhan Add va ban
cling c6 thé ting dia chi vao muc Start Address sau d6 nhan Add néu ban
d3 nhdp xong thi nhan Next.
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Mew Scope Wizard |
Add Exclusions —
Excluzions are addresses or a range of addresses that are not distributed by the
SEMVET

Type the [P address range that pow want to exclude. IF pou want b exclude a single
addrezz, twpe an address in Start IP address anly.

Start IP address: End P address:
192 168, 1 . 1 192.168. 1 . 10 Add

Hemaowe |

Engluded address range:

< Back I Hest » I Cancel

Pham vi cac IP dic biét khong duoc phan phdi

e. Hop thoai Xuat hién ban nhap chi ra thoi gian ma dia chi IP dong s
dung, luc dau may quy dinh cho ban 1a 8 ngay, ban c6 thé stia d6i vao cac
muc sau: Days (30 ngay), Hours (gid) va Minutes (phut). Néu ban mudn
khong gidi han thi chon tat ca 1a 0. Chon roi nhan Next.

Mew Scope Wizard =]
Leasze Duration e
The leaze duration zpecifiez how long a client can uge an IP addrezs from this
SCOpE.

Leaze durations should typically be equal to the average time the computer iz
conhected ta the zame phyzical netwaork. Far mobile netwarks that consizt mainly of
portable computers or dial-up clients, shorter lease durations can be uzeful.
Likewise, for a stable network that consists mainly of deskiop computers at fized
lozations, longer lzaze durations are more appropriate.

Set the duration for zcope leases when distibuted by this server.

Lirnited bo:
Days: Hours: Minutes:
=1 | =l
24 = 0 = 0 =

< Back I Mext » I Cancel I

Thoi han may khach c6 thé st dung dia chi IP

f. Hop thoai xuét hién hoi ban 12 mudn chi ra cac dich vu khac cho cac may
tram nhu: DNS, WINS, ...néu ban muon thi chon Yes ro1 nhan Next dé
ti€p tuc cau hinh., nguoc lai thi chon No.

g. Hop thoai xuét hién ban nhap chi vao IP Address ctia Router (Default
Gateway) roi nhan Add, Next.
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h. Hop thoai xuét hién ban nhap tén Domain va Server cia DNS vao hai muc
Parent Domain va Server name, dia chi IP ciia may DNS vao IP Address,
nhan Add, Next.
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i. Hop thoai xuét hién dé ban qhap tén server cua WINS vao Server name,
dia chi IP vao IP Address, nhan Add, Next.

Mew Scope Wizard ]|

WINS Servers e
Computers running “windows can uze WINS servers to convert MetBIOS computer
names to I[P addresses.

Entering server IP addreszes here enables Windows clients to queny *IMS befare they uze
broadcastz to reqizter and rezolve MetBIOS names.

Server name: IP addrezs:
| [ . . fidd
Bezole | Bemove |

Up

g

L

To change this behavior for Windows DHCP clients modify option 046, WINS/MHET Mode
Tupe, in Scope Dptions,

< Back I MHext > I Cancel |

Tén may phuc vu (Server name) co6 cai dich vu WINS
J. Trong hop thoai New Scope Wizard mudn khoi dong DHCP ngay hay
chon Yes, nhan Next va Finish..
1.4. Kiém tra dich vu DHCP trén Server
D¢ kiém tra dich vu DHCP céu hinh ¢6 bj 16i khong ban m¢ cua so
DHCP 1én néu ban thay biéu tugng c6 mau xanh 1a ban da cau hinh
dang.
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X g =10l x|
Jﬂctiun Wi |J¢'-P||||§J%-lﬁ |
Tree I Address Pool
@ DHCP Start IP Address | End 1P Address | c
=l [f& tankhoa.tam.com [192.168.1.8] | E192.168.1.1 192.168.1.20 I
EI@ Scope [192.168.1.0] khoa 1192.168.1.1 192,1658.1.100 A
Address Poaol

_ @ Address Leases
. -8 Reservations

- {4 Scope Options
I:E Server Options

Address Pool c6 mau xanh 14 cay khi dat dich vu DHCP ding
1.5. Ciu hinh IP dpng cho mdy Client

Muc tiéu: ban da céu hinh xong dich vu DHCP, phan nay s& huéng dan ban
cau hinh. tat ca may client dé nhan IP Address va dang ky véi DHCP server.

1.5.1. Cich ciu hinh dia chi dpng trong cita sé Local Area Connection
Properties

+ Budc 1: Bang nhap vao mot may cai Win2kPro

+ Budc 2: Trong cua sd6 Control Panel, chon Network and Dial-Up
Connection.

+ Budc 3: Nhép phai chudt vao muc Local Area Connection, chon
Properties.

+ Budc 4: Trong hdp thoai Internet Protocol (TCP/IP) Properties, chon
Obtain an IP Address automatically.

1.5.2. Cdich kiém tra dia chi IP dwoc cdp phdt cho mdy tinh
Thuc hién kiém tra dia chi dong duoc cép phat nhu sau:
+ Budc 1: Vao Start-> Run, nhap cmd 161 Enter, cira s6 DOS xuét hién.
+ Budc 2: GO ipconfig /all | more.
Go 1énh ping dia chi IP ciia mot may bat ky dé kiém tra thong mang.
2. Dich vu WINS
Muc tiéu:
- Trinh bay dwoc khai niém dich vu WINS.
- Cai dat dugc dich vu WINS.
- Cau hinh dwoc may phuc vu WINS.

2.1. Gidi thiéu dich vu WINS

Microsoft Windows Internet Nameing Sevice (WINS) 1a dich vu phan giai
tén, cd chirc nang phan gidi tén may tinh thanh dia chi IP cho phép cdc may tinh
trén mang tim thy nhau va truyén tai thong tin. WINS hoat dong tot nhat trong
moi truong may khach /may phuc vu (Client/Server), noi may khach WINS goi
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yéu cau phan giai tén may phuc vu WINS, dén phién minh may phuc vu WINS
s€ phan giai yéu cau va hoi dép. May tinh st dung NetBIOS dé truyén tai yéu
cau va hoi dap. May tinh st dung NetBIOS cung cap API cho phép may tinh
trén mang giao tiép voi nhau. Khi cai dit giao thirc mang TCP/IP trén may phuc
vu hay may khach, NetBIOS over TCP/IP (NBT) ciing dong thoi dugc cai dit
NBT la dich vu thudc tang Session, cho phép chuong trinh tng dung NetBIOS
dwa vao WINS hay tap tin LMHOSTS cuc bd dé phan giai tén may tinh thanh
dia chi IP. Trén mang chay hé diéu hanh truc Windows 2000, WINS 1a dich vu
phan giai tén chii yéu. O mang Windows 2000, vai trd nay thudc vé DNS, WINS
c6 vai trd khac, d6 1a cho phép hé thdng trudc Windows 2000 duyét danh sach
tai nguyén trén mang va cho phép hé thong Windows 2000 dinh vi tai nguyén
NetBIOS. Trong Microsoft Windows 2000, WINS khong duoc tu dong cai dat
khi ban cai hé diéu hanh. Mudn ding WINS ban phai cai dit .

2.2. Cai dat WINS

Cac budc cai dat:

+ Budc 1: Nhap Stars->Setting->Control Panel

+ Budc 2: Nhap dap biéu twong Add/Remove Programs.

+ Budc 3: Nhap Add/Remove Windows Components,nhip next.

+Bud 4: Trong phan Components Networking Services chon WINS.
2.3. Cau hinh mady chu va may khdch voi WINS

Pé kich hoat co ché phan giai tén WINS trén mang, ban phai 1ap c4u hinh.
may phuc vu va may khach WINS, nh¢ khai bao dia chi IP cia cac may phuc
vu WINS trén mang cho may khach biét. Dua vao dja chi IP nay may khach
c6 thé giao tiép v6i may phuc WINS & bat ctr dau trén mang, cho dii mdy
phuc dang thudng tr trén mang con khac. May khach WINS con giao tiép
thong qua phuong phap broadcast, trong do may khach phat rong thong diép
dén nhitng méay khac trén doan mang cuc bo dang yéu cau cap dia chi IP. Do
thong diép dugc phat rong nén may phuc vu WINS coi nhu “ngdi choi xoi
nudce”. May khach nao khong cai WINS nhung c6 hd tro loai hinh phat rong
thong diép ciing ¢ thé van dung phuog phap nay phan giai tén may tinh
thanh dia chi IP.

Khi may khach giao tlep v6i may phuc vu WINS, chiing thiét 1ap phién giao
tiép c6 ba phién chi yéu:

+ Ping Ky tén: Subt tién trinh dang ky tén, may khach cung cap tén may tinh
va dia chi IP ctia n6 cho may phuc vu va yéu cau may phuc vu dua thong tin
nay vao co s¢ dir licu WINS,

+ Gia han tén: Tén ding ky khong c6 hiéu lyc vinh vién. Thay vao d6, may
khach chi dugc phép str dung tén trong mot giai doan cu thé, goi la thoi gian
thué bao (lease). Mdy khéch con dugc quy dinh thoi gian bat budc phai gia
han tén thué bao, goi 1a chu ky gia han (renewal interval). May khach phai
dang ky lai v6i may voi may phuc vu WINS theo chu ky gia han da an dinh.
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+ Giai phéng tén: Néu may khach khong thé gia han tén thué bao, tén ding
ky s& duoc giai phong, cho phép hé thdng khac trén cing mang c6 co hi st
dung tén may tinh hay dia chi IP nay. Tén cling dugc giai phong khi ban
dong may khach WINS bét ky.

+ Cac phuwong phap phan gidi tén

Khi may khach thiét 1ap phién giao tiép voi may phuc vu WINS, may khach
c6 thé yeu cau cung cap dich vu phan giai tén. Ap dung phuong phap nao dé
phan gidi tén may tinh thanh dia chi IP con tuy thugc vao cau hinh mang. Cé
bbn phuong phap phan giai tén may tinh kha dung:

K/

¢ B-node: Phat rong thong diép nham phan giai tén mdy tinh thanh dia chi
IP. Nhiing may tinh can phéan giai tén s¢ phat rong thong diép dén timg
may chu trén mang cuc bd, yéu cau cap dia chi IP cho may tinh cu thé.

¢ P-node: Dung may phuc vu WINS phan giai tén may tinh thanh dia chi
IP. Nhu da giai thich trude phién may khach gom ba phan: dang ky tén, gia
han ten, va giai phong tén. Khi can phan giai tén may tinh thanh dia chi IP,
may khach goi thong diép truy van may phuc vy, dén phién minh, may
phuc vu s& hoi dap cho méy khach.

% M-node (Modified Node): Két hop gilta B-node va P-node, v&1 M-node,
may khach WINS trudc tién s& thir dung B-node phan giai tén. Néu that
bai, may khach lai dung dén P-node. Do B-node duoc st dung trudc, nén
phuong phap nay cling gdp trd lai & muc do st dung dai thong mang, hét
nhu B-node.

>

< H-node (Hybrib Node): Ciing két hop B-node va P-node nhung ¢ day
mdy khach WINS s¢& thir ap dung P-node phan giai tén. Truong hop that
bai, may khach s& cd phat rong thong diép voi B-node. Vi P-node la
phuong phap chinh nén H-node cung cap hiéu suat thi hanh t6i wu trén hau
hét mang. H-node ciing 12 phuong phap mac dinh cho hoat dong phan giai
tén WINS.

2.3.1. Ciu hinh mdy phuc vu WINS

Khi cai dat may phuc vu WINS may phuc duge 1ap cau hinh. véi cac xéac lap
mic dinh, ban c6 thé thay doi xac 1ap mac dinh:

1. Trong console WINS, nhip nut phai chudt vao may phuc vu can lam
viéc,chon properties mé hop thoai sau,
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2. Thay d6i gi4 tri thudc tinh trén cac trang Genaral, Interval, Database

Verification, Advance(tim hiéu sau).

3. Nhip OK khi xong viéc.
2.3.2. Ciu hinh mady khdach WINS

1. Trén desktop, nhip chudt phai vao My Network Place chon
Properties, nhap phai vao Local Connection chon Properties.

2. Nhap doi vai Internet Protocol(TCI/IP), Nhip viao Advance, chon

WINS.

3. Chon tiép Add, nhap vao IP ctia WINS server, nhiap Add..

2.4. Bo sung mdy chii WINS

Khi cai dat may phuc vu médi, may nay duoc lap cau hinh. véi cac xac 1ap
mic dinh. Ban co6 thé xem va va thay ddi xac 1ap mac dinh bat cir luc nao
thong qua console WINS. Console WINS truy cdp to thu muc
Adminitrative Tools (common), 1a noi ban quan ly cadc may phuc vu WINS
trén mang. Cua s6 chinh cta console WINS; dugc chia thanh hai khung.
Khung bén trai liét ké may phuc vu WINS trong vung theo dia chi IP, ké ca
may tinh cuc bo, néu déy cling 1a may phuc vu WINS.

| Acion  Wiew ||4- -P|E-::|||§

=10l

Tres I

| WINS

w3 Server Status
la CAOTHANHTAM [192.168.1.4]

WINS

3 Server Skatus
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132

Néu mot may phuc vu WINS can 14p cdu hinh khéng c6 tén trong console
WINS, tién hanh b6 sung vao console nhu sau:

+ Budc 1: Nhap nut phai chudt vao WINS bén khung trai,chon Add Server.

+ Budc 2: GO dia chi IP hay tén may tinh cua may phuc vu WINS dugc
quan ly

+ Budc 3: Nhiap OK.Khung bén trai xuét hién thém muc nhap danh cho mdy
phuc vu WINS nay.
2.5. Khoi dong va ngirng WINS

Cong tac quan ly may phuc vu WINS duogc thuc hién qua Windows Internet
Naming Service. Tuong tu moi dich vu khac, ban c6 thé khéi dong, ngung
han hay tam dung tiép tuc chay WINS trong thu myc Servers ctia Computer
Management hay ttir dong 1€nh.

Pé quan 1y may phuc vu WINS thong qua Computer Management nhap nut
phai chudt vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart tuy
tinh huéng. Ciing c6 thé quan Iy WINS trong console WINS: Nhap niit phai
chudt vao “may phuc vu” s€ duoc quan 1y trong console WINS chon All
Tasks, chon tiép Start, Stop, Pause, Resume, Restart, tuy tinh huéng.

2.6. Xem thong ké trén mdy chii:

Chtic ning thong ké may phuc vu cung cép thong tin tom tit cho WINS,
thuan tién cho viéc giam sat va sur ly 16i & WINS, dé xem chi can nhép nut
chudt vao may phuc vu WINS trong console WINS, chon Display Server
Statistics

= Server Start Time: Thoi diém WINS khoi dong trén may phuc vu.

» Database Initialized: Thoi diém co sé dir liéu WINS duoc khai tao.

= Statistics Last Cleared: Thoi diém thong tin thong ké may phuc vu dugc
x04 lan cuoi.

= Last Piriodic Replication: Thoi diém co s¢ dit 1iéu WINS duoc sao chép

lan cubi, dya trén tan sb sao chép quy dinh trong hop thoai Pull Prarner
Properties.

= Last Manual Rep}ication: Thoi diém co so dit liéu WINS duoc nha quan
tri sao chép lan cudi.

= Last Net Update Replication: T‘h(‘)’i diém co §()’ dir licu WINS duoc sao
chép lan cuoi dya trén thong tin vé hoat dong day (push).

= Last Addg'ess Change Replication: Thoi d@ém co so dir licu WINS duoc
sao chép lan cuodi dua trén thong di¢p thay doi dia chi.

= Total Queries: T(f)ng sd van tin (yéu cau ) may phuc vu nhén dugc ké tir
lan khoi dong cudi cung. Records Found cho biét s6 yéu cau duoc giai
quyét thanh cong. Records Not Found chi ra so yéu céu that bai.
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= Total Release: Tong sé thong diép nhan dugc,cho biét c6 mot chuong
trinh ing dung NetBIOS da giai phong tén dang ky cua no va tu dong lai.
Records Found chi ra s6 1an giai phong thanh cong. Records Not Found
biéu thi s6 1an giai phong thét bai.

= Unique Registrations: Tong s6 thong diép dang ky tén nhan duoc tir may
khach WINS (va di duoc duyét). Conflicts néu rd sb trudng hop trung tén
gip phai d6i v6i mdi tén may tinh. Renewals cho biét sb 1an gia han nhan
duoc cho tirng tén may tinh khong trung lap.

* Group Registrations: T ong sd thong di¢p dang ky tén nhan dugc tu
nhom. Conflics chi ra s6 lan trung 1ap doi voi tén nhém. Renewals cho
biét s6 1an nhan dugc gia han cho tén nhém.

= Total Registrations: Tong sb thong diép dang ky tén nhan dugc tir may
khéach.

= Last Periodic Scavenging: Lan xo4 cudi ciing xay ra dua trén tan s6 gia
han an dinh trong hop thoai WINS Sover Configuration.

= Last Extintion Scavenging: Lan xo4 cudi cung dya trén tan s xo4 trang
quy dinh trong hop thoai WINS Sever Configuration.

= Last Verification Scavenging: Lan xo04 cudi cung xay ra dya trén tan sd
kiém tra dinh 10 trong hop thoai WINS Server Configuration.

2.7. Cap nhdt thong tin thong ké WINS

Mic dinh, nhimg thong k& WINS dugc cap nhat cir 10 phat/ 1an. Néu mudn

ban c6 thé thay doi tan s cdp nhat hay ngirng han déc tinh ty dong cap nhat:
1. Trong console WINS, nhip nit phai chudt vao may phuc vu can lam

viéc, chon properties.
2. Nhép thé(tab) Genaral.

3. An dinh tan s6 cap nhat: chon Automatically Update Statistics
Every, ro1 go gia tri bi€u thi tan s6 cap nhat.

4. Ngung ty dong cap nhat: xoa chon Automatically Update Statistics
Every. Nhap OK

2.8. Quan ly hoat dong dang ky, gia han va gidi phong tén
Tén may tinh dugc dang ky trong co s¢ dir lieu WINS theo khoang thoi gian
cu the, goi 1a thoi gian thué vbao. Bang cach quy dinh tan so gia han, xoa
trang va kiém tra, ban s€ ki€ém soat dugc nhi€éu phuong di¢n cua thué bao tén.
1. Trong console WINS, nhép chudt phai chon may phuc vu can quan 1y,
chon properties.
2. Chuyén sang trang Interval

* Renewal Interval: Dinh ro thoi gian c6 hi¢u lyc cia tén thué bao,qua
dé may khach WINS bat budgc phai gia han tén may tinh cia minh.
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Thong thuong may khach s& c¢b gia han khi 50% thoi han thué bao da
troi qua, gia tri t6i thiéu 1a 40 phut. Gia tri mic dinh 13 6 ngay, c6 nghia
may tinh s& ¢ gia han tén thué bao 7 ngay/lan. Tén may tinh nao khong
gia han s& bi danh du va duoc giai phong (released).

< Extinction Interval: Quy dinh thoi han tén may tinh c6 thé bi danh
dau 12 bién mat (extinct). Khi tén may tinh da duoc giai phong, budc ké
tiép 1a danh du n6 da bién mat. Gia tri nay phai 16n hon hay bang gia
tri Renewal Interval, tuc 4 ngay.

¢ Verification Interval: Dinh rd thoi han sau d6 mot may phuc vu
WINS phai kiém tra nhiing tén cii ma né khong s& hitu. Néu tén khong
con hoat dong, chung c6 thé bi xo4, gia tri toi thiéu 1a 24 ngay. Thuong
thi, tén may tinh dugc dang ky & may phuc vu WINS khac s€ c6 chu s&
hitu khéc, vi thé chiing dugc xép vao hang muc nay.

2.9. Ghi nhan cdc sw kién vao nhat ky sw kién ciia Windows

Su kién WINS tu dong duoc ghi nhan vao r~1hélt ky su kién hé théng. Mac du
kh@ng thé vo hiéu hoa C’iéc tiph nay, ban Vﬁ{l dugc phép kich hoat tam thoi
ché do ghi nhat ky chi tiét, nham gitup st 1y 161 WINS, cach 1am nhu sau:

1. Trong Console WINS, nhap nat phai chudt vao may phuc vu can lam
viéc, chon Properties.

2. M¢ trang Advanced, chon Log Detail Events To Thew Widows
Ever}t Logs,
2.10. Chon so hiéu phién bdan cho co so dir lieu WINS

S6 hiéu phién ban (version ID) danh cho co sé dir licu WINS tu dong cép
nhat khi thyc hién thay doi cho co s& dir liéu. Néu co s dit lieu WINS dot
nhién bi hong, budc phai phuc hdi co s& dit lidu qua mang, ban s¢ can truy
cap may phuc vu WINS chinh, dinh version ID & gid tri cao hon gia tri
tuong mg trén moi dbi tic ¢ xa, mudn xem va thay doi so6 hiéu phién ban
hién hanh:

1. Trong Console WINS, nhip phai chudt vao Active Registrations, chon

Find Owner m¢é hop thoai cung tén.

2 Trén trang Owners, cot Hightest ID chi rd sé hiéu phién ban cao nhat
dang dung trén may phuc vu. Gia tri ndy dugc an dinh theo dang thirc thap
luc phén v6i gia tri toi da 1a 23!
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3. Luu y gia tri version cao nhat, nhap cancel .

4. Nhap phai chudt vao muyc nhip danh cho may phuc vu WINS chinh &
khung trai, chon Properties.

5. Trén trang Advance, gd gia tri moi vao truong Starting Version ID. Phai
g0 gia tri nay cho ding thap luc phan va nhap OK.
2.11. Lwu va phuc héi cdu hinh WINS

Sau khi 1ap cau hinh WINS cén thiét hdy luu thong tin cau hinh d¢ sau nay
cO thé phuc hoi no trén may phuc vu WINS. Muén theé, go netsh WINS
dump>>winsconfig.dmp tai dau nhac 1€nh,

CEN 2

Type the name of & pragram, folder, document, or
Internet resource, and Windaows will apen it For yau,

Jpen: I METSH 'WINS DUMP 2 =WINSCONFIG DMP j

o Zancel | Browse, ., |

O vi du nay, winsconfig.dmp 1a tén kich ban cau hinh s& tao. Tao xong kich
ban, go nesth exec winsconfig.dmp tai dau nhac 1énh néu can phuc hoi cau
hinh.



136

R I ES

E Type the name of a program, Folder, document, or

Internet resource, and Windows will open it For vouw,

Open: | MNETSH EXEC WINSCOMFIG DMP] |

(04 Cancel | Browse, ., |

2.12. Qudn Iy co so dir liéeu WINS
Ban phai tich cuc quan 1y WINS hau duy tri tinh hiéu qua cua hoat dong
phan giai tén trén mang. Nhimg muc tiép theo trinh bay céc tac vu quan ly
thong thuong.

2.12.1. Khdo sdt két qua dnh xa trong co sé di liéu WINS

Khi thu myc Active Registrations duoc chon ¢ khung bén trai, khung bén
phai cua console WINS s¢ li¢t ké nhiing mau tin ban di chon xem. Mdi muc
nhap biéu thi mot mau tin trong co so dir ligu WINS. Bén trdi muc nhap xuat
hién mét trong hai biéu tuwong. Biéu twong nhiéu may tinh néu rd két qua anh xa
1a tén nhom, ving, nhom Internet. Anh xa con cho biét thém nhimg thong tin sau

day:

Record Name: Tén NetBIOS hoan chinh ciia may tinh, nhém, hay dich
vu dang ky trong co sé dir li¢u .

Type: Loai mau tin phdi hop véi két qua anh xa nay, nhu 00h
Workstation.

IP Adress: Dia chi IP phéi hop voi két qua anh xa.

State: Trang thai cla méau tin, ching han Active (hoat dong) hay
Released (dugc giai phong)

Owner: Dia chi [P cia may phuc vu WINS sé hitu mau tin.

Version: Sb hiéu phién ban cua co s¢ dir liéu nguén,tﬁ:c noi mau tin tao
thanh.

Expiration: Ngay/gio hét hiéu luc két qua anh xa,cac anh xa tinh c6 xéc
lap Expiration la Infinite, c6 nghia ching c6 hiu lyc v6 thot han (trir khi
bi chong hay xo4 di).

2.12.2. Kiém tra tinh nhdt qudn ciia co sé dir ligu WINS

Ap dung cach sau dé kiém tra tinh nhat quan cta co s& dif liéu:

+ Nhap nit phai chudt 1én may phuc vu can st Iy trong console WINS, chon
Properties,
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+ Trén trang Database Verification, chon Verify Database Consistency
Every...G0 tan s0 ki€m tra vi du 24 gi¢ /lan hay 48 gio /lan.

+ O truong Begin Verify At, gb thoi diém bat dau kiém tra, dua vao chu ky
24 gi0.

Néu can, dinh 16 gia tri Maximum Number Of Records Verified Each
Priod. Gia tri mac dinh 1a 30000.

C6 thé kiém tra mau tin dua vao cac may phuc vu chu so hiru hay dua vao
nhitng ddi tic dugc chon ngau nhién. Phuong phap chon ngau nhién cho két
qua chinh xac nhat trén mang rat 16n, noi ban khong thé kiém tra toan bo
mau tin trong chi mot lan. Con khoéng thi hiy chon Owner Server dé kiém
tra mau tin trén may phuc vu duoc chi dinh 1 cha s hitu mau tin.

+ Nhap OK khi xong viéc.
2.13. Sao lwu va phuc hoi co so dit liéu WINS

2.13.1.Lgp cdu hinh cho WINS tw djng sao luu

Maflc dinh co sé dir liéu WINS kh(‘)r}g duge sao luu. Néu co s& dit liéu gap su
cc}, b’an s€ vO phu’qng phug ho6i. Nham bdo toan co s& dir li¢u trude nhitng sy
co bat ky, hay thiét 1ap ché dd sao luu ty dong hay tu minh thyc hi¢n sao luu
theo dinh ky.

+ Nhap phai chudt vao may phuc vu mong mudn trong console WINS, chon
Properties.

+ Trén General, gd dudng dan thu muc s& chita ban sao luu vao trudng
Default Backup Path. Nhap Browse néu muon duy¢t tim thu muyc,
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+ Chon Backup Database During Server Shutdown nhiam dam bao co so
dit li¢u dugc sao luu moi khi may phuc vu WINS ngirng van hanh.

+ Nhép OK, co s¢ dir liéu sé ty dong dugce sao luu cir 3 gi(‘)’/lﬁn.
2.13.2. Phuc héi co sé div liéu

Diéu kién dé phuc hoi 1a phai c6 sdn ban sao luu hoan chinh cta co s& dir
liéu WINS.

+ Chon mdy phuc vu can 1am viéc trong console WINS
+ Nhép menu Action, chon All Tasks->Stop.
+ Chon Retore Database ciing tir menu Action.

+ Trong Browge Eor Fplder, chon thu muc con wins_back, von chira ban
sao luu mo1 nhat, r61 nhap OK.
+ Néu phuc hoi thanh cong, co so dir licu WINS s¢€ dugc tra vé trang thai tai
thoi diém sao Iuu. Chon Action—> AllTasks—> Start.
+ Trudng hop phuc hdi that bai, c6 1& ban phai xoa moi tap tin WINS va lai
tao dung tur dau.
2.13.3. Xod triang WINS va bdt ddu véi co 56 dii liéu mdi
Néu WINS khong phuc hdi tir ban sao luu hay khong khoi dong binh thuong,
gidi phap 1a xo04 trang moi mau tin va nhat ky WINS, sau d6 xay dung tat ca
tr co sO dir liéu maéi. Theo cac budc sau:
1. Trong Console WINS, chon Properties tir menu tit ciia may phyc vy
can lam viéc.
2. Trén trang Advanced, luu y duong dan thu muc & truong Database
Path, nhap OK dong hdp thoai lai.
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Chon Action=> AllTasks=>Stop ngimg van hanh may phuc vu.
4. M6 Microsoft Windows Explorer, xo4 tat ca tap tin trong thu muc co
s& dir liéu WINS.
5. Trong Console WINS nhap nut phai chudt vao may phuc vu dang dinh
phuc hoi, chon AllTasks—>Start khoi dong lai may phuc vu WINS,
21|

Generall Intewalsl Database Verification  Advanced |

[ Log detailed events o windows event log
Detailed event logging can degrade system performance and is
recommened only far troubleshooting WIMS.

v Enable burst handling

Set the number of reguests that the zerver can handle at one time
befare clients hawve to retry regiztration ar renewal,

= Low = High

i pedium £ Cuszhbom: I

Dratabaze path:

IZwindirZ"-.systemSZ\wins

Starting werzion 1D [hexadecimal]:

|u

v Use computer names that are compatible with LAM Manager

Ok I Cancel Lpply

Bai tap thuc hanh cia hoc vién
1. Cai dt va clu hinh dich vu DHCP.
2. Cai dat va cau hinh dich vu WINS

Huéng din thue hién:

1. Cai dit va cau hinh dich vu DHCP
a). CAI PAT DHCP

Céac may khach s€ nhan dia chi IP mét cach ty dong tir dich vu cép phat
dia chi dong DHCP. Dic vu nay dugc cai dat trén may chu nhu sau:
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Start / control panel / Add or remove programs(Start/ Settings / control
panel / Add or remove programs), xuat hi¢én hop thoai Add or remove programs
click biéu tugng Add/remove Windows Components. S€ xuat hién hop thoai
sau:

Windows Components Wizard

wWindows Components
“ou can add or remove components of Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click
Cretails.

Components:

g Intemet Explorer Enhanced 5 ecurity Configuration 0.0 MB ;I
(| Eg] b anagernent and Monitaring Tools E.1 MB
= -1 Metwoarking Services 2.6 MB
(| Eg] Other Metwork, File and Print Services 0.0 mMB
1 ™ Femnte Installation Services 21 kR LI

Dezcription: Contains a wanety of specialized, network-related zervices and protocols.

Total dizk zpace required: 3.4 MB
Space zvailable on dizk: 1815.7 MB

< Back I Mest = I Cancel I Helg I

Di chuyén thanh sang dén muc Networking Service va nhan nat Details
s€ xuat hién ctra s6O Networking Services.

Trong cura ) Networking Services dénl} d4u chon muc Dynamic Host
Configuration Protocol (DHCP) va nhan OK.
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Metworking Services |

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Semvices:

O Dnmain Mare System [DMS) 1.6 MB ;I
%I: Dynamic Host Configuration Protocol [DHCR] 0.0 kB
O Internet Authentication Service 0.0 ME
O B RFC over HTTF Prosy 0.0 MB
O Simple TCPAP Services 0.0 mMB

(| 'W'ind-:nws Internet Mame Service MIMNS] 0.9 kB

[

Descrnphion:  Sets up a DHCF zerver that automatically aszigns temporany [P
addrezzes to client computerz on the zame netwark.

Total dizk zpace required: 2.4 MB Details |
Space available on disk: 1815.8 MB
Ok I Canicel |

Trd lat hop thoai Networking Services chon Next dé tiép tuc.

WA b e D Tl S WA i ]

e e L o pa rees =
Yeou oo add or iemovs corpoererds of WA ndoves

To add of remcos & camporeerl, ook dewe chisckbos. A shad=d boe mems dasl ol
pat ol Ihe comnpnnad vall b inaialed T oaes st rckadad inoa componsed, sk
Drezla ks

oo v

i 88 Il erest Exodorer Erdvenoed S oo Comfigurstion 20 KB :l
1 3:] Flangpmen! orad Bordonrg Took: =7 KB
M moiHebecibng Servicas 2 G kB
1 290t Metvamk ke and Fiel Soivees 100 KE
1 L vt (ol s e e = snwn =l

Deztiglen Conlans o —cesle ol epaiaaiced ssedvaak ol abea ) msrdcas ared protoecck:

Tkl Cisde s e noouired e ) oS et FoeT]
Speea a-edabds o d sk THIS ¢ WE L

LoH I Hosd » | e | Hid |

Windows s& cau hinh va cai dit cac thanh phﬁn cua dich vu DHCP. Trong
qua trinh cai dat Windows doi hoi phai Insert dia DVD Windows Server
2003 vao.

Weindows Cormpomenls Wieard

Cordiquring Components
Teius s mskiwg the confgusdon cleroe s vol ) recesshed

..--r.-:' Flearz vl whis Setun corfigure: b componenis: This =ap lzke
!.;:J' eayaal prades cepandng o e compananis eekecied.

Skshsm: Compelirg consgusaon of Chaber Seyio=

o I o o | Il

Pén khi hop thoai Completing The Windows Components Wizard, chon
Finish dé hoan tat.
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b). CAU HINH DICH VU DHCP 7
Tu menu Start / Programs/ Administrative Tools / DHCP. Cua s6 DHCP

xuat hién.
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Trong ua s6 DHCP. Chon menu Action / New Scope.

=10 x|

Fle Action YWiew Help

= |[BHEX2EE| 2|8

[ED DHCP [192.166.1.3]
: 92,163, 1,3] Contents of DHCP Server | <

There are no ikems ko shaw in this wview,

1] | I
| | |

Hop thoai New Scope Wizard xuit hién chon Next dé tiép tuc.

YWelcome to the MNew Scope
Wi e d

Thez wazad el woas sl ap o aops oy daillcing |F
addiesies o comouters on pour nenmok

To cortires, cick Mest

B P T E el |

Hop thoai Scope Name xuat hién, nhap tén va chu thich cho Scope. Sau d6
chon Next .
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Tara haew o prescdie an derdipng scops reee. v'ou slka Feew Hhe opten of
[t S I

T ppa &narsa and darcspton o e aoeopa. This nfoesstrn bl o cpsci sdantiy
e e ol Ll e

[Ty [HiLar

D sption [wrv

& Hack ITI Carcal |
Hop thoai IP Address Range xuét hién. Nhap dia chi bat dau va dija chi két
thiiccho day dia chi cap phat, dong thoi nhap dia chi Subnet mask. Roi chon
Next dé sang budc ti€p theo.
T
B Acddie-+s Hanpe
o e e sCopel ke e sy elood A g oocas ol Lo k- P

abhizcies

E-dun - rsrmys ! sl e Fuad s coaea il e

Sl P okl | 152,182, 1 L

Ered 17 aCthisa 182, 16z . 1 L X
A by el ek, b b resrny bl gt mn 17 sz chmss 1o s e ﬂrﬂ:‘lﬂlb':l
b

QR SO0 O T R o SRS N [ IR .l TR LA T
BNk o oan  adomn,

L ST
e U DR T

< Mimacke Has: Con-el |

Hop thoai Add Exculusions ding dé xac dinh ddy dia chi can loai bo ra
khoi danh sach dia chi cap phat cua budc trén.

Mew Scope Wizard

fidd Exclusinns
Cwcus o s addresies or @ range of addesses dl s ot divmyisd by e

Ll

Tyt P oo ranoe dhal wol Wil o esciode IF oy et b sechude 2 sngls
addieys. e o it i Sean P addess oy

Skap P mddrese: Cod 1T mdoimes
1 I | Ao |

Eschd=d adcises range:

+ [ack He » Carcsl ]

Trong hop thoai Lease Duration, cho biét thoi gian ma cac may Cliﬁenty co
thé str dung cac dia chi IP nay. Mac dinh ¢ day 1a 8 ngay. Chon Next dé tiép tuc.
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Leaze Duration
The= bme e Aratins aprelies: bevd ong & ciesd cor Gzs on P addees:s i ki

scope.

L diazlors soodd pesaly be squal o The avaaas bee the conpula s
connecied kot 2ame phpsical neteoik: For mobike rebesorks Bt corai st maindp el
poilshle compudeis o did-aa deels sheabs laass dorstion: can ba asslul
Lkmswise or @ sheble remlvaced thel consisis meidp ol desklop computens =8 fed
Icalior . ongal Bans dirslores ahe mone appiopiishe:

Sept tve duration For soope l=ases wiben citshuled oy Thie asrver
Liveled toc

D Hows  Kirees

Pzzisie =S =

cBat i Cornel |

Hop thoai Configure DHCP Options xuét hién. Ta co thé chon Yes, I want
to configure these option now (dé thiétt 1ap thém cac ciu hinh tuy chon khac),
hoac chon No, I will configure these options later (dé hoan tat viéc cAu hinh cho
Scope). Chon No, I will configure these options later, nhan Next dé tiép tuc.

Confuguss DHCEP DIpreons
Sou kave tn saefigues B ot cammer DHCP aplioas heioes dierls carouse the

scops

e chests ooaen oy ackdnes= e ane given OH CP oplices: auca e ihe 1R
addizssey of rouders [defaulk ostewimys], TINS semeEs, and WINS sebiros For el

oE N K

The aesings wois asdeck bene ane bt This soope st cseinde setiage corfigansd ia B
Servar Ophons lokder lor thes e

Lrice ot e o coelions: this DHCP opdhoees o Boe saoopes: pows

0 e | e B Gorligus s Opdions: reon
o | will conlicie these aptons bber

Coarvced ]

< Badk

Trong hop thoai Activate scope hoi ta co mudn kich hoat Scope nay
khong. Vi Scope chi c6 thé cap phélt’dia chi kl}i dp:oc kich hoat. Chon Yes, I
want to activate this scope now. Nhan Next dé ti€p tuc.

P Sar o e Wi il

iyl e Socoope
Th=its can oblan address breses anp F = soooes i meciresi=d

Do pou ol 1o actreale dhis soopes noaa™
= Ser | ovasad looscHeale Hhin soope nowds

L Mo el acdrcle 3 seopes et

< B=ck IE__F-IT:EI_:-__-] Coeevcel
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~ Hop thoai Completing The New Scope Wizard thong bao viéc thiét 1ap
cau hinh cho scope da hoan tat, nhan Finish dé két thuc.

2. Cai dit va ciu hinh dich vu WINS

a). Cai dat WINS
+ Budc 1: Click Stars->Setting->Control Panel
+ Budc 2: Click dup biéu tuong Add/Remove Programs.
+ Budce 3: Click Add/Remove Windows Components, Click Next.

+ Budc 4: Di chuyén thanh sang dén muc Networking Service va nhan nut
Details s& xuét hién ctra s6 Networking Services.

+ Budc 5: Trong cira s6 Networking Services danh diu chon muc
Windows Internet Name Service(WINS) va nhian OK.

+ Budc 6: Tro lai hop thoai Networking Services chon Next dé tiép tuc.

+ Budc 7: Trong qua trinh cai dat Windows doi hoi phai Insert dia DVD
Windows Server 2003 vao.

+ Budc 8: Pén khi hop thoai Completing The Windows Components
Wizard, chon Finish dé hoan tt.

b). Céu hinh may phuc vu WINS
Khi cai dat may phuc vu WINS may phuc dugc 1ap cau hinh. véi cac xéac lap
mac dinh, ban c6 thé thay doi xac lap mac dinh:
Trong console WINS, nhip nut phai chudt vao mdy phuc vu can lam
viéc,chon properties mé hop thoai sau,

CADTHANHTAM [ 192 16E.1.4] Mrapcrties 2=l

Genzrzl ] cheivats | Bacabase Yedinalion | Sckarced |

! u- MwINE Seer
1

i Bplomdca b vptle st o)

Hinaz kimdas Sacoeddi

P ST = =2

Tzl diaden ok
Dital i ook parke

| Siea |

T Esck up dalshsss doring ser-et shddon

Thay doi gia tri thudc tinh trén cac trang Genaral, Interval, Database
Verification, Advance.

Click OK khi xong viéc.
¢). Cau hinh may khach WINS

Trén desktop, Click chudt phai vao My Network Place chon Properties,
Click phai vao Local Connection chon Properties.
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Click do1 vai Internet Protocol(TCP/IP), Click vao Advanced, chon
WINS.

It ermek Probocod {TCP/IP) Properies ol
l3ered |
i Caryoed [P el aaagned sudomalcaly § wou pietvene, tuppoils

thiz capabilty. Othersias, you need o ask woor rehaork admirisesoor for
the sooromnale 1P ssiinge

" Hblam an P addisi: adomdicaly
—1% g s Il P addia:

IF addiess [ 132183 . 1
Gubnel mak: [ 235.255 . 255 0
Cinfaudl galnmar |

e S e el L (e e

& Use the foloswig DS semer addissaes

Einfennd OHS s [ 132 183 1
alemals M5 Savel |

ok | Cwed |

Chon tiép Add, nhap vao IP cua WINS server, Click Add..

WS server

Add Cancel |

d). Bo sung may chit WINS

Khi cai dit may phuc vu méi, may nay duoc 1ap cAu hinh. voi cac xac lap
mic dinh. Ban co thé xem va va thay ddi xéac 12p mac dinh bét clr lac nao
thong qua console WINS. Console WINS truy cip tu thu muc
Adminitrative Tools (common), 1a noi ban quan ly cac may phuc vu WINS
trén mang. Cua s6 chinh cua console WINS; duogc chia thanh hai khung.
Khung bén trai liét ké may phuc vu WINS trong ving theo dja chi IP, ké ca
may tinh cuc bo, néu diy ciing 14 may phuc vu WINS.
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=I0ix|
| Action ﬂiew||{-#|@||@ ‘
Treel | WINS

------------ WING

-~ Server Skatus 3 Server Skatus
iEI CAOTHAMHTAM[192.168,1.4] fﬂ CAOTHANHTAM [192, 168.1.4]

( | 2
Néu mot may phuc vu WINS can 1ap cAu hinh khong co6 tén trong console
WINS, tién hanh bo sung vao console nhu sau:

+ Budce 1: Click nat phai chudt vao WINS bén khung trai,chon Add Server.

+ Budce 2: GO dia chi IP hay tén may tinh ctia may phuc vu WINS dugc
quan ly

Type the MetBIOS name or [P address of the WINS server that pou
want to add to the list of senvers,

WMS server

| Browize. ..

ak, Cancel

+ Budc 3: Click OK.Khung bén trai xuat hién thém muc nhap danh cho may
phuc vu WINS nay

e). Khéi dong va ngirng WINS:

Cong tac quan 1y may phuc vu WINS dugc thuc hién qua Windows
Internet Naming Service. Tuong tu moi dich vu khac, ban co thé khoi dong,
ngimg han hay tam dung tiép tuc chay WINS trong thu muc Servers cia
Computer Management hay tir dong 1énh.

DPé quan 1y may phuc vu WINS thong qua Computer Management Click
nut phai chudt vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart
tuy tinh hudng. Ciing c6 thé quan Iy WINS trong console WINS: Click nut phai
chuot vao “may phuc vu” s€ dugc quan ly trong console WINS chon All Tasks,
chon tiép Start, Stop, Pause, Resume, Restart, tuy tinh huéng.
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Bai 8: QUAN TRI MAY IN
Ma bai: MP17-08

Muc tiéu:

- M6 tad vé md hinh va thuét ngli dugc st dung cho tic vu in an trong
Windows;

- Cai dat mot mdy in logic trén mot mdy chu in an;

- Chuan bi mdt may chu in an cho cdc mdy tram;

- Két ndi mot may tram in an dén mot mdy in logic trén mdy chu in an;

- Quan tri hang doi in an va cdc dic tinh mady in;

- Xuly su cb cdc 16i vé may in.

- Thuc hién céc thao tac an toan véi may tinh.

Noi dung chinh:

1. CAI PAT MAY IN
Muc tiéu:
- Cai dat duwoc may in cho server va qua mang.

_ Trude khi ban co thé truy xuat vao thiét bi mdy in vat ly thong qua hé
diéu hanh Windows Server 2003 thi ban phai tao ra mot mdy in logic. Néu
mady in cua ban c6 tinh ndng Plug and Play thi mdy in d6 s€ dugc nhan dién
ra ngay khi né duoc gin vao mdy tinh ding hé didu hanh Windows
Server 2003. Tién ich F0~und New Hardware Wgzard s€ tu dong bag I1én.
Tién ich nay s€ huong dan cho ban tung budc dé cai dat mdy in. Néu hé
di€u hanh nhan dién khong chinh xac thi ban dung dia DVD duoc hing san
xuat cung cap kem theo mdy dé cai dat.

Ngoai ra, ban cling c6 thé tu minh thuc hién tao ra mot mdy in logic
béng cach sur dung tién ich Add Printer Wizard. DPé ¢6 thé tao ra mot may
in logic trong Windows Server 2003 thi truéc hét ban phai ding nhip vao
hé théng vol vai tro 1a mot thanh vién ctia nhom Administrators hay
nhém Power Users (trong truong hop day la mot Server thanh vién) hay
nhém Server Operators (trong truong hop day 1a mét domain controller).

Ban c6 thé tao ra mot mady in logic cuc bd tuong ting véi mot mdy in vat
1y duoc gan truc tiép vao mdy tinh cuc bd cua minh hodc twong ing véi mot
mdy in mang (mdy in mang duogc gin vao mot may tinh khic trong mang hay
mot thiét bi Print Server). Mudn thao tic bang tay dé tao ra mot mdy in cuc
bo hay m0t mdy in mang, ching ta lan luot thyuc hién céc thao tdc sau day:

Nhép chuot chon Start, rdi chon Printers And Faxes.



149

Nhép chudt vao biéu tugng Add Printer, tién ich Add Printer Wizard s&
duoc khoi dong. Nhép chu6t vao nit Next dé tiép tuc.

Hop thoai Local Or Network Printer xuit hién. Ban nhép vao tuy
chon Local Printer Attached To This Computer trong truong hop ban cé
mot mdy in vat 1y gin truc tiép vio mdy tinh cta minh. Néu trudng hop ta
dang tao ra mdt mdy in logic Ung v46i mot mdy in mang thi ta nhdp viao
tiy chon A Printer Attached To Another Computer. Néu mdy in duogc
gin truc tiép vao mdy tinh, ban c6 thé chon thém tinh ning Automatically
Detect And Install My Plug And Play Printer. Tuy chon nay cho phép hé
théng tur dong quét mdy tinh cia ban dé phdt hién ra cdc mdy in Plug and
Play, va tu dong cai dat cic mdy in d6 cho ban. Khi da hoan tt viéc chon
lua, nhip chudt vao nit Next dé sang bude ké tiép.

Néu mady in vat 1y da duoc ty dong nhan di¢én b::ing tién ich Found New
Hardware Wizard. Tién ich nay s& hudng dan ban tiép tuc cai dit driver may
in qua tung budc.

Hop thoai Print Test Page xuat hién. Néu thiét bi mdy in dugc gén truc
tiép vio mdy tinh cua ban, ban nén in thir mot trang kiém tra dé xdc nhan
rang moi thir déu dugc ciu hinh chinh x4c. Nguoc lai, néu mdy in 1a mdy in
mang thi ban nén bo qua budc nay. Nhap chudt vio nit Next dé sang budc ké
tiép.

Hop thoai Completing The Add Printer Wizard hi¢n ra. Hop thoai nay
dem dén cho ching ta mot co hoi dé xdc nhan réng tAt ca cédc thudc tinh
mdy in dd duoc xdc 1ap chinh xdc. Néu ban phét hién cé thong tin nio
khong chinh xac, hiy nhap chudt vao niit Back dé quay lai sira chita thong tin
cho duing.

Con nég nhan théy moi thir déu 6n ca thi ban nhép Ch}l@t vao nut Finish.

Mot biéu tugng mdy in mdi s€ hién ra trong ctra s6 Printer And
Faxes. Theo mac dinh, mdy in s€ dugc chia sé.

2. QUAN LY THUQC TiNH MAY IN
Muc tiéu:
- Trinh bay dwoc cac thuoc tinh cua may in..

2.1. Céu hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau dé
trong muc Orientation, ban chon céich thtc in trang theo chi€u ngang hay
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chiéu doc. Trong myc Page Order, ban chon in tir trang dau dén trang cubi
cua tai liéu hodc in theo thir tu nguoc lai. Trong muc Pages Per Sheet, ban
chon s6 trang tai li€u s€ dugc in trén mot trang giay.

2.2. Gidy va chit lwong in
~ Cung trong hop thoai Printing Preferences, dé qui dinh gidy va
chat lugng in, ching ta chon Tab Paper/Quality. Cic tuy chon trong Tab
Paper/Quality phu thudc vao déc tinh cua mdy in. Vi du, mdy in chi ¢6 thé
cung cip mot tiy chon 1a Paper Source. Con d6i véi may in HP OfficeJet
Pro Cxi, ching ta c6 cic tuy chon la: Paper Source, Media, Quality
Settings va Color
2.3. Cdc thong so6 mao rong
Nhép chudt vao nit Advanced & géc dudi bén phai cua hop thoai
Printing Preferences. Hop thoai Advanced Options xuit hién cho phép
ban diéu chinh cdc thong sé mé rong. Ching ta c6 thé c6 cdc tuy chon cua
mdy in nhu: Paper/Output, Graphic, Document Options, va Printer
Features. Cic thong s6 mo rong c6 trong hop thoai Advanced Options phu

thudc vao driver may in ma ban dang st dung.

3. CAU HINH CHIA SE MAY IN
Muc tiéu:
- Trinh bay duoc cac thuoc tinh cua may in..

Nhap phai chudt 1én mdy in, chon Properties. Hop thoai Properties
xuat hién, ban chon Tab Sharing. Pé chia sé mdy in nay cho nhiéu ngudi
dung, ban nhép chuot chon Share this printer. Trong muc Share name,
ban nhap vao tén chia sé ciia mdy in, tén nay s& dugc nhin thiy trén mang.
Ban ciing c¢6 thé nhap chon muyc List In The Directory dé cho phép ngudi
ding c6 thé tim kiém mdy in thong qua Active Directory theo mot vai thudc
tinh ddc trung nao do.

Ngoai ra, trong Tab Sharing, ta c6 thé ciu hinh driver hd tro cho cdc mdy
tram st dung mdy in trong truong hop mdy tram khong phai 1a Windows
Server 2003. Day 1a mot tinh ndng can thiét vi né cho phép chi dinh cac
driver ho tr¢ in dé cidc mdy tram c6 thé tai vé mdt cich ty dong. Mac
dinh, driver duy nhat dugc nap vao la driver cua hang Intel cho cic
mdy tram 1a Windows 2000, Windows Server 2003, va Windows XP. bé
cung cap thém cic driver cho mdy tram khéc, ban nhap chudt vio niit
Additional Drivers nim phia dudi Tab Sharing. Hop thoai

Additional Drivers xuit hién. Windows Server 2003 hd tro cdc driver
thém vao cho cdac Client 1a mot trong nhitng h¢ di€u hanh sau:
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- Itanium Windows XP hay Windows = 5]
SCI‘VCI‘ 2003. :;::_._!E'.'. Hﬂ.:lh!;.-:;.«-_.._:;ﬁ. -t marAAIE
- x86 Windows 2000, Windows XP, hay Powewr e lf:&l_
Windows Server 2003 (mac dinh). e 00 =i e

- x86 Windows 95, Windows 98, hay Dl weenmo -
Windows Millennium Edition.

- x86 Windows NT 4.

L5 | o

4. CAU HINH THONG SO PORT
Muc tiéu: ’
- Trinh bay duoc y nghia cac thong so trong tab Port.

4.1. Céu hinh cdc théng soé trong Tab Port

Trong hop thoai Properties, ban chon Tab Port dé ciu hinh tat ca cic
port da dugc dinh nghia cho mdy in str dung. Mot port duoc dinh nghia nhu
mot interface s& cho phép mdy tinh giao tiép vai thiét bi mdy in. Windows
Server 2003 hd tro céc port vat Iy (local port) va cic port TCP/IP chuin
(port logic).

Port vat 1y chi duoc sit dung khi ta gin truc tiép mdy in vio mady

tinh. Trong truong hop T -
Wmdow§ Server 2003 dang T I
dugc trién khai trong mot el | ke R e

s A . A o
nhém lam viéc nhd, hau nhu tgd HF

ban phai gan mdy in vao port
R (R T T TR N T T T T T [ e K T

LPT1. amin- e
2 iy, I[l.-.-i.i-' | 21 aa = |
Port TCP/IP chuan duoc — 11T e
, .y Cavl %o il
st dung khi mdy in c6 thé két o il
X X « N L b T T
no1 tryc ti€p vao mang (trén “n - I wd - 1is
mdy in c6 hd tro port RJ45)

va méy in néy cO mét dla EIET | [ubi_F._t | T |

chi TP d nhan dang. UU  ~ cemiere s

diém cua mdy in mang la [T | ST I

toc do in nhanh hon mady in

cuc b0 va mdy in cé thé dat
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bat ki noi nao trong hé¢ théng mang. Khi d6 ban can chi dinh mot port
TCP/IP va khai bdo dia chi IP ctia mdy in mang. Cing voi viéc xo0d va ciu
hinh lai mot port dd ton tai, ban ciing c6 thé thiét 1ap printer pooling va
diéu hudng cédc coéng viée in an dén mot mdy in khdc.
4.2. Printer Pooling

Printer pool dugc sir dung nham phdi hop nhiéu mdy in vat 1y voi mot
mady in logic, dugc minh hgoa nhu hinh bén dudi. Loi ich cua viéc sir dung
printer pool 12 mdy in ranh dau tién s& thuc hién thao tdc in an cho ban.
Tinh ning nay rat hitu dung trong trudng hop ta ¢6 mot nhém cic mdy in
vat 1y duoc chia sé cho mot nhém nguoi dung, vi du nhu 1a nhém céc thu ky

Frind Sarvar
Printer - Szlae

L
S
= m —

Pé ciu hinh mot printer pool, ban nhip chudt vao tiy chon Enable
Printer Pooling nam ¢ phia duéi Tab Port trong hdp thoai Properties. Sau
d6, kiém tra lai tit ca cc port ma ta dy dinh gin cdc mdy in vat 1y trong
printer pool vao. Néu ta khong chon tity chon Enable Printer Pooling thi
ta chi c6 mot port duy nhat cho mdi mdy in. Chi y tat ca cdc mdy in vat Iy
trong mot printer pool phai st dung cung mgt driver mdy in.
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4.3. Piéu hwéng tdc vu in dén mét mdy in khdc

Néu mot mdy in vat 1y cua ban bi hu, ban ¢6 thé chuyén tat ca céac tac

Vvu in an cda mdy in bi hu sang mdt mdy in khiac. P€ lam duogc di€u nay,

trudc hét ban phai ddm bdo mdy in méi phai c6 driver giong voi mdy in cil.

Sau do, trong Tab Port, ban nhép chuot vao nit Add Port, chon Local

port rdi chon tiép New Port. Hop thoai Port Name xuit hién, g vao

tén UNC cua may in moi theo dinh dang:
\\computername\printer_sharename.
[#11 B Frarariaa EIE
cbaH o, | e 1] | [ Sdamn
[CIE T I oY San [ I
. uj .
213
e L L e
| HT T I [N & I
U PP e e |
wee | wen | opra
5. CAU HINH TAB ADVANCED
Muc tiéu:
- Trinh bay duoc y nghia cac thong so trong tab Advanced.
5.1. Cac thong so cua Tab Advanced
A : : [ F P e ¥
Trong hdp thoai Properties, ban | I -
A A < A Co. Vargparad HLET] S S R
nhap chuét vao Tab Advanced dé o ] s | R arbranaal
di€u khién cac dac tinh cia mdy in. ol TP
Ban c6 thé cau hinh céc thudc tinh e e L
sau: b P |1 3
- Kha nang cua mdy in S E N e e B Y TR
_ D6 uu tlén Cﬁa méy ln M Spmad L i ke pafs w1 1 Arapa AR Sna
: T WY TR TP T YT ORI T 2 |
- Driver ma mdy in s€ st dung 8 B s
\ DR TR T R T [ CU T
- Cac‘ thu(,)cq t1nh/do.ng tac F g ver el 1on
(spooling) cua may in e PR I
. , . A [~ “wip =md=- dAwarennds
- Cach thuc in tai liéu B B s P T
T L R e B TR o Ty
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- Ché d6 in mic dinh

- Str dung bo xtr 1y in 4n nao
- Cé4c trang doc lap

5.2. Khd nang sdn sang phuc vu ciia mdy in

Théng thuong, chiing ta can kiém tra kha nang san sang phuc vu cua
mady in trong truong hop ching ta c6 nhi€u mdy in cung st dung mot thiét bi
in. Mac din}l thi tuy chon Always Available ludn dg:(_yc bat Ién. Do d6, ngudi
dung c6 thé st dung mdy in 24 tiéng mot ngay. B¢ gidi han kha nang phuc
vu cua mdy in, ban chon Available From va chi dinh khoang thoi gian ma
mdy in s€ phuc vu. Ngoai khoang thoi gian nay, mdy in s& khong phuc vu
cho bat ki ngudi dung nao.
5.3. D¢ wu tién (Printer Priority)

Khi ban dat do wu ti€n, ban s€ dinh ra bao nhiéu cong viéc s€ dugc guri
truc tiép vao thiét bi in. Vi duy, ban c6 thé sir dung tuy chon nay khi 2
nhém nguoi ding ciing chia sé mot mdy in va ban can diéu khién do wu
tién d6i véi cdc thao tic in 4n trén thiét bi in nay. Trong Tab Advanced
cua hop thoai Properties, ban s€ dat d§ wu tién bfmg cac gid tri tur 1 dén 99,
v6i 112 ¢6 d6 uu tién thap nhat va 99 1a ¢ do wu tién cao nhat.

Vi du: gia st ¢6 mot mdy in duoc phong ké todn st dung. Nhiing
nguoi quan 1y trong phong ké toan ludn ludn mudn tai lidu cta ho s& duogc
wu tién in ra trude cdc nhan vién khic. Pé cau hinh cho viéc sip xép thtr tu
nay, ta tao ra mot mdy in tén 1a MANAGERS gin vao port LPT1 véi do
uu tién la 99. Sau d6, cling trén port LPT1, ta tao thém m{t mdy in nita tén
1a WORKERS v61 d§ uu tién 1a 1. Sau do, ta s€ su dung Tab Security
trong hop thoai Properties dé giéi han quyén st dung mdy in
MANAGERS cho nhiing ngudi quan ly. i voi cdc nhan vién con lai trong
phong ké toan, ta cho phép ho sir dung mdy in WORKERS (chiing ta s& tim
hiéu 15 hon vé Security trong phan sau). Khi cic tic vu in xudt phdt tir mdy
in MANAGERS, n6 s€ di vao hang dg¢i ciia ciia mdy in vat ly véi do uu tién
cao hon 1a cdc tdc vu xuit phdt tr mdy in WORKERS. Do d6, tai liéu cua
nhiing nguoi quan ly s€ dugc uu tién in trudc.

5.4. Print Driver

Muc Driver trong Tab Advanced cho phép ban chi dinh driver s€
ding cho mdy in. Néu ban di ciu hinh nhiéu mdy in trén mot mdy tinh thi
ban c6 thé chon bét ki driver nio trong cac driver da cai dat. Thao tac
thyc hién nhu sau: Nhap chudt viao nidt New Driver dé khoi dong
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Add Printer Driver Wizard. Add Printer Driver Wizard cho phép ban
thuc hi¢n cap nhat cling nhu thém driver méi.
5.5. Spooling

Khi ban ciu hinh tuy chon spooling, ban can chi dinh rd céc tdc vu in
an s& dugc diy ra duong dng mdy in hay duoc giri truc tiép dén thiét bi mdy
in. Spooling c6 nghia 12 c4c thao tdc in an s& dugc luu trit xudng dia thanh
mot hang doi trude khi cdc thao tdc in nay duoc giri dén mdy in. C6 thé
xem spooling giéng nhu 12 bd diéu phdi in 4n néu nhu tai mot thoi diém cé
nhiéu ngudi dung cing lic goéi yéu cau dén mdy in. Theo ché d6 mic dinh,
tily chon spooling s& duoc bat 1én san.
5.6. Print Options

Phia dudi Tab Advance c6 chira bon tily chon in an. D6 1a cdc tuy chon:

- Hold Mismatched Documents: tiy chon nay hitu dung trong truong
hop ban sir dung ché do nhiéu biéu miu trong mot mdy in. Mic dinh
thi ty chon nay s€ khong dugc bat 1én. Cac tac vu s€ dugc in theo ché
d6 first-in-first-out (FIFO). Néu ban bat tiiy chon nay 1én, hé thong s&
chon uu tién in trudc nhitng tac vu c¢6 chung mot biéu mau.

- Print Spooled Documents First: tuy chon nay qui dinh rang cdc tdc
vu in 4n dugc diéu hudng xong trude cdc loai tic vu 16n khéc. Diéu nay
c6 nghia 1a cdc tac vu in 4n s& ¢6 d6 vu tién 16n hon cac loai tdc vu khéc
trong qud trinh diéu huéng. Mic dinh thi tiiy chon nay ludn duoc bat 1én
giip gia tang hi¢u qua lam viéc ciia may in.

- Keep Printed Documents: tuy chon nay qui dinh rang cic tac vu in an
phai duoc x6a khoi hang doi diéu huéng in an khi cdc tac vu nay da
hoan tat qua trinh in. Thong thu:0’ng, ban muon x0a céac tic vu in an
ngay khi né bat dau in bai vi néu ching ta tiép tuc luu trit cic tic vu
nay trong hang doi diéu hudéng va doi cho dén khi ching dugc in xong
mai x6a thi s€ phai ton dung lugng 6 dia cho viéc luu trir. Mac dinh thi
tuy chon nay s€ khong dugc bat 1én.

- Enable Advanced Printing Features: tuy chon nay qui dinh rang bét
ki céc tinh ndang mé rong nao ma mdy in cuia ban cé hd tro vi du nhu
Page Order va Pages Per Sheet nén duoc bat 1én. Mac dinh thi thy
chon nay luén duoc bat 1én. Chi trong trudng hop xay ra cdc van dé
vé tuong thich thi ban c6 thé tit tiy chon nay. Vi du nhu ban dang sur
dung driver cho mot thiét bi may in twong ty nhung né khong hd trg
tat ca cdc tinh ning cia mdy in. Trong trudng hop d6, ban nén tat tiy
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chon nay di.

5.7. Printing Defaults

Nit Printing Defaults nim & géc trdi phia dudi cua Tab Advance.
Néu ban nhdp chudt vao nit Printing Defaults, hop thoai The Printing
Preferences s& xuét hién. bay cling chinh Ia hop thoai s€ xudt hién khi ban
nhap chudt vao nit Printing Preferences trong Tab General
5.8. Print Processor

B6 xur 1y in 4n duoc su dung dé qui dinh Windows Server 2003 c6
can phai thyc hién cic xir 1y bo sung trong coéng viéc in an hay khong.
Bo xu ly in 4n WinPrint mic dinh dugc cai dit va dugc Windows
Server 2003 sir dung. Bo xir 1y in an WinPrint c6 thé hd trg mot vai kiéu dir
liu.

Theo mic dinh thi hau hét céc ung dung trén nén Window su dung
chuan EMF (enhanced metafile) d¢ gdéi cic tic vu dén mady in. Chuan
EMF dung kicu dir licu RAW. Kiéu dir liéu nay s€ bdo véi b xir 1y in an la
tdc vu nay khong can phai stra do61 d¢ uu tién khi in. Diéu nay la do nha san
xuat phan mém qui dinh.

Bang danh sich céc kiéu dit liéu duoc bo xur ly in an trong Windows Server
2003 ho tro:

Kiéu dir liéu M6 ta

RAW Khoéng 1am thay d6i tai liéu in an

RAW (FF appended) Khong lam thay doi tai liéu in 4n ngoai trr viéc thém
vao mot ki tu form- feed

Khong lam thay doi tai li€u in an ngoai trir viéc ki€ém

RAW (FF Auto) .

tra xem c6 can thém vao mét ki tu form-feed hay
NT EMF 1.00x Thuong diéu hudng céc tai liéu dugc gui tir cdc mdy
TEXT Phién dich tat ca cic kiéu dit liéu van ban don gian

va may in s€ thuc hién in bang cach st dung cac 1énh
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[ 11F P oan Hee i
C__ V.mrmpam HEET] R S L
5.9. Separator Pages SR SR S B S
[Sramvina Prae e
Separator pages dugc su dung e =y s e i o o o] et e e
. . .2 . N ) X e e (R TN TIPSV TRT LT BT TR [T IR | LI |
tai thoi di€ém bat dau cua moi tai li€u R T p e e T P
nham muc dich dinh dang ré nguoi | |
1” wrwnd

ding nao da thuc hién viéc in tai
R am e A e o ekl
[ I TR T B I |

licu nay. Néu nhu mdy in khong
duoc chia sé thi ché do Separator [ -awiesls.is.

A N ~ A ~ [ e cimiodeal o1
pages vO hinh chung sé gay ra lang . e et pomo
, 4 . A \ |_ R ek LR VT g
phi gidy in. Néu trong tru:(‘mg hop =R
mady in dugc chia sé cho nhi€u nguoi R R e e

dung thi ché do Separator pages s& :

s [ e ey |

hitu dung trong viéc phan phdi céc tic

vu in an da hoan tat.

Pé thém mot Separator page, ban thuc hién nhu sau: nhép chuot vao
nit Separator page naim & géc phai phia dwéi Tab Advance. Hop thoai
Separator page hién ra, ban nhap chudt vao nit Browse dé chon tap tin
Separator page nio ban mudn sir dung.

Bai tap thuc hanh cia hoc vién

1. Cai dit 2 may in bét ky, chia sé va phan quyén in 4n trén 2 mdy in nay.
2. Tim ki€ém may in trén mang bang dia diém.

3. Thiét 1ap do uu ti€n va tinh san sang in.

Hudéng din thue hién:
1. Cai dit 2 may in bat ky, chia sé va phan
quyén in an trén 2 may in nay

% Printers and Faxes

File  Edit ‘iew Faworites Tools

o Back = £3 - T | ' Search

a). Cai dat may in
Log on vao mdy vaéi tai khoan administrator

address I:-.-b Printers and Faxes

Start \Settings\ Printers and faxes —
Chon Add Printer Add Printer
Chon Next Create Shorkout

Chon Local Printer, va chon Next
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- To ot p s neleaik proler ek iz nal atachesd bo g pird asraer,
_!-r,‘ll use the "Lozs proler™ eplicn.

£ Had I _I';:mli- ] Lanua |

Chon port LPT1, va chon Next
(Add Printer Wigard |

Sebacl a Forlsi Foil
Lornpuiaes cormie s :aoa wilh piehess tvouagh poils

Select ke pot pos wased volr priqcee boous= [F By mortis nol isisd, o can ciesis s
Fsiid ol
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1. IHeman=ended Friatas Fol,
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4

sBeck | met: | Coed |

Chon hang san xuat va chon loai mdy in, va chon Next

Install Printer Software
The manufacturer and model determing which printer software to uze.

JIn Select the manufacturer and model of wour printer. IF your printer came with an installation
- dizk, click Have Digk. I pour printer iz not lizted, consult your printer documentation far
compatible printer software.

k anufacturer I:I Printers I:I

Fuijitzu S HP LagerJet 2000
GCC —

Generic
Gestetner

HF

10kA LI
b This driver iz digitally signed. indows Update | Have Disk... |
Tell me why driver signing i important

{ Back I Meut = I Cancel |
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Nhap tén cho printer, va chon Next

Add Printer Wizard

MName Your Printer
ou must assign a name to this printer.

Twpe a name for thiz printer. Because some programs do not support printer and server
name combinations of more than 31 characters. it is best to keep the name as short as
poszzible.

Erinter name:
IHF' 2200

< Back I Mewt > I Cancel

Tén share cho printer, va chon Next

A Prnter Wizard

Frinter 5 haring
ot can thare this snter with clher nemak uses.

IF poi vazei bo shvane this prnles, jou must provide & dhare mames T'od oon ues e
wuggeeriad rins o lyos g e Oreel T hs shate nams Al be walls o olbe redvaak
LT

" Do ok sher= ki prini=
i Shdm mame ||-=-.¢-:r|1

¢ Back Hreit: = Eancsi |

Nhép dia diém ctia mdy in(nhap tén HCM trong khung Location), va chon
Next. Ctra s6 xuat hién héi ban c6 in test khong. Ban chon No va chon Next

Add Printer Wizard

Print Test Page
To confirm that the printer iz installed properly, vou can print a test page.

Do you want to print a test page?

Click vao Finish dé két thiic, ban doi vai gidy dé hé thong cai dat
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Completing the Add Printer
Wizard

You have successfully completed the Add Pinter Wizard

Yo enacdad ha Fallasiinn neintas cathinas

S X

To close this wizard, chick Finish

< Back | Finish Cancel
he

Twong tu, cai dat printer thur 2:

Chon port LPT2, chon cung hang HP va cuing loai mé}f in, dat tén may in la
HP 2200 NEW, Share v6i tén 1a HP NEW, nhép dia di€ém cua mdy in(nhap tén
DN trong khung Location)

Hai Printers da duoc cai trén may

% Printers and Faxes H=] B3

File Edit Miew Favaorites Tools  Help | lﬂ'
o Back = £ - 4 | - Search Folders | = )( EJ | mv
Address |2 Printers and Faxes j a e

Add Prinker

Readv

\ @ Hezzo

- 0
Ready

b). Chia sé va phan quyén dworc in 4n :
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%8 Printers and Faxes =] E3
File Edit Wiew Favorites Tools Help | ;'f
L Back ~ 3 - ¥ | ' Search Faolders | g [ IE) | [~

Address |y Printers and Faxes j G0

oL o JEF 2200 HEW
I:\\:ﬁa &dd Prinker Open

\'[_\' . Printing Preferences. ..

e
] o ; Pause Printing
Ready

sharing. ..
Ilse Printer Offline

Create Shortouk
Delete
Renarme

Properties

G4n cho nhom Administrators Manage printers, Manage documents va print
& HP 2200 NEW Properties HE

Generall Sharingl Forts I Advanced  Security | Device Settingsl

Group or uzer names:

€7 CREATOR OWNER

ﬁ Evervore

ﬁ Print Operatars [METCLASS4Print Operators]
ﬁ Server Operators [METCLASSMServer Operators]

Add... | Bemove |

Permizzionz for &dministrators Al Deny
Frint O
b amage Printers O
Manage Documents O
Special Permizsions O O

For special permiszions or for advanced settings, Advanced |
click Advanced. =
k. I Cancel | Apply |

X04 bé nhém Everyone
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& HP 2200 NEW Properties EHE
Generall Sharingl Forts I Advanced  Security I Device Settingsl

Group or user names:

!ﬁ Adrninistrators [METCLAS S \Adminiztrators]
€7 CREATOR DWNER

Eromne
fﬁ Print Operators [METCLASSWPrint Operators)
ﬁ Server Operatorz [METCLASSYServer Operataors)

st | _geee |

Permizzionz for Evenone Al < Dy >

Print
hManage Printers

tanage Documents

O00&
mjujuiu

Special Permizzions

For special permizzions or for advanced zettings, Adhamrmed |
click Advanced. =
Ok I Cancel I b 1] I

Pua thém nhém KE TOAN vao ACL

Select Users, Computers, or Groups E E

Select thiz object tupe:

ILlsers, Groupsz, ar Built-in gecurity principals Object Types... |

FErom thiz location:

Inetcla&s.edu.vn Locations. .. |

Enter the object names to zelect [examples):

KE TOAM LCheck Mames |

Advanced... | Ok I Cancel I

A
Gén cho nhém KE TOAN dugc quyén Print
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& 1P 2200 NEW Properties [ =]
Generall Sharingl Forts I Advanced  Security I Device SEttingsl

Group or user names:

ﬁ Adrinigtrators [METCLAS S YA dministrators]
€5 CREATOR OWwWHNER

ﬁ EE TOAM [METCLASSYKE TOAM]
!ﬁ Frint Operators [MET CLASSAPrint Operatars]
ﬁ Server Operators [METCLASSYServer Operators]

Add I EBemowve I
Fermizsionz for KE TOARM Ll Drerny
Print (|
td anage Printers (|
tlanage Documents [ | (|
Special Permizzions [ | (|

Far zpecial permizsions or for advanced settings, Adwvanced I
click Advanced. —
Ok I Cancel I Apply I

Bay gio chuyén qua lam permission cho printer HP 2200. Cach thuc hién
twong tu nhw trén

Cho nhém Everyone ra khé1 ACL

DPua nhém NHAN SU vao ACL cua printer HP 2200

Select Users, Computers, or Groups EH

Select thiz object tupe;

ILlsers, Groups, or Buil-in securnity principals Object Tupes...

Erarn thiz lacation:

Inetclass.edu.vn Locations...

Enter the object names to select [examples]:
MHAM SU Check Mames

R

(] | Cancel |

Cho nhém d6 dugc quyén print

A

2. Tim kiém mdy in trén mang bang dia diém
Vao Active Directory Sites Users and Computers
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Z# Active Directory Users and Computers

@ File  Action  Wiew window  Help
= BOm 8 FRR 2EgFEa TS e

@ Active Direckory Users and Cormputer BT de b it o objects

|:| Saved Queries |N—|T—[
- & (e e

&[] Buiti  Delegate Contral... builtinComain
|:| Com  Find... Container
@ Do ‘Conneck ko Domain. . nt... Organizakional ...
#-[ ) Fore  Connect to Domain Contraller... ur... Container
-] User  Raise Domain Functional Level. .. Container
“{&] TPH  Operations Masters. ., Organizational ...
e ]
&l Tasks 3
View k

Mew \Window From Here

Refresh
Export List. ..
Propetties
Help
Click vao properties
netclass.edu.yn Properties EH

General I Managed By ~ Group Policy |

To improve Group Policy management, upgrade ta the Group Palicy
tanagement Conzole [GPRMC].

s
Current Group Policy Object Links for netclass
S

Group Policy Object Links | Mo Override | Dizabled |
Drefault Damain Palicy

Group Policy Objects higher in the list have the highest prionity.
Thiz izt obtained from: dinhzerver netclass. edu vn

New | agd. |

Options... | Delete... | Properties | [rawn

Up |
[

[™ Elock Palicy inheritance

Group policyObject Editor mé ra
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Mo tinh nang Pre-populate printer search location text

Pre-populate printer search location text Properties

Setting I Ex=plain I

=4 Pre-populate printer search location text

£ Mot Configured

f it

" Dizabled

Va tinh nang Printer browsing

pinter browsing Properties |

Setting | E =plair I

@ Printer browsing

™ Mot Configured

{* Enabled

et

" Dizabled

Refresh group policy
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Run

= Type the name of a program, Folder, document, or
Intermet resource, and \Windows will open it For waou,

Cpen; I gpupdate [Forcel j

Ik I Zancel | Browse, ., |

Dung 1énh Find dé tim printers

-.{-; Active Directory Users and Computers

@ File  Action Wiew  Window Help

- Bn e s R @

QP lavQa

@ Active Directory Users and Cormputer [T E8 EEE TR G S

-0 Saved Queries

I@ nekclass, edu, vy W
Delegate Contral... uiltinDarmain

Cre.

Conneck ta Domain, .. Drganizational ...
Connect to Domain Controller. .. Conkainer
Raise Domain Functional Lewvel, .. Drganizational ...
Operations Masters, ., Container
Mew
all Tasks

Dién vao 6 location

4% Find Printers
File Edit Wiew Help

Find: IP‘rinters j I I@ netclazs j Browse... |
Printers | Featuresl .ﬁ.dvancedl _—

< Find Mow >
Marme: I

Stop |
Locakion: IHCMl Erowse. ., |

Clear All |
Maodel: I

X

Click vao Find Now
3. Thiét 1ap do wu tién va tinh sin sang in.

Right click vao biéu tugng may in HP 2200 chon properties dé ciu hinh
printer pool, vao thé Advanced dé cau hinh:
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& HP 2200 Properties EE3

General I Sharing I Forts D Security I Device Settings I

" Always available

“hvalable oy | 7O00AM = To | BOOPM

/\F‘nu:urit_lg: I —l?j
Driver:  |HP Laser)et 2200 Series PCL v MewDriver.. |

" Spool print documents 2o pragram finishes printing faster

™ Start prirting after last page is spooled
¥ Start prirting immediately
= Print directly ta the printer

[~ Haold mizmatched documents
¥ Fiint zpooled documents first
[ Eeep printed documerts

¥ Enable advanced printing features

Printing Defaults. . | Print Processor. I Separatar Fage. .. |

(1] I Cancel | Apply |

Tuong tu Right click vao l;iéu tuong may in HP 2200 NEW chon properties,
vao thé Advanced, thay doi gid tri bang 50 tai khung Priority thi khi in trén
may in nay s€ c6 do uu ti€én cham hon so vé1 may in HP 2200.
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Bai 9: DICH VU PROXY
M3 bai: MP17-09

Muc tiéu:

- Trinh bay dugc khai niém vé dich vu Proxy;

- Mo phong duoc cach trién khai va khai thac tot vé dich vu Proxy.
- Thuc hién céc thao tac an toan véi may tinh.

Noi dung chinh:

1. Cac khai niém

Muc tiéu: ‘
- Trinh bay duoc khdi niem vé dich vu Proxy.
- Trinh bay duoc phu'ong thirc hoat dong cua dich vu Proxy.
- Trinh bay duoc dac diém cua dich vu Proxy.

1.1. M6 hinh client server va mét sé khd ning trng dung

Mo hinh chuén cho cic Gmg dyng trén mang 1a mé hinh client-server. Trong
m6 hinh ndy mdy tinh déng vai trd 12 mot client 1a may tinh c6 nhu cau can phuc
vu dich vu va may tinh dong vai tro 1la mot server 1a may tinh cé thé dap Ung
dugc cac yéu cau vé dich vu d6 tr cac client. Khai niém client-server chi mang
tinh twong ddi, diéu ndy c6 nghia 1a mot may co thé lac nay dong vai tro 1a client
va lac khac lai dong vai tro la server. Nhin chung, client 1a mdt may tinh ca
nhan, con cac Server 1a cac may tinh co cAu hinh manh c6 chira céc co sé dit lidu
va cac chuong trinh tmg dung dé phuc vu mot dich vu nao ddy tir cac yéu cau
cua client.

LL

% o

i

[T

= =

Cach thtrc hoat dong cua mo hinh client-server nhu sau: mot tién trinh trén
server khéi tao ludn ¢ trang thai cho yéu cau tlr cac tién trinh client tién trinh tai
client duoc khoi tao co thé trén cung h¢ thong hoic trén cac hé théng khac dugc
két ndi thong qua mang, tién trinh client thuong dugc khoi tao boi cac 1énh tu
nguoi dung. Tién trinh client ra yéu cau va guri chung qua mang toi server dé
yéu cau duoc phuc vu cac dich vu. Tién trinh trén server thuc hién viéc xac dinh
yéu cau hop 1é tir client sau d6 phuc vu va tra két qua tdi client va tiép tuc chd
doi cac yéu cau khac. Mét s6 kiéu dich vu ma server c6 thé cung cép nhu: dich
vu vé thoi gian (tra yéu cau thong tin vé thoi gian tdi client), dich vu in 4n (phuc
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vu yéu cau in tai client), dich vu file (gtri, nhan va cac thao tac vé file cho
client), thi hanh céc I¢nh tur client trén server...

Dich vu web 1a mot dich vu co ban trén mang Internet hoat dong theo mod
hinh client-server. Trinh duyét Web (Internet Explorer, Netscape...) trén cac
mdy client st dung giao thic TCP/IP dé dua ra cac yéu cau HTTP to1 may
server. Trinh duyét c6 thé dua ra cic yéu cau mot trang web cu the hay yéu cau
thong tin trong cac co so dir liéu. May server sit dung phan mém cta né phan
tich cac yéu cau tlr cac g0i tin nhan duoc kiém tra tinh hop 1€ cua client va thuc
hién phuc vu cac yéu cau do cu thé 1a gui trd lai client mot trang web cu thé hay
cac thong tin trén co so dir liéu dudi dang mot trang web. Server 1a noi luu triv
ndi dung thong tin cic website, phan mém trén server cho phép server xac dinh
duogc trang can yéu ciu va gui toi client. Co s0 dir liéu va cac img dung tuong tu
khac trén may chi duoc khai thac va két nbi qua cac chuong trinh nhu CGI
(Common Gateway Interface), khi cac may server nhan duoc yéu cau vé tra ctru
trong co so dit liéu , nd chuyén yéu ciu toi server co chira co so dit liéu hodc
tmg dung dé xt Iy qua CGL.

1.2. Socket

Mot két ndi duoc dinh nghia nhu 1a mot lién két truyén thong gitra cac tién
trinh, nhu vay dé xac dinh mot két ndi can phai xac dinh cac thanh phén sau:
{Protocol, local-addr, local-process, remote-addr, remote-process }

Trong do6 local-addr va remote-addr 1a dia chi cua cac may dia phuong va
may tu xa. local-process, remote-process dé xac dinh vi tri tién trinh trén mdi hé
thong. Ching ta dinh nghia mot nira két néi 1a {Protocol, local-addr, local-
process} va {Protocol, remote-addr, remote-process} hay con goi la mot socket.
Chung ta da biét dé xac dinh mot may ta dya vao dia chi IP cta no, nhung trén
mot may co vo sd cac tién trinh ing dung dang chay, dé xac dinh vi tri cac tién
trinh ing dung nay nguoi ta dinh danh cho mdi tién trinh mot s6 hiéu cong giao
thire TCP su dung 16 bit cho viéc dinh danh cac cong tién trinh va qui udc 8o
hiéu cong tur 1-1023 duoc st dung cho cac tién trinh chuan (nhu FTP qui ude sur
dung cong 21, dich vu WEB qui udc cong 80, dich vu giri thu SMTP cong 25...)
s0 hiu cong tir 1024- 65535 danh cho cac img dung cua nguoi dung. Nhu vay
mot cong két hop voi mot dia chi IP tao thanh mot socket duy nhat trong lién
mang. Mot két ndi TCP dugc cung cdp nho mot lién két logic gitta mot cap
socket. Mot socket c6 thé tham gia nhiéu lién két véi cac socket & xa khac nhau.
Trudce khi truyén dir lidu giita hai tram can phai thiét 1ap mot lién két TCP giita
chung va khi két thiic phién truyén dit liéu thi lién két d6 s& duoc giai phong.

Qua trinh thiét 1ap mdt socket vai céac 101 goi hé théng duoc mo ta nhu sau:
server thiét 1ap mot socket v&i cac thong sd dic ta cac thi tuc truyén thong nhu
(TCP, UDP, XNS..) va cic kiéu truyén thong (SOCK_STREAM,
SOCK_DGRAM...), sau d6 lién két toi socket nay cac thong sé vé dia chi nhu
IP va cac cong TCP/UDP sau d6 server & ché do cho va chap nhan két ndi dén
tu client.
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1.3. Phwong thirc hoat dong va dic diém ciia dich vu Proxy

1.3.1. Phuwong thirc hoat dong

Dich vu proxy duoc trién khai nham muc dich phuc vu cac két ndi tir cac
may tinh trong mang dung riéng ra Internet. Khi dang ky st dung dich vu
internet t&i nha cung cép dich vu, khach hang s¢ duoc cap hiru han sO luong dia
chi IP tir nha cung cap, sb lugng IP nhén dugc khong du dé cap cho cac may
tinh tram. Mat khac v6i nhu cau két ndi mang dung riéng ra Internet ma khong
mudn thay d6i lai ciu trac  mang hién tai dong thoi muon gia tang kha nang thi
hanh cta mang qua mét ket noi Internet duy nhat va mudn kiém soét tat ca cac
thong tin vao ra, mudn cap quyén va ghi lai cac thong tin truy cap cia nguoi sur
dung... Dich vu proxy dap tmg duogc tat ca cac yéu cau trén. Hoat dong trén co
s& mo hinh client-server. Qué trinh hoat dong cua dich vu proxy theo cac budce
nhu sau:

1 Client yéu cau mot déi tugng trén mang Internet 1 Proxy server tiép nhan yéu
cau, kiém tra tinh hop 1€ cling nhu thuc hién viéc xac thuc client néu thoa mén
proxy server giri yéu cau ddi tuong nay toi server trén Internet. 1 Server trén
Internet gtri ddi twong yéu cau vé cho proxy server.

1 Proxy server giri tra ddi tugng vé cho client

Ta c6 thé thiét 1ap proxy server dé phuc vu cho nhiéu dich vu nhu dich vu truyén
file, dich vu web, dich vu thu dién tir...Mo61 mgt dich vu can c6 mdt proxy
server cu thé dé phuc vu cac yéu cau dac thu cua dich vy doé tir cac client.

Proxy server con c6 thé dugc cdu hinh dé cho phép quang ba cac server thudc
mang trong ra ngoadi Internet vdi mitrc d an toan cao. Vi du ta c6 thé thiét 1ap
mot web server thudc mang trong va thiét 1ap cac qui tic quang ba web trén
proxy server dé cho phép quang ba web server nay ra ngoai Internet. Tat ca cac
yéu cau truy cap web den duoc chap nhan boi proxy server va proxy server s¢€
thuc hién viéc chuyén tiép yéu cau téi web server thuoc mang trong.
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Céc client duoc to chirc trong mot ciu tric mang goi 13 mang trong (Inside
network) hay con goi 1a mang dung riéng. IANA (Internet Assigned Numbers
Authority) da danh riéng 3 khoang dia chi IP twong Gng véi 3 16p mang ti€u
chuén cho cac mang dung riéng d6 la:

10.0.0.0 - 10.255.255.255 (16p A)
172.16.0.0 - 172.31.255.255 (16p B)
192.168.0.0 - 192.168.255.255 (16p C)

Cac dia chi nay sir dung cho cac client trong mang dung riéng ma khong dugc
gan cho bat cr may chi ndo trén mang Internet. Trong viéc thiét ké va cau hinh
mang dung riéng khuyén nghi nén sir dung cac khoang dia chi IP nay.

Khai niém mang ngoai (Outside network) 1a dé chi ving ma cac server thudc
vao. Cac dia chi sir dung trén mang nay la cac dia chi IP dugc dang ky hop 1¢
ctia nha cung cip dich vu Internet. Proxy server st dung hai giao tiép, giao tiép
mang trong va giao tiép ngoai. Giao tiép trong dién hinh 1a cic cac mang sir
dung cho viéc két ndi giita proxy server voi mang dung riéng va c6 dia chi dugc
gan la dia chi thuoc mang dung ri€ng.

Tat ca cac thong tin gitta client thugc mang dung riéng va proxy server dugc
thue hién thong qua giao tiép nay. Giao tiép ngoai thuong bang cac hinh thire
truy cép gian tiép qua mang dién thoai cong cong va qua cac mang bang két ndi
truc tiép toi mang ngoai. Giao tiép ngoai dugc gan dia chi IP thugc mang ngoai
dugc cung cap hop 1¢ b1 nha cung cap dich vu Internet.

1.3.2. Pic diém
Proxy Server két ndi mang dung riéng v6i mang Internet toan cau va ciing
cho phép cac mdy tinh trén mang internet c6 thé truy cdp céc tai nguyén trong
mang dung riéng.

Proxy Server ting cudng kha ning két ndi ra Internet ctia cic may tinh trong
mang dung riéng bang cach tap hop cic yéu cau truy cap Internet tir cic may
tinh trong mang va sau khi nhan duoc két qua tur Internet s€ tra 161 lai cho may
c6 yéu cau ban dau.
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Ngoai ra proxy server con ¢ kha ning bao mat va kiém soat truy cdp Internet
clia cac may tinh trong mang dung riéng. Cho phép thiét dit cac chinh sach truy
cap td1 tung nguoi dung.

Proxy server luu trit tam thoi cac két qua da duogc 14y tir Internet vé nham
tra 10i cho cac yéu cau truy cdp Internet v4i cung dia chi. Viéc luu trit ndy cho
phép cac yéu cau truy cap Internet voi cung dia chi s& khong can phai lay lai két
quad tr Internet, lam giam thoi gian truy cap Internet, tang cuong hoat dong ctia
mang va giam tai trén dudng két ndi Internet. Cac cong viée luu trir ndy goi 1a
qua trinh cache.

1.4. Cache va cdac phwong thirc cache

Nhim ting cuong kha ning truy cap Internet tir cic may tinh tram trong
mang st dung dich vu proxy ta str dung cac phuong thire cache. Dich vu proxy
str dung cache dé luu trit ban sao cua cac dbi twong da duogc truy cap trude do.
Tat ca cac doi tuong déu co thé duoc luu trit (nhu hinh anh va céc tép tin), tuy
nhién mét sé doi twong nhu yéu cau xac thuc (Authenticate) va st dung SSL
(Secure Socket Layer) khong dugc cache. Nhu vy véi cac doi tuong di duoc
cache, khi mot yéu cau tir mot mdy tinh tram ti proxy server, proxy server thay
vi két ndi t6i dja chi ma mdy tinh tram yéu cau s& tim kiém trong cache cac ddi
tuong thod man va giri tra két qua vé may tinh tram. Nhu vay cache cho phép cai
thién hiu nang truy cap Internet cua cac may tram va lam giam luu lugng trén
duong két ndi Internet. Van dé gap phai khi str dung cache la khi cac d6i tuong
dugc cache co sy thay doi tur nguon, cac may tinh tram yéu cau mot ddi tuong
t6i proxy server, proxy server liy ddi tuong trong cache dé phuc vu va nhu vay
thong tin chuyen t0i cac may tinh tram la thong tin cti so voi nguon, dé giai
quyet van dé nay can phai co cac chinh sach dé cache cac d6i tuong dong thoi
cac dbi tuong phai lién tuc dugc cap nhat méi. Vi du: thong thuong mot dia chi
WEB thi cac ddi twong vé hinh anh it c6 su thay doi con ndi dung text thudng co
sy thay doi do d6 ta c6 thé thiét dat chi cache nhimg doi tugng hinh anh, nhing
d01 tugng co ndi dung text thi khong cache, diéu nay khong anh huong toi hi¢u
suat truy cap vi cac tap tin vé hinh anh thudng ¢ kinh thudc rat 16n so véi cac
ddi tuong c6 ndi dung text, viéc cap nhat cac doi tuong nhu thé nao phu thudc
vao cdac phuong thirc cache ma ta sé€ trinh bay dudi day. Proxy server thuc thi
cache cho cac ddi tuong duoc yéu cau mot cach cé chu ky dé ting hiéu suit cua
mang. Ta c6 thé thiét 1ap cache dé dam bao rang nd bao gém nhitng dit liu
thuong hay cac client sir dung nhat.

Proxy server ¢ thé st dung cho phép thong tin giita mang dung riéng va
Internet, viéc thong tin c6 thé 1a client trong mang truy cap Internet-trong truong
hop nay proxy server thuc hién Forward caching, ciing c¢6 thé 1a client ngoai truy
cap to1 mang trong (td1 cac server dugc quang ba)-trong truong hop nay proxy
server thyc hién reverse caching. Ca hai truong hop déu c6 duoc tir kha ning
clia proxy server 1a Iuu trit thong tin (tam thoi) lam cho viéc truyén thong thong
tin duoc nhanh hon, sau ddy 14 cac tinh chat ctia cache proxy server:
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- Phan cache: khi cai dat mot mang cac may proxy server ta s€ thjét lap duoc
viéc phan phoi ndi dung cache. Proxy server cho phép ghep nhiéu h¢ thong
thanh mdt cache logic duy nhat.

- Cache phan cap: Kha ning phan phdi cache con cé thé chuyén sdu hon bang
cach cai dat ché do cache phan cap lién két mot loat cac may proxy server voi
nhau dé¢ client co thé truy cép tdi gan chung nhat.

- Cache dinh ky: st dung cache dinh ky noi dung download d6i véi cac yéu cau
thuong xuyén cua cac client

- Reverse cache: proxy server c6 thé cache cac ndi dung ctia cc server quang ba
do do tang hi¢u suat va kha niang truy cép, moi dic tinh cache cta proxy server
déu co the ap dung cho ndi dung trén cac server quang ba. Proxy server co thé
duogc trién khai nhu mot Forward cache nhdm cung cp tinh ning cache cho céac
client mang trong truy cap Internet. Proxy server duy tri b cache tip trung cta
cac dbi tugng Internet thuong duoc yéu cau co thé truy cap tir bat ky trinh duyét
tir may client. Cac d6i tugng phuc vu cho cic yéu cau tir cac dia cache yéu cau
tac vu xtr 1y nho hon dang ké so voi cac dbi tuong tir Internet, viéc nay tang
cuong hiéu suat cua trinh duyét trén client, giam thoi gian hoi dap va giam viéc
chiém bang thong cho két néi Internet. Hinh v& sau mo ta proxy server xtr Iy cac
yéu cau ctia ngudi ding ra sao:

Hinh trén mo ta qua trinh cac client trong mang dung riéng truy cdp ra ngoai
Internet nhung tién trinh nay ciing twong ty ddi véi cac cache reverse (khi nguoi
dung trén Internet truy cap vao cac Server quang ba) cac budc bao gom;

1 Client 1 yéu cau mot d6i twong trén mang Internet

2 Proxy server kiém tra xem ddi twong c6 trong cache hay khong. Néu dbi tuong
khong co trong cache ctia proxy server thi proxy server gui yéu cau doi tuong
tdi server trén Internet.

3 Server trén Internet guri do1 tugng yéu cau veé cho proxy server .

4 proxy server gilt ban copy cua doi tugng trong cache cua no va tra doi tuong
vé cho clientl

5 Client 2 giri mot yéu cau vé d6i tuong tuong tu
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6 Proxy server guicho client 2 d6i tugng tir cache cua nd chtr khong phai tir
Internet nita. Ta c6 thé trién khai dich vu proxy de quang ba céac server trong
mang dung riéng ra ngoai Internet. Vi cac yéu cau dén, proxy server co thé
dong vai tro nhu la mot server bén ngoai, dap tmg cac yeu cau cua client tu cac
noi dung web trong cache cua no. Proxy server chuyen tiép cac yéu cau cho
server chi khi ndo cache ctia n6 khong thé phuc vu yéu cau d6 (Reverse cache).

Luya chon cac phuong thirc cache dua trén cac yéu to: khong gian 6 ctng st
dung, dbi tuong nao dugc cache va khi nao cac doi tuong nay s€ dugc cap nhat.
V& co ban ta c¢6 hai phuong thirc cache thu dong va chu dong. Phuong thirc
Cache thy dong (passive cache): Cache thu dong luu trir cac d6i twong chi khi
cac may tinh tram yéu cau téi d6i twong. Khi mot ddi tuong dugc chuyén t6i
may tinh tram, may chu Proxy xac dinh xem dbi tuong nay co thé cache hay
khong neu c6 thé ddi twong s& dugc cache. Cac ddi tugng chi dugc cap nhat khi
¢6 nhu cau. Bbi tuong s€ bi xod khdi cache dua trén thoi diém gan nhat ma cac
may tinh tram truy cap téi d6i twong. Phuong thirc nay co loi ich 1a sir dung it
hon bd xir 1y nhung ton nhiéu khong gian 6 dia hon Phuong thirc Cache chu
dong (active cache): Cling gidng nhu phuong thirc cache thy dong, Cache chu
dong luu trir cac d6i tuong khi cac may tinh tram ra yéu cau t6i mot ddi twong
may chu Proxy dap ng yéu cau va luu ddi tuong nay vao Cache. Phuong thirc
nay tu dong cap nhat cac dbi tuong tir Internet dua vao: s6 luong yéu cau ddi véi
cac ddi tuong, d6i tuong thuong xuyén thay d6i nhu thé nao. Phuong thirc nay
s€ ty dong cap nhat cac ddi tuong khi ma may chu Proxy dang phuc vu & muc
d6 thap va do d6 khong anh huong dén hiéu suat phuc vu cic may tinh tram. Doi
tuong trong cache s€ bi xoa dua trén cac thong tin header HTTP, URL.

2. Trién khai dich vu proxy

Muc tiéu:
- Lwa chon dwoc moé hinh mang dé trién khai dich vu Proxy.
- Cai dat duoc dich vu Proxy.

2.1. Cdc mé hinh két noi mang

Péi tuong phuc vu cta proxy server kha rong, tir mang van phong nho,
mang van phong vira téi mang cua cac tap doan 16n. Vi moi quy mo t6 chirc s&
c6 mot cdu trac mang str dung proxy server cho phu hop. Sau ddy chung ta s&
xem xét mot s0 mo hinh co ban dbi véi mang ¢& nho, mang c& trung binh va
mang tap doan 16n. Trong d6 ching ta s& di sdu vao mod hinh thir nhat danh cho
mang vin phong nhé béi né pht hop quy mé to chirc cia cac cong ty vira va nho
tai Viét nam.

M6 hinh mang van phong nho :
- Bao gém mot mang LAN ddc lap.
- St dung giao thuc IP.
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- Két ndi Internet bang duong thoai (qua mang dién thoai céng cong bang cac
hinh thuc quay dial-up hay st dung cong nghé¢ ADSL) hodac duong truc tiép
(Leased Line).

- it hon 250 may tinh tram. M6 hinh két ndi mang nhu hinh v&:

] Internet
| service provider

Modem or
ISDHM line

Wab
SErver
M ail
server

Theo mé hinh nay, véi mdi phuong thirc két ndi Internet Proxy server st dung
02 giao ti€p nhu sau:

- Két ndi Internet bang duong thoai qua mang PSTN:
« 01 giao tiép v6i mang noi bd thong qua card mang.
« 01 giao tiép v6i Internet thong qua Modem.

- Két nbi Internet bang dudng truc tiép (Leased Line)
« 01 giao tiép v6i mang noi bo thong qua card mang

« 01 giao tiép véi Internet théng qua card mang khac. Lic nay bang dia chi noi
bo (LAT-Local Address Table) dugc xay dung dua trén danh sach dia chi IP
mang ndi bo.

Mo hinh két ndi mang ¢& trung binh

Ddc trung ciia mang van phong cd trung binh nhu sau:

- Van phong trung tam v41 mot vai mang LAN

- M6i1 van phong chi nhanh c6 mgt mang LAN.

- St dung giao thuc IP.

- Két ndi bang duong thoai tir van phong chi nhanh téi van phong trung tam.

- Két r}éi Internet tir vin phong trung tim toi ISP bang dudng thoai hodc duong
truc tiép (Leased Line).

- it hon 2000 may tinh tram M6 hinh mang nhu hinh 6.8. Theo m6 hinh nay, van
phong chi nhanh sir dung mét may chu Proxy cung cap kha nang luu trir thong
tin nd1 bd (local caching), quan tri két nd1 va kiém soat truy cip td1 van phong
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trung tam. Tai van phong trung tam, mot s6 may chu Proxy hoat dong theo klen
tric mang (array) cung cap kha nang bao mat chung cho toan mang, cung cap
tinh nang luu trit théng tin phan tan (distributed caching) va cung cap két ni ra
Internet.

Internet
service provider

Prosy
Server
array

/@F—*a il lWEh
servar Sarver

Department LAN

Remote branch office

Mo hinh két ndi mang tap doan 16n

Mang cua cac tap doan 16n c6 dac trung nhu sau:

- Vian phong trung tdm c6 nhiéu mang LAN va c6 mang truc LAN.

- C6 vai vin phong chi nhanh, mdi vin phong chi nhanh c6 mot mang LAN.

- St dung giao thirc mang IP.

- Két ndi bang duong thoai tir cic vin phong chi nhanh téi van phong trung tim.

- Két nbi Internet tir van phong trung tdm t6i ISP bang dudng duong truc tiép
(Leased Line).

- C6 nhiéu hon 2000 may tinh tram.
Mo hinh mang nhu hinh dudi day:

Theo mo hinh ndy mang tai cic vin phong chi nhanh ciing cdu hinh twong tu
nhu d6i v6i mé hinh cac van phong ¢& trung binh. Céc yéu cau két ndi Internet
khong dugc dap ung boi cache ndi b tai may chu Proxy cua van phong chi
nhanh s€ duoc chuyén t61 mot loat may chu Proxy hoat dong theo kién trac
mang tai van phong trung tdm. Tai van phong trung tdm cac may chu Proxy st
dung 02 giao tiép mang (card mang) trong d6 01 card mang giao tiép voi mang
truc LAN va 01 card mang giao tiép véi mang LAN thanh vién.
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2.2. Thiét Igp chinh sdch truy cdp va cdc qui tic

2.2.1. Cac qui tic

Ta c6 thé thiét 1ap proxy server dé dap tmg cac yéu cdu bao mat va van
hanh bang cach thiét 1ap cac qui tac dé xac dinh xem liéu nguoi dung, may tinh
hodc tng dung c6 dugc quyén truy cip va truy cdp nhu thé ndo téi may tinh
trong mang hay trén Internet hay khong. Thong thuong mdt proxy server dinh
nghia cac loai qui tac sau: Qui tic vé chinh sach truy nhép, qui téc Vé bang
thong, qui tic vé chinh sach quang ba, cac dic tinh loc gbi va qui tac vé dinh
tuyén va chudi (chaining). Khi mot client trong mang yéu cau mot ddi tuwong
proxy server s€ xur ly cac qui tac dé xac dinh xem yéu cau dé c6 duoc xac dinh
chap nhan hay khong. Tuong tu khi mot client bén ngoai (Internet) yéu cau mot
d6i tuong tor mgt server trong mang, proxy server cirng xu ly cac b qui tdc xem
yéu cau c6 dugc cho phép khong.

Cdc qui tic ciia chinh sdach truy nhdp:Ta c6 thé st dung proxy server dé thiét
1ap chinh sach bao gdm cac qui tic vé giao thirc, qui tic vé ndi dung. Cac qui tac
giao thirc dinh nghia giao thirc ndo c6 thé str dung cho théng tin giira mang trong
va Internet. Qui tic giao thuc s& dugc xur Iy & mutc tng dung. Vi du mot qui tic
giao thirc c6 thé cho phép cac Client st dung giao thirc HTTP. Céc qui tic vé
ndi dung qui dinh nhitng ndi dung nao trén céac site nao ma client ¢ thé truy
nhap. Cac qui tic ndi dung cing duogc xtr Iy & mirc tng dung. Vi du mot qui tic
vé noi dung co thé cho phép cac client truy nhdp t6i bat ky dia chi nao trén
Internet.

Qui tic bing théong: Qui tic bang thong xac dinh két ndi ndo nhan dugc quyén
uu tién. Trong viéc diéu khién bang thong thuong thi proxy server khong gidi
han do rong bing thong. Hon nita nd cho biét chat luong dich vu (QoS) duoc
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cip phat uu tién cho cac két nbéi mang nhu thé nao. Thudng thi bat ky két n01
nao khong c6 qui tic Ve bang thong kem theo s€ nhan duoc quyén uu tién ngam
dinh va bat ky két n01 nao co qui tac bang théng di kém s& duoc sip xép véi
quyén uu tién hon quyén wu tién ngam dinh.

Cdc qui tiic vé chinh sdch qudng ba: Ta co thé str dung proxy server dé thiét 1ap
chinh sach quang ba, bao gdm céac qui tic quang ba server va qui tac quang ba
web. Cac qui tic quang ba server va web loc tit ca cic yéu cau dén tir cac yéu
cdu cua client ngoai mang (internet) toi cic server trong mang. Cac qui tic
quang ba server va web s& dua cac yéu cau dén cho cac server thich hop phia
sau proxy server.

Diic tinh lpc géi: Dic tinh loc gbi cua proxy server cho phép diéu khién ludng
cac goi IP dén va di tir proxy server. Khi loc goi hoat dong thi moi géi trén giao
dién bén ngoai déu bi r6t lai, trir khi ching dugc hoan toan cho phép hodc 1a mot
cach cb dinh béng cac bd loc gbi IP, hodc 1a mot cach dong bﬁng cac chinh sach
truy cép hay quang ba. Tham chi néu ban khéng dé loc goéi hoat dong thi truyén
thong gitra mang Internet va mang cuc by dugc cho phép khi nao ban thiét lap ro
rang cac qui tac cho phép truy cap. Trong hau hét cac trudng hop, viec md cac
cong dong thudng duoc st dung hon. Do d6, ngudi ta thuong khuyén nghi rang
ban nén thiét 1ap cac qui tic truy cdp cho phép client trong mang truy nhip vao
Internet hodc cic qui tic quang ba cho phép client bén ngoai truy nhap vao cac
server bén trong. D6 1a do cac bo loc goi IP mo mot cach ¢6 dinh nhiing chinh
sach truy nhap va qui tdc quang ba lai mo cac cong kiéu dong. Gia sir ban mudn
cap quyén cho moi nguoi dung trong mang truy cap toi cac site HTTP. Ban
khong nén thiét 1ap mot bo loc goi IP d&é md cong 80. Nén thiét 1ap qui tic vé
site, ndi dung va giao thirc can thiét dé cho phép viéc truy nhap nay. Trong mot
vai truong hop ta s& phai sir dung céc loc goi IP, vi du nén thiét 1ap cac loc gbi
IP néu ta mudn quang ba cac Server ra bén ngoai.

Qui tiic dinh tuyén va ciu hinh chuédi proxy (chaining): thuong la qui tic duoc
ap dung sau cung dé dinh tuyen cac yéu cau cua client t61 mdt server da dugc
chi dinh dé phuc vu cac yéu cau do.

2.2.2. Xi¢ ly cdc yéu cau di
Mot trong cac chiic nang chinh ciia proxy server 1a kha ning két nbi mang
dung riéng ra Internet trong khi bao vé mang khoi nhimg ndi dung c6 ac y. bé
thuan tién cho viéc kiém soat két ndi nay, ta dung proxy server dé tao ra mot
chinh sach truy cap cho phép cac client truy cap téi cac server trén Internet cu
thé, chinh sach truy cép cung voi cac qui tic dinh tuyén quyét dinh cac client
truy cap Internet nhu thé nao.

Khi proxy server xur Iy mot yéu cau di, proxy server kiém tra cac qui tac
dinh tuyén cac qui tic vé ndi dung va cac qui tac giao thuc de xem xet viéc truy
cap co duge phep hay khong. Yéu cau chi ‘duoc cho phép neu ca quy tic giao
thire, qui tac noi dung va site cho phép va néu khong mot qui tic ndo tir chdi yéu
cau. Mot vai qui tac co thé dugc thiét 1ap dé ap dung cho céc client cu thé. Trong
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trudong hop nay, cac client co thé duge chi dinh hodc 1a béng dia chi IP hoac
bang user name.

Proxy server xir 1y cac yéu cau theo cach khac nhau phu thudc vao kiéu yéu
cau cua client va viéc thiét lap proxy server.Voi mot yéu cau, cac qui tac dugc
xu ly theo thr tu nhu sau: qui tac giao thirc, qui tic ndi dung, cac loc goi IP, qui
tac dinh tuyén hodc cdu hinh chudi proxy.

Trudc ti€n, proxy server klem tra cic qui tac giao thuc, proxy server chap

nhan yéu cau chi khi mot qui tac giao thirc chap nhén mot cach cu thé yéu cau
va khong mot qu1 tac glao thirc ndo tir chdi yéu cau dé. Sau do, proxy server
klem tra cac qui tac vé nodi dung. Proxy server chi chép nhan yéu cau néu mot
qui tic vé noi dung chép nhan yéu cau va khong c6 mét qui tic vé ndi dung nao
tir chdi né. Tlep dén proxy server kiém tra xem li¢u c6 mot bo loc goi IP nao
dugc thiét 1ap dé loai bo yéu cau khong dé quyet dinh xem li¢u yéu céu c6 bi tu
ch01 Cudi cung, proxy server kiém tra qui tac dinh tuyén dé quyét dinh xem yéu
cau dugc phuc vu nhu thé nao.
Gia sur cai dat mot proxy server trén mot may tinh voi hai giao tiép két ndi, mot
két n6i vai Internet va mot két ndi vao mang dung riéng. Ta s&€ cho cac chi dan
dé cho phép tat ca client truy cap vao tat ca céc site. Trong truong hop nay,
chinh sach truy nhap chi la cac qui tac nhu sau: mot qui tac vé giao thuc cho
phep tat ca cac client st dung moi giao thic tai tat ca cac thoi diém Mot qui tic
vé ndi dung cho phep tat ca moi nguoi truy c@p to1 moi ndi dung trén tat ca cac
site & tat ca cac thoi diém nao. Luu ¥ rang qui tic ndy cho phép cac client truy
cap Internet nhung khong cho céc client bén ngoai truy cap vao mang cua ban.

2.2.3. Xt Iy cdc yéu ciu dén

Proxy server co thé duoc thiét 1ap dé cac Server bén trong co thé truy cép
an toan dén tir cac client ngoai. Ta c6 thé str dung proxy server dé thiét 1ap mot
chinh sach quang ba an toan cho cac Server trong mang. Chinh sach quang ba
(bao gdm cac bd loc goi IP, cac qui tic quang ba Web, hodc qui tic quang ba
Server, cing voi cac qui tic dinh tuyén) s& quyet dinh cac Server dugc quang ba
nhu thé nao. Khi proxy server xir Iy mot yéu cau xuat phat tr mot client bén
ngoai, nd sé& kiém tra cac bod loc goi IP, cac qui tic quang ba va cac qui tic dinh
tuyén dé quyét dinh xem liéu yéu ciu c6 dugc thuc hién hay khong va Server
trong nao s€ thyc hién cac yéu cau do.

Gia st rang da cai dat proxy server voi hai giao tiép két ndi, mot két ndi t6i
Internet va mot két ndi vao mang dung riéng. Néu loc goi hoat dong va sau do,
bd loc goi IP tir chdi yéu cau thi yéu cau sé& bi tir chdi. Néu cac qui tic quang ba
web tir chdi yéu cﬁu thi yéu cau ctng bi loai bo. Néu mot qui tic dinh tuyén
duogc thiét 1ap yéu cau dugc dinh tuyén t6i mot Server upstream hodc mot site
chu ké phién thi Server duoc xac dinh d6 s€ xu Iy yéu cau. Néu mot qui tac dinh
tuyén chi ra rang cac yéu cau duoc dinh tuyén t6i mot Server cu thé thi web
Server trong s¢€ tra vé doi tuong.

2.3. Proxy client va cdc phwong thirc nhin thuc

Chinh sach truy nhap va cac qui tic quang ba ctia Proxy server c6 thé dugc

thiét 1ap dé cho phép hodc tir chéi mot nhom may tinh hay mot nhom cac ngudi
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dung truy nhap téi mot server nao d6. Néu qui tic dugc ap dung riéng voi cac
ngudi dung, Proxy server s& kiém tra cac dic tinh yéu cau dé quyet dinh nguoi
dung dugc nhén thyc nhu thé ndo. Ta co thé thiét 1ap cac thong sb cho cac yéu
cau thong tin di va den dé nguoi dung phai duoc proxy server nhan thuc trudc
khi xir Iy cac qui tac. Viée nay dam bao rang cac yéu cau chi dugc phep néu
nguoi ding dua ra cic yéu cau da dugc xac thuc. Ban cling c6 thé thiét lap cac
phuong phap nhan thyc duoc st dung va c6 thé thiét 1ap cac phuong phap nhan
thuc cho cac yéu cau di va yéu cau dén khac nhau.

Vé co ban mdt Proxy server thuong hd trg cac phuong phap nhan thyc sau
day: phuong thic nhan thuc co ban., nhan thyc Digest, nhan thyc tich hop
Microsoft windows, chung thuc client va ching thuc server. Pam bao rang céac
chuong trinh proxy client phai hd trg mot trong cac phuong phap nhan thuc ma
proxy server di dua ra. Trinh duyét IE 5 tr& 1én hd trg hau hét cac phuong phap
nhén thyc, mot vai trinh duyét khac co thé chi hd tro phuong ‘phap nhén thyc co
ban. Pam bao rang cac trinh duyét client c¢6 thé hd tro it nhat mot trong sd cac
phuong phap nhan thuc ma Proxy server hd tro.

2.3.1. Phwong phdp nhan thuwc co bdan

Phuong phap nhan thyc nay gui va nhan cac thong tin vé nguoi dung 1a cac
ky tu text dé dang doc duoc. Thong thuong thi cac thong tin vé user name va
password s€ duoc ma hoa thi trong phuong phap nay khong c6 su ma hod nao
dugc st dung. Tién trinh nhan thuc dugc mé ta nhu sau, proxy client nhéc nguoi
dung dua vao username va password sau do thong tin nay dugc client gui cho
proxy server. Cubi cing username va password dugc kiém tra nhu 13 mot tai
khoan trén proxy server.

2.3.2. Phuwong phap nhan thuc Digest

Phuong phap nay c6 tinh chét twong tu nhu phuong phap nhan thyc co ban
nhung khac & viéc chuyén cac thong tin nhan thyc. Cac thong tin nhan thuc qua
mét tién trinh xir 1y mot chiéu thuong duogc biét vai cai tén 1a "hashing". Két qua
clia tién trinh nay goi 1a hash hay message digest va khong thé giai ma ching.
Thong tin gbc khong thé phuc hoi tir hash. Cac thong tin dugc bd sung vao
password trudc khi hash nén khong ai co thé bt dugc password va sir dung
chung dé gia danh nguoi dung thuce. Cac gid tri duoc thém vao dé giup nhan
dang nguoi dung. Mot tem thoi gian ciing duoc thém vao dé ngan can ngudi
dung str dung mot password sau khi né d bi huy. Day 1a mot vu diém rd rang so
v6i phuong phap nhan thuc co ban bdi vi ngudi ding bat hop phap khong thé
chin bt duoc password.

2.3.3. Phwong phdp nhdn thuc tich hop
Phuong phap nay dugc sir dung tich hop trong cac san pham cia Microsoft.
Pay ciing 1a phuong phap chuan cta viéc nhan thuc bdi vi username va
password khong duoc giri qua mang. Phuong phap nay st dung hodc giao thirc
nhan thuc V5 Kerberos hoac giao thitc nhan thuc challenge/response ctia n6.
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2.3.4. Chirng thuc client va chirng thurc server

Ta c6 thé st dung céc dic tinh cua SSL dé nhan thuc. Chung thyc duogc st
dung theo hai cach khi mét client yéu cau mot d6i tuong tur server: server nhan
thuc chinh nd bang cach giri di mot chimg thuce server cho client. Server yéu cau
client nhan thuc chinh n6 (Trong trudong hop nay client phai dua ra mot chung
thue client phu hop t6i server). SSL nhén thyuc bang cach kiém tra ndi dung cua
mot ching thyuce s6 duge mé hoa do proxy client d¢ trinh Ién trong qua trinh déng
nhap (Céac ngudi ding co thé co dugc cac ching thuc s6 tir mot to chirc ngoai ¢4
d6 tin tuong cao). Cac ching thuc vé server bao gdm cac thong tin nhan biét vé
server. Cac ching thuc vé client thudng gdm céc thong tin nhan biét vé ngudi
dung va t6 chuc dua ra chimg thuc do.

Chitng thuc client: Néu chung thyc client dugc lya chon la phuong thtre xac
thue thi proxy server yéu cau client guii ching thuc dén truede khi yéu cau mot
d6i tuong. Proxy server nhan yéu ciu va gii mot chimg thue cho client. Client
nhén ching thyc nay va kiém tra xem c6 thyc 1a thudc vé proxy server . Client
gui yeu cau cua no cho proxy server, tuy nhién proxy server yéu cau mot ching
thuc tir client ma da dugc dua ra trudc d6. Proxy server kiém tra xem chung
thuc ¢6 thuc su thudce vé client duge phép truy cap khong.

Chitng thue server: Khi mot client yéu cau mot dbi twong SSL tir mot server,
client yéu cAu server phai nhan thyc chinh no. Néu proxy server két thuc mot két
nbi SSL thi sau d6 proxy server s& phai nhan thuc chinh né cho client. Ta phai
thiét lap va chi dinh cac chung thuc vé phia server dé st dung khi nhan thuc
server cho client

2.3.5. Nhdn thuc pass-though
Nhan thyc pass-though chi dén kha nang ciia proxy server chuyén thong tin nhan
thuc cua client cho server dich. Proxy server hé tro nhan thuc cho ca cac yéu
cau di va dén. Hinh v& sau mo ta trudng hop nhan thyuc pass-though.

<

v ] T

Client giri yéu cau lay mot dbi tuong trén mot web server cho proxy server.
Proxy server chuyén yéu cau nay cho web server, bat dau tir ddy viéc nhan thuc
qua cac budc sau:

1. Webserver nhan duoc yéu cau ldy d6i twong va dap lai rang client can phai
nhan thuc. Web server cling chi ra cac ki€u nhan thuc dugc ho tro.

2. Proxy server chuyén yéu cau nhan thyc cho client
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3. Client tiép nhan yéu cau va tra cac thong tin nhan thuc cho proxy server
4. Proxy server chuyén lai thong tin d6 cho web server
5. Tur lac nay client lién lac truc tiép voi web server

6. SSL Tunneling. Vo1 duong ham SSL, mot client co thé thiét 1ap mot duong
ham qua proxy server truc tiép toi server yeu cau véi cac dbi tugng yéu cau la
HTTPS. Bét ctr khi nao client yéu cau mot ddi tuong HTTPS qua proxy server
no su dung duong ham SSL. Pudng ham SSL lam viéc boi sy ngam dinh cac
yéu cau di toi cac cong 443 va 563.

i

I

Tién trinh tao dudng ham SSL duoc mé ta nhu sau:

1 Khi client yéu cau mot dbi twong HTTPS tir mot web server trén
Internet, proxy server git mot yéu cau két noi https://URL_name

2 Yéu cau tiép theo duoc giri t6i cong 8080 trén may proxy server
CONNECT URL_name:443 HTTP/1.1

3 Proxy server két ndi toi Web server trén cong 443

4 Khi mot két ndi TCP duogc thiét 1ap, proxy server tra lai két ndi da duoc
thiet lap HTTP/1.0 200

5 Tir day, client thong tin truc tiép vdi Web server bén ngoai
7. SSL bridging.

SSL bridging dé cap dén kha nang ctia proxy server trong viéc mé hoa hodc giai
mi cac yéu cau cua client va chuyén cac yéu cau ndy téi server dich. Vi du,
trong truong hop quang ba (hoic reverse proxy), proxy server co thé phuc vu
mot yéu cau SSL cua client bang cach cham dut két ndi SSL véi client va mo lai
mot két ndi méi véi web server. SSL bridging duoc st dung khi proxy server két
thuc hodc khoi tao mot két ndi SSL.

Khi mét client yéu cau mot ddi twong HTTP. Proxy server mi hoa yéu cau va
chuyén tiép noé cho web server. Web server tra vé ddi twong di ma hoa cho
proxy server. Sau d6 proxy server giai ma d6i tugng va gui lai cho client. Noi
mot cach khac cac yéu cau HTTP duoc chuyén tiép nhu cac yéu cau SSL. Khi
client yéu cau mot dbi tugng SSL. Proxy server gidi mi yéu cau, sau d6 ma hoa
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lai mot 1an nira va chuyén ti€p no6 té61 Web server. Web server tra vé doi tugng
ma hoa cho proxy server.

Proxy server giai ma d6i tuong va sau do gui nd cho client. Noi mot cach khac
cac yéu cau SSL duoc chuyén tiép nhu 13 cac yéu cau SSL. Khi client yéu cau
mot ddi twong SSL. Proxy server giai ma yéu cau va chuyén tiép n6 cho web
server. Web server tra vé d6i tuong HTTP cho proxy server.

Proxy server ma hoa ddi tuong va chuyén no cho client. Néi cach khac cac yéu
cau SSL dugc chuyén tiép nhu cac yéu cau HTTP. SSL bridging c6 thé dugc
thiét 1ap cho cac yéu cau di va dén. Tuy nhién véi cac yéu cau di client phai hd
tro truyén thong bao mat voi proxy server.

Bai tip thuwc hanh cia hoc vién
1. Trinh bay cac khai niém co ban vé dich vu Proxy.
2. Trinh bay céc qui tc trinh cap Proxy Server.
3. Trinh bay cac phuong thirc nhan thuc cuia mot Proxy Server.
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